IEEE TRANSACTIONS ON PATTERN ANALYSIS AND MACHINE INTELLIGENCE 1

Shaping Deep Feature Space towards
Gaussian Mixture for Visual Classification

Weitao Wan, Jiansheng Chen, Cheng Yu, Tong Wu, Yuanyi Zhong, and Ming-Hsuan Yang

Abstract—The softmax cross-entropy loss function has been widely used to train deep models for various tasks. In this work, we
propose a Gaussian mixture (GM) loss function for deep neural networks for visual classification. Unlike the softmax cross-entropy
loss, our method explicitly shapes the deep feature space towards a Gaussian Mixture distribution. With a classification margin and a
likelihood regularization, the GM loss facilitates both high classification performance and accurate modeling of the feature distribution.
The GM loss can be readily used to distinguish abnormal inputs, such as the adversarial examples, based on the discrepancy between
feature distributions of the inputs and the training set. Furthermore, theoretical analysis shows that a symmetric feature space can be
achieved by using the GM loss, which enables the models to perform robustly against adversarial attacks. The proposed model can be
implemented easily and efficiently without using extra trainable parameters. Extensive evaluations demonstrate that the proposed
method performs favorably not only on image classification but also on robust detection of adversarial examples generated by strong
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attacks under different threat models.

Index Terms—Convolutional Neural Networks, Discriminative Feature Learning, Gaussian Mixture Distribution, Adversarial Attack.

1 INTRODUCTION

EEP neural networks have been applied to numerous
Dtasks including object recognition [4], [5], [6], face
recognition [7], [8] and speech recognition [9], [10], to name
a few. For these tasks, the softmax cross-entropy loss (also
known as the softmax loss), has been widely adopted as the
classification loss function for various deep neural networks
[6], [11], [12], [13], [14]. For visual classification, the affinity
score of an input sample to each class is first computed
by a linear transformation on the extracted deep features.
The posterior probability is then modeled as the normalized
affinity scores using the softmax function. Finally, the cross-
entropy between the posterior probability and class label is
used as the loss function. The softmax loss has its probabilis-
tic interpretation in that, for a large class of distributions,
the posterior distribution complies with the softmax trans-
formation of linear functions of the feature vectors [15]. It
can also be derived from a binary Markov Random Field or
a Boltzmann Machine model [16]. However, the relationship
between the affinity score and feature distribution is not
entirely clear. In addition, for an extracted feature vector,
its likelihood to the training feature distribution is not well
formulated.

Numerous loss functions have been proposed to train
deep models more effectively than those based on the
vanilla softmax loss. The Euclidean distances between each
pair [8] or among each triplet [7] of extracted features are
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added as an additional loss to the softmax loss. Alterna-
tively, the Euclidean distance between each feature vector
and its class centroid is used [1]. Within the formulation of
the softmax loss, however, the similarity metric based on
cosine distance is more effective since the affinity score is
computed by inner product, indicating that using additional
Euclidean distance based losses may not be an ideal option.
As such, an angular distance based margin is introduced
in [2] to force extra intra-class compactness and inter-class
separability, leading to better generalization of the trained
models. It has been shown that a classification margin
is naturally embedded in the formulation of the softmax
loss [17]. To leverage the naturally embedded margin, an
extra regularization term has to be introduced to maximize
the margin. Nevertheless, the softmax loss is still indispens-
able and widely used in the training processes of these
approaches. Thus, the probabilistic model of the training
feature space is still not well exploited.

Exploiting the distribution of deep features is of great
interest for robust detection of adversarial examples in ad-
dition to classification accuracy. For example, kernel density
estimation methods have been used to discriminate between
normal samples and adversarial examples [18], [19]. These
approaches are more efficient and reliable than those based
on distributions in the input space because the deep fea-
tures contain richer semantic information. However, ex-
isting schemes are developed based on pre-trained deep
models for feature extraction and other modules to estimate
distributions. Thus, it is of prime importance to develop an
end-to-end method that explicitly shapes the deep feature
distribution to facilitate both high classification performance
and robustness against adversarial examples.

In this work, we propose a Gaussian Mixture loss (GM
loss) to model deep features. As this work focuses on visual
classification, the number of Gaussian components can be
set to the number of object categories. As such, the posterior
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Fig. 1. Two-dimensional feature embeddings on the MNIST training set. The Heatmap in (f) shows the kernel density values of
features, in which brighter pixels indicate higher values. The adversarial examples generated by the Fast Gradient Sign Method
[3] have extremely low kernel density values in the learned GM distribution and thus can be easily detected by our method.

probability can be explicitly computed using the Bayes rule.
The classification loss is computed as the cross-entropy
between the posterior probability and the corresponding
class label. However, adopting this classification loss alone
for training is not sufficient to shape deep features towards
a Gaussian mixture distribution since suboptimal solutions
may be obtained in which the posterior probability for the
ground-truth class is large but the features are far away
from all the Gaussian centers. In other words, optimizing the
classification loss alone can facilitate the classification task
but the feature distribution may significantly deviate from
the expected Gaussian mixture. To address this issue, we
further introduce a novel regularization term to maximize
the likelihood of deep features under the Gaussian mixture
distribution, thereby enforcing the features to follow the
assumed distribution. As such, the proposed GM loss is
a combination of the classification loss and the likelihood
regularization. By utilizing the GM loss for training through
typical stochastic gradient descent, the deep models are
capable of extracting deep features that are discriminative
for classification while following the assumed distribution,
which makes the GM loss intrinsically different from the
softmax loss. Furthermore, we present theoretical analysis
to reveal that such a feature distribution is advantageous
for the robustness against adversarial attacks.

The proposed regularization term essentially differs
from the one in our preliminary results [20]. In this work,
we maximize the likelihood of deep features under the
Gaussian mixture distribution instead of one Gaussian com-
ponent of the ground-truth class [20]. However, directly
adopting the likelihood function as the regularization term
leads to a trivial solution, in which all the feature vectors
either collapse to the origin or scale up such that the
Ly norm is as large as possible, depending on the loss

weight for the regularization term. To address this issue,
we maximize the lower bound of the likelihood function
which leads to a simpler formula and better equilibrium
between the classification loss and the regularization term.
This regularization facilitates learning effective representa-
tion in several aspects. First, unlike the original form [20],
it helps weight regularization by constraining the overall
length of Gaussian means and feature vectors, achieving
better generalization ability. Second, we show that it leads to
a symmetric optimal solution where the distances between
each pair of Gaussian means are equal. Similar approaches
have been shown to be effective for robustness against
adversarial attacks [19], [21]. Using the proposed loss to
train deep models, the probability distribution of the fea-
tures can be explicitly formulated for a well-trained model.
Fig. 1 shows that the learned feature distribution using the
proposed GM loss is significantly different from that learned
using the softmax loss or variants.

The formulation of the GM loss also facilitates incorpo-
rating a classification margin during training. As a result, it
is not necessary to use an additional complicated distance
function as in the large-margin softmax loss [2] or add
an extra loss term to leverage the margin as in [17]. The
proposed classification margin is designed to adapt to the
current distance between features and the Gaussian means
of ground-truth classes. It is more effective than a constant
margin adopted in the triplet loss [22] as the proposed
margin imposes a larger penalty on the samples which the
model has not learned well yet. In addition, it enjoys several
merits than the softmax loss and variants. First, the GM
loss helps to achieve better classification performance by
incorporating a classification margin in an efficient manner.
The improvement can be obtained for various CNN archi-
tectures on different datasets including large-scale ones such
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as ImageNet [23]. Second, by shaping the deep features to-
wards a Gaussian mixture distribution, the GM loss leads to
the feature space in which features of abnormal inputs have
low likelihood in the learned feature distribution. Thus, it is
effective to discriminate adversarial inputs from clean ones
based on the discrepancy of feature distributions. With some
approximations, it can be theoretically proven that the GM
loss guarantees a symmetric feature space, which has been
shown in prior work [19], [21] to be effective for defending
against adversarial attacks.
The main contributions of this work are:

o We propose the Gaussian Mixture loss to train Con-
volutional Neural Networks for visual classification.
In contrast to the commonly used softmax loss or
variants, the GM loss can explicitly model the feature
distribution. This formulation facilitates incorporat-
ing a classification margin in an effective manner.

e By introducing a likelihood regularization, the deep
features are encouraged to follow a Gaussian Mix-
ture distribution. We show that by incorporating
the regularization, the GM loss theoretically leads to
a symmetric feature distribution in which the dis-
tances between any two Gaussian means are equal.
Such a distribution has been demonstrated to be
advantageous for improving the robustness against
adversarial attacks in previous literature.

o The proposed loss simultaneously improves classifi-
cation performance and robustness against adversar-
ial attacks. Furthermore, no extra trainable parame-
ters are needed to implement the proposed method.

o Extensive experiments with different CNN archi-
tectures demonstrate that our method achieves the
state-of-the-art performance on detecting adversar-
ial examples. It also performs favorably against the
commonly used softmax loss and variants on various
visual classification tasks.

2 RELATED WORK
2.1

Significant efforts have been made to develop effective
loss functions other than the softmax loss. One of the
most widely studied approaches is to explicitly encourage
stronger intra-class compactness and larger inter-class sep-
arability using the softmax loss. Sun et al. [8] introduce the
contrastive loss to a Siamese network for face recognition by
simultaneously minimizing the distances between positive
image pairs and enlarging the distances between negative
image pairs by a pre-defined margin. Similarly, Schroff et
al. [7] apply a similar inter-sample distance regularization
term on triplets rather than pairs of images. One issue with
the contrastive loss and triplet loss is the combinatorial
explosion in the number of image pairs or triplets especially
for large-scale datasets, leading to a significant increase in
the required number of training iterations. The center loss
[1] alleviates the computational loads of pair-wise or triplet-
wise by minimizing the Euclidean distance between the
features and corresponding class centroids. However, this
formulation introduces inconsistency of distance measure-
ments in the feature space because the class affinity scores

Loss Function for Classification

3

are computed based on dot product instead of Euclidean
distance. Similarly, Qian et al. [24] propose the SoftTriple
loss for fine-grained image classification in which multiple
centers are learned for each class without sampling triplets.

In general, introducing the classification margin during
training is likely to obtain performance gain. Liu et al. [2]in-
troduce an angular margin into the softmax loss through the
designing of a sophisticated differentiable angular distance
function. Kobayashi [17] shows that a classification margin
can be more naturally embedded in the formulation of the
softmax loss. However, to leverage such a margin, a strict
constraint has to be introduced by optimizing the symmetric
Kullback-Leibler divergence between the distribution of the
non-ground-truth logits and the uniform distribution.

Several approaches have been developed to improve the
numerical stability of the softmax loss. The label smoothing
[11] and knowledge distillation [25] methods replace the
one-hot ground truth distribution with other distributions
that are probabilistically more reasonable. The approach by
Chen et al. [26] focuses on mitigating the early saturation
problem of the softmax loss by injecting annealed noise
in the softmax function during each training iteration. The
above-mentioned methods aim to improve the softmax loss
by external modifications rather than reformulating its fun-
damental assumption.

2.2 Robustness against Adversarial Attacks

Learning robust deep models against adversarial attacks
[3] has recently attracted much attention where inputs are
specifically combined with imperceptible but worst-case
perturbations to cause the model to make incorrect classifi-
cations with high confidence. Several methods [3], [27], [28]
add adversarial examples into the training dataset for data
augmentation to improve the robustness against adversar-
ial examples. However, these methods depend on specific
attack methods and are vulnerable to iterative attacks [28].
Madry et al. [29] propose a more general framework for
adversarial training to deal with iterative attack methods.
However, generating adversarial examples by iterative at-
tacks during training is computationally expensive [29].

The defensive distillation approach [30] aims to train
a substitute model with smoother gradients to increase
the difficulty of generating adversarial examples. Never-
theless, it is not effective for the optimization-based attack
methods such as [31]. Pang ef al. [21] propose to model
the feature distribution as a Gaussian Mixture in which
the Gaussian means are preset by carefully determining a
sensitive parameter for the vector norm and fixed during
training. Consequently, this method performs well only on
simpler datasets (e.g., MNIST). In contrast, our method al-
lows smooth optimization of Gaussian means and performs
well for challenging large-scale datasets (e.g., ImageNet).

The features of adversarial examples can be modeled by
a probability distribution significantly different from that of
the clean training samples. Numerous methods have been
developed to detect adversarial examples. However, none of
these methods aim to increase the robustness for adversarial
attacks while improving classification performance.

Auxiliary Trainable Modules. Metzen et al. [32] augment
deep models with an auxiliary sub-network to discriminate
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adversarial examples from the normal ones. Similarly, the
SafetyNet [33] trains a support vector machine to classify
two types of samples. However, both methods do not gen-
eralize well to unseen types of adversarial attacks. Besides,
they require training additional models. In contrast, our
method is trained only for the classification task without
needing additional models.

Modeling the Input Distribution. The Defense-GAN [34]
and PixelDefend [35] methods model the distribution of
input image data and distinguish adversarial examples
based on the discrepancy of distributions. However, it is
difficult to accurately model the data distribution in the
image space due to the noise and large variations in this
space. In contrast, our method models the distribution in
the feature space where the learned representations usually
have lower dimensions, richer semantic information and
less noise.

Modeling the Feature Distribution. In [18], Feinman et
al. show that adversarial examples can be effectively de-
tected based on the kernel density (K-density) estimation
in the feature space of deep models. Zheng et al. [36]
train a separate set of Gaussian Mixture Models (GMMs)
to model the distribution of the extracted deep features for
a pre-trained Deep Neural Network (DNN). The GMMs are
then adopted to discriminate adversarial examples based
on the likelihood of deep features. Both the K-density and
GMMs based methods only model the distribution as a post-
processing procedure for a pre-trained model. Neither of
them optimizes the DNN model by learning a more robust
feature distribution against adversarial attacks.

Learning the Feature Distribution. The Reverse Cross En-
tropy (RCE) loss [19] is developed to constrain deep features
to be within low dimensional manifolds and improve the
detection performance by using K-density as a metric to
detect adversarial examples in this feature space. However,
to obtain these low dimensional manifolds, this method
requires the predicted probabilities of classes other than the
ground-truth one to be equal, which is a strong assumption
and leads to substantial convergence problems for large-
scale datasets. In contrast, the proposed GM loss is scalable
to large datasets for both robust detection of adversarial
examples and more accurate classification of clean images.

3 GAUSSIAN MIXTURE Loss

In this section, we introduce the GM loss and present math-
ematical analysis of the optimal solution. We explain why
the proposed loss leads to a symmetric feature space which
enhances model robustness against adversarial attacks. We
also describe how to efficiently add a classification margin to
the GM loss, which improves the classification performance.

3.1

In contrast to the softmax loss, we assume that the extracted
deep feature x € RPD, follows a Gaussian mixture distribu-
tion,

GM loss formulation

K

ZN(f;Mk,Zk)P(k)a

k=1

p(z) = 1

4

where pj, and Xy are the mean and covariance of class k
in the feature space; and p(k) is the prior probability of
class k. As discussed in Section 1, the number of Gaussian
components is set to the number of object categories K as
this work focuses on visual classification.

With this assumption, the conditional probability distri-
bution of the feature z; of the i-th sample, given its class
label z; € [1, K], can be expressed by

p(xi|zi) = N (i ey, 22,)- )
Consequently, the corresponding posterior probability dis-
tribution can be expressed by

N(xzv ,uzlazz )p(zz) )
Zk:l N (@i pie, B ) p(k)

As such, a classification loss L5 can be computed by the
cross-entropy between the posterior probability distribution
and one-hot class label,

1 N K
—5 2 2 Lz = k) logp(klz:)

p(zilzi) =

®)

Ccls =
i=1 k=1 (4)
N
1 I
:_7210 N(l‘u,uzn ) 7
N i=1 Zk 1 (xinuk)a])

where the indicator function 1() equals 1 if z; equals k;
or 0 otherwise. N is the number of training samples. For
simplicity, we adopt a simple model in which the prior
probability p(k) is the constant 1/K and the covariance
matrix X, is the identity matrix I.

Optimizing the classification loss alone does not nec-
essarily drive the extracted training features towards the
GM distribution. For example, a feature x; can be far away
from the corresponding class centroid fi,, while still being
correctly classified as long as it is relatively closer to i,
than to the feature means of the other classes. To solve
this problem, we introduce a likelihood reqularization term to
measure the extent that a training sample fits the assumed
distribution. The likelihood under the Gaussian mixture
distribution is adopted instead of the likelihood under a
single Gaussian component given the class label. Theoretical
analysis for the advantages of this regularization term is
presented in Section 3.2. Formally, the log-likelihood for a
feature x; is given by

| XK
log p(xi|p, I) = log Ve > Nl e, 1). )
e

However, this term cannot be directly used because it leads
to a trivial optimal solution in which the feature space
either scales up towards infinity or collapses to the origin
point. Instead, we maximize its lower bound using Jensen’s
Inequality,

K D
2
7(1;1”% — pxll” — 510g27ﬂ

1ng X1|:u7 2 OgN ‘Tlnukvl)

(6)
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in which D represents the dimension of the feature vector
x;. The likelihood regularization term can be derived by

el @)

ZZ s —

11k1

Lika =

where the constant term and constant coefficient in Eq. 6 has
been ignored. Finally, the proposed GM loss L is defined

by
Lov = Leas + ALika, ®)
where ) is a non-negative weighting coefficient.

By definition, the classification loss L., is mainly re-
lated to its discriminative capability while the likelihood
regularization L is related to its probabilistic distribution.
Combining these two objectives during the training process
helps derive a model with high classification performance
and better distribution modeling of features.

3.2 Optimal Solution for GM loss

In this section, we present theoretical analysis of the opti-
mal GM loss for feature learning. The formulation of the
proposed GM loss naturally leads to a symmetric feature
space which has been shown to be effective for robust deep
models against adversarial attacks [19], [21]. We also show
the optimal distances between Gaussian means of different
classes are consistent with experimental results in Fig. 2.

Suppose there are N training pairs (z;,y;),7 =
1,2,..., N, where z; is the feature vector of the ¢-th input
image and y; is the corresponding ground-truth label. We
further assume that the number of training samples for each
class is the same (or we can augment the data points belong-
ing to the classes with fewer samples). Let the number of
classes be K, the feature vector from the n-th class satisfies
2™~ N(pn,I),n = 1,2,..., K. According to the law
of large numbers, when the number of samples N is large
enough, Eq. 8 can be expressed as

Lam =

().
ZE ot

where E(-) is the expected value. We analyze the two terms
in Eq. 9 separately. Since (™) ~ N (j1,,, I), the second term
in Eq. 9, denoted by Loss,.¢4, can be computed by

P
Lossrey = 25 5 5" Bl(a ) (617 — i)

n=1m=1 10)

P (

_ 2

77 2 2 b+ D,

n=1m%#n
in which dpmn = ||ftm — tin||. As such, Loss,4 is directly

related to the distances between different Gaussian means.

5
Denote the first term 1r1 E(}( 9 by Loss.is. Let fn(z) =
N (@; pin, I) and gn () = 5 3y N'(25 fim, ), we have
K
1 )y, T
LosSys = — Z [_ IOg KN(x y My ) ]
K & S N @i, 1)
K
1 fn(:c("))
= — E[—log ———+ 11
= 2221 [~log 7y (11)

K

=105 K — = 3" Dier (fule) g ()

where Dp, denotes the Kullback-Leibler divergence. As
shown in [37], the KL divergence between a Gaussian com-
ponent and a Gaussian mixture can be computed by the
variational approximation,

K
Z e_DKL(N(I;Nnvl)HN(IﬁLmaI))).

m=1

1
Dyar(fullgn) = — IOg(E

(12)
As such, an approximation of Loss.;s can be obtained by

Lossgs ~log K — — Z Doyar (fr()||gn(x))

n= 1

1 & | 2
-2 S log(3° e b,
n=1 m=1

Based on Eq. 10 and Eq. 13, the GM loss in Eq. 9 can be
represented as a function of d,,,, by

Ze Qdfnn)
m=1
Z a2,

m;én

(13)

Loy =~ E Z log(
B (14)

The optimal values of of d,,, for minimizing Lqoum
can be analytically solved as shown below. Let d? =
T Ziin 2 . Considering that f(z) = e~%/? is a convex
function, by applying the Jensen’s Inequality, we have

K
Loy 2 1/K S log(1+(K—1)e%/2) 4 \(d2 (K —~1)/K+D)).

The equality holds if and only ifVYn, dpy = dn(m #n).

Let d*> = 1/K Zn 1 d2. The function f(z) = log(1
(K —1)e™*/2) is a convex function. Based on inequality 15,
by Jensen’s inequality, we have
Ley >log(1+ (K — 1)e"%/2) + >\( Lz 4 D). (16)
The equality holds if and only if Vn, d,, = d.

The minimal value for Lqas, which is given in Eq. 16,
is reached if and only if Vm # n,d,, = d. In other
words, training deep models with the proposed GM loss
naturally learns a symmetric feature space in which the
distances between different Gaussian means are all equal.
Empirical results in Fig. 2 demonstrate this property where
the distances between different Gaussian means are approx-
imately equal. We note that the actual values of d,,, are
not strictly equal to each other. As the number of training
samples is finite and the model capacity is limited, it is
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Fig. 2. Numerical analysis for ResNet32 [6] model trained
with GM loss on the MNIST or CIFAR10 dataset. Left: the
grid on location (m, n) represents di,. Right: the histogram of
dmn,m # n. The black dashed line shows the average value
of dmn and the green solid line shows the theoretically optimal
value according to Eq. 16.

difficult to perfectly transform the data distribution in the
input space to the assumed distribution in the feature space.
Nevertheless, Fig. 2 shows reasonable consistency between
the theoretical analysis and empirical results.

In [21], it has been shown that such a symmetric feature
space intrinsically enhance model robustness against adver-
sarial attacks because it maximizes the minimal distance
between different classes. It is worth noticing that a symmet-
ric feature space is naturally learned under the supervision
of GM loss instead of introducing explicit constraints [19]
or constructing hand-crafted fixed Gaussian means [21]
throughout the training process.

3.3 Large-Margin GM Loss

In addition to the model robustness against adversarial at-
tacks, the classification performance can be improved using
the GM loss with some modification. It has been widely
recognized in statistical learning that large classification
margin on the training set usually helps generalization,
which has been applied to deep models [2], [38]. Denote
the contribution of x; to the classification loss to be L ;.
Based on Eq. 4, L5; is described by

p(zi)| 8| "2e7™

‘Ccls,i = - 1Og s
> p(k)| S| Z e

17)

where
sk= (2 — ) "S5 (@5 — ) /2.

Since the squared Mahalanobis distance s, is by definition
non-negative, a classification margin m (m > 0) can be
easily introduced to achieve the large-margin GM loss as
in

(18)

log p(2)| 2, " Te 5=
AR P T

m
cls,i —

(19)
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Fig. 3. Geometric interpretation of the relationship between
o and the margin size in the training feature space. (a) GM
loss with a = 0; (b) GM loss with a > 0.

Clearly, adding the classification margin to the GM loss is
more straightforward than to the softmax loss [2].

Since we consider the case in which p(k) is constant and
Y, is the identity matrix, then z; is classified to the class z;
if and only if Eq. 20 holds. This indicates that x; should be
closer to the feature mean of class z; than to the one of the
other classes by at least a margin m, i.e.,

e T > 7 = 5, — 5, >m Vk F 2z (20)

Furthermore, we adopt an adaptive scheme by setting the
value of m to be proportional to each sample’s distance to
its corresponding Gaussian mean, i.e., m = as,,, in which
o is a non-negative parameter controlling the size of the
expected margin between two classes on the training set.

It should be emphasized that this formulation cannot be
directly applied to the softmax loss since an inner-product
affinity score can be positive or negative, whereas a sensible
margin generally has to be non-negative. Fig. 3 shows a
schematic interpretation of «; and Fig. 1(d) and (e) illustrate
how the feature space changes when increasing a from 0
to 1. The margin does not change the symmetry property
described in Section 3.2 because it reduces the distance
between features and the their Gaussian mean instead of
changing the distance between different Gaussian means.

4 EXPERIMENTAL RESULTS

We evaluate the proposed method using two sets of ex-
periments. First, we conduct image classification and face
verification experiments to demonstrate the effectiveness of
the large-margin GM loss (GM loss for short). We present
the mean and standard deviation of three runs except for the
large-scale dataset, i.e., ImageNet. Next, we demonstrate the
effectiveness of detecting adversarial examples using kernel
density estimation. All experiments are carried out using the
Tensorflow [39] on NVIDIA TitanX GPUs. The source code
and trained models will be made available to the public.

4.1

MNIST. We first evaluate the softmax loss, center loss (with
the softmax loss) [1], large-margin softmax loss (L-Softmax
loss for short) [7] and GM loss by visualizing the learned
2D feature spaces for the MNIST Handwritten Digit dataset
[40]. We use a network with 6 convolution layers and a fully
connected layer with a two-dimensional output. The feature

Image Classification
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TABLE 1. Classification error rates (%) on the MNIST test set.
The models are trained using a 6-layer CNN with different loss
functions.

Loss Functions 2-D (%) 100-D (%)
Center Loss [1] 1.45+0.01 0.47 +£0.01
L-Softmax Loss [2] 1.30 £0.02 0.43 4+ 0.01
Softmax Loss 1.82 £ 0.01 0.68 £+ 0.01
GM Loss(a = 0)) 144 +0.01 0.49 £0.01
GM Loss(a =0.3) 1.324+0.01 042+ 0.02
GM Loss(ae = 1.0) 1.17 £ 0.01  0.39 + 0.01

TABLE 2. Classification error rates (%) on the CIFAR-10
dataset. The models are trained using the ResNet architectures
with different loss functions.

Loss Functions  ResNet-20 ResNet-56  ResNet-110
Softmax [6] 875+ 0.04 697 +0.05 6.43+0.04
Center [1] 777 £0.05 5944+0.02 5324+0.03
L-Softmax [2] 7.73+£0.03 6.05+0.04 5.79 4+ 0.02
GM(a =0.3) 721 = 0.04 5.61 +=0.02 4.96 + 0.03

embeddings on the training set with different loss functions
are illustrated in Fig. 1. Different from the softmax loss
and its variants, the features generated using the GM loss
generally follow the GM distribution, which is consistent
with the assumption of this work. The heatmap of the kernel
density in the feature space is shown in Fig. 1(f). In addition,
larger margin sizes can be observed among different classes
with an increasing « as shown in Fig. 1(d)-(e).

For quantitative evaluations, we increase the output
dimension of the fully connected layer from 2 to 100 and
add a ReLU activation. For fair comparisons, we train the
same network with different loss functions using the same
training parameters, including the learning rate and weight
decay. The classification error rate on the test set is presented
in Table 1.

CIFAR. The CIFAR-10 dataset [41] consists of 32 x 32 pixel
color images from 10 classes, with 50,000 training images
and 10,000 testing images. The CIFAR-100 dataset [41] has
100 classes containing 600 images each. There are 500 train-
ing images and 100 testing images per class. We use the
typical data augmentation method including mirroring and
32 x 32 random cropping after 4-pixel reflection paddings
on each side [2], [6].

For CIFAR-10, We train the ResNet [6] of 20, 56 and
110 layers with different loss functions. The networks are
trained with a batch size of 128 for 300 epochs, and the
learning rate is set to 0.1 and then divided by 10 at the 150"
epoch and the 225" epoch respectively. We use a weight
decay of 5 x 10™* and the Nesterov optimization algorithm
[42] with a momentum of 0.9. The network weights are
initialized using the method introduced in [43]. The recog-
nition error rate is shown in Table 2. The results in the first
row are reported in the original RestNet paper [6]. For the
center loss and the large-margin softmax loss, we train the
models by ourselves since the ResNet was not used on the
CIFAR-10 dataset in [1] and [2]. The model with the GM
loss performs favorably against the softmax loss and its two
variants for different ResNet models of different depths.

For the CIFAR-100 dataset, we use the same CNN ar-
chitecture used by the large-margin softmax loss [2], which
has the same network architecture as the VGG-net [44]
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TABLE 3. Classification error rates (%) on the CIFAR-100
dataset. The models are trained using a VGG-like CNN con-
taining 13 convolutional layers with different loss functions.

Loss Functions C100 C100+
Center [1] 24.85 +0.06  21.05 &+ 0.03
L-Softmax [2] 24.83 +£0.05 20.98 + 0.04
Softmax 25.61 +£0.07 21.60 £ 0.04
GM(a =0.1) 23.74 £ 0.08  20.94 + 0.03
GM(a = 0.2) 23.04 £ 0.08 20.85 £ 0.04
GM(a = 0.3) 23.16 +£ 0.05 20.76 + 0.03

TABLE 4. Classification error rates (%) on ILSVRC 2012 val-
idation set. For GM loss, we set the margin parameter a=0.01
and regularization parameter A=0.1.

. Softmax loss GM loss
CNN Architecture top1 _fop5 fopl fop5
ResNet-50 [49] 24.7 7.8 23.28 6.81
ResNet-101 [49] 23.6 7.1 2251  6.22
ResNeXt-50 [50] 22.2 - 21.43 5.72
SE-ResNet-50 [51] 2329 6.62 2237 5.85

with 13 convolutional layers and one fully connected layer.
Bach normalization [45] is used after each convolutional
layer and no dropout is used. To achieve better recognition
performances, we replace the fully connected layer in this
network with the global average pooling operator [46]. We
present the recognition results with or without the data
augmentation in Table 3, denoted by C100+ and C100,
respectively. We first note that the model with the proposed
GM loss performs favorably against the model with the
softmax based losses on both C100+ and C100 datasets.
For the augmented C100+ dataset, increasing the margin
parameter o consistently helps achieve better recognition
performance. However, this is not true for the C100 dataset
without data augmentation. This can be attributed to that
the number of training samples for each object class is as
low as 500 on C100. As such, the margin size o and model
generalization capability is less correlated.

ImageNet. We analyze the performance of various CNN ar-
chitectures combined with different loss functions on large-
scale image classification using the ImageNet (ILSVRC 2012)
dataset [47]. For fair comparisons, we train all the models
for 100 epochs on 4 Titan GPUs with a mini-batch size of
64 for each GPU. The learning rate is initialized as 0.1 and
divided by 10 at the 30", 60" and 90" epochs, respectively.
We use a weight decay of 0.0002 and a momentum of 0.9,
and no dropout [48] is used. We evaluate the performances
for a single 224 x 224 center crop for each image on the
ILSVRC 2012 validation set. Table 4 shows that the proposed
method facilitates achieving better classification results on
the large-scale dataset when combined with different CNN
architectures.

4.2 Face Verification

We conduct face verification experiments on the Labeled
Face in the Wild (LFW) dataset [52], which contains 13,233
face images of 5749 different identities with large varia-
tions in pose, expression and illumination. The provided
6,000 pairs are used for face verification test. We follow
the unrestricted, labeled outside data protocol and use only
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TABLE 5. Face verification performances on the LFW dataset
using a single model. The six models at the bottom are trained
on our training scheme while those on top are reported results.

Method Training Data  Accuracy (%)
FaceNet [22] 200M 99.65
Deepid2+ [55] 0.3M 98.70
Softmax 0.49M 98.56 £ 0.03
L-Softmax [2] 0.49M 98.92 + 0.03
Center [1] 0.49M 99.05 £ 0.02
GM (a = 0.001) 0.49M 99.12 + 0.03
GM (a = 0.005) 0.49M 99.24 £ 0.02
GM (o = 0.01) 0.49M 99.41 + 0.03

5°99.5

&£ //\

99.0

L Lot T

©
©

98.5

erification Accuracy (%
©
oo
P

Verification Accuracy (%)

98.0 8
T 980 5= 102

@ A

10~

(a) Accuracy vs. o (b) Accuracy vs. A

Fig. 4. Face verification accuracy on the LFW dataset. (a)
models with different o and fixed A = 0.001. (b) models with
different A and fixed o = 0.01.

the CASIA-WebFace dataset [53] for training. The CASIA-
WebFace dataset consists of 494,414 face images from 10,575
subjects. The training and testing images are aligned using
MTCNN [54] and resized to 128 x 128 pixel. A simple data
augmentation scheme is adopted, which includes horizontal
mirroring and 120 x 120 random crop from the aligned
128 x 128 pixel face images.

We train a face recognition model based on the ResNet
[6] with 27 convolutional layers. The PReLU activations [43]
are used after each convolutional layer and no batch normal-
ization or dropout is used. The model is trained with a batch
size of 256 for 20 epochs. The learning rate is initially set to
0.1 and divided by 10 at the 10th, 14th and 16th epochs. In
the training process, we use the stochastic gradient descent
(SGD) method with a momentum of 0.9 and a weight decay
of 5 x 107, In test phase, we perform principal compo-
nent analysis to project features from 512 to 64 dimensions
and then compute the L, distance for verification. For fair
comparisons, the verification performance is evaluated on a
single model and model ensemble is not used. In Table 5, we
list the reported accuracy for the Deepid2+ (contrastive loss)
[55] and FaceNet (triplet loss) [22] methods. The FaceNet
achieves the highest accuracy of 99.65% by using a very
large training set of 200M images. The reported accuracy
of the center loss [1] method is 99.28% by using both the
CASIA-Webface and Celebrity+ [56] datasets for training
(with 0.7M training images in total). When using the CASIA-
Webface training dataset only, as shown in Table 5, the
model with the GM loss performs favorably against the
schemes with other loss functions.

4.3 Sensitivity Analysis

In this section, we conduct experiments on the CIFAR-
100 and LFW datasets to study the effect of the margin
parameter o and likelihood regularization parameter A on
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TABLE 6. Classification accuracy (%) on the CIFAR-100 dataset
with data augmentation layers. We analyze the sensitivity of
the proposed method with respect to A and a.

N “ 0 0.1 0.2 0.3 04 0.5
001 | 7840 | 7563 | 7855 | 79.08 | 78.74 | 78.65
01 | 7862 | 7880 | 78.86 | 79.24 | 78.95 | 78.81

classification and verification, and discuss how these hy-
perparameters should be chosen for different datasets. The
experimental results are presetned in Table 6 and Fig. 4 in
which the x-axis is displayed in the log scale.

In Fig. 4(a), we set A = 0.001 and vary « from 1073 to
10~1. For a = 0, i.e., without margin term, the verification
accuracy is 98.80%, which shows introducing the margin in
the GM loss plays an important role in achieving better ver-
ification performance. In addition, the model is not sensitive
to a within a wide range. In Fig. 4(b), we set a = 0.01 and
vary A from 10~ to 10~2. For \ = 0, the verification accuracy
is 98.88%. The performance is roughly stable within this
range. Sensitivity analysis is also carried out on the CIFAR-
100 classification experiments (see Table 6).

We set A = 0.1 for all the image classification experiments
and A = 0.001 for the face verification experiments. As the
face training set has clearly a larger number of classes (over
10,000) than the image classification training set, the classifi-
cation loss L. for face recognition should have a relatively
larger weight, meaning relatively smaller A. Otherwise, it
will be difficult to separate the features of different classes
during training. In general, the likelihood regularization
parameter \ should be set a small value to prevent the fea-
tures from collapsing to the origin when the training process
starts. In this setting, the likelihood regularization starts to
play a major role when the training accuracy is approaching
saturation. For the margin parameter o, a larger value may
lead to a more difficult optimization objective. Intuitively, «
should be smaller when the number of classes gets larger.
In our experiments, we empirically set c to 1.0, 0.3, 0.01 and
0.001 for the MNIST, CIFAR-10, ImageNet and LFW face
verification datasets, respectively, in ascending order of the
number of classes in the dataset.

4.4 Adversarial Example Detection

As discussed in Section 3.2, training a network with the
proposed GM loss theoretically leads to a symmetric feature
space which is more robust against adversarial attacks.
As such, we use the kernel density estimation to perform
adversarial example detection based on the discrepancy
between feature distributions of adversarial examples and
normal samples. We evaluate the performance of the pro-
posed method for adversarial example detection on bench-
mark datasets, including MNIST [40], CIFAR-10 [57] and
ImageNet [23] for various adversarial attack methods. The
detection performance is measured by the area under curve
(AUCQC) of the ROC curve for discriminating the normal test
samples from the adversarial examples generated on the test
set. We consider the following three types of widely studied
threat models:
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TABLE 7. Detection AUC-ROC scores (%) for semi white-box
attacks on the MNIST and CIFAR datasets.  indicates that
this result is obtained by our re-implementation due to different
early-stop settings [19].

Detection Method FGSM [3] BIM [58] ILCM [58] C&W [31]
Dataset: MNIST

Softmax+KD 90.2 90.3 95.8 97.6
KD+BU [18] 90.6 97.2 87.4 97.9
I-defender NIPS’18 [36] 96.4 97.6 - -
LIDjcrr1s [60] 96.9 99.6 - -
RCE nips1s [19] 99.4 91.8 98.6 99.8
GM+KD(ours) 99.5 99.7 99.0 99.8
Dataset: CIFAR-10

Softmax+KD 71.2 60.2 85.4 76.5
KD+BU [18] 72.2 81.1 93.3 92.2
I-defender NIPS’18 [36] 87.6 79.0 - -
LIDjcrr18 [60] 82.4 82.5 - -
RCE nips1s [19] 98.0 97.6 93.9 98.2
GM+KD(ours) 99.3 98.6 98.9 99.2

1) Semi white-box Attack: Attackers know all the de-
tails of the DNN model but are not aware of the
defense strategy.

2) White-box Attack: Attackers know all the details
of the DNN model and the defense strategy. The
adversarial examples are generated to attack the
DNN model and defense strategy simultaneously.

3) Black-box Attack: Attackers know all the details of
the defense strategy, but do not know the DNN ar-
chitecture and have no access to the model weights.
Adversarial examples are generated based on the
gradients of a substitute model.

Network Architectures. For experiments on the MNIST and
CIFAR datasets, the ResNet-32 [49] model is employed as
the target model for adversarial attack. For experiments
on the ImageNet dataset, the ResNet-50 model is used for
experiments. Each DNN model is trained with the softmax
loss and GM loss, respectively.

Adversarial Attacks. We focus on targeted adversarial at-
tacks of which the target classes are chosen randomly
from the classes other than the ground-truth class. For the
FGSM [3], the [ constraint € = 0.1 for for images with pixel
values in range [—0.5,0.5]. For the gradient-based iterative
methods, including BIM and ILCM [58], the number of iter-
ations is set to 20 and the step size ¢, is 0.01. For the C&W
attack, the learning rate is set to 0.001, the binary search
steps are five and the Adam [59] optmization algorithm is
used. The confidence threshold « is set to 0 or 10, in which
the latter case is referred to as C&W-hc, representing C&W
attack with high confidence.

4.4.1 Semi White-box Attack

We evaluate the proposed method under the semi white-box
setting. Adversarial examples are generated based on the
gradients of the pre-trained target model for all the normal
images in the test sets. The baseline method uses the K-
density as a metric using the model trained with softmax
loss. The AUC-ROC scores are used for performance evalu-
ation.

For the MNIST and CIFAR-10 datasets, the results
are summarized in Table 7. Overall, the proposed meth-
ods perform favorably against the baseline. As an attack-
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Fig. 5. K-density histograms of adversarial examples gen-
erated on CIFAR-10 for models trained with different loss
functions. Left column: softmax loss; Right column: GM loss.
From top to bottom, adversarial attack methods are FGSM [3],
BIM [58] and C&W [31].

TABLE 8. Detection AUC-ROC scores (%) for semi white-box
attacks on the ImageNet dataset.

Detection Method  FGSM [3] BIM [58] ILCM [58] C&W [31]
Softmax+KD 74.9 72.6 91.7 85.6
KD+BU [18] 90.6 87.2 92.1 94.8
GM+KD(ours) 98.4 92.6 97.0 99.5

agnostic approach, the proposed model can effectively de-
tect all types of adversarial examples evaluated, especially
the ILCM and C&W-hc methods which are strong attacks
on CIFAR-10. The proposed method performs favorably
against previous state-of-the-art approaches consistently for
various attacks. Furthermore, our method does not require
extra training for other auxiliary modules as the I-defender
does. The baseline method performs well on the MNIST
dataset. As the MNIST dataset is a relatively simple dataset
with small intra-class variations even in pixel-level, com-
pact features of each class which are far from the decision
boundary can be formed even when using the softmax loss.
For the more complex CIFAR-10 dataset, although with the
same number of classes and a similar number of samples,
other schemes under almost all attacks do not perform well.
However, the proposed detection method generally main-
tains robust for both the MNIST and CIFAR-10 datasets.
The histograms of K-density for normal samples and
adversarial examples are shown in Figure 5. The adversarial
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TABLE 9. Evaluation results on the CIFAR-10 dataset under
white-box attacks for different methods. Adversarial exam-
ples are generated using the C&W-wb method [61].

Detection Method  AUC (%)t Dist. t*  Adv. Success (%)J

Softmax+KD 53.8 1.26 100
RCE [19] 64.6 3.89 88.0
GM+KD (ours) 84.3 7.82 70.1

TABLE 10. Evaluation results on the MNIST dataset under
white-box attacks for different methods. Adversarial exam-
ples are generated using the C&W-wb method [61].

Detection Method  AUC (%)t Dist. t  Adv. Success (%)}

Softmax+KD 55.6 18.42 98.8
RCE [19] 67.9 31.59 86.9
GM+KD (ours) 84.9 42.29 68.1

examples are generated under semi white-box settings. The
proposed model can better distinguish adversarial examples
when combined with the K-density detector.

The proposed model is evaluated on a more challenging
dataset, i.e., ImageNet, which is less used for adversarial
attacks in prior work. Both RCE [19] and proposed method
are based on modeling the feature distribution. However,
this is a challenging task on the ImageNet as it has 100
times more classes than CIFAR-10 or MNIST datasets, with
much larger intra-class variations. For the ResNet-50 on
the ImageNet, the training by using RCE loss encounters
difficulty in convergence, which is probably caused by the
overly strong constraint of forcing the networks to produce
a uniform distribution on the classes other than the ground-
truth class. Therefore, we compare our method with the
baseline and KD + Bayesian Uncertainty (BU) [18]. Table 8
demonstrates that the proposed method can effectively de-
tect adversarial examples on the ImageNet dataset.

4.4.2 White-box attack

We evaluate our method under the white-box setting in
which the adversarial examples are generated to fool the
DNN classifier and the defense strategy simultaneously.
This setting is considered as the most difficult threat model.
In addition to the AUC-ROC scores, we can evaluate the
defense methods using the average distortion of adver-
sarial examples as a metric. The distortion is defined as
|z — Zadw|ly /Vhwe [27], which indicates the average [s
distance for each pixel between the original image = and the
adversarial example z,q,. The white-box variant of C&W
attack [61] (denoted as C&W-wb) is designed to attack the
DNN classification model and K-density detector simulta-
neously. The C&W-wb attack introduces an extra loss term
f2(x) = max(—log(KD(F(x))) — n,0), in which 7 is the
median of negative log K-density values on the training set.
We use the publicly available implementation released by
the authors [61] to perform this white-box attack.

The results are presented in Table 9 and 10 where a
success means that the adversarial example is classified into
the target class and the extra loss f2(z) = 0, and the average
success indicates the success rate of generating adversarial
examples. The white-box C&W attacks are so strong that
the baseline can hardly detect them since the AUC scores
are nearly 50% (random guess). However, our methods
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TABLE 11. AUC-ROC socres (%) for the black-box attacks for
different DNN models. Adversarial examples are generated
using C&W-wb method [61]. The substitute and target models
are ResNet-32 and ResNet-56, respectively.

Dataset MNIST CIFAR-10
Loss Function Softmax RCE GM ‘ Softmax RCE GM
AUC-ROC 94.4 96.7 98.6 ‘ 75.0 84.9 94.7

achieves significantly higher AUC scores. In addition, it is
more difficult to generate such adversarial examples for our
models which can be observed from both the high distortion
and low adversarial success rate.

4.4.3 Black-box Attack

We evaluate the robustness of our methods for black-box at-
tacks, in which the adversarial examples are generated from
a substitute model and then used to attack the target model.
The attackers know the details of the defense strategy. We
employ the C&W-wb method for evaluation. Table 11 shows
that it is difficult for such adversarial examples to transfer
from one model to another because of the discrepancy of
feature distributions in the substitute and target models. As
a result, the proposed method can effectively detect such
adversarial examples.

5 CONCLUSIONS

Aiming to shape the deep feature space in image clas-
sification towards a Gaussian Mixture (GM) distribution,
we propose a new loss function for training deep neu-
ral networks. In addition to the classification loss which
models the posterior probability distribution under the
GM assumption, a novel likelihood regularization term is
added to explicitly drive the deep features to follow the
GM distribution. We present in-depth analysis to reveal
that theoretically, a symmetric feature space in which the
distances between different class means are equal can be
achieved when the proposed GM loss is optimized. Such
a feature space topology has been shown to effectively
improve robustness against adversarial attacks. To further
improve the generalization capability of the trained model,
a classification margin is introduced by slightly modifying
the classification loss term. The GM loss introduces no extra
trainable parameters compared with the commonly used
softmax loss. Furthermore, the GM loss successfully boosts
the performance of classification tasks and improves the
robustness for adversarial attacks simultaneously. Extensive
experimental results demonstrate that the proposed GM loss
performs favorably against the softmax loss and its variants
on both small and large-scale datasets when combined with
different deep models. By introducing the kernel density es-
timation as the measurement for distinguishing adversarial
examples from normal samples, the GM loss facilitates de-
tecting adversarial examples robustly compared to previous
state-of-the-art approaches.
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