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Federated Knowledge Distillation
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Machine learning is one of the key building blocks in 5G and beyond [1, 2, 3] span-
ning a broad range of applications and use cases. In the context of mission-critical
applications [2, 4], machine learning models should be trained with fresh data
samples that are generated by and dispersed across edge devices (e.g., phones,
cars, access points, etc.). Collecting these raw data incurs significant communica-
tion overhead, which may violate data privacy. In this regard, federated learning
(FL) [5, 6, 7, 8] is a promising communication-efficient and privacy-preserving
solution that periodically exchanges local model parameters, without sharing raw
data. However, exchanging model parameters is extremely costly under modern
deep neural network (NN) architectures that often have a huge number of model
parameters. For instance, MobileBERT is a state-of-the-art NN architecture for
on-device natural language processing (NLP) tasks, with 25 million parameters
corresponding to 96 MB [9]. Training such a model by exchanging the 96 MB pay-
load per communication round is challenging particularly under limited wireless
resources.

The aforementioned limitation of FL has motivated to the development of
federated distillation (FD) [10] based on exchanging only the local model outputs
whose dimensions are commonly much smaller than the model sizes (e.g., 10
labels in the MNIST dataset). To illustrate, as shown in Figure 1.1, consider a 2-
label classification example wherein each worker in FD runs local iterations with
samples having either blue or yellow ground-truth label. For each training sample,
the worker generates its prediction output distribution, termed a local logit that
is a softmax output vector of the last NN layer activations (e.g., {blue, yellow} =
{0.7,0.3} for a blue sample). At a regular interval, the generated local logits of the
worker are averaged per ground-truth label, and uploaded to a parameter server
for aggregating and globally averaging the local average logits across workers per
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Figure 1.1 A schematic illustration of federated distillation (FD) with 3 devices and 2
labels in a classification task.

ground-truth label. The resultant global average logits per ground-truth label are
downloaded by each worker. Finally, to transfer the downloaded global knowledge
into local models, each worker updates its model parameters by minimizing its
own loss function, in addition to a regularizer that penalizes larger gap between
its own logit of a given sample and the global average logit for the given sample’s
ground-truth.

The overarching goal of this chapter is to provide a deep understanding of FD
and show the effectiveness of FD as a communication-efficient distributed learn-
ing framework that is applicable to a variety of tasks. To this end, the rest of
this chapter is organized into three parts. To demystify the operational principle
of FD, by exploiting the theory of neural tangent kernel (NTK) [11], the first
part in Chapter 1.1 provides a novel asymptotic analysis for two foundational
algorithms of FD, namely knowledge distillation (KD) and co-distillation (CD).
Next, the second part in Chapter 1.2 elaborates on a baseline implementation of
FD for a classification task, and illustrates its performance in terms of accuracy
and communication efficiency compared to FL. Lastly, to demonstrate the appli-
cability of FD to various distributed learning tasks and environments, the third
part presents two selected applications, namely FD over asymmetric uplink-and-
downlink wireless channels and FD for reinforcement learning in Chapters 1.3
and 1.4, respectively, followed by concluding remarks in Chapter 1.5

Preliminaries: Knowledge Distillation and Co-Distillation

FD is built upon two basic algorithms. One is KD that transfers a pre-trained
teacher model’s knowledge into a student model [12], whereas the other is an
online version of KD without pre-training the teacher model, called CD [13]. Al-
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Figure 1.2 A schematic illustration of knowledge distillation (KD) from a pre-trained
teacher to a student model.

though KD has widely been used in practice since its inception, its fundamentals
have not been fully understood up until now. Only a handful works [14, 15, 16]
have attempted to analyze KD and its convergence, using the recently proposed
NTK technique [11] as we will review in the first part of this section. Leveraging
and extending this NTK framework, in the second part, we will provide a novel
NTK analysis of the convergence of CD.

Knowledge Distillation

Knowledge distillation (KD) aims to imbue an empty student model with a
teacher’s knowledge [12]. In a classification task, KD is different from the stan-
dard model training that attempts to match a target model’s one-hot predic-
tion (e.g., [cat, dog] = [0,1]) of each unlabeled sample with its ground-truth
label. Instead, KD tries to match the target model’s output layer activation, i.e.,
logit! (e.g., [cat, dog] = [0.3, 0.7]), with the teacher’s logit for the same sample.
This logit contains more information than its one-hot prediction, thereby training
the student model faster than the standard training with much less samples [15].

The teacher’s knowledge of KD can be constructed in various ways. Typically,
the knowledge is a pre-trained teacher model’s logit, which is transferred to a
small-sized student model for model compression [12]. The knowledge can also
be an ensemble of other student models’ logits [13], in that the ensemble of pre-
dictions is often more accurate than individual predictions. Leveraging this, one
can train a student model by transferring the ensemble of other student models’

1 KD originally aims to match the softmax activation function of the student’s logit with the
temperature softmax activation function of the teacher’s logit [12]. Recent KD works have
also considered various activation functions of logits, such as margin rectifier linear unit
(ReLU) and attention [17]. In this chapter, we consider the same activation functions as
in [12], and for the sake of convenience we hereafter call this functional output as logit.
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logits. Indeed, CD and FD utilize this key idea for enabling KD-based distributed
learning without the need for any pre-training operations, to be elaborated in
Chapters 1.1.2 and 1.2.

Given the aforementioned teacher’s knowledge, what the student model knows
after KD can be clarified through the lens of NTK, a recently developed kernel
method to asymptotically analyze an over-parameterized NN in an infinite width
regime [11]. To illustrate, we consider a simple 3-layer student NN model com-
prising input, hidden, and output layers with M; > 0, M), — oo (i.e., infinite
width), and M, = 1 neurons, respectively. These layers are fully connected, and
a non-linear activation function is applied to the hidden layer. In a classifica-
tion task, the input data tuple {(x;,y;)}?, consists of an unlabeled data sample
x; and its ground-truth label y;. For a given input sample x;, the prediction
output ¢; of the student NN is represented by the function f(x;) as follows:

My,

Z amfm(xi) € R’ (11)

m=1

1
v My

where o(-) is a real and non-linear activation function, f,,(x;) = o(wLx;) is the
m-~th activation of the hidden layer, and {wm}%ll are the weights connecting
the input and hidden layers. For the given NN architecture, the logit vector is the
hidden layer activations { f,n (x;)}2" |, of which the entries are linearly combined
with the weight parameters {a,,}, resulting in the prediction output §; of the
student model.

In KD, the student model updates its weights {w,,, } by minimizing its own loss
function and a distillation regularizer that penalizes the student when the logit
gap between the student and teacher is large. Applying the mean squared error
function®to both loss function and regularizer, the problem of KD is cast as:

{Ei"?} _ (yi — 9:)* +/\Z Z(d’m(&') — fm(x2))%, (1.2)

Ui = f(xi) =

loss distillation regularizer

where A\ > 0 is a constant hyperparameter and {¢,(x;)} "

m=1

teacher model’s logits and { f,, (x;)}" | are student’s logits. Note the number of
logits at both teacher and student are assumed to be the same.

To solve the problem (1.2), following the standard NTK settings [11, 14], we

use the gradient descent algorithm with an infinitesimal step size. This results

in the convergence of a trajectory of the discrete algorithm to a smooth curve

modeled by a continuous-time differential equation as

are pre-trained

d Qm

gm0 = L) | =

2 In KD under classification tasks, it is common to use the cross entropy functions for the
loss and distillation regularizer. For the sake of the mathematical tractability, following
[14], we consider the mean squared error functions for the loss and regularizer during the
NTK analysis, while considering the cross entropy functions for the rest of this chapter.

(y - y(t)) + )‘(d)m - fm(t)) ’ (13)
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where y and y(t) are respectively the vectors of the ground truth labels and the
prediction outputs at time ¢, and ¢, and f,,(t) are respectively the vectors of
the teacher model’s m-th logit and the student model’s m-th logit at time t. The
matrix L,,(t) consists of o/ (w, (t)x;)x; as its i-th column, where ¢/(-) is the first
derivative of the activation, which is also assumed to be Lipschitz continuous.
Generally, the dynamics of the weights described in (1.3) are hard to analyze,
yet we can still analyze the dynamics of the logits based on the following relation:

d

Zpfm(t) = Ly () Wi (1) (1.4)

— H,,(¢) jﬂ%w —3(5) + M — Enl8)] (1.5)
where H,,(t) = L] (t)L,,(t) is often called an NTK [11].

Empirically, in a network with a large number of parameters, it is observed that
every weight vector along the trajectory of gradient descent algorithm is static
over time and stays very close to its initialization. Based on such interesting
observation, the theory of NTK establishes that the over-parametrization and
random initialization jointly induce a kernel regime, i.e., H,,(t) = H,,(0) for
t >0 [11, 18], thereby giving rise to simpler dynamics under the negligible effect
of H,,(t) on (1.5).

Remark 1.1 (Theorem 1 in [14]) In the kernel regime, under mild assumptions
on the eigenvalues of the matrices {H,, (0)}*" | at initialization, bounded inputs
and bounded weights, it can be shown that the student NN output vector f(¢),
which is the vector of {f(x;)}"_, converges asymptotically as

1 M g 10}
tglgof(t)fmw<ay+xmz M) (1.6)

Proof Based on the observation that the behavior of gradient descent on the
over-parametrized NN can be approximated by a linear dynamics of finite order,
the evolution of f(t) can be expressed as

f(t) = foo +wpe P4 +uge P4 .o fuge P (1.7)

where d is the order of the linear system, and complex-valued vectors uy,...uy
are determined by the dynamics. Moreover, the non-zero complex-values p1, ..., pq
are the poles that correspond to the singular points of the Laplace transform of
f(t). In [14], it is shown in detail that all existing poles are positive-valued under
mild assumptions, such that f(t) — £, for t — co. O

Consequently, as shown by (1.6), the student model after KD outputs a weighted
sum of the ground truth y and the teacher’s prediction ), an,¢n,. Then, the
student’s prediction error compared to y can be represented as

(1.8)

A AmPm
foo = ylla=—~|ly =
HOO YH2 a+)\ y — \/m ,



1.1.2

Federated Knowledge Distillation

distillation

loss  regularizer @ ensemble
U+ 9(,0)
student ¢ o o device 2 device 3

(device 1) o o

| t ?
common sample

Figure 1.3 A schematic illustration of co-distillation (CD) among 3 student models
without any pre-trained teacher model.

This implies that the student’s prediction error decreases as the pre-trained

teacher’s prediction a\’/"%:‘ approaches to y, i.e., an ideally trained teacher.

Co-Distillation

KD postulates a pre-trained teacher model that hinders distributed learning
operations. However, CD, which is an online version of KD, obviates the need
for the pre-trained teacher model [13]. The key idea of CD is to treat an ensemble
of multiple models’ prediction outputs as the teacher’s knowledge, which is often
more accurate than the individual prediction outputs [19, 13]. To this end, each
worker, i.e., student model, sees the ensemble of the other C' — 1 workers as
a virtual teacher. Consequently, the problem of CD is given by recasting the
problem (1.2) of KD as follows:

i Y (Z@i SR Y)Y (Cl_l S fx) - f&(&-)) )
m m c T m

i c'F#c

loss distillation regularizer

(1.9)

where g¢ is the prediction output of the c-th worker, {w¢,} is its weight parame-
ters, and {f<,(-)} is its logits. Here, the pre-trained teacher’s logit ¢, (x;) of KD
in (1.2) is replaced with the ensemble logit = >, £ £ (x;) of C — 1 workers
in CD. Note that the problem (1.9) of CD is formulated for all C' workers, rather
than considering each worker separately. This problem is more challenging than
KD, in that the teacher’s knowledge becomes dependent on each worker (due to
exclusion) and all the other workers (due to averaging).

Remark 1.2 Given the aforementioned interactions across workers, based on
analysis in the kernel regime, it can be shown that the output of the workers
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converges to the ground-truth asymptotically as

lim f°(r) =y, (1.10)

r—00
forallc € {1,...,C}, where £¢(r) is the output of the worker ¢ after local training

with 7-th global update (or communication round).

Proof Without loss of generality, we hereafter focus only on the first worker
out of C workers whose models are identically structured and independently
initialized. After initialization and local training for warm-up, the workers share
the first updates, i.e., £1(0),...,f¢(0). Then, each worker locally and iteratively
runs GD with regularization until convergence. According to the result (1.6)
from KD, the output of the worker 1 converges to

£1(1) = Jer ( ay + —ch ) (1.11)

Thus, the output of the model C; after r-th updates will converge to

fl(r) = Jer<y+ _1Zf°7”1> (1.12)
S (03 + Py s (0= 2)

1
=—|ay+2

a+ A (C—1D(a+N) (1.13)
C—1)ay + M (r—2) + 2=D 5 pe(r_2
_cHl-/\<ay+>\( Jay + Ec_))(ai/\l) L= I )>. (1.14)

By introducing v,41 = &2 chzz f¢(r) = (a+ Nf(r +1) — ay, we can simplify
(1.14) to a linear non-homogeneous recurrence relation:
v (C—2)A _— A2 — Aay 4 Aay
TC-DtN) T (=Dt T (C-1)(a+ A2 (at )
for r > 1. By solving the above recurrence relation [20], we obtain the closed-form
solution

(1.15)

v =a <$)T+B(—M>T+Ay, (1.16)

where o = 2 3200, £9(0) — Ay and 8 = 2=y Sy £9(0) — 2£1(0). Note that
for r — o0,

lim v, = Ay, (1.17)

r—00

ai/\| <land|-— m| < 1 for C > 2. Consequently, we can see that
the output of the worker 1 converges to the ground-truth as

1
. 1 _ _
Jim £(r) = ——— (ay + Ay) =y (1.18)
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Figure 1.4 Learning curves of CD with C' € {2,5,100} workers, capturing the loss
converging to 0 as the number r of communication rounds increases.

In the same way, the result (1.18) of the worker 1 can be extended to any worker
with the same conclusion. This ends the proof of Remark 1.2. O

Such a result in Remark 1.2 is remarkable in that CD achieves zero prediction
error that is achievable under KD only when the teacher model is ideally pre-
trained as shown in (1.8). This result highlights the importance of continual
training that allows workers to reach the maximum prediction capability, as
opposed to KD that is additionally guided by a pre-trained yet fixed teacher
model.

Lastly, it is notable that more workers yield faster convergence of CD. In
essence, the convergence is achieved by eliminating the first two terms in the
RHS of (1.16). These two terms decrease not only with the number of communi-
cation rounds r but also with the number of workers C. This implies that with
more workers one needs less communications until convergence. Furthermore,
we conceive that when C' — oo, only one communication round can achieve
convergence, enabling one-shot CD.

Fig. 1.4 corroborates the aforementioned theoretical results by numerical eval-
uations of CD for a simple classification task considering 10 classes of samples
labeled 0-9, generated with an arbitrary mapping function which is unknown
to the workers. The result shows that as the number C' of workers grows, the
convergence speed of CD increases while the variance reduces. Furthermore, as
expected by the theoretical result in (1.18), numerical simulations validate that
even with C = 2, CD is guaranteed to converge. Lastly, for C = 100, one can
achieve convergence with only one communication round r» = 1, verifying the
feasibility of one-shot CD.
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Federated Distillation

CD has a great potential in enabling fast distributed learning with high accuracy
as demonstrated in the previous section, yet its communication efficiency is still
questionable. The fundamental reason traces back to KD that requires common
training sample observations by both student and teacher models. For an online
version of KD, this implies that all workers should observe the same sample
per each loss calculation, requiring extensive sample exchanges that may also
violate local data privacy. Eliminating such a dependency on common sample
observations is the key motivation for developing FD, as elaborated next.

Federated Distillation for Classification

In a classification task, FD avoids the aforementioned problem of common sample
observations in CD by grouping samples according to labels, thereby extending
CD to a communication-efficient distributed learning framework. As depicted by
Figure 1.1, the operations of FD are summarized by the following four steps.

1. Each worker stores a mean logit vector per label during local training.

2. Each worker periodically uploads its local-average logit vectors to a parameter
server averaging the uploaded local-average logit vectors from all workers
separately for each label.

3. Each worker downloads the constructed global-average logit vectors of all la-
bels from the server.

4. During local training based on KD, each worker selects its teacher’s logit as
the downloaded global-average logit associated with the same label as the
current training sample’s ground-truth label.

In what follows we describe the details of FD operations. Similar to CD, we
consider that the worker ¢ € {1,...,C} has n observed samples with ground-
truth label, i.e., {(x¢,y$)},, but independently observed at each worker. For
the sake of simplicity, assume Y = {1,2,...,]Y|} to be an alphabet of || labels
under consideration, and define an index set Zj, that is composed of ¢-labeled
sample indices at the worker ¢, where |Zf| = n§ and ) ,n§ = n. Under such
circumstances, FD aims to solve the following optimization problem:

2
" }min{wc}zz ( DG HAY D <01_1 > —ffn(X?)> )
Lhnwg ) e

1€L] €Ly m c'#c

loss distillation regularizer

(1.19)

where f¢ (-) is the m-the logit of the worker c as before, f¢, , = -+ Ziez; e (x5)
’ 1 4
is the local average of the worker ¢’s m-th logit for the samples labeled .
Following the aforementioned four-step operations, FD solves the problem
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Algorithm 1 Federated Distillation (FD)
Require: Prediction: f(x), Ground-truth label: y, Loss function: £(f(x),y)

1: while not converged do

2 procedure LocAL TRAINING PHASE (at worker Ve € {1,...,C})
3 for k steps do : B «+ S°¢

4: for sample x; and label y;, for b € B do

5: we = W —nV{L(f(xp), ) + X - L(F(xp), Fy, )}

6 Fy, .+ Fj, .+ F°(xp), enty, . <—cnty, . +1

7 for label £ =1,2,--- ,|Y|do

8 F§, < Ff,/entg, : return Fy, to server

9: procedure GLOBAL ENSEMBLING PHASE (at the server)
10: for each worker c=1,2,--- ,C do
11: for label £ =1,2,---,]Y| do
12: Fopw « For + FE,
13: for each worker c=1,2,--- ,C do
14: for label £ =1,2,---,]|)| do
15: FZTH — Fpr—Ff,, F{;TH — jé%*li : return Fjr to worker ¢

end while

(1.19) using Algorithm 1. Notations are summarized as follows. The set S¢ de-
notes the training dataset of the worker ¢, and B represents a set of sample
indices drawn as a batch per worker during the local training phase. The func-
tion F°(-) is a logit vector, made by vectorizing the logits {f<,(-)}. The function
L(p, q) is a quadratic loss function, measuring the mean squared error between p
and ¢, which is used for both loss function and distillation regularizer. Note that
the quadratic loss can be replaced with any other well-defined loss function, such
as cross-entropy. As opposed to the asymptotic analysis, we consider a constant
learning rate 7 for practicality, and A is a weighting constant for the distillation
regularizer. At the c-th worker, Fzr is the local-average logit vector at the r-th
iteration when the training sample belongs to the ¢-th ground-truth label, Fzr
is the global-average logit vector that equals F@fr =D te Fz; /(C —1) with C
workers, and cnty . counts the number of samples whose ground-truth label is £.

Figure 1.5 shows the numerical evaluations of FD for the MNIST (hand-written
0-9 images) classification task. The result illustrates that FD achieves 4.3x faster
convergence than FL while compromising less than 10% accuracy, under a 5-
layer convolutional NN operated by 2 workers (see more details in [10]. To see
the effectiveness of FD in a more generic scenario, Figure 1.6 considers up to 10
workers, and both cases of an independent and identically distributed (IID) local
dataset and a non-IID dataset whose local data samples are imbalanced across
labels. The result shows that for different numbers of workers, FD can always
reduce around 10,000x communication payload sizes per communication round
compared to FL. Considering both fast convergence and payload size reduction,
FD reduces the total communication cost until convergence by over 40,000x com-
pared to FL. Nonetheless, FD still comes at the cost of compromising accuracy,
particularly under non-IID data distributions.
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Figure 1.5 Learning curves of FD and FL with 2 workers for the MNIST classification.

Recent Progress and Future Direction

The aforementioned implementation of Vanilla FD focuses only on reducing com-
munication payload sizes in a classification task at the cost of sacrificing accu-
racy. Several recent works have substantiated the communication efficiency of
FD under more realistic wireless environments without compromising accuracy
for applications beyond classification as reviewed next.

o F'D Qver Wireless — FD is a communication-efficient distributed learning
framework, as demonstrated by achieving 40,000x less total communica-
tion cost than FL for an image classification task in the previous section.
The communication efficiency of FD also holds under wireless fading chan-
nels [21, 22, 23]. Even with low signal-to-noise ratio and/or bandwidth, the
payload size reduction of FD can be turned into more successful receptions
and/or lower latency, resulting in even higher accuracy than FL [22, 23].
It could be interesting to see the effectiveness of FD under more realis-
tic wireless environments with advanced physical-layer and multiple-access
techniques such as time-varying millimeter-wave channels, reconfigurable
intelligent surfaces, non-orthogonal multiple access, and many more.

o Communication Efficiency vs. Accuracy — FD is more vulnerable to the prob-
lem of non-IID data distributions compared to FL. Even if a worker obtains
the global average logits for all labels, when the worker lacks samples of
a specific target class, the global knowledge is rarely transferred into the
worker’s local model. Furthermore, in many cases [10, 21, 22, 24], the com-
munication efficiency of FD comes at the cost of compromising accuracy,
yielding the trade-off between FD and FL. Given the trade-off between
FD’s higher communication efficiency and FL’s higher accuracy, it is pos-
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Figure 1.6 Comparison between FD and FL in terms of (a) test accuracy and (b) sum
communication cost of all workers per epoch, under an IID or non-IID MNIST data.

sible to utilize both of their strengths by taking into account the nature
of uplink-downlink asymmetric channels. As shown in [25, 21], one can ex-
ploit FL in the downlink and FD in the uplink whose capacity is much less
than the downlink due to the low transmission energy at the devices, to be
further discussed in Chapt. 1.3.

e Proxy Data Aided FD — Recent works have overcome the aforementioned lim-
itations of FD, i.e., accuracy degradation particularly under non-IID data
distributions. The core idea is to additionally construct a common proxy
dataset (e.g., a public dataset [22] or mean samples per label [23]) through
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which the local KD operations and the local logits to be uploaded are
provided. In fact, as opposed to FL that exchanges each worker’s fresh-
est model updated right before uploading, FD is based on exchanging the
locally averaged logits during which each worker’s model is progressively
updated. To resolve this issue, workers can collectively construct a global
proxy dataset by averaging all data samples per label, referred to as global
average covariate vectors in [22] or by using a pre-arranged public dataset
[23]. Utilizing such a proxy dataset, one can generate the local logits to
be exchanged right before uploading, thereby distilling the knowledge from
the freshest models. Furthermore, operating KD through the proxy dataset
makes all workers observe the same samples, thereby avoiding any possible
errors induced by coarse sample grouping in the original FD. Consequently,
as demonstrated in [23], such proxy dataset aided FD can achieve higher
accuracy than FL even under non-IID local data distributions. Extending
this line of research, it could be worth investigating how to construct the
proxy dataset using a coreset, a small dataset approximating the original
data distribution [25, 26].

e F'D Beyond Classification — The applicability of FD is not limited to classifi-
cation tasks in supervised learning. As shown by [24], FD can be applied to
an reinforcement learning (RL) application by replacing the label-wise sam-
ple grouping of the original FD with clustering based on the neighboring
states (e.g., locations) of RL agents, to be further elaborated in Chapt. 1.4.
In unsupervised learning, it could be possible to collectively train multiple
conditional generative adversarial networks (cGANSs) [27] using FD by ex-
changing their discriminators’ last layer activations that are grouped based
on the common conditions of cGANs. Last but not least, in self-supervised
learning, one could exploit FD to train multiple bootstrap your own la-
tent (BYOL) networks, each of which comprises a pair of online and target
models [28], by constructing each target model’s prediction based on an
ensemble of the last layer activations of online models.

Application: FD Under Uplink-Downlink Asymmetric Channels

Despite the communication efficiency brought by FD in the distributed learning
framework, there still remains an accuracy issue especially under communication-
limited scenarios. In a typical wireless communication network, the uplink com-
munication is more limited by lower transmission power and smaller available
bandwidth than the downlink [29], which we refer to as uplink-downlink channel
asymmetry. Thus, for FD based distributed learning built over wireless networks,
a large accuracy loss of model training is inevitable, since FD goes through a
number of communication rounds for model training over both uplink and down-
link channels.

In this context, as an advanced form of FD, the Miz2FLD achieves both
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high accuracy and communication-efficiency under the uplink-downlink chan-
nel asymmetry. As depicted in Figure 1.3.1, Mix2FLD is built upon two key
algorithms: federated learning after distillation (FLD) [24] and Mizup data aug-
mentation [30]. Specifically, by leveraging FLD, each worker in Mix2FLD uploads
its local model outputs as in FD, and downloads model parameters as in FL,
thereby coping with the uplink-downlink channel asymmetry. Between the up-
link and downlink, the server runs KD. However, this output-to-model conversion
requires additional training samples collected from workers, which may violate
local data privacy while incurring huge communication overhead. To preserve
data privacy with minimal communication overhead during seed sample col-
lection, Mix2FLD utilizes a two-way Mizup algorithm (Miz2up), as illustrated
in Figure 1.3.1b. To hide raw samples, each worker in Mix2up uploads locally
superposed samples using Mixup. Next, before running KD at the server, the
uploaded mixed-up samples are superposed across different workers, in a way
that the resulting sample labels are in the same form of raw sample labels. This
inverse-Mixup provides more realistic synthetic seed samples for KD, without
restoring raw samples. Furthermore, with the uploaded mixed-samples from the
workers, a larger number of inversely mixed-up samples can be generated, thereby
enabling KD with minimal uplink cost. In the following subsections, we first elab-
orate a baseline method, MixFLD that combines FLD and Mixup, followed by
describing Mix2FLD that integrates MixFLD with the inverse-Mixup.

Baseline: MixFLD

MixFLD integrates FLD with Mixup, within which FLD counteracts the uplink-
downlink channel asymmetry as elaborated next. Following FLD, as shown in
Figure 1.3.1a, at the r-th global update, the workers upload their local average
logit vectors, thereby constructing a global average logit vector at the server, as
in FD. Then, the workers download the global weight vector as in FL. To this
end, the server must convert the global logit average vector into the global weight
vector, since it lacks one. The key idea is to transfer the knowledge in the global
average logit vector to a global model. To enable this, at the beginning of FLD,
each worker uploads nn,ix seed samples randomly selected from its local dataset.
By feeding the collected Cnpmix seed samples, denoted by {x,;}Z™m, the server
runs K iterations of SGD with KD, thereby updating the global model’s weight
vector wy i as:

Wokt+1 = W —1V (ﬁ(fg(xs,i)a Vi) T A C(Fg(xs,i)v Fy“r)) ) (1.20)

where f,(-) is the function denoting the global NN at the server and Fj, is the cor-
responding global model logit vector. As defined earlier, £(-,-) is a well-designed
loss function such as quadratic loss or cross-entropy and Flﬂ. is the global average
logit vector for [-labeled samples at the r-th global update, which is obtained
by averaging local logit vectors uploaded from the workers. Finally, the server
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Figure 1.7 An illustration of (a) Mix2FLD operation and (b) Mix2up.

yields the global model w, i that is downloaded by every worker. The remaining
operations follow the same procedure of FL.

The aforementioned FLD operations include seed sample collection process
that may incur non-negligible communication overhead while violating local data
privacy. To mitigate this problem, MixFLD applies Mixup before collection [25,
30] to the sample collection procedure of FLD as follows. Before uploading the
seed samples, the worker ¢ randomly selects two different raw samples x7 and x§
with ¢ # j, having the ground-truth labels yi and y5, respectively. With a mixing
ratio v € (0,0.5] given identically for all workers, the worker linearly combines
these two samples (see Figure b), thereby generating a mixed-up sample X, as:

X =x; + (1 —)xj, (1.21)
whose label is also mixed up as y§; = vy{ + (1 — 7)y§. Then, each worker
uploads the generated npix mixed-up samples to the server without revealing
raw samples.

The guaranteed privacy level can be quantified through the lens of (g,0)-
differential privacy [31], in which lower €, > 0 preserves more privacy by making
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it difficult to guess with less confidence whether or not a certain data point is
included in a private dataset. For the sake of the analysis, we consider that each
worker selects two samples uniformly at random out of n samples, and mixes
them with v = 0.5, followed by inserting additive zero-mean Gaussian noises to
x;; and y§; with the variances o2 and 05, respectively. When generating nmix
samples at each worker, according to Theorem 3 in [32], the aforementioned

Mixup is (e,d)-differentially private where
_ 2nmixAz

4nlog(1/6) \/A2nmix log(1/4)
°= 8n 1+ A%nix + 4dn

. (1.22)

The term A? is given as A? = d, /o2 —i—dy/ag where d, and d, are the sample and
label dimensions (e.g., for the 28 x 28 pixel MNIST images of hand-written 0-9
digits, d, = 28 x 28 = 784 and d, = 10). As observed by ¢ decreasing with n in
(1.22), Mixup can guarantee the raw sample privacy as long as the local dataset
size is sufficiently large. Recall that this differential privacy analysis is based on
v = 0.5 and additive noises. For more general cases under v > 0 without additive
noise, we numerically evaluate the sample privacy by measuring the similarity
between the raw and mixed-up samples in Chapt. 1.3.3.

Proposed: Mix2FLD

While MixFLD preserves local data privacy during seed sample collection, the
Mixup operations may too significantly distorts the collected seed samples, which
may hinder achieving high accuracy. To resolve this issue, Mix2FLD additionally
applies the inverse-Mixup algorithm to MixFLD, thereby not only ensuring local
data privacy but also achieving high accuracy. For the sake of clear explanation,
we hereafter focus on a two-worker setting, where workers ¢ and ¢’ independently
mix up the following two raw samples having symmetric labels:

e Worker c: x{ with y¢ = {1,0} and x§ with y§ = {0, 1}
o Worker ¢: x¢ with y& = {0,1} and xgj with y;j = {1,0},

where y¢ is a one-hot encoded ground-truth label vector of x¢, referred to as a
hard label. Following (1.21), worker ¢ mixes up is local samples x§ and x5, yielding
the mixed-up sample X§; corresponding to the mixed-up label {7, 1—~}, referred
to as its soft label. Likewise, worker ¢’ superpositions Xf,/ and X?i, resulting in
the mixed-up sample 5{10,/ ; having the soft label {1 —~,~}. The workers ¢ and ¢’
upload fcfj and fcf,/ i with their soft labels to the server.

Then, the server in Mix2FLD converts the soft labels back into hard labels,
such that the converted samples contain more similar features of the hard-labeled
real dataset, while being still different from the raw samples. To this end, the
server applies the inverse-Mizup that linearly combines ngs mixed-up samples
such that the resulting sample has a hard label. For the case of C' = 10 workers,
as depicted in Figure 1.3.1(b), with the above-mentioned symmetric setting,
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the server combines x§; and x5 j» such that the resulting ﬁfj‘?:i/” has the I-th

converted hard label as the ground-truth. This is described as:
Xijigrg =YX+ (1= 3)Xi . (1.23)

The inverse mixing ratio 4 for ng = 2 is chosen in the following way. Suppose
the target hard label is {1,0}, i.e., [ = 1. Applying {1,0} to the LHS of (1.23)
and {7,1 — v} and {1 —~,7} of X{; and f(f,/j, to the RHS of (1.23) yields two
equations.

L=47+(0=9)(1-7) (1.24)
0=41-71+010 -9 (1.25)

Solving these equations yields the desired 4. By induction, this can be generalized
to ng > 2.

Hereafter, for the sake of convenience, we explain the rest of the algorithm
considering ns = 2. By alternating 4 with [ = 1 and 2, inversely mixing up two

’ ’

3 < C <> C 3 3 3 nele)
mixed-up samples x{; and XJ,;, yields two inversely mixed-up samples X{7, . |
CC/
4,1'57,2°

two samples with symmetric labels among ny;x mixed-up samples. By nature,

and X The server generates n;,, inversely mixed-up samples by pairing
inverse-Mixup is a data augmentation scheme, so n;,, can be larger than nyx.
Note that none of the raw samples are identical to inversely mixed-up samples.
To ensure this, inverse-Mixup is applied only for the seed samples uploaded
from different devices, thereby preserving data privacy. The overall operation of
Mix2FLD is summarized in Algorithm 2.

Algorithm 2 FLD with Mix2up (Mix2FLD)
Require: S° with ce {1,...,C}, v € (0,1)

1: while not converged do

2 procedure LOCAL TRAINING AND Mixup(at worker c € {1,...,C})

3 if » = 1 generates {X{;} via (1.21) end if > Mizup
4 updates w® and Fy, for K iterations as in FD (Algorithm 1)

5: unicasts {F},} (with {x{;} if r = 1) to the server

6 procedure ENSEMBLING AND OUTPUT-TO-MODEL CONVERSION(at server)

7 if r = 1 generates {ifj’;,j@l} via (1.23) end if > Inverse-Mizup
8: computes {Fl‘,q}

9: updates wg ; via (1.20) for K iterations

10: broadcasts wy, k. to all devices
11: rr+1

12: Worker ¢ € {1,...,C} substitutes w§ with wg x_ > Model download

end while

Numerical Evaluation and Discussions

In what follows, we provide a numerical performance evaluation of Mix2FLD
compared with FL, FD, and MixFLD, in terms of the test accuracy and con-
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Figure 1.8 all Learning curve of a randomly selected device in Mix2FLD, compared to
FL, FD, and MixFLD, under asymmetric and symmetric channels, when v = 0.1 with
IID and non-IID datasets.

vergence time of a randomly selected reference device, under different data dis-
tributions (IID and non-IID) and uploaded/generated seed sample configura-
tions: (Nmix, Niny) € {(10,10), (10, 20), (50, 50), (50,100)}. The convergence time
includes communication delays during the uplink and downlink, as well as the
computing delays of devices and the server, measured using tic-toc elapsed time.

Every device has a 3-layer convolutional NN model (2 convolutional layers,
1 fully-connected layer) having 12,544 model parameters in total. The server’s
global model follows the same architecture. Each worker owns its local MNIST
dataset with |Y| = 10 classes and n = 500 samples. For the IID case, every
label has the same number of samples. For the non-IID case, randomly selected
two labels have two samples respectively, while each of the other labels has 62
samples. Other simulation parameters for model training are given as: C' = 10,
K = 6,400 iterations, K; = 3,200 iterations, n = 0.01. The simulation parameters
for reflecting wireless environment is given as the same as in [21].

The impact of channel conditions is illustrated in Figure 1.8. The result shows
that Mix2FLD achieves the highest accuracy with moderate convergence un-
der asymmetric channel conditions among others. Compared to FL uploading
model weights, Mix2FLD’s model output uploading reduces the uplink payload
size by up to 42.4 times. Under asymmetric channels with the limited uplink
capacity (Figures 1.8(a) and (c)), this enables more frequent and successful up-
loading, thereby achieving up to 16.7% higher accuracy and 1.2 times faster
convergence. Compared to FD, Mix2FLD leverages the high downlink capacity
for downloading the global model weights, which often provides higher accuracy
than downloading model outputs as reported in [10]. In addition, the global in-
formation of Mix2FLD is constructed by collecting seed samples and reflecting
the global data distribution, rather than by simply averaging local outputs as
used in FD. Thereby, Mix2FLD achieves up to 17.3% higher accuracy while tak-
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Figure 1.9 Test accuracy distribution of Mix2FLD w.r.t the number of devices, under
symmetric channels with IID and non-1ID datasets.

ing only 2.5% more convergence time than FD. Under symmetric channels, FL
achieves the highest accuracy. Nevertheless, Mix2FLD still converges 1.9 times
faster than FL, thanks to its smaller uplink payload sizes and more frequent
updates.

Next, the impact of the number of devices is observed in Figure 1.9. When
the number of devices is increased from 10 to 50, the average of test accuracy
increases by 5.7% and the variance decreases by 50% with IID dataset. In the
non-I1D dataset, the test accuracy gain is smaller than that of the IID dataset,
but has the same tendency. This concludes that Mix2FLD is scalable under both
IID and non-IID data distributions.

Furthermore, the effectiveness of Miz2up is depicted in Figures 1.8(c) and
(d), corroborating that Mix2FLD is particularly effective in coping with non-
IID data. In our non-IID datasets, samples are unevenly distributed, and lo-
cally trained models become more biased, degrading accuracy compared to IID
datasets in Figures 1.8(a) and (c). This accuracy loss can partly be restored
by additional global training (i.e., output-to-model conversion) that reflects the
entire dataset distribution using few seed samples. While preserving data pri-
vacy, MixFLD attempts to realize this idea. However, as observed in Figure
1.8(d), MixFLD fails to achieve high accuracy as its mixed-up samples inject
too much noise into the global training process. Mix2FLD resolves this problem
by utilizing inversely mixed up samples, reducing unnecessary noise. Thanks to
its incorporating the data distribution, even under symmetric channels (Figure
1.8(d)), Mix2FLD achieves higher accuracy than FL. One drawback of Mix2up
is its relying on an ng X ng matrix inversion for inverting ng linearly mixed-up
samples, which may hinder the scalability of Mix2FLD for large n,. Alterna-
tively, as demonstrated in [33], one can exploit the bit-wise XOR operation and
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Table 1.1 Sample privacy, Mixup (nmix=100).

Sample Privacy Under Mixing Ratio

Dataset ~=0.001 0.1 0.2 0.3 0.4  0.499
MNIST 2.163  4.465 5.158 5.564 5.852 6.055
FMNIST 1.825  4.127 4.821 5226 5514 5.717
CIFAR-10 2.582  4.884 5577 5.983 6.270 6.473

CIFAR-100 2.442 4.744 5438 5.843 6.131 6.334

Table 1.2 Sample privacy, Mix2up (nmix=100).

Sample Privacy Under Mixing Ratio ~

Dataset  _ _ 5001 01 02 03 04 0499

MNIST 2557  4.639 5469 6.140 T7.007 9.366
FMNIST 2196 4568 5410 6.143 6.925 9.273
CIFAR-10 2.824 5228 6.076 6.766 7.662 10.143

CIFAR-100 2.737 5.151 6.050 6.782 7.652 10.104

its flipping property (e.g., (A® B) @ B = A) replacing mixup and inverse-mixup,
respectively, thereby avoiding the matrix inversion complexity.

Lastly, the tradeoffs among latency, privacy, and accuracy are illustrated in
Figure 1.8. For all the considered channel conditions and data distributions,
in Mix2FLD and MixFLD, reducing the seed sample amount (n,ix = 10) pro-
vides faster convergence time albeit compromising accuracy, leading to a latency-
accuracy tradeoff. The inverse-Mixup of Mix2FLD can partly resolve the tradeoff
by more augmenting the seed samples. Even for the same npx, increasing ;.
improves the accuracy by up to 1.7%. In doing so, the inverse-Mixup of Mix2FLD
can increase the accuracy without additional communication latency. Next, to
validate the data privacy guarantees of Mixup and Mix2up, we evaluate the sam-
ple privacy, given as the minimum similarity between a mixed-up sample and its
raw sample: log(min{||x{; — x{|[, ||X{; — x§|[}) according to [34]. Table 1.1 shows
that Mixup (y > 0) with a single device preserves more sample privacy than the
case without Mixup (v = 0). Table 1.2 illustrates that Mix2up with two devices
preserves higher sample privacy than Mixup thanks to the additional (inversely)
mixing up of the seed samples across devices. It also shows that each inversely
mixed-up sample does not resemble its raw sample but an arbitrary sample hav-
ing the same ground-truth label. Both Tables 1.1 and 1.2 show that the mixing
ratio y closer to 0.5 (i.e., equally mixing up two samples) ensures higher sam-
ple privacy, which may require compromising more accuracy. Investigating the
privacy-accuracy could be an interesting topic for future research.
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Application: FD for Reinforcement Learning

The original design of FD relies on grouping model outputs based on labels in
classification. To demonstrate its applicability beyond classification, in this sec-
tion we aim to exemplify an FD implementation under a reinforcement learning
(RL) environment in which multiple interactive agents locally carry out decision-
making in real time. In such environments, policy distillation (PD) is a well-
known solution [35], wherein multiple agents collectively train their local NNs.
As illustrated in Figure 1.10, PD is operated by: (i) uploading every local expe-
rience memory to a server, (ii) constructing a global experience memory at the
server, and (iii) downloading and replaying the global experience memory at each
agent to train its local NN [35]. However, the local experience memory contains
all local state observations and the corresponding policies (i.e., action logits). Ex-
changing such raw memories may thus violate the privacy of their host agents.
Furthermore, the global experience memory size increases with the number of
agents. The resulting ever-growing communication overhead may undermine the
scalability of PD.

To obviate the aforementioned problems, by leveraging FD, we introduce fed-
erated reinforcement distillation (FRD) [24, 36], a communication-efficient and
privacy-preserving distributed RL framework based on a proxy experience mem-
ory. In FRD, each agent stores a local proxy experience memory that consists of
a set of pre-arranged prozy states and locally averaged policies. In this memory
structure, the actual states are mapped into the proxy states (e.g., based on the
nearest value rule), and the actual policies are averaged over time. Exchanging
the local proxy memories of agents not only preserves the privacy of agents, but
also avoids the continuaal increase in the communication overhead as the number
of agents grows. In what follows we first elaborate the baseline PD operations,
and then illustrate FRD operations, followed by numerical evaluations.

Policy Distillation With Experience Memory

We consider an episodic environment modeled by a Markov decision process. The
state space S and action space A are discrete. Without any prior knowledge on
the environment, each agent takes an action a € A at time slot ¢, and in return
receives the reward r; € R. The resulting policy mp : S — P(A), i.e., actions
for given states, is stochastic, where P(A) is the set of probability measures on
A. The policy is described by the conditional probability mg(a|s) of a € A for a
given state s € S, where 6 € R™ denotes the local model parameters of an agent.
Hereafter the subscript ¢ € {1,2,---,C} identifies an agent out of C' agents, and
we abuse the notations by dropping it if the relationships are clear.

In PD [35], as depicted by Figure 1.10, the agents collectively construct a
dataset named ezperience memory for training the local models. The operation
of PD can be summarized by the following steps.



22

1.4.2

Federated Knowledge Distillation

local experience memory global experience memory
state ’ -50° || -10° || 10° || -20° || 20° ||-110° state
EEHE AR R
k=0 k=1 k=2 k=0 k=1 k=2
policy _,«" ‘\.‘ policy
- JRRRTEEES
value value
agent 1’s environment agent 2’s environment

Figure 1.10 A schematic illustration of policy distillation (PD) with experience
memory [35].

1. Each agent records an local experience memory M. = {(s, 7T9mk(ak|sk))}kK=61
for E episodes. Note that K, is the size of local experience memory.

2. After all the agents complete E episodes, the server collects the local experi-
ence memories from all agents.

3. The server constructs a global experience memory M = {(sk, 7ok (ar|sk)) Hy,
where K = chzl K. and 7g i, is the policy collected from the clients.

4. To reflect the knowledge of other agents, the agents download the global
experience memory M from the server.

5. Similar to the conventional classification setting, the agent ¢ optimizes the
local model €, by minimizing the cross entropy loss L.(M,6.) between the
policy of local model 7y, and the policy g of global experience memories M,
where L.(M,0,.) is given as

K
Le(M,0.) = = mo k(ax|sk) log (mo. (ax|sk)) - (1.26)

k=1
Unfortunately, under the above-mentioned operations of PD, malicious agents
and honest-but-curious server may sneak a look at all the previously visited states
and taken actions of every agent, incurring privacy leakage issues. Furthermore
the global experience memory size increases with the number of agents, limiting

the scalability of PD,

Federated Reinforcement Distillation With Proxy Experience Memory

As opposed to PD, FRD relies on constructing and exchanging proxy experience
memories as illustrated in Figure 1.11, improving the communication efficiency
while preserving privacy. The proxy experience memory MP is comprised of prozxy
state sP and its associated average policy 7% . A proxy state is the representative
state of each state cluster S; C S fori € {1,...,I}, where we assume S;NS; =0
for i # j. Given these definitions, the operations of FRD are described by the
following steps.
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Figure 1.11 A schematic illustration of federated reinforcement distillation (FRD) with
prozy experience memory [24, 36].

1. Each agent categorizes the experienced policy g, k(als) according to the
proxy state cluster that the state s is included in.

2. After all the agents complete the I episodes, each agent constructs a local
proxy experience memory M2 = {(s},, 7 1., (ay ‘SZ')}f'f:p where my ., (ay|s},)
is the local average policy, obtained by averaging the policy in the same cat-
egory, while K? is the size of local proxy experience memory describing the
number of proxy state clusters that have visited by the agent. Note that the
Ty (ak|sy) is not generated by the local model of agent.

3. When the local proxy experience memory of every agent is ready, the server
collects is from each agent.

4. Then, the server constructs the global proxy experience memory
MP = {(spr, o p (ans[spr)) VS0, (1.27)

by averaging the local average policies in the same category. The size of global
proxy experience memory KP? is the number of proxy state clusters that have
visited by all the clients.

5. Each agent downloads the global proxy experience memory MP?P from the
server.

6. Each agent i fits the local model 6, minimizing the cross entropy loss L2(MP, 0..)
between the policy of local model 7y, (ax|sk/) and the global average policy
To 1 (Sh awr|sy,) of global proxy experience memory MP, where

KP
LE(MP,0e) = = md i (aw [s}.) log (mo, i (aw [s7.)) - (1.28)
k=1

This loss is calculated with the policy produced by the local model as the
input of a proxy state.
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Constructing the local and proxy experience memories can be interpreted as
quantizing the memories, thereby reducing the uplink and downlink payload
sizes, respectively. Notably, the downlink payload size reduction significantly
benefits from sharing each global proxy experience by multiple agents. This is
in stark contrast to PD wherein the different agents’ experiences are hardly
overlapped with each other particularly for a large state dimension, bringing
higher communication efficiency on FRD. Furthermore, exchanging proxy expe-
rience memories does not reveal any raw experiences of agents, enabling privacy-
preserving distributed RL.

The local experiences are obtained by running a deep RL method at each
agent. Throughout this chapter we consider the advantage actor-critic (A2C)
framework [37], in which each agent stores a pair of actor and critic NNs. The
actor NN generates an action a € A according to the policy 7y, while the critic
NN evaluates the benefit of the generated action compared to other possible
actions, in terms of obtaining higher expected future reward. Since the actor
and critic NNs have no prior knowledge on the environment, the actor-critic pair
must interact with the environment, and thereby learn the optimal policy 7* to
gain the maximum expected future reward. Meanwhile, the benefit of taking an
action is evaluated using the advantage function A™ (s, as) [38], given as

AT (s, a0) = Q™ (s¢,a¢) — V7 (s¢) (1.29)
= T(St’ at) + E8t+1~ﬂ‘3 [Vﬂ(st+1)] - Vﬂ(st) (1'30)
~r(se,an) + VT (se41) — VT (se), (1.31)

where V™(s) =E[r]|so = s; 7] is the value function, Q™(s, a) =E [r]|so =5, ap =a; 7]
is the Q-function, and (s, a;) is the instant reward at learning step ¢. Note that
if the output value of the advantage function is positive, it means that the se-
lected action is not an optimal solution. Moreover, we can see from (1.31) that
the advantage function is approximately described only using the value function.
The critic NN who computes the value can thereby evaluate the advantage for
each updating step of the actor NN. The actor NN is a policy NN who approxi-
mates the policy 7 and constructs the local experience memory. Lastly, in that
each agent stores a pair of actor and critic NNs, there are three possibilities
of exchanging: only actor NNs, critic NNs, or both actor and critic NNs across
agents. As seen by several experiments [24, 36], exchanging only actor NN, i.e.,
policy NNs, achieves the convergence speed as fast as exchanging both actor and
critic NNs, while saving the communication cost thanks to ignoring critic NNs.
Hereafter we thus focus on an FRD implementation with the experience memory
constructed by the actor NN outputs.

Experiments and Discussions

To show the effectiveness of FRD, we consider the CartPole-v1 environment in
the OpenAl gym [39], where each agent controls a cart so as to make a pole
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attached to the cart upright as long as possible. Each agent obtains a score
of +1 for every time slot during which the pole remains upright. Playing the
CartPole game with multiple episodes, the agents complete a mission when any
agent first reaches an average score of 490, where the average is taken across 10
latest episodes.

The performance of FRD is evaluated in terms of the mission completion
time, and is compared with two baseline distributed RL frameworks: PD [35]
and federated reinforcement learning (FRL) that exchanges actor NN model
parameters following the standard FL operations [5, 6, 7, 8, 36]. Each agent runs
an A2C model comprising a pair of actor and critic NNs [37], each of which is a
multi-layer perceptron (MLP) with 2 hidden layers. At an interval of 25 episodes,
the agents exchanges their critic NN’s outputs in PD and FRD or the critic NN
parameters in FRL.

To construct proxy experience memories in FRD, the agent states are clustered
as follows. In the Cartpole environment, each agent has its 4-tuple state consisting
of the cart location, cart velocity, pole angle, and the angular velocity of the pole.
By evenly dividing each observation space into S = 30 subspaces, we define state
clusters as the combinations of the four subspaces, resulting in S* state clusters
in total. A proxy state is defined by the middle value of each state cluster, and
each raw state is mapped into the proxy state based on the nearest value rule.
For example, the proxy state of the pole angle is —45° when the state cluster is
[-90°,0°), as illustrated in Figure 1.11. Throughout the simulations, the lines
represent the median values, and the shaded areas depict the regions between
the top-25 and top-75 percentiles.

In comparison with PD, FRD achieves the mission completion time as fast as
PD as shown by Figure 1.12(a), while saving the communication cost by around
50% as observed by Figure 1.12(b) for 2 agents. In Figure 1.12(b), the payload
size gap between the uplink and downlink is due to the difference between local
and global (proxy) experience memory sizes. This uplink-downlink payload size
gap of PD is larger than that of FRD for 2 agents, which is expected to become
even larger for more agents thanks to the proxy state sharing of FRD, advocating
the communication efficiency and scalability of FRD.

Compared to FRL, FRD completes the mission slightly slower than FRL par-
ticularly for a small number of agents, as illustrated in Figure 1.12(a). However,
the the communication payload size of FRL increases with the actor NN model
size, incurring higher payload sizes than FRD when there are over 100 neurons
per layer as depicted by Figure 1.4(b). Furthermore, due to the nature of ex-
changing and averaging model parameters, all the agents under FRL are forced
to have an identical critic NN architecture, limiting the adoption of FRL partic-
ularly for a large-scale implementation with heterogeneous agents. By contrast,
FRD yields the communication cost upper bounded by the number of state
clusters, and does not impose any constraint on the NN architecture selection,
highlighting the communication efficiency and flexibility of FRD.
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Figure 1.12 Performance of FRD compared to PD and FRL, in terms of (a) the
mission completion time and (b) communication cost.

Conclusion

In this chapter we introduced federated distillation (FD), a distributed learn-
ing framework that exchanges model outputs as opposed to federated learning
(FL) based on exchanging model parameters. FD leverages key principles of co-
distillation (CD), an online version of knowledge distillation (KD), and pushes
the frontiers of its communication efficiency forward via a novel model output
grouping method. To provide a deep understanding of FD, we provided a neural
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tangent kernel (NTK) analysis of CD in a classification task, proving that CD
asymptotically achieves the convergence to the ground-truth prediction even with
two workers, while more workers accelerate the convergence speed. Treating CD
as the method providing the upper bound accuracy of FD, while still effective in
terms of communication efficiency, our vanilla implementation of FD is far from
achieving the maximum achievable accuracy. To fill this gap, we presented sev-
eral advanced FD applications harnessing wireless channel characteristics and/or
exploiting proxy datasets, thereby achieving even higher accuracy than FL. The
potential of FD is not limited to classification tasks. We partly advocated such
possibilities of FD by exemplifying a reinforcement learning (RL) use case. Go-
ing beyond this, for future research, it could be worth studying the applicability
of FD to unsupervised learning and self-supervised learning tasks under more
realistic wireless channels and time-varying network topologies.
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