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Coded Data Rebalancing for Decentralized
Distributed Databases
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Abstract—The performance of replication-based distributed
databases is affected due to non-uniform storage across storage
nodes (also called data skew) and reduction in the replication
factor during operation, particularly due to node additions or
removals. Data rebalancing refers to the communication involved
between the nodes in correcting this data skew, while main-
taining the replication factor. For carefully designed distributed
databases, transmitting coded symbols during the rebalancing
phase has been recently shown to reduce the communication
load of rebalancing. In this work, we look at balanced distributed
databases with random placement, in which each data segment
is stored in a random subset of r nodes in the system, where
r refers to the replication factor of the distributed database.
We call these as decentralized databases. For a natural class of
such decentralized databases, we propose rebalancing schemes
for correcting data skew and the reduction in the replication
factor arising due to a single node addition or removal. We give
converse arguments which show that our proposed rebalancing
schemes are optimal asymptotically in the size of the file.

I. INTRODUCTION

Large scale data storage as well as data analytics engines
crucially rely upon reliable distributed database systems to effi-
ciently store and process data. The imbalance in distribution of
data across the storage nodes is one of the prime factors due to
which data stores and analytics platforms are found to under-
perform. This imbalance is termed as data skew [1]]. In order
to rectify data-skew, most distributed databases or file systems
employ a simple technique called data rebalancing [2]-[6]]. In
data rebalancing, the data is moved between the storage nodes
so that all nodes store approximately same amount of data,
thus reducing data skew. Further, if the database has the data
replicated with some replication factor, the rebalancing scheme
has to ensure that this replication factor is not reduced during
rebalancing. Efficient data rebalancing algorithms are those in
which the communication involved during the rebalancing is
kept minimal.

Data rebalancing was formally introduced and studied in [[7]]
(coauthored by a subset of the present authors). In [7], data
rebalancing schemes were presented for correcting the data
skew and replication factor reduction caused by single node
removal and addition. A matching converse was also presented
in [7], hence showing that these rebalancing schemes have
optimal communication loads. The initial distributed database
for which these rebalancing schemes were constructed in [7]]
were known as r-balanced distributed databases, and were
designed carefully with a specific structure which will ensure
that the communication load due to rebalancing are minimum.
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Thus, these databases must be centrally designed by some
coordinator node and the data must be placed in the storage
nodes according to this design. However, such central design
may not always be possible in all scenarios. For instance, when
new data arrives at some intervals to be stored in the system,
a central design of the database may not be feasible. This
motivates a flexible decentralized design, in which each data
segment can be stored in some random subset of nodes in the
database independently of other segments.

In this paper, we consider design rebalancing schemes for
a natural class of decentralized distributed databases. These
decentralized distributed databases are r-balanced, i.e., the
replication factor for each data segment in the database is r,
and the expected number of bits stored in each node is the
same.

For such decentralized r-balanced databases, we present
rebalancing schemes for single node addition and removal
scenarios. The rebalancing schemes ensure that both the repli-
cation factor and the balanced property of the decentralized
database is maintained. We also present information theoretic
lower bounds on the expected communication load, and thus
show that our rebalancing schemes are optimal asymptotically
in the size of the data. Further, this asymptotic communication
load is equal to the optimal communication load for rebalanc-
ing in centralized databases as shown in [7].

The paper is organized as follows. Section [lI| describes
the system model and the definition of a decentralized r-
balanced distributed database, giving a natural construction
for the same. Formal definitions of the rebalancing schemes
and their associated expected communication loads is also
described in this section. The coded data rebalancing scheme
for node removal and node addition is described in Section
and Section [[V] respectively. The communication load in each
case along with the respective converses are also presented in
these sections.

Related work: Decentralized data storage designs have
been considered in literature in the context of erasure coded
distributed storage, for instance in [§]]. In [8], k£ symbols of
the data are encoded via a random generator matrix and the
encoded segments are stored in n nodes, and the recovery
properties of this decentralized erasure code is studied. A
similar decentralized distributed encoding structure was ex-
plored using fountain codes [9] in the context of wireless
sensor networks. Our work however considers replication-
based decentralized storage, with focus on the rebalancing
problem rather than the data recovery problem.

The idea of exploiting local storage to reduce communica-
tion load by coding together symbols demanded by multiple
nodes, is well explored in recent literature, especially in coded



caching [10] and distributed computing [[11]. Our rebalancing
schemes are also related to the transmission schemes of such
works in this sense. Earlier work in coded caching [[12] also
considers decentralized data placement; however what this
means in [12] is that each client node independently caches
some fraction of each file in the file library, chosen randomly.
Our decentralized database structure however differs from this,
as it refers to placement of each data segment independently in
some random subset of nodes. Further, none of these existing
works focus on data rebalancing, while this is the chief
focus of our present work in the context of our decentralized
databases.

Notations and Terminology: Z+ denotes the set of positive
integers. We denote the set {1,...,n} by [n] f or some n €
Z7T. For sets A, B, the set of elements in A but not in B
is denoted by A\B. For a set X and some positive integer
t < |X/|, we denote the set of all t-sized subsets of X’ by ()f ).
The union of some set A with an element %k is denoted by
A U k. The binomial distribution with parameters n and p is
given as B(n,p).

II. SYSTEM MODEL

Consider a file W consisting of a set of I’ segments where
the i'" segment is denoted as W; for i € [F]. Without loss of
generality, we consider the W;s as bits. The system consists
of K nodes indexed by [K]. Each node k € [K] is connected
to every other node [K] \ k via a bus link. This facilitates a
noise-free broadcast channel between the nodes. In [7]], the
idea of distributed database was defined as follows:

Definition 1 (Distributed Database and Replication factor). A
distributed database of W across the nodes [K| consists of a
collection D of subsets of W,

D:{DnQWnE[K]},

such that |J) D, = W, where D,, denotes the set of bits

neK)]
stored at node n. Given a distributed database D and a subset

of nodes S C [K], the replication factor of bit W, denoted by
r; is defined as the number of nodes in which W; is stored.

We assume that the file W is distributed across the K
nodes under some random placement strategy such that each
bit is stored in the nodes (in at least one node) independently
according to some probability distribution. We thus obtain a
distributed database with some replication factor for each bit.
We call this as a decentralized distributed database. In this
work, we consider a class of decentralized databases that we
define below.

Definition 2 (Decentralized r-balanced distributed database).
A decentralized r-balanced database on K nodes is a dis-
tributed database denoted by D(r,[K]) = {D,, CW :n €
[K]} constructed by random placement such that,

i) Replication factor condition: The replication factor of
each bit is r,

r; =nr,Vi € [F],

ii) Balanced state condition: The expected number of bits
stored in each node is same. As the number of bits in
the nodes is rF, this means, for each n € [K], we must
have

E(|D,|) = A\F where \ & % is the storage fraction.

Let S C [K] denote a set of nodes. The collection of bits
that are exclusively stored at S and thus not available at [K]\S
is denoted by Wg where S = [K]\ S. Let N; denote the
set of nodes where the bit W is stored during initial storage
placement. Thus, the event (IN; = S) indicates that W; € Wx.
Further, the event that a bit W; € W is stored at node n € [K]
implies that W; € W5 :n ¢ S.

In a decentralized setup, there is no central node to co-
ordinate the storage placement of the bits across the nodes.
Every bit is independently stored in the system. The following
lemma describes a natural method to create a decentralized r-
balanced distributed database of the file . We shall also use
this lemma to check the r-balanced property after rebalancing.

Lemma 1. Consider a distributed database created as fol-
lows:

o FEach bit is stored in a set of r nodes chosen independently
and uniformly at random from the set of K nodes (i.e)

L vse (1)

T

P(N; = ) =

Then the resultant database is a decentralized r-balanced
distributed database.

Proof: We check whether the conditions in Definition
are satisfied. Following the lemma statement, by allowing each
bit W, to be stored exclusively at a set of nodes S : S €
([If]), it is easy to see that r; = r,Vi € [F]. This satisfies the
replication factor condition of Definition [2]

With the above assignment strategy, for each n € [K] and
i € [F], the probability that W; is stored at a node n € [K]
is given by,

P(W; € Dy,) :]P’< U

se("Nmes
= >  P(N;=5)
se("N)mes

(51)

(%)

=\

=] =

The expected number of bits stored at node n € [K] is
calculated as,

E(|Dn|) =E(Y_ I(W; € Dy) = > A=\F.
i€[F) i1€[F]

This satisfies the balanced state condition of Definition
which completes the proof. [ |



When a node is removed (or added) to the system, the
replication factor condition and the balanced state condition is
disrupted. To restore the decentralized r-balanced distributed
database, rebalancing operation involving transmission of bits
among the nodes is necessary. We next formally describe
the rebalancing strategies in case of node removal and node
addition and also the expected communication load associated
with each case.

A. Node Removal

Given a decentralized r-balanced distributed database
D(r, [K]), let us consider a scenario where a node k € [K] is
removed. Let Dy, (r, [K]\k) = {DF : n € [K]\k} be the target
decentralized r-balanced distributed database that we want to
accomplish after rebalancing operation in the updated system
consisting of nodes [K] \ k.

Generally, a rebalancing scheme for node removal denoted
by R(k,D, D) comprises of a collection of encoding func-
tions {¢, : Vn € [K]\k} and decoding functions {v,, : Vn €
[K]\k}. From each node n € [K]\k, a codeword ¢,,(D,,) of
length [,, bits is broadcasted to all the remaining surviving
nodes. Each surviving node n # k should be able to decode
its demand DF by applying the decoding function 1),, over the
current storage content D,, and the received codewords from
other surviving nodes. Figure [I] illustrates this process.

The expected communication load of the coded data rebal-
ancing scheme for node removal R(k,D,Dy), is given by
the expected number of transmitted bits normalized by the
expected number of bits stored in the removed node k (i.e)
E(|Dx|), which is denoted by

a2 ]E("G[%]\k l") .

AF
The optimal rebalancing load under node removal for replica-
tion factor r is given as

Crop(r) =inf Crem (R(k, D, D)),

rem

Crem(R(k, D, Dy))

where the infimum is taken over all possible choices for (a) the
initial r-balanced decentralized database D (b) the collection
of r-balanced target databases {Dj : k € [K]}, and (c) the
rebalancing schemes, given by {R(k,D,Dy) : k € [K]}.

B. Node Addition

Consider a new node indexed by K + 1 added to the system
of nodes [K]. The new node is assumed to have no content in
its storage during its arrival, and thus a data skew is created in
the system. After performing rebalancing operation for node
addition we target to achieve a decentralized r-balanced dis-
tributed database D*(r, [K +1]) = {D} C W :n € [K +1]}.

In general, a rebalancing scheme for node addition consists
of a collection of encoding functions {¢, : ¥n € [K]} and
decoding functions {t,, : Vn € [K + 1]|}. Each pre-existing
node n € [K] broadcasts a codeword ¢7(D,,) of length [,,.
Using the received codewords, the new node decodes using
a decoding function ¢ (¢, (Dy) @ n € [K]) = Df .
Each pre-existing node n € [K]| decodes its demand D by

D(r,[K])
Node 1 Node n Node K — 1
Dl soe Dn se e DK—l
¢1(Dy1) n(Dn) Px-1Dg-1)

Dy (r, [KI\ K)

Node 1 Node n Node K — 1

Dff

Fig. 1: Rebalancing scheme R(K,D, Dk) after removal of
node K from the database D(r,[K]). Each surviving node
n broadcasts codeword ¢,,(D,,). The storage content at each
node n is then updated to DX using its previous storage
content D,, and the K — 2 transmissions from the remaining
nodes to obtain the target database D (r, [K] \ K).

applying its own decoding function as ¢}, (Dy, (¢5(D;) : j €
[K]\ n)) = D}. The process is illustrated in Figure

The expected communication load of a rebalancing scheme
for node addition R*(D, D*), is given by the expected number
of transmitted bits normalized by the expected number of bits
|Dg11] stored in the new node, which is denoted as

{5
Coga(R*(D,D*)) & K/

AaddF'

The optimal rebalancing load under node addition is given
as,

waa(r) = inf inf  Cuqq(R*(D,D")).

D,D* R*(D,D*)

III. CODED DATA REBALANCING FOR NODE REMOVAL

Consider a decentralized r-balanced distributed database
D(r,[K]) designed as per Lemma [I} Now we assume node
k € [K] is removed from the system. For every bit W; € Dy,
the replication factor is reduced by 1. We see that the replica-
tion factor condition is not satisfied. To restore the compliance
with the replication factor and balanced state condition of the
decentralized r-balanced distribution database, each collection

of bits W,,, : m € ([?_\f ) that was stored in k£, must be stored



D(r, [K])
Node 1 Node n Node K
D, Xy D, e Dy

$1(D1) ¢R(in) ¢1*((ik)
D*(r,[K + 1))
Node 1 Node n Node K Node K + 1
DI “ee D,;; see DI*( DII((+1

Fig. 2: Rebalancing scheme R*(D, D*) after addition of node
K + 1 to the database D(r, [K]). Each pre-existing node
n broadcasts codeword ¢*(D,,). The new node’s storage is
updated to D7, using these transmissions. The storage
content at each pre-existing node n is then modified to D}
to obtain the target database D*(r, [K + 1]).

at one of the remaining K — 1 nodes, in such a way that
each node finally stores the same expected number of bits. By
performing the data rebalancing operation after node removal
we target to accomplish a decentralized r-balanced distributed
database Dy (r, [K] \ k) = {DF C W : n € [K]\ k} in the
updated system comprising of the nodes [K]\ k. Let N/ denote
the set of nodes where bit W is stored in the new database
Dy (r,[K] \ k). We will show that in the target database, we

will have
Vi,VSG([K]\k). (D

P(N]
( r

1
i S ) = ﬁa
If our new database satisfies the above condition, then using
Lemma [I] we can show that the target database is also a
decentralized r-balanced distributed database. We show this in
Lemma 2] Finally in Theorem [T} we obtain an upper bound on
the expected communication load of our rebalancing scheme,
and show that as F' grows large, this load is asymptotically
optimal.

A. Coded data rebalancing scheme after node removal

We will now elaborate on the rebalancing scheme which is
applied on the decentralized r-balanced distributed database
D(r,[K]) (designed as in Lemma [l)) after removing a node

k € [K]. Let us index the collection of bits that were stored
in the removed node k by A, where

a= (B19),

Recall that for mm € A, W,, refers to the set of bits which
are not available in m but available in the » — 1 survivor
nodes [K]\ (m U k). For each m € A, consider a set of
(K —r)(r — 1) boxes that are labelled by

{W[‘;j_’m;_] :Vpj € m,m); =m\p;,Va € [K]\ (mUE)}.

We then associate to each bit in the collection of bits W,,, one
box chosen uniformly at random as shown in Figure [3] This
binning process is performed at some node in [K]\(m U k)
which contains W,,,, and communicated to all other nodes in
[K]\ (m UEk), so that all these nodes have the same bits in
the respective bins. We then collectively call the set of bits
that have chosen the same box as a packet which is indexed
by the label of the box they have chosen in common. For a
packet W[“ m!]’ the survivor node p; denotes a node where
the bits in W[ my] Ar€ not stored and « gives the index of a
survivor node Where the bits are stored.

Consider any m’ € ( ny]r\_kl

). For any such m/, consider the
set of survivor nodes Py = {p1,...,pr} = [K]\ (m' Uk).
For any p; € P/, consider the set of » — 1 packets given
by {Wp o Vp] # p;}. Bach packet W[p ms)» Which was
avallable at the removed node k, is now available at all survivor
nodes p; : [ # j, but not at node p;. We seek to store the bits
in this packet precisely in node p;. This structure allows these
packets to be XORed and transmitted by node p;, provided
they have the same size. This results in each node p; being
capable of decoding Wp g (as all other packets in the XOR
are available at p;). The algonthm describing the complete
rebalancing is shown in Algorithm [I]

Algorithm 1 Coded data rebalancing transmission scheme for
node removal
1: procedure TRANSMISSION

2. for each m’ € ([XI\*)) do

3 Let {p1,...pr} = [K]\ (m/ Uk)

4 for each p;, € [K]\ (kUm/) do

5: Pad each packet W[p m D %+ p; with
dummy zero bits such’ that,
(Wioe ol = maX{IWpl | 2L F Di}

6: Node p; transmits X,y = @ W[’;l ]

PLEDi
7: end for
8: end for

9: end procedure

After the transmission procedure, each node indexed by p;
decodes its demand W[p o from the transmission X,
and its storage content as follows:
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Thus each demanded packet W[I; i ] is decoded and stored
at node p; precisely. Once the algorlthm is complete, we
refer to the resultant distributed database as Dy (r, [K]\k).
In the next lemma, we show that the obtained distibuted
database Dy (r,[K]\k) is a decentralized r-balanced dis-
tributed database.
Lemma 2. The database Dy(r,
r-balanced distributed database.

[K] \ k) is a decentralized

Proof: We first note that any bit in removed node k is
present in the collection W, for some m € A;. By the
splitting process described in the Section [[II-A]and Algorithm
l each bit in W,,, necessarily appears in some W[ lJ ] for
some p;, p;, m' such that p; Um’ = m. By the verification of
decoding, every bit in each W, is delivered to a node where
it was previously unavailable. Hence the replication factor is
reinstated to be r for the bits in node k. The replication factor
of the bits that were not initially stored in & is r and it remains
unaltered by the rebalancing scheme. Thus the replication
factor of every bit in the new database Dy(r,[K] \ k) is 7.
Therefore the replication factor condition of Definition [2] is
satisfied.

We now check (I). Note that for any bit W;, we already
have |N/| = r as the replication factor is r is true in Dj. Now
consider the event V] = S for some S € ([Kl\k). This holds
true when either of the following disjoint events happen:

a) Event Fy: W, was stored initially at the set of nodes
indexed by S in the initial database itself, which implies
N; = S. Using the fact that the database is designed
according to Lemma |1} we have

P(Ey) = B(N; = §) =

b) Event Ey: W, was stored initially at some set of nodes
indexed by S’ where S’ € () such that [S'N S| =r—1
and k£ € S’ (we call this event as Fy;), and then W;
was stored in node indexed by S \ S’ after rebalancing
where it was part of a coded transmission by some node
a € (SNS’) (we call this as event Fsy). Now, Epo
means that NV; (8" N S)UEk for some such S’, and
FE5> means that the bit W, went into the box indexed
by W[%\.S,,[K]\(Sus,” for some o € (Sﬁ S’). By th.e
construction of our database, the probability of FEo; is

((,}3) . By the binning technique described in Section [[II-A

ther probability of Eos is m Hence we have,

P(Ey) = P(E91)P(FE22)
_ (rzl) > r—1
(IT() (K—r)(r—1)
r 1
= ﬁ@

Thus the probability that W, is stored at the set of nodes
indexed by S after rebalancing is given by,
) 1
- (K-1y’
)

1 K
@)(K—T
thus proving (1. Using Lemmal[l] we conclude that D(r, [K]\
k) is a decentralized r-balanced distributed database. ]
In the following theorem we calculate the expected commu-
nication load of the coded data rebalancing scheme for node
removal.

P(N] = S) =P(E;) +P(Ey) =

Theorem 1. Given a decentralized r-balanced distributed
database D(r,[K]) where a node k € [K| is removed, the
expected communication load of the coded data rebalancing
scheme in Algorithm |l| for node removal is Cyer, = TT11 as
F — oo, and this is optimal.

Proof: In order to calculate the expected communication
load, we first need to know the expected size of the padded
packets involved in each transmission of Algorithm [I] Con-
sider a transmission X, .,/ as described in Algorithm [T] sent
by the node p; € [K]\ (kUm') where m’ € (,JXI\¥ ). The

K—r—1
transmission X, ;s involves the » — 1 packets {|Wp m,}| :



p1 7 p;i }. Before coding the packets for transmission, we pad
the packets involved in X)), ,,,» to match the size of the largest
packet among the r — 1 packets involved. Thus the expected
size of the transmission X,,, ,n,/ is given by,

E(|Xp, m]) = BE(max({[W 1l :p0 #pi}). ()

We must recall that during the rebalancing operation each
bit that was stored in the removed node is binned in one of
the (K — r)(r — 1) boxes uniformly at random as shown in
Figure [3| A packet W[p ’ ] is formed by the set of bits that
choose the same box labelied by W[p g ] By our database
construction and the binning process, the probability that a bit

i
W is a part of a packet W[phm,] is thus given as ,

1
=P, € Wiy mn) = ") E -7)(r—1)

We can see that the size of a packet is a binomial random
variable i.e. |Wp ] | ~ B(F,q). Thus the probability that
the size of a packet W[ is [ bits is given by,

Vi € [F]

,m’]

P(IW, | = 1)

= (?) ¢'(1-qf "

Thus the packet sizes ﬂW[%,,m/]‘ :py # pi} are r —1 iden-
tically distributed binomial random variables with distribution
B(F,q). An asymptotic upper bound on the expected value
of maximum of a finite collection of identically distributed
binomial random variables is derived in Appendix By
substituting (TI) of Appendix [B]in (2), an asymptotic upper
bound on the expected size of a transmission X,,, ,, is given
by,

E(|Xp,.m|) < Fq+ \/2Fq(1 — q)log(r — 1)

According to Algorithm [T we see that r transmissions are
sent for every m’. Let R(k, D, Dy) denote our rebalancing
scheme. The expected communication load of the scheme is
thus given by,

E(|Xp, mr) X 7% (5711)

Crem(R k,D,D = = ——
(R(k, D, Dy)) 7

K-1
T(Fq + \/QFQ(l - Q)lOg(r - 1))(K—r—1)

- AF
Thus the expected communication load as F' — oo is given
by,

lim Crem (R(k) D? Dk?))
F—o0

r(Fq+ \/2Fq(1 —q)log(r — 1))(1({;11)

T F—oo AF
rI(K—r)! K-—1)!
(K’(K 7)(7) 1) + O> T'!((I(—’r'zl)!
- )
1
=1

In Appendix we show that the optimal rebalancing load

C;.m(r) for node removal is at least —-. Thus we have

shown that the expected asymptotic communication load of

our scheme is ﬁ and is optimal. ]

Example 1. Initialisation: Consider a system with K = 6
nodes with replication factor r = 3 designed as in Lemma
Each bit is stored at a set of 3 nodes chosen uniformly
at random from the set of 6 nodes. This ensures that the
replication factor of every bit is 3. The storage content
of each node consists of collections of bits that are la-
belled by the set of nodes in which they are not stored.
For instance at node 6, the collection of bits indexed by
Wiz, Wiaa, Wias, Wizg, Wiss, Wias, Wazy, Wazs, Wass and
Waas will be stored, where W1a3 is a convenient notation for
the set of bits Wy 2 33.

Rebalancing for node removal: Let node 6 be removed
from the system. The replication factor of the collection of
bits that were stored in node 6 will be reduced to 2. To restore
the replication factor we perform the coded data rebalancing
scheme for node removal. According to the scheme, we allow
the bits in each collection of bits stored in the removed
node to choose a box from a set of 3 X 2 = 6 boxes. For
example, each bit from the collection of bits indexed by W13
is allowed to choose a box from a set of boxes labelled
by W[l 23] W[l 23] W[z 13)> W[z 13)> W[3 12] and W[3 12] (where
VV[1 93] 18 @ convenient notation for W‘i (2,3} @S given in Sec-
tion . The bits that choose the same box are collectively
called as packet and they are indexed by the label of the box
they have chosen. A packet indexed by W[?%], is not available
at the nodes 1,2, 3 and available at nodes 4,5. We aim to store
the packet W[1 53] at node 1 as per Algorithm

Accordmg to Algorzthmlwe perform 3 coded transmissions
for every m’ € ([6]\6) For m/ = {2,3}, consider the packets
VV51 23] VV[4 23] stored in node 5. Assume that the packet
I/V[1 23] is of bigger size than the packet I/V[4 23 We then
pad the packet W[4 23] with zeros to match the size of packet
VV[1 23] Node 5 then uses these padded packets and sends a
transmission given by X5 23 = W[1 23] &) W[4 23]" We see that
Node 1 is the only node apart from node 5 which has the packet
W[4 23] in its storage with which it can decode its demanded
packet VV[1 23] Sfrom the transmission X5 3. Similarly node 4
can decode its demanded packet W (4,23] from the transmission
X5 23 using the packet W[1 23 which is available in its storage.
We must note that the bits in the packet VV1 [,23] which were
initially stored in the nodes 4,5, 6 is now stored at nodes 1,4, 5
after rebalancing. Thus each bit which was initially stored in
the removed node 6 is precisely stored at one extra node after
rebalancing. Hence the replication factor of all the bits that
were stored in the removed node 6 is restored to 3.

IV. CODED DATA REBALANCING FOR NODE ADDITION

When a new empty node K + 1 is added to the decen-
tralized r-balanced distributed database D(r, [K]), although
the replication factor condition is unaffected, the balanced
state condition of the database no longer holds. To restore
the balanced state condition of the database we perform a
rebalancing operation. After the rebalancing operation, we
target to accomplish a decentralized r-balanced distributed



Wip,m Wip,m] Wip,m]

Fig. 4: For every m € A[k), Consider 7 boxes labelled by the
set Up,. Every bit in W,,, is associated with one of these boxes
picked with probability ﬁ, and with none of the boxes with

probability KI;_’;J{ 1

database D*(r,[K + 1]) = {Df Cc W : n € [K + 1]} in
the new system consisting of nodes [K + 1]. Let N} denote
the set of nodes where bit W, is stored in the new database
D*(r, [ +1]). We then design the rebalancing scheme so that
in the new database D*(r,[K + 1]), we have

P(N* = §) = (KL) vic[F], vSe <[Kj ”).
' 3)

If the above condition holds in our new database, then we
can use Lemma [I] to show that the target database is also a
decentralized r-balanced distributed database. We show this
in Lemma [3] In Theorem 2 we will obtain the expected
communication load of this scheme and show that this is
optimal. We will next discuss the coded data rebalancing
scheme for node addition case.

A. Coded data rebalancing scheme for node addition

To restore the disrupted balanced state condition in the
database D(r,[K]) (designed as in Lemma |l) after a new
node K + 1 is added to the system, we perform the coded
data rebalancing scheme for node addition. Under this scheme,
each of the K pre-existing nodes deletes few bits from its own
storage and transmits them to the new node to establish a new
decentralized r-balanced database D*(r, [K +1]). Let us index
the collection of bits that were stored in the [K] pre-existing
nodes by A where,

Ay = ( K[[i] 7.>

For each m € A[ K]» We consider r boxes with labels given
by the set U,, as follows

For each m ¢ A[K], each bit in the collection W,, is
associated with one box chosen with probability ﬁ from the

r boxes in Uy, as depicted in Figure ] and with probability
K411 the bit is not associated with any box in Up,. One of
the nodes in [K]\ m performs this binning and communicates
this to each of the other nodes in [K ]\ m so that all of them
agree on the bits that are associated with their respective bins.
The bits that choose the same box are collectively called as a
packet and it is indexed by the label of the box that is chosen
in common.

For the bits in a packet W/ ), the nodes indexed by [K]\
m indicates the set of nodes where it is stored initially. Also,
each pre-existing node k € [K], for every m : k ¢ m, there
exists a packet in its storage labelled by Wi ). According
to Algorithm 2| we make each pre-existing node k € [K] to
transfer the packets,

Wikm) - Vm € ([?\ f )

to the new node K + 1 and delete these packets from its own
storage. This way, the new node K +1 fills its storage with the
packets received from each of the pre-existing nodes. Define
the resultant database to be D*(r, [K{ +1]). In the next lemma,
we show that the new database D*(r, [K + 1]) obtained after
rebalancing is a decentralized r-balanced distributed database.

Algorithm 2 Coded data rebalancing transmission scheme for
node addition

1: procedure TRANSMISSION

2: for each k € [K] do

3 for each m < ([fg]_\f) do

4: Node k transmits X, = Wi m) to node
K+1

5 Node k deletes Wiy, ) from its storage

6: end for

7 end for

8: end procedure

Lemma 3. The database D*(r,[K + 1]) is a decentralized
r-balanced distributed database.

Proof: At each node we check the replication factor of
the bits in the packets that are transmitted to the new node.
The other bits which are not part of the transmissions remain
in the same r nodes as in the original database, and hence
their replication factor stays as r. Under Algorithm 2] for
every m € A[gj , each node k € [K]\m transmits the packet
Wik, m) to the new node K + 1 and deletes it from its own
storage. The packet W, ., Will now be stored at the r nodes
indexed by [K + 1]\ (kK U m). This satisfies the replication
factor condition of Definition 2

We now check for the balanced state condition. Let N
denote the set of nodes where bit W, is stored in the new
database D*(r,[K + 1]) after performing the coded data
rebalancing scheme for node addition. Consider the event
Ny = S € (¥F). We deal with this event under the
following cases :

Case : K+1¢ S
This case happens when W/ is stored initially at a set of nodes



indexed by S and not transmitted to the new node by any of
the nodes in S during rebalancing. This event happens when
W, is not associated with any box in Uy,, where m = [K]\S,
which we refer to as the event W; ¢ U,,. Thus probability
that W; is stored in S such that K + 1 ¢ S after rebalancing
is given by,
P(N; = 5) = P(N; = S)P(W; ¢ Ur)
1 K T + 1
(%)
1

(*

*+
\_/

Case 2: K+1€¢S
This event happens when both of the following events happen.

o W, has been initially stored in some set of nodes indexed
by S’, where S’ € ([IT(]) such that |[SN S| = r — 1L
We call this event as F;. As there are K — (r — 1) such
choices of S’ for a chosen S, E; happens with probability

W (by design of our initial database).

« W is then transmitted by the node indexed by S’ \ S to
the new node K + 1 and then deleted from the storage
of node S’ \ S. This event occurs when W; is a part
of a packet labelled by W, 1y}, as defined in (4), where
m = [K]\S’, and k = S’\ S. We call this event E5. This
event happens with probability, ﬁ (as there are K +1
boxes which this bit can go into as per our description in
this section).

Thus, the probability that N = S where K +1 € S is
given by,

PN} = 5) = P(E1)P(E2)

K- (r—1) 1

N ) K+1
1

:(K+1)

By the above probability distribution, and using Lemma [T}
we can see that D*(r, [K + 1]) is a decentralized r-balanced
distributed database. ]

In the following theorem we calculate the expected commu-
nication load of the coded data rebalancing scheme for node
addition.

Theorem 2. Given a decentralized r-balanced distributed
database D(r,[K]) where a new node K + 1 is added, the
expected communication load of the coded data rebalancing
scheme for node addition given in Algorithm [2] is Cqqq = 1,
and this is optimal.

Proof: We first need to calculate the expected size of the
packet involved in each transmission. Consider a transmission
X} m as described in Algorithm |2} I sent by the node k € [K]\
m Where m € ( K] ) The transmission X, . consists of the
packet Wi ) Wthh is transmitted to the new node K + 1.

By the design of our initial database and by the binning of
the bits in W,,,, the probability that W; is a part of the packet
Wik,m) is given by,

1
(o) (K +1)

We can see that the size of a packet is a binomial random
variable which implies [Wj, | ~ B(F),q'). Thus the proba-
bility that the size of a packet W, ) is [ Dbits is given by,

P(IWikm| = 1)

= (I;) (@)'(1—g)""
Hence, the expected size of a transmission Xy
E(1Xml) = E(Wikm|)

According to Algorithm [2] each node k € [K] sends
a transmission X, . to the new node K + 1 for every

¢ =P(W; € Wik,m)) = Vi € [F].

is given by,

:Fq/

m € (E\¥) There are (X-!) transmissions sent by every

node k € [K]. Hence the expected communication load is
given by,
* K
Aadd F
Fx K(,)
(Klir) (K + ]-)AaddF
(K +DaaaF
Therefore we have obtained the expected communication load
of our rebalancing scheme. A matching lower bound is easily
obtained by a cut-set argument, seeing that the new node is

empty when it is added to the system. Hence, our expected
load is optimal. ]

Cadd =

Example 2. Initialisation: Consider a system with K = 4
nodes with replication factor r = 2 designed as per Lemma
[1] Each bit is stored at a set of 2 nodes uniformly at random
from the set of 4 nodes. This ensures that the replication factor
of every bit is 2. The collection of bits stored at every node
is indexed by the set of nodes where it is not stored. For
instance, at node indexed by 1, the collection of bits indexed
by Was, Way and W34 will be stored.

Rebalancing for node addition: Let a new node indexed by
5 be added to the system. Since the new node arrives without
any data in its storage, the expected number of bits stored in
the new node is 0. To restore the balanced state condition in
the database we perform the coded data rebalancing scheme
for node addition. According to the scheme, each bit in
the collection of bits stored across the pre-existing nodes is
allowed to choose a box from a set of r = 2 boxes chosen
with probability K+1 = % or choose to be not in any of the
2 boxes with probability 3 2. For example, each bit from the
collection of bits indexed by Was is allowed to choose a box
with probability % from a set of boxes labelled by W, 23] and
Wi4,23)- The bits that choose the same box are called as packet
and they are indexed by the label of the box they have chosen
in common.



We perform transmissions according to Algorithm [2] If we
consider node 1, for m = {2,3},{2,4},{3,4} it transmits
packets indexed by Wi 23, W1 24 and Wi 34 respectively to
the new node and deletes them from its own storage. Similarly
every pre-existing node k € [4] sends 3 transmissions. Thus,
the new node 4 fills its storage with the transmissions received
from the pre-existing nodes.

APPENDIX A
CONVERSE FOR NODE REMOVAL

This converse essentially follows from similar arguments as
in [[7] (proof of Theorem 1 in [7]). However for the sake of
completeness we give the complete proof here. This proof also
uses some simpler alternate arguments than that in [7]. This
proof, as in [7]], uses the induction based technique developed
in [11].

Let each of the F' bits of the data be chosen independently
and uniformly at random from {0, 1} . Without loss of general-
ity, we assume that node K has been removed from the system.
Thus, each bit of D (storage in K) has to be placed in exactly
one surviving node. As in Section [II} let Py, : k € [K — 1]
denote the set of bits of D to be placed in nodes k € [K —1]
respectively. We also have Py N Py = ¢, Vk # k.

For some k, S C [K], we define the the quantity aj as the
number of bits of P which are available exclusively in at least
one node of S, i.e.,

a=nn(Ue ) U

ki1€S ko€[K—1]\S

Dy, | |-

Let X = ¢x(Dy) denote the transmission by node k in a
valid rebalancing scheme. For S C [K — 1], we define

Xsé{Xk:kGS}.

Let
Yo=|J PUDs.
kesS
We want to show that
D
H(X(x-1) % 5)

The converse to Theorem [I] will then follow by noting that
C > E(H(X[x— 1]))
rem — A\F

We shall use the following claim to show our proof of ().
Claim 1.
> ay

kes
1’

H(Xs|Yg) =
where S = [K — 1]\ S.

Once we show Claim |1} we can plug S = [K — 1], and (5)
follows as >y ] aL B |Dk|. We now prove Claim‘
through induction on |S].

Consider the base case that |S| = 2, and let S = {1,2}
without loss of generality. We know that » > 2. If r > 2, then
ail’z} = aél’z} = 0, as the bits demanded by node k € {1,2}
are available in at least 2 other survivor nodes apart from k.

Thus the claim is verified in this subcase. Now, suppose that
r = 2. Then clearly H(X{l 2yYg) > a?} + a{ } , as the bits
demanded by node 2 and present exclusively in node 1 (and
in no other node) has to be sent to node 2, and vice-versa.
As the bits demanded by node ¢ are not available at node 7,
ail’Q} = a?}, and similarly agu} = aél}. Thus we have
H(X{,93Yg) > aim} + aél’Q}. Hence, the claim is satisfied
for this subcase also. This completes the base case |S| = 2.

Now we assume that the claim holds for |S| = ¢ and show
that it is true for |S| =t + 1.

H(Xg|Yg) |ZH Xg, Xx|Yz)

kes

> 1] (ZH Xs| Xy, Yz

kes

~ s
5) + H(Xs|Ys ))

By reordering the terms we get,

1
n ZH(XS\k|XkaY§)
kes

H(Xs|Ys)

Y

1
> ;];SH(XS\IJXMDMY?) (6)

1
n ZH(XS\k|Dk7Y§)7
kes

where the last equality follows as H(Xy|Dy) = 0.

Now, we have that 0 = H(Py|Xg\k, Di,Xg) >
H(Pklxs\k7Dka{Dk1 t k1 € S}) > H(Pk|Xs\k,Dk,Y§).
Thus, H(Py|Xg\x, Dr,Ys) = 0. Using this in the above
equation, we get

H(Xs|Yg) ZH Xs\ks Pr| Dk, Yz)
b et
1
-1 > (H(Py|Dy, Yg) + H(Xs\x| P, Dy, Ys))
kes
1
=3 (Z ai + 2 H(Xsyl S\w) )
kes kesS
S\k
1 kESk Esvcakl\
S €5 k1€
> a ®)
Kes
S\k
1 ki1€Sk %{k akl\
S 1€5 ke 1
2| ad = ©)
kes

where follows as H(Py|Dy,Ys) = af and follows
by the induction hypothesis. Now the term afl\kl consists of
all the bits demanded by k; available in some collection of
precisely 7 — 1 nodes of S exclusively and not in S. Note
that afl = afl\kl. Consider any bit b demanded by k; present
exclusively in » — 1 nodes of S\k;, which we refer to as
Sy € S\ k. For any k € S\kq, let P,fl\k denote the set of
bits demanded by k; and present in exclusively » — 1 nodes of
S\k. Then b € P,fl\k if and only if S, C S\k. This happens
whenever k € S\(S, Uky), i.e., exactly |[S\ki| — |Sp| = (t —



(r—1)) times as we run through all £ € S\k;. Thus we have

that
Z afl\k =({t—r+ l)afl.
keS\k1
Plugging this in (9) completes the proof of the claim and hence
proves (B), and thus the converse for node removal is complete.

APPENDIX B
EXPECTATION OF MAXIMUM OF BINOMIALLY
DISTRIBUTED RANDOM VARIABLES

Let X = {X;,Xo,....,X,} be a set of r identically dis-
tributed binomial random variables such that X; ~ B(n,p).
We intend to calculate an upper bound on the expected value
of the maximum of X;s. From Jensen’s equality we know for
positive ¢,

exp(t E(mlax X;)) < E(exp(t max X))
E(miax exp(tX;))

For large n and constant p, using the central limit theo-
rem, the binomial distributed B(n,p) can be approximated
by the Gaussian distribution A (u,c?) where y = np and
02 = np(1 —p). Using this, the fact that the max exp(tX;) <

> exp(tX;), and by linearity of expectation,

exp(t E(max X;)) <) E(exp(tX;))

i=1
202
= rexp (tu + )
2
Thus, we obtain
logr to?
B(max X;) < =5 + -+ — (10)
K2
The R.H.S of reaches its minimum at ¢t = 7v2i_°gr.
Substituting this minimizing value of ¢ in (I0), we get
Viogr v2logr
E(max X;) < V080 4y TVE08T gy
i V2 2
=np+ +/np(l —p)2logr (12)
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