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Abstract

The adversarial wiretap channel (AWTC) model is a secure communication model in which adver-
sary can directly read and write the transmitted bits in legitimate communication with fixed fractions. In
this paper we propose a secure polar coding scheme to provide secure and reliable communication over
the AWTC model. For the adversarial reading and writing action, we present a p equivalent channel
block and study its transformation under the channel polarization operation. We find that the generated
channels are polarized in the sense that part of them are full-noise channels with probability almost
1 and the rest part of them are noiseless channels with probability almost 1. Based on this result,
we polarize both equivalent channel blocks of adversarial reading and writing, and then construct a
secure polar coding scheme by applying the multi-block chaining structure on the polarized equivalent
blocks. Theoretically we prove that when block length N goes infinity, the proposed scheme achieves
the secrecy capacity of the AWTC model under both reliability and strong security criterions. Then by
simulations, we prove that the proposed scheme can provide secure and reliable communication over

AWTC model.

Index Terms

adversarial wiretap channels, polar codes, non-stationary polarization, secrecy capacity.

I. INTRODUCTION

Wiretap channel (WTC) model is a primitive secure communication model introduced by
Wyner in 1975 [1]]. In the WTC model, two legitimate users, Alice and Bob, communicate
through a noise main channel while an eavesdropper Eve is wiretapping through a noise wiretap

channel. Then in [2]], the wiretap channel model type II (WTC-II) was introduced, in which
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the main channel between legitimate parties becomes noiseless, but the eavesdropper Eve can
directly read a fixed fraction « of transmitted bits. Further in [3], as an extension of the WTC-II
model, the adversarial wiretap channel (AWTC) model was introduced, in which the adversary
Eve can both read and write the transmitted bits with fixed fractions (p,., pu)-

According to Wyner’s physical layer secure coding theory [1], secure codes can make use of
the channel noise to provide perfect secrecy over WTC models and achieve the secrecy capacities.
For Wyner’s coding theory, one effective coding method is the polar codes which is invented by
Arikan and known as the first capacity achieving code with low complexity [4]]. Over the last
decades, explicit secure polar codes successfully constructed and achieved the secrecy capacities
for Wyner’s WTC model [5]-[8] and several extended WTC models [9]—[[16]. These success of
secure polar codes on WTC models make polar codes a considerable good option for achieving
the secrecy capacity of AWTC model.

Unlike the WTC model that both main channel and wiretap channel are known and fixed,
AWTC model is more complicated when constructing the secure polar codes. In the AWTC
model, adversary’s reading and writing operations act directly on the transmitted information,
so there is no “noisy channels” for constructing the secure polar codes. Moreover, the indices
of the transmitted bits for each reading and writing operation are randomly selected by the
adversary and inaccessible to legitimate parties, making it more difficult to construct the secure

polar codes.

A. Our Contributions

In this work, we investigate the construction of explicit secure polar codes for AWTC model
to achieve reliability, security and the secrecy capacity. Our contributions are summarized as
follow:

o For adversary’s reading and writing operations, we present an equivalent model as the p
equivalent channel block WPLN (Def. @) which is an NV length non-stationary channel block
composed of full-noise BECs with fraction p and noiseless BECs with fraction 1 — p.
For reading operation with fraction p,, the equivalent channel block is WIL_APQ. For writing
operation with fraction p,,, the equivalent channel block is W[};N .

« Then we apply the channel polarization operation Gy on the p equivalent channel block
and prove that the generated channels Wp(jlij) is polarized in the sense that, for any fixed

oy =27V 3 € (0, 1), as N = 2" goes to infinity, the fraction of indices ¢ € [1, N] for



which P(WISZ])V) € [0,0n) goes to 1 — p and the fraction of indices i € [1, N] for which
P(W[EZJ)\,) € (1 —dn, 1] goes to p, where P(Wézl)v) = Pr{Z(Wp(fJ)V) =1} (Prop. .

« According to the polarization result of p equivalent channel block, we polarize the writing
equivalent block WplN and the reading equivalent block Wll:_%. Based on the polarization
results we apply the multi-block chaining structure [8] to construct a strong security polar
coding scheme. Theoretically, we have proven that the proposed scheme achieves reliability,
strong security and secrecy capacity when the block length N goes infinity. We also carry
out simulations to test the performance of the proposed scheme. The simulation results
match our theoretically analysis and further prove that the proposed scheme successfully

provide a reliable and secure communication over AWTC model.

B. Related Works

The first secrecy capacity achieving secure polar codes for WTC model was proposed in
[7] which sets up a basic way of secure polar codes construction that use the differences of
polarizations between main channel block and wiretap channel block to divide the channel
index into subsets with unique reliability and security properties. Further in [8]], a multi-block
chaining structure was constructed as a refinement of secure polar coding scheme in [7], which
is known as one of the standard method for strong security polar coding construction and widely
applied in the follow-up works such as [10]], [13]]. One remarkable advantage of this standard
strong security polar coding method is the low computational complexity for both encoding and
decoding process as O(N log N).

When the AWTC model was proposed in [3], an effective explicit secrecy capacity achieving
codes named as the capacity achieving AWTC code family was also proposed which contains
three building blocks: algebraic manipulation detection code (AMD code), subspace evasive
sets, and folded reed-solomon code (FRS code). For capacity achieving AWTC code family
in [3]], the encoding complexity is O((N log q)?) where ¢ is a prime satisfying ¢ > Nu for a
u-folded RS codes, the total complexity of the decoding is poly(/N). Then for our proposed
secure polar coding scheme, the polarization process of the p equivalent channel block is the
same as the polarization of regular BEC block, and we only apply the standard method of strong
security polar coding construction, thus both encoding and decoding computational complexities

are O(N log N), which is lower than the secure codes in [3].



In [15] and [[16], the author proposed a unified design framework of explicit secure polar codes
for multiple WTC models, including Wyner’s WTC model, WTC-II model, WTC model with
compound eavesdropper channel and WTC model with arbitrarily varying eavesdropper channel.
By using the polar code based random binning technique, this unified design framework achieves
reliability, strong security and secrecy capacities over those WTC models. However this unified
design framework is not applicable to the AWTC model since the main channel needs to be

known and fixed.

C. Paper Organizations

The rest of this paper is organized as follow. Section [lI| presents the AWTC model. Section
[1I| presents the equivalent model of AWTC and its polarization discussion. Section [IV| presents
our construction of secure polar coding scheme for AWTC model and the performance analysis.

Finally section [V] concludes the paper.

II. THE ADVERSARIAL WIRETAP CHANNEL

Notations: We define the integer interval [a,b] as the integer set between |a| and [b]. For
n € N, define N £ 2". Denote X, Y, Z.... random variables (RVs) taking values in alphabets
X, Y, Z,... and the sample values of these RVs are denoted by z, y, z,... respectively. Then
pxy denotes the joint probability of X and Y, and px, py denotes the marginal probabilities.
Especially for channel W, the transition probability is defined as Wy x and W for simplicity.
Also we denote a N size vector XV £ (X', X2 .. X"). When the context makes clear that we
are dealing with vectors, we write X" in place of X'V, And for any index set A C [1, N], we
define X* = {X*},c4. For the polar codes, we denote Gy the generator matrix of polar codes,
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R the bit reverse matrix, F = [1 0] and ® the Kronecker product, and we have Gy = RF®".

Now we present the definition of adversarial wiretap channel model (AWTC) [3]].

Definition 1 The adversarial wiretap channel model is defined as (X,Y, Z, pr, puw,Sr, Sw). In
the model, legitimate parties are communicating through a noiseless channel with channel input
alphabet X. For N-length transmitted codewords XN € XN, there are two types of adversarial

actions: reading and writing.



e Reading: Eavesdropper can arbitrarily select an index subset S, C [1, N| with fixed fraction
Pr = % and directly reads the corresponding transmitted codewords X°r. For the obtained
bits at eavesdropper, Z" with alphabet Z, has

_ Xt ificS,
Z" = ey
? ifie St
where “?” is the dump letter.

« Writing: Eavesdropper can arbitrarily select an index subset S,, C [1, N| with fixed fraction
Puw = % and directly writes the corresponding transmitted codewords XS¢. For the channel
output at legitimate receiver, Y~ with alphabet ), has

vi_ ?. ifieS, @
X' ifie S
where “?” is the dump letter.

Both adversarial reading and writing act independently on the transmitted bit X, but we

assume that p,, + p, < 1.

M XN YN
Alice —»| Encoder » Noiseless Channel » Decoder —» Bob

JLC

Reading pr Z'= {

X iesS,
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Fig. 1. The adversarial wiretap channel model.

The communication process over AWTC is illustrated in Fig. [T} Legitimate user Alice want to
send confidential message M to legitimate user Bob with the existence of an active eavesdropper
Eve. Alice encodes the message M into channel input XV and transmits X* to Bob through a
noiseless main channel. Eve arbitrarily reads X" with fixed rate p, and obtains the corresponding
ZN . BEve also arbitrarily writes X with fixed rate p,,. Then Bob receives the modified channel

output as YV and decodes it into estimated confidential message M.



Definition 2 For any (2V% N) secure codes of AWTC, the performances can be measured as
follow.
e Reliability is measured by error probability P, = Pr(M # M) The reliability criterion is
limy o Pe = 0.
o Security is measured by information leakage L. = I(Z™; M). The weak security criterion

is impy_oo % = 0, the strong security criterion is limy_,,, L = 0.

The secrecy capacity of AWTC under reliability and security criterions has been characterized

in [3]].
Theorem 1 (Secrecy capacity [3]) The perfect secrecy capacity of the AWTC with (p,, py) is
Cszl_pr_pw' 3)

In this paper, we intend to present a polar codes based solution for the problem of secure and

reliable communication over AWTC model, and try to achieve the secrecy capacity of Theo. [I}

III. POLARIZATION OF ADVERSARIAL WIRETAP CHANNELS
A. Preliminaries on Channel Polarization

1) Polarization of Stationary Channels: In Arikan’s theory of channel polarization [4], the
channel polarization transformation Gy synthesizes from a kernel operation pair (W, W) —
(W=, W) defined as follows. Consider two independent copies of channel W : {0,1} — ),

then we have the operation pair

W-=Wa&W,
(5
WH=wWeWw,

specifically as
1
Wyl = D W e )W (),
u?e{0,1} 7)
1

Wy Pl fu) = SW (' o' @ u®)W (5 |u?).
Definition 3 7o measure the reliability of B-DMC W, Arikan used the Bhattacharyya parameter
Z(W) defined as

ZW) £ VW (y0)W (y[D). ®)

yey



Particularly for BEC, I(W) = 1 — Z(W). And for channel sequence W'V, Z(WN) defines
the sequence of Z(W1), Z(Ws), ..., Z(Wx).

Then for the kernel operation pair (W, W) — (W~, W), the Bhattacharyya parameter

satisfies

ZW™) <2Z(W) = Z(W)?,
(10)
Z(W*) =2Z(W),

with equality if W is a BEC.

Let W¥ be N independent copies of B-DMC W, N = 2. Then the channel polarization trans-
formation G is a recursive process of performing the kernel operation (W, W) — (W~ W)
on WY as follows. For all ¢ € [0,n — 1], Q = 27, i € [1,Q], with initial W” = W,
Z(WY = Z(W), have

(W' W) = (Wag VW33, (1n

where

(13)
Wiy =W @ wy
And satisfies
Z(Wig V) < 2Z(WY)) — Z(W§')?, s

with equality if W is a BEC.

By above recursive process, we can obtain the generated channels VV](V1 M) and the polarized
Bhattacharyya parameters 2 (I/V](\,1 N) ).

2) Polarization of Non-stationary Channels: The polarization theory of non-stationary chan-
nels has been studied in [[17]-[19]]. These work proved that Arikan’s channel transformation G y
can also polarize non-stationary channels.

Let W' : {0,1} — V', W2 : {0,1} — Y? be two independent channels. Then for non-
stationary channel, the kernel operation pair of channel polarization is (W, W?) — (W—, W)

that

W™ =W'mW?,
17
WH=w'eWw?, )



specifically as

- 1
Wl = YD S @)W ),
u?e{0,1} (19)
- 1
W'y u'|u?) = SWHY 't @ w?)W2 (v ).
And the Bhattacharyya parameter satisfies [[19, Lem. 2]

Z(W7) < ZWH) + Z(W?) = Z(WH Z(W?),
. (21)
ZW*)=Z(WHzZ(W?),
with equality if 7! and W? are BECs.
Let WY be a N-length non-stationary B-DMC sequence, N = 2". Then the channel polar-

ization transformation G on W% is a recursive process of performing the kernel operation

(WY, W?) — (W—,WT) as follows. For for all ¢ € [0,n —1], Q = 29, k € [0, X — 1],

) E -
i € [2kQ + 1,2kQ + Q], with initial W) = Wi, Z(W") = Z(W?), have
(W WYY e Wy 27D w249, (22)

where

W%_%Q_l) _ Wg) WC(;JFQ)’

' ' A 24)
And satisfies
Z(W%*%Qfl)) < Z(Wg)) + Z(WSJFQ)) B Z(Wq(;))Z<Wq(;+Q))7 o6)

Wy ") = 2w 2w ),
with equality if all WV are BECs.
By above recursive process, we can obtain the generated channels VV](\,1 M) and the correspond-
ing polarized Bhattacharyya parameters sequence Z(W](\,1 :N)).
Remark. Note that for the recursive process of non-stationary channels polarization, by
assuming the initial channels W' are identical, the whole process will be the same as the

polarization process of stationary channels.

B. BEC Based Equivalent AWTC Model

To study the polarization of AWTC model, as the first step, we have to the channel based

equivalent models for the direct reading and writing actions in AWTC.



Consider a binary input AWTC model in Def. 1] that X = {0,1}, Y = {0,1,7} and Z =
{0,1,7}. To establish the equivalent models, we use two kinds of bit channels V;, and V,, which

are defined as follows.

Definition 4 Define V., : {0,1} — {0,1, 7} the full-noise symmetric binary erase channel (BEC)
with erasure probability ¢ = 1 that I(V,,) = 0. Define V,, : {0,1} — {0,1,?} the noiseless
symmetric BEC with erasure probability ¢ = 0 that 1(V,,) = 1.

Then for the AWTC model, we can observe that

« For adversary Eve, the bits that she directly reads are equivalent to being transmitted to
her through the noiseless bit BEC V,; and the bits that she dose not read are equivalent to
being transmitted to her through the full-noise bit BEC V/,.

« For legitimate receiver Bob, the bits that Eve writes are equivalent to being transmitted to
him through the full-noise bit BEC V,, ; and the bits that Eve dose not write are equivalent

to being transmitted to him through the noiseless bit BEC V,, .

Therefore, we have the BEC based equivalent AWTC models as follows.

Definition 5 Let The BEC based equivalent AWTC model is defined as (WLN, WYY : xN —
YN ZN that
o WIN - XN — YN is the writing-equivalent main channel block. For arbitrarily chosen

Sw C [1, N] with fixed fraction p,, have

. Vo, ifieSy,
Wy, = (27)

Vo, ifi1eS;.
o« WYN XN — ZN is the reading-equivalent wiretap channel block. For arbitrarily chosen

S, C [1, N] with fixed fraction p,, have

. Voo if1€S,
Wy = (28)

V., ifiedse

Then from Def. |5 for both W and WV, we can further conclude an unified expression

as the p equivalent channel block which is defined as follows.



Definition 6 The p equivalent channel block is defined as WPLN : XN — YN that for arbitrarily
chosen S, C [1, N] with fixed fraction p,
_ Voo €S
Wi = g (29)
Vo if1ES.

The average erase probability of the channel block is p.

Remark. 1V can be used to describe both writing-equivalent channel block W, and
reading-equivalent channel block W'Y, If we let p = p,,, then W)Y = W which is same as
WaN. If we let p = 1 — p,, then WN = W'Y which is same as W!*V. Therefore, to study
the polarization of AWTC model, we only have to analyze the polarization of the p equivalent

channel block under operation G .

C. Polarization of the p Equivalent Channel Block

As defined in Def. |§|, the p equivalent channel block Wpl:N i1s an N-length non-stationary
channel sequence consisted of full noise BEC V., with fraction p and noiseless BEC V., with
fraction 1 — p. Thus if we apply the channel operation Gy on p equivalent channel block, the

channel transformation process follows the kernel operation (W?! W?) — (W*, V~V+) of non-
(1:N)

stationary channel polarization. The recursive polarization process from WpLN to W,y 1s as
follows.
For for all ¢ € [0,n — 1], @ = 2% k € [0, 35 — 1], 7 € [2kQ + 1,2kQ + Q], with initial
W =wi, Z(W) = Z(Wi), have
(V30 WE9) o (WG90, W25 &0
where

W[E QQQkQ 1) W . W('L+Q ’

(2i—2kQ) (i+Q) 52)
—2 7 i+
Wﬂ 2Q WP,Q ® WP»Q )
Thus we have the iteration of the Bhattacharyya parameter as
—2kQ—1 i i i i
ZW,50" ") = Z(Wyi0) + Z(W,6%) = Z(W, ) Z(W, Y), )

i—2k % %
Z(W5o™ ) = 2w Zz(wiG?).
Note that for the initial Z(W[E}{N)), Z (Wp(]l)) with any j € [1, N] is either V., or V,,. So for

Z (Wéjl)) there are only two possible values, Z (Wp(Jl) = 1 with probability p and Z (W( )=0



with probability 1— p. To measure this probability of Bhattacharyya parameter, we use the P (1)
defined in the following.

Definition 7 For any channel W, P(W) is defined as the probability Pr{Z(W') = 1}. Particu-
larly, for channel sequence W N, P(WN) is defined as the sequence of P(W*), P(W?), ..., P(W™),

Therefore, initially for all j € [1, N], we have P(Wpol)) = p. Then for the iteration of (34)

that (Z(W}5), ZWSg ¥ = (205" ), Z(W 5™ )

namely as (1,1) — (1,1), (1,0) — (1,0), (0,1) — (1,0) and (0,0) + (0,0). Thus for all the

channels in the iteration, considering the probabilities P(W[E%),P(Wég Q)),P(Wf;é%("?fl)) and

P(Wgé%@), we have

, there are four possible cases,

PWEHO Ny =11 — PWI)IL - PW D)

= P(W\5) + P(W3?) — PW ) P(WIS?), (36)
P(W,5"%) = PW, Q) P(W, ).

So we can observe that [P(Wé%), P(WégQ))] — [P(Wp(?;éQkQ_l)), P(WSJCS%Q))] in has
a same iteration process as [Z(Wé%), Z(W[%Q))] — [Z(W[E?QZ%QA)), Z(Wf;é%@)] in (34).
Since initially all j € [1, N], P(Wlfﬂ)) = p, (36) can be further simplified as follows. Let
N = 2" and WKS}J:VN) is the channel block generated from W/}:N by non-stationary channel
operation Gy, then the corresponding IP’(WIE’IZ;,N)) can be calculated by following iterations. For
all g € [0,n — 1], Q = 24, i € [1,Q], with initial P(W\}) = p, have
2i—1 i i
P(W,5") = 2P(W,g) = P(W,0)°,
(38)
2i i
P(W3)) = P(Wh)2.

)
Next, to analyze above process from IP’(W( )) to IP(W( )) lets consider a stationary BEC

block Vezpv defined in Def. I and its polarization process as an analogy.

Definition 8 Define V., : {0,1} — {0,1,7} the BEC with erasure probability ¢ = p, have
Z(Ve,) = p. Let VEJPV be the N-length stationary channel block of V.,

For BEC block VE]: , the stationary polarization process from Z(Ve(llN ) to Z(Ve(pljf,v)) is as
follows. For all ¢ € [0,n — 1], Q = 27, i € [1,Q], with initial Z(V,"”

€p,1

) = p, have

2(Vih) = 22(Vij) = 2(Vijo)* w0
2(Viji) = Z (V)"

€p,



Comparing (38) with @Q), the iteration process from IP(W( MY 10 P(W;}&N)) is exactly the
same as the polarization process from Z(Vem1 ) to Z(Ve(p1 ]f,v ). So by P(Wp(? ) =27 (Vﬁif)l) =p,
we have ]P’(W(l:N)) = Z(V;(pl]f,v)) which concludes that P(Wp(lij)) has the same polarization

results as Z(VS N)) by the channel polarization operation Gy.

ogs . 1:N . (1:N)
Proposition 1 For the p equivalent channel block W, with a fixed p, the channels W,
1
12
fraction of indices i € [1, N] for which P(W, % ~) € [0,0n) goes to 1 — p and the fraction of
indices i € [1, N] for which P(W() ) € (1 —dn, 1] goes to p.

Proof: Note that for BEC block VF_]: , we have the polarized subsets of index [1, N]| as

polarize n the sense that, for any fixed oy = 27" , p € , as = goes to nfinity, the
larize in th h don=2""" Be(0 N =2n infinity, th

He, ={i € [LN]: Z(Vy) > 1 -6y},
(42)
Lo, ={iel,N]: Z(Vy) < on}.
where H., is the index subset of almost full-noise channels, and L., is the index subset of almost
noiseless channels.
Since IF’(WSA,N)) = Z(Ve(pljf,v)), for the polarization of the p equivalent channel block W™,

we can have

= {i € [L,N]: (W) > 1—dn},
(44)
£,={ie[1,N]: PW") < bn}.

p, N
where H, is the subset in which Pr{Z(Wp(fJ)V) = 1} is almost 1, and L, is the subset in which
Pr{Z(WS])V) = 1} is almost 0 (same as Pr{Z(W, (l) v) = 0} is almost 1).

Also, we can observe that H, = H., and L, = EEP. Thus we have

.1 1
i, el = i, el

= 1-1(V,,)

=p,
1 (46)
lim —|£ | = lim —|L,,|

N—oo N N—oo N



IV. SECURE POLAR CODES

In this section, we present the secure polar codes for the AWTC model based on the equivalent

AWTC model and the polarization result of the p equivalent channel block WPLN .

A. Secure Polar Coding Scheme

In the AWTC model, the fraction pair (p,, p.) of adversarial writing and reading is publicly
known and fixed. For adversarial writing, the equivalent channel block is W1V which also is
WPI;N in the form of p equivalent channel block. For adversarial reading, the equivalent channel
block is W'Y which is also W% "in the form of p equivalent channel block. Then by non-

stationary channel polarization operation Gy, both W1~ and W can be polarized as follows.

For the writing equivalent channel block W, (also as W,:"), with any fixed oy = 27V 7,
B € (0,31), the index [1, N] can be polarized into H,, and L,, that
Hy={i € [L,N]: P(WY ) > 14y},
(48)

L,={ie[1,N]: P(W \) < éx}.
For legitimate user Bob, every channel in ‘H,, is full noise with probability almost 1; and every
channel in £, is noiseless with probability almost 1.
For the reading equivalent channel block W' (also as W[V ), with any fixed oy = 27V,

p
g € (0, %), the index [1, N] can be polarized into #, and L, that

M, ={ie[1,N]: (W, \)>1-dy},
o (50)
L, ={ie[L,N]: P(W" ) <dn}

For adversary Eve, every channel in H, is full noise with probability almost 1; and every channel
in L, is noiseless with probability almost 1.

Based on the polarization results of WV and W'V, we can apply the multi-block chaining
structure [8]] to construct a strong security polar coding scheme. Firstly, divided the index [1, N]

into following four subsets:

T=LyNH,
R =L, NHE,

(52)
F=rL5nH,,

B= L5 NHE.



Then form subset Z, separate a subset & that satisfies || = |B|. Finally we obtain the subsets
group (Z\ €,&, R, F,B) that specifies as follows:

« 7\ & is for information bits, because the corresponding channels are secure and reliable
with probability close to 1.

o & is for uniformly distributed random bits for the subset B of next block, because the
corresponding channels are secure and reliable with probability close to 1.

e R is for uniformly distributed random bits, because the corresponding channels are reliable
but insecure with probability close to 1.

o F is for publicly known frozen bits to guarantee the reliability, because the corresponding
channels are secure but unreliable with probability close to 1.

« B are neither secure nor reliable with probability close to 1. In the first block, it is for
random bits pre-shared by legitimate parties. In the rest blocks, it is for the bit of £ in the

previous block. Therefore both reliability and security can be guaranteed.

Now we present the secure polar coding scheme. Consider the multi-block case of AWTC

with block length N = 2", block number 7" and fixed fraction pair (p,,, p.). For block ¢ € [1,T],
e Encoding:

— uF\¢ are assigned with information bits;

— ufYR are assigned with uniformly distributed random bits;

— w” are assigned with publicly known frozen bits;
— if t = 1, uP are assigned with pre-shared random bits;

if t > 2, uB are assigned with the bits of uf of block ¢t — 1;

encode the 1" into channel inputs 2V by 2V = vV Gy.

o Transmission:

Alice transmits = to Bob through a noiseless communication channel;

Eve arbitrarily chooses S,, with fraction p,, and writes v into “?”;

Bob receives the modified channel outputs as y";

Eve arbitrarily chooses S, with fraction p, and reads x5 to obtain 2.

« Decoding: Bob decodes 3V into 4"V by successive cancelation decoding [4] as follow:
- ifieZUR,

~i_ W(z‘) ~1:5—1 , 1:N 53
it = arg max o (U Y, (53)



with initial likelihood ratio

L0 () = LeVa(W10) + (1= pu)Vey(5710)
1 PV (Y'[1) + (1 = pu) Voo (y'[1)’

— if i € F, 4" is decoded as publicly known frozen bit;

(54)

— if i € B, in case of ¢t = 1, 4’ is decoded as pre-shared random bit, in case of t > 2, !

is decoded as corresponding bit of 4 of block ¢ — 1.

B. Performance Analysis

Now we analyze the performance of proposed secure polar coding scheme by reliability,

security and achievable secrecy rate.

Lemma 1 (Decoding error rate of polar codes [/, Prop. 3]) For any B-DMC channel block
W, let A be an arbitrary subset of index [1, N] and used as the information set for polar
codes. Then the corresponding block error rate of SC decoding satisfies
P. <> Z(WY). (55)
icA
Proposition 2 With with N — oo, reliability can be achieved by the proposed secure polar
coding scheme over the AWTC model.

Proof: Since the frozen bits in F are publicly known and Bob known the pre-shared bits
for the first B, then according to the multi-block chaining structure, the decoding error rate of
entire T' blocks are determined by the SC decoding of T blocks’ T UR and T — 1 blocks’ £.
Thus for the decoding error of T blocks, by Lem. |l} have

T<T Y ZWP )+ @-1)3 2w ). (56)

1EZUR i€E

Consider probabilities

Pr{ Yy zwW)y=0y= [ 1-PW2 )

1€ETUR 1€ETUR
Z (1 _ 5N)|IUR‘7
Pr(> zw? ) =0y = [[1L - PO )
ic& 1€E

2 (1 - 6N)|5‘7

(58)



since

lim (1—6y)Y = lim (1 —2"N)N

N—o0 N—oo

(60)

we have

A}lgéoPr{Z y) =0} =1,

i€ETUR

lim Pr{d Z(W ) =0}=1.

N—o0
€€

(62)

Thus we have limy_,, Pr{P.(T") = 0} = 1, which proves that the reliability can be achieved.
|

Proposition 3 With N — oo, strong security can be achieved by the proposed secure polar
coding scheme over the AWTC model.
Proof: For block t, let M! = UP\e, 7t = ZN| E! = U¢ and F* = U”. Then the information
leakage for entire T blocks is L(T) = I(MYT; ZtT),
For multi-block chaining structure, as deduced in [|S, Section IV-B], with publicly known frozen

bits, have

T
<> 1ML ELFLZ) + I(E% Z°), (63)
t=1

where I(EY;Z°) refers to the information leakage of the pre-shared bits before transmission
which should be 0.
Let a' < a? < ... < all be the correspondent indices of the elements U* for any subset A,

alA A . .
such that UA 2 U= = UE"I7 ey U2 Since subsets I. U F. and 'R, match the construction



of induced channel [|7, Lem. 15], we have

I(Mt,Et7Ft,Zt) :I<UIU]:, ZN)
|[ZUF| . ,
=Y U ZNuT
=1
|[ZUF]
\2) al, yrat:a’~—! N
_;[(U U2 65)
|[ZUF| ‘ _
Z I(Uaz; Ul:al—l, ZN)
i=1

=Y -z, \)]

JETUF

—
=

IN

where (a) is because U " are independent from each other. Consider probability
Pr{ Y [1- 207, ol =0t = [[ POV, )
JETUF JETUF (67)
> (1 . 5N)|ZU}—|7
by (60), we have
lim Pr{ Y [1-zW? )]=0}=1. (68)

N—o0
JETUF
Thus we have limy_,, Pr{I(M! E, F*;Z") = 0} = 1 and then limy_,,, Pr{L(T) = 0} = 1,

which proves that strong security can be achieved. [ ]

Proposition 4 With with N — oo, secrecy capacity of AWTC model can be achieved by the
proposed secure polar coding scheme.
Proof: Since for entire T blocks, message bits MY are transmitted over subset T\ €, which
is proven secure and reliable with infinite N, we have the secrecy rate as
T
R(T) = = 31T\ &
t=1 (70)
1
= N|I \ &l



Then with N — oo, have

1
lim Ry(T) = A}im N|Z\8|
—00

N—oo
— Jim (ZUR| - |EUR])
:]\}Lnio%(]IUR|— BURJ) (72)
= Jim (]~ M)
@ L — pw — pr,

where (a) is due to {6) that

. 1
Ay eul =1 = pu,

N I
lim M= lim <|L]

N—oco N (74)
=1-(1-p)
= pT"
Thus the secrecy capacity of AWTC model can be achieved with with N — oc. [ |

C. Simulations

Now we test the upper bound of legitimate bit error rate (BER) in (56)), the upper bound
of information leakage in (65]) and the secrecy rate in by simulations. Particularly, we fix
writhing fraction p,, = 0.2, reading fraction p, = 0.4 and block number 7" = 300, by which we
test the performances when block length N changes from 28 to 2'® and parameter 3 changes
from 0.20 to 0.32. The simulation results are illustrated in Fig. [2]

« Fig. [2al shows that for all 3, the upper bound of legitimate BER keeps going down to 0 as

the block length /V increases, which matches our analysis of reliability in Prop.

« Fig. 2b| shows that for all /3, the upper bound of information leakage keeps going down to 0

as the block length N increases, which matches our analysis of strong security in Prop. [3]

» Fig. shows for all (3, the actual secrecy rate keeps growing as the block length N

increases, which matches our analysis of secrecy rate in Prop. ]

Next, we simulate the entire secure communication process over the AWTC model and test
the actual BERs for both Bob and Eve. Particularly, we fix p, = 0.2, p, = 0.4 and 7" = 1000.

Then we consider cases that N goes from 2° to 2'? and 8 goes from 0.22 to 0.30. For the
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Fig. 2. Simulation results of performance with finite block length N.
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transmitted message, we use uniformly distributed binary random bits. The simulation results

are illustrated in Fig. 3

. Fig. [3a) is the BER of entire 1000 blocks for legitimate user Bob decoding the message

bits, which shows that for all tested /3, the legitimate BER decreases significantly with the

increasing of block length V.

o Fig. 3b]is the BER of entire 1000 blocks for eavesdropper Eve decoding the message bits,

which shows that for all tested 3, the eavesdropper BER stays closely to 0.5 with the

increasing of block length N.

Therefore, Fig. [3| proves that the proposed securer polar coding scheme can provide secure

and reliable communication over the AWTC model.
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Fig. 3. Simulation results of actual BERs.

V. CONCLUSION

In this paper, we have considered the secure coding problem of AWTC model. We have
presented an channel based equivalent model of AWTC model by using the p equivalent channel
block. Then we have studied the polarization of the p equivalent channel block and proved that it
can be polarized by the non-stationary channel polarization operation G in the sense that 1—p of
the generated channels are noiseless with probability almost 1 and p of the generated channels are
full-noise with probability almost 1. Based on this results, for the AWTC model, we polarized
both equivalent channel blocks of adversarial reading and writing actions and constructed a
sucre polar coding scheme by applying the multi-block chaining structure. Theoretically, we
have proven that the proposed scheme achieves the secrecy capacity of AWTC model under
both reliability and strong security criterions with an infinite block length N. Further we have
carried out simulations which proves that the proposed secure polar coding scheme can provide

secure and reliable communication over AWTC model.
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