1811.05626v2 [cs.IT] 24 Nov 2018

arxXiv

A framework for covert and secret key expansion over quantum channels
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Covert and secret quantum key distribution aims at generating information-theoretically secret
bits between distant legitimate parties in a manner that remains provably undetectable by an ad-
versary. We propose a framework in which to precisely define and analyze such an operation, and
we show that covert and secret key expansion is possible. For fixed and known classical-quantum
channels, we develop and analyze protocols based on forward and reverse reconciliation. When the
adversary applies the same quantum channel independently on each transmitted quantum state,
akin to a collective attack in the quantum key distribution literature, we propose a protocol that
achieves covert and secret key expansion under mild restrictions. The crux of our approach is the
use of information reconciliation and privacy amplification techniques that are able to process the
sparse signals required for covert operation and whose Shannon entropy scales as the square root
of their length. In particular, our results show that the coordination required between legitimate
parties to achieve covert communication can be achieved with a negligible number of secret key bits.

I. INTRODUCTION

Securing communications has become an essential re-
quirement in modern communication systems. Secrecy,
i.e, the ability to prevent unauthorized parties from ex-
tracting the information content of a signal, is typically
enforced using conventional computationally-secure en-
cryption although Quantum Key Distribution (QKD) re-
mains to date the only approach to unconditional se-
crecy [I, 2]. Another desirable feature of secure com-
munications is covertness, i.e., the ability to hide the
presence of communication signals from an unauthorized
party and provably avoid detection [3]. While secrecy
has been largely explored for quantum communications
both theoretically and experimentally, the mechanisms
required to achieve covertness are still much less under-
stood.

Covertness, also referred to as low probability of de-
tection, is conceptually related to classical and quantum
steganography [4H7], by which legitimate parties embed
a message into a covertext then disclosed to an adver-
sary [8]. In many quantum steganography protocols, an
innocent quantum state, in the form a codeword from a
quantum error-control code, is used as the cover to embed
another quantum state. The embedding is performed to
simulate the transmission of an innocent state through
a noisy channel and relies on shared secret keys with
well characterized rates. A crucial assumption in these
quantum steganography protocols is that the true physi-
cal channel is better than what the adversary expects. In
covert communications, however, the role of the covertext
is played by the communication channel, which intro-
duces noise and imperfections that are outside the control
of and only statistically known to the transmitter. There
has been a recent surge of interest for covert communi-
cations, which has led to the discovery of a “square-root
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law” similar to that in steganography [5] in both classi-
cal [9HTT] and quantum settings [T2HI5]. The square-root
law, according to which the number of covert bits can
only scale with the square-root of the number of channel
uses, has also been experimentally validated in an optical
test-bed [12]. The authors of [12] also showed that, for
a bosonic channel, covert communication is impossible
without sources of imperfection in the adversary’s obser-
vations as the detection of a single photon would indicate
with certainty the existence of the communication. The
possibility of quantum covert and secret key generation
was recently explored [I6HI8] but has led to the rather
pessimistic conclusion that “covert QKD consumes more
secret bits than it can generate” [16].

Our main contribution is to offer a more nuanced and
optimistic perspective and show that covert and secret
key expansion is actually possible over quantum chan-
nels. The intuition behind our approach is the follow-
ing. In layman’s terms, the covertness constraint requires
the number of qubit transmissions to scale as O(v/T) for
T channel uses [I2]. A crucial characteristic of earlier
works [12] [T6] is that the scaling is ensured by having
the legitimate parties coordinate the sparse transmission
of VT qubits in channel uses chosen secretly and uni-
formly at random out of 7. Unfortunately, the secret
key size required to select these secret channel uses scales
as Q(v/TlogT) and necessarily exceeds the number of
covert bits that one can hope to obtain, which scales
as Q(\/T ). In contrast, we introduce more sophisticated
coding schemes for information reconciliation and privacy
amplification that do not require such coordination and
are able to directly process the sparse and diffuse statis-
tical information content of covert signals. The proto-
cols that we present do not yet offer the secrecy levels
of state-of-the art QKD against coherent attacks but al-
ready achieve covert and secret key expansion and might
pave the way to more broadly applicable protocols.

Our results are developed in three steps as follows. We
first lay out a precise model for quantum covert and se-
cret key generation that captures a wide range of attacks
by the adversary and protocols for legitimate parties,



along with quantifiable metrics to assess the performance
of a covert and secret key generation protocol over quan-
tum channels. The main distinction with previous mod-
els [I6HIg| is the inclusion of the public communication
required for information reconciliation in the analysis;
specifically, since an adversary may devise a hypothesis
test for detection based on all its observations, the prob-
ability distribution of the public communication has to
be considered jointly with the quantum measurements
in evaluating covertness. We then proceed to analyze
an instance of quantum covert and secret key generation
in which the classical-quantum channels are fixed and
known, for which we can define and analyze the covert
and secret key capacity. We lower-bound the covert and
secret key capacity by developing coding schemes using
both forward and reverse reconciliation. The forward
reconciliation scheme can be constructed by a suitable
modification of established protocols for quantum covert
communication [I4] to guarantee secrecy. In contrast,
the reverse reconciliation scheme requires a new approach
because of technical challenges precluding the direct use
of well-known results on information reconciliation and
privacy amplification for the sparse distribution needed
for covert communication. Finally, we consider an in-
stance of quantum covert and secret key generation in
which the classical-quantum channel is fixed but under
the control of the adversary and unknown to the legiti-
mate users. Under some conditions to limit the power of
the adversary, which we precisely characterize, we prove
the existence of covert and secret key generation proto-
cols consisting of a channel estimation phase followed by
a key-generation phase. The estimation phase is based
on a covert quantum tomography protocol that estimates
the required parameters of the channel and the key-
generation phase is based on universal results for covert
quantum communication. While covertness cannot be
unconditionally guaranteed, our protocol offers the legit-
imate parties with the ability to successfully abort be-
fore engaging in key generation. We do not instantiate
explicit codes but recent progress in designing codes for
covert communications [19] suggests that the protocols
described here can be implemented with low-complexity.

II. NOTATION

We briefly introduce the notation used throughout the
paper. For a finite-dimensional Hilbert space H, dim H
denotes the dimension of H, and £L(H) denotes the space
of all linear operators from H to H. We denote the ad-
joint of an operator X € L£L(H) by X', and call X Her-
mitian if X = XT. X € £(H) is positive (non-negative)
semi-definite, if it is Hermitian and all of its eigenval-
ues are positive (non-negative). D(H) denotes the set
of all density operators on #, i.e., all non-negative op-
erators with unit trace. For X,Y € L(H), we write
X =Y (X »Y), if X -Y is positive (non-negative)
semi-definite. For X € H, let opmin(X) and opax(X) de-

note the minimum and the maximum singular value of
X, respectively, and if X is Hermitian, let Apin (X) and
Amax(X) denote the minimum and maximum eigenvalue
of X. Furthermore, we define norms of X € L(H) as
X[ 2 tr (x/XTX> and | X|ls 2 /ir (XTX). For a
Hermitian operator X € L(H) with eigen-decomposition
X = >, z|z)(z|, we define the projection {X = 0} £
> w0 |®)(z]. A quantum channel €4, is a completely
positive and trace preserving linear map from E("HA) to
L(HB). An isomorphic extension of 4,5, Us_, g, sat-
isfies £4,p(p4) = trE(UAﬁBEpAUL%BE) for all p2 €
D(HA). We denote the complementary channel of £4_.5
by Ehp(p?) £ Easp(p?) 2 trp(Uassep Ul pg),
which is well-defined and unique up to a unitary transfor-
mation [20]. A classical-quantum (cq)-channel is a map
from an abstract set X' to D(H), denoted by z — p,.

For p* € D(HA) we define von Neumann entropy
H(p?) 2 H(4), £ —tr (p”log p). For pAP € D(HA @
HP), we define conditional von Neumann entropy
H(A|B), & H(p"P) — H(pP) whete pP 2 trs(p4P),
and quantum mutual information I(4; B), £ H(p*) +
H(p?) — H(pAP). Similarly, we define conditional quan-
tum mutual informationl(A; B|C) £ H(pA°)+H (pP¢)—
H(pABY) — H(p®) for any pAB¢ € D(HA @ HE @ HY).
If Px is a distribution on X and = — p, is a cq-channel,
we denote the Holevo information by

I(Px,p.) 2 H <Z PX($)0m> - ZPX(SU)H(PT) (1)
For p,o € D(H), the quantum relative entropy is

if supp(p) C supp(o),

tr (p (log p — log o))
D 2
(ello) {oo otherwise,

(2)

and the yo distance is

Yo (pllo) & tr (pza’l) —1 if supp(p) C supp(o),
2 00 otherwise.

3)

III. FRAMEWORK FOR COVERT AND
SECRET KEY GENERATION OVER
CLASSICAL-QUANTUM CHANNELS

As illustrated in Fig.[I] we consider a setting in which
two legitimate parties, Alice and Bob, desire to share a
secret key while avoiding detection from an adversary,
Eve, by exploiting one-way quantum channel and a two-
way classical authenticated public channel of unlimited
capacity. Specifically, in an entanglement-based repre-
sentation, over T' time steps, Alice prepares a classical-
quantum state p4, possibly depending on public com-
munications, on a bipartite system described by a Hilbert
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Figure 1. Model of covert and secret key expansion

space HA ® #A and sends the sub-system A to Bob. We
assume that for X C R, {|x)?},cx is an orthonormal ba-
sis for H4, all eigenvectors of p# are always in {|z)}scx,

and for any = € X, the conditional state p2 is fixed. For
simplicity, we restrict our attention to a two-dimensional
HA, ie., X = {0,1}, in which 0 represents an “innocent”
symbol, corresponding to the absence of communication,
while 1 represents an ‘non-innocent” symbol. We further
assume that the “start” (¢ = 1) and “stop” (t = T') times
of the protocol are known to all parties and obtained
through other modalities, e.g., GPS signals. Eve expects
the product state (pg')®” when there is no communica-
tion and may modify the states according to a quantum
channel. We denote the entire state received by Bob and
acting on the product Hilbert space (H?)*T by pB.

For the purpose of covert communications, we need to
distinguish protocols based on the type of Eve’s attacks.
In the most general case, Eve implements a coherent at-
tack described by a quantum channel

Ex.p: L ((HE)T) e (G I )

with 1somorphlc~exten51on Uz _,gg- in which Bob receives

pB = €z ,g(p™) at the end of the transmission, and

therefore, no useful public communication can happen
during the transmission. Note that this has no impact
on QKD since no useful information is shared until the
end of the protocol. However, aborting the protocol in
the middle could be crucial to be undetectable. A less
powerful Eve can only implement collective attacks de-
scribed by quantum channels of the form £5 5 = 5%2 B
i.e., Eve applies the same channel independently to each
state transmitted by Alice. In this case, we can as-
sume that Bob receives each state before Alice trans-
mits the next state, which allows meaningful public com-
munication during the transmission between Alice and
Bob. Throughout the paper, we consider two scenarios
for collective attacks based on Alice’s and Bob’s knowl-
edge about Eve’s attack. First, when Alice and Bob have
exact knowledge of the attack, we define an effective cq-
channel z — pBF  with marginal cq-channels © — pZ
and z — pE from Alice to Bob and Eve, respectively.
Second, when Eve’s channel £3_, 5 is unknown, we still
consider effective cq-channels z — pZ and x — pZ where
pB and pF are defined as £4_,5(p2) and SLHB(pA), re-
spectively, and are unknown to both Alice and Bob. Our

choice of p£ accounts for the maximum amount of infor-
mation that Eve can possibly gain, i.e., the state corre-
sponding to a reference system for an isomorphic exten-
sion of the channel from Alice to Bob. Finally, Alice and
Bob have access to independent local sources of random-
ness, denoted by R4 € R4 and RP € RP, respectively,
as well as a source of secret key R € R.

For simplicity, we describe the protocols with only re-

verse public communication, but extension to the gen-
eral case in which forward public communication is also
allowed would be possible. A protocol for key generation
operates in T time steps as follows. Alice and Bob draw
realizations 4, 2, and r of their local and common ran-
domness. Subsequently, in every state ¢t € [1,77]:
e Alice prepares a classical-quantum state pAA as ex-
plained earlier using her local randomness r4, the com-
mon randomness r, as well as past public messages
from Bob denoted (wy,--- ,w;_1) and sends p* to Bob
through the channel controlled by Eve;

e Bob performs a quantum measurement on his available
quantum state to obtain a classical measurement y; €

Y CR;

e Bob sends a message W; € W, over the public channel
using his local randomness rp, the common random-
ness r, as well as past measurements y*~'. The choice
of alphabet W, is part of the protocol design.

At the end of time step T, when no further public com-
munication happens, Eve performs a measurement on her
state p¥, as an attempt to detect the communication and
obtain information about the secret key, while Alice and
Bob use all their available information and randomness to
compute two long binary strings sX and s, respectively,
as well as the number of bits £X and £¥, respectively, to
use as a secret key. The length of s¥ and sY is public
and fixed at the beginning of the protocol. Alice finally
sets her key k%X to be the first £X bits of sX while Bob
sets his key kY to be the first /¥ bits of s .

A protocol is called an (¢, §, u)-protocol if the following
properties hold. Let W, X, Y, KX KY be the ran-
dom variables representing the total public communica-
tion, Alice’s random string, Bob’s random string, Alice’s
key, and Bob’s key, respectively. We require:

e e-reliability: P, £ ]P(KX #+ KY) < €, which implicitly
includes the condition ¢X = ¢¥;

e J-secrecy: S = D(pEWSXHPEW@)pf:if) < 9, where

pEWSX is the joint density matrix of the eavesdrop-

per’s observations, public messages and Alice’s random
tri d pS; is a mixed state for S di
string, and p2 ¢ is a mixed state for corresponding
to a uniform distribution;

e p-covertness: C £ D(p=W|| (o) @ piinys) < p, where
pE is the density matrix of the eavesdropper’s observa-
tions when no communication takes place and p/¥.. is



a mixed state for W corresponding to a uniform distri-
bution on x;W;.

A protocol is efficient if it allows key expansion so that
the number of key bits created exceeds the number of
common randomness bits consumed. Our goal is to an-
alyze under what conditions efficient (e, i, d)-protocols
might exist.

A couple of remarks are in order regarding our pro-
tocol definition. Note that the choice of the key length
is a part of the protocol. However, d-secrecy requires
the string S¥ to be secret and not just KX. This is
merely enforced for technical reasons, so that the rela-
tive entropy is a deterministic quantity irrespective of
the length of the key. Since e-reliability only applies to
the bits of KX, Alice can always generate the remain-
ing bits of S independently and uniformly at random
using her local randomness, so that our definition does
not incur any loss of generality. By convention, we as-
sume that the public communication is not by itself a
proof of communication. Instead, p-covertness only re-
quires that the public bits look uniformly distributed and
do not reveal communication on the quantum channel.
We point out that d-secrecy and p-covertness are “one-
shot” guarantees, in the sense that they only ensure a
low probability of detection for a single execution of the
protocol. In fact, by repeating the protocol k£ consecu-
tive and independent times, a (e, d, u)-protocol gives rise
to a (ke, ko, kp)-protocol. Additional post-processing can
reduce the constant ke and kd but cannot affect the con-
stant ku. This suggests that the protocol should be de-
signed for small values of © and large values of T'. Finally,
the particular choice of the quantum state Pg‘r/nf in the
definition of covertness plays no role in our proofs. As
long as there exists a specific state corresponding to no
communication for the public communication, our proof
holds and leads to a covert and secret key generation
scheme.

IV. COVERT AND SECRET KEY
GENERATION OVER KNOWN CQ-CHANNEL

We first address the situation in which the cq-channels
are fized and known ahead of time, and in which the ad-
versary is passive. In this special case, the length of the
key can be computed ahead of time, and there is no need
to distinguish between the random strings S¥ and SY
and the keys KX and KY. Furthermore, it becomes pos-
sible to define a notion of covert and secret key capacity
as follows. A throughput © is achievable if there exists
a sequence of (er, dr, pr)-protocols generating ¢ bits of
secret key while consuming r¢ bits of secret key over T

stages and such that

lim €T = lim 6T = lim HT :0, (5)
T— o0 T—00 T—o00
by = w(logT), (6)
Vr —
and lim -7 > 0. (7)
T—o0 T/,LT

The supremum of all achievable throughputs is called the
covert and secret key capacity and denoted Cqck. Note
that the definition of the throughput already captures
the scaling of the throughput with the square root of the
number of channel uses, VT The scaling is justified a
posteriori by our analysis that shows that Cqqx is lower
bounded by a constant that only depends on the chan-
nel parameters. The unit of Cycx is therefore in nats per
square root of channel use. Our main results are lower-
bounds on the covert capacity obtained by showing the
existence of sequences of covert secret key generation pro-
tocols using reverse or forward reconciliation.

To analyze the performance of protocols with forward
reconciliation, we build upon existing results for covert
communication over cq-channels [I3] [14] with appropri-
ate extensions to guarantee secrecy. The innovative prin-
ciple of our approach is best highlighted for protocols
with reverse reconciliation as follows. In a first phase,
Alice transmits a sequence of independent and identi-
cally distributed (iid) symbols X distributed according to
a Bernoulli(ar) distribution over the cq-channel, where
ar € w((l‘)%T)g) N o(ﬁ). Intuitively, the choice of
{ar}r>1 must ensure that X is sparse, so that the war-
den cannot suspect the existence of information sym-
bols, but not so sparse that Alice and Bob cannot ex-
tract a long enough key from their observation. We shall
show that our choice of {ar}r>1 satisfies simultaneously
both requirements. In a second phase, Bob measures
his received quantum states in some basis and, based on
the output of the measurements, generates two messages
W and K, representing public information reconciliation
and secret key, respectively. Bob subsequently sends W
through the public channel, and Alice recovers K using
W and X. Although the second phase of the protocol
seems deceptively similar to a standard application of in-
formation reconciliation and privacy amplification, there
exists a technical difficulty because of the specific dis-
tributions of Alice’s and Bob’s observations, which pre-
cludes the use of standard tools. More precisely, in the
finite-length analysis resulting from standard information
reconciliation and privacy amplification, penalty terms
appear that depend on the second order statistics of the
conditional information density of Bob and Eve’s obser-
vations given X, which scale as w(v/T); However, the
scaling of the covert throughput is known to be o(v/T),
which is dominated by those penalties and therefore pro-
hibits key expansion. We instead resort to a technique
called likelihood encoder [21], in which the encoders used
to generate W and K are derived from different princi-
ples. In particular, instead of information reconciliation
and privacy amplification, we use channel coding and
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Figure 2. Simplified model of a lossy bosonic channel.

channel resolvability to only analyze quantities depend-
ing on mutual information, which has the same scaling
as the number of bits generated by a covert protocol.

The analysis of protocols with forward and reverse rec-
onciliation leads to Theorem[I]below, which proof is given
in Appendix [A]

Theorem 1. Let {|y)®} be any orthonor-
mal  basis for HP, and  define pBF =
>, (9P @ I7) pPP (ly)(y|” ® 17). Assume that 1P

and HE have finite dimension and 0 < xo (ﬁfllﬁ?) < 0.
We have

Claeic > j (D(pP1165) = DT lIAg)) > (8)

2
X2 (5{3”55
and if p§¥ = P @ pf, then

2

2 GEI70) (D EN85") — DAY llpg )

~D(EY" e @ p7)), (9)

which simplifies when pPF = pP @ p¥ as

chk =

2
X2 (:511?”5(])3

While this result certainly does not hold for the most
general quantum setting, note that the covert secret key
throughputs predicted hold with a precise definition of
covertness that explicitly includes the public communica-
tion and demonstrate the existence of efficient protocols
that allow key expansion. Perhaps more importantly, as
apparent in the proof of the result, such protocols do not
rely on a secret key to determine the instances in which
Alice transmits non-zero states; in contrast, our proof
shows the existence of reconciliation and key-extraction
algorithms capable of extracting the diffuse secret cor-
relations created by Alice’s sparse transmission of non-
innocent states.

As an illustration, we consider the situation depicted in
Fig.[2]in which the input port of a balanced beam-splitter
is in control of Alice while Bob and Eve are each con-
nected to one of the output ports through optical fibers
of length dap and dag, respectively, and loss v dB/km.
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Figure 4. Covert and secret key generation throughput for a
lossy bosonic channel.

We further assume that the second input port is in the
vacuum state, and that Alice uses the vacuum state |0)
and a coherent state |a) as the innocent and the infor-
mation symbol, respectively. Bob and Eve measure their
output ports with photodetectors to count the number of
photons at each channel use. The photodetectors suffer
from dark count that is beneficial for covert communi-
cation since detection of photons at Eve does not neces-
sarily imply the existence communication. Let np and
ne be Bob and Eve’s photodetector efficiency, respec-
tively, and Ap and Ag be Bob and Eve’s photodetector
dark count rate, respectively. The achievable covert and
secret key throughputs can be obtained by substituting



the quantities

dapy

g 2 nplo~ 10 (11)

e = nel0” E (12)
(FEBE) =  “EEREEE - Aptalaf i (13)
D(p7[lpg) = (As + |al*fs) log (As + |el*B) — |al*7s
(14)

D(p7 15y ) = (Ae + laf*iE) log (As + |af*7E) — |@|z7175E)

in and for forward and reverse reconciliation, re-
spectively. Note that the output states of this channel
belong to infinite-dimensional spaces and, strictly speak-
ing, one cannot directly apply Theorem |1} Nevertheless,
since for the number states {|n)},>0, (n|p|n) decays ex-
ponentially for all output states p, one can construct a se-
quence of channels with finite-dimensional output states
for which the quantities used in and , as well as
the performance of any covert and secret key generation
protocol, tend to those of the original channel.

We illustrate in Fig. [3| the achievable covert and se-
cret key throughput as a function of Eve’s photodetector
dark count rate Ag for v = 0.2 dB/km, np = ng = 0.97,
Ap = 0.001, and dap = dap = 3 km. In Fig. [l we also
illustrate the achievable covert and secret key through-
put as a function of the distance of Bob to Alice dap
for |a|? = 0.001, v = 0.2 dB/km, ng = ng = 0.97,
A = Ag = 0.001, and d4g = 3 km. As expected, the se-
cret and covert key throughputs are orders of magnitude
lower than their counterparts without covertness con-
straint. This is an unfortunate but unavoidable byprod-
uct of the covertness constraint, which severely limits
how many useful bits can be embedded in transmitted
signals.

V. COVERT AND SECRET KEY GENERATION
OVER UNKNOWN CQ-CHANNEL

We now relax the assumption that Alice and Bob have
full-knowledge of the communication channel. To this
end, we assume that to transmit “0” and “1”, Alice pre-

pares two states pg‘ and p{', respectively, and sends these
states to Bob through an unknown but fixed quantum
channel £7_, ;. We know that Eve’s information about
the communication is limited to the output of the com-

plementary channel of £7_, , denoted by £5_, = 5;%_) 5

[20]. In this setting, we define two cq-channels from
Alice to Bob and Eve as z +— pf £ €5 .(p2) and

x> pP £ &5 (p2). To communicate covertly in this
scenario, we propose a protocol consisting of two phases:
in the first phase, Alice and Bob covertly perform quan-
tum tomography to derive bounds on the required pa-
rameters of the channels, and in the second phase, af-
ter the class of possible channels is sufficiently narrowed

down, Alice and Bob run a universal covert code, the use
of which is critical since there would always be an error
in the estimation phase. More precisely, by the central
limit theorem, with high probability, the estimation er-
ror would be Q(%) when the estimation is taking place

over O(T') channel uses. Thus, if a protocol is guaranteed
to sustain a certain performance for only the estimated
channel, the estimation error could potentially lead to a
significant deviation in the predicted performance when
the protocol is executed over T uses of the true channel.

Before stating the main result of this section, we re-
call the definition of the x representation of a quantum
channel from [22]. If |1),--- ,|d) is an orthonormal basis
for HB, we let Ed(n,l)er £ |n)(m| so that Er,-  Ep
forms an orthonormal basis for £(#H). By [22], there ex-
ists coefficients x; x such that

E(p) = _ E;pElx;x. (16)
7,k

The matrix x is defined as the matrix with entries x; .
The following then holds.

Theorem 2. Let \X, A\B and AF be fized in 0,1]. Let
¢ >0 and let {ar}r>1 be such that

reo(() Yoo()

There exists a vanishing sequence {er}r>1 and a se-
quence of (er,er,ur) covert and secret key generation
protocols such that for all quantum channels €3 _, 5 with

Amin(E7, 5 (00)) = AP, (18)
we have
< (1 +eT)a%msgﬁ(pff;)||sgﬁE<p§>>T. 19)
Additionally, if Eq. holds as well as
Amin(X) = X (20)
Amin (€15 (P2) = P, (21)

then with probability at least 1 — e, the length of the
generated key is at least

1= Q@ (x5 eNEx 5(0))
~D(Exp(pDlEr (o) )arT. (22)

Theorem [2[ has a slightly more complicated form than
Theorem (1| because of the statistical uncertainty associ-
ated to the estimation phase. Nevertheless, the inter-
pretation remains intuitive and as follows. Firstly, the
parameter ar defined in controls the fraction of sym-
bols “1” transmitted over T' channel uses, and should be
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understood as close to but slightly less than 1/ VT. For
this choice, the covertness parameter ppr vanishes with
T while the number of secret key bits covertly generated
scales almost as Q(v/T). Secondly, the condition
states that the channel to the adversary should be noisy
enough to allow covert operation a priori. This condition
should not be surprising, as we know that covert com-
munication is impossible in a general setting [12]. The
conditions and are technical conditions to avoid
extreme cases, which are necessary to ascertain the reli-
ability of our estimation protocol and can be set to the
technological limits of Eve’s apparatus. As apparent in
the proof, these three conditions only affect the sequence
{er}r>1 but not the asymptotic covert and secret key
rate guaranteed in . Finally, Alice and Bob can test

whether Apin (€5, E(,oO )) = AE with high probability at
the end the phase and abort the protocol if the condition
is violated. In that case, we cannot guarantee the covert-
ness constraint as we have sent too many non-innocent
symbols in the estimation phase but we may still avoid
detection by aborting the key-generation phase of the
protocol.

We illustrate the result of Theorem [2] for a specific
quantum channel, €7, -, from Alice to Bob. We assume
that £7 , ; is a phase flip channel with flipping probabil-
ity p, namely, 55_>B(p‘4) = (1 —p)p+ po.po., and the
matrix representation of Alice’s transmitted states in the
computational basis is

7 [095 0
Po = [ 0 0.05} (23)
A_ 10203
= {0.3 0.8] : (24)

For z € {0,1}, we define p? £ &5 (p2 ) and pZ £

ELHB(pf), and in Fig. we show D(pf|pf) and
D(p¥|pf) for different values of p. By Theorem [2| the
number of generated covert and secret key bits is on the

order of (D(pPpf) — D(p¥|p§))arT, which scales as

O(arT) except for p = 0.5.
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Appendix A: Proof of Theorem

We prove Theorem (1| by generalizing the proof of [23]
Theorem 1] to the quantum setting. The most challeng-
ing part of this generalization is to establish a channel
resolvability result for cq-channels for distributions suit-
able for covert communications. We first introduce some
preliminary concepts regarding covert communications
mostly borrowed from [II]. We also note that the use
of standard proof techniques for secret key generation
such as source coding with side information and privacy
amplification is challenging for covert communication as
discussed in Section [Vl We therefore resort to the like-
lihood encoder technique [21] in which we first define an
auxiliary problem that can be analyzed using channel
coding approaches, for which designing a code for the
main problem is reduced to the design of code for the
auxiliary problem.

1. Preliminaries

We define here required quantities used for our achiev-
ability proof. Suppose Alice sends iid symbols through
her cq-channel z +— pBE with each symbol distributed
according to @x ~ Bernoulli(ar) for ar € (0,1). Upon
receiving each state, Bob makes a measurement in a fixed
orthonormal basis {|y)Z} for HE to obtain a classical
symbol y. In the following, we define equivalent cq-
channels from Bob to Alice and Eve that results in to
the same joint state for the three parties.

Let ar € w (<M§T>§> N 0(%). We

Definition 1.

define
Qv x(ylz) £ (y|"ply)® (A1)
PP AN () (wl® @ 17) p27 (ly)(y|® @ T7)
' (42)
prer & ZQX o)t @ 57, (A3)
P () (wI? © I7) pBF (ly) (y|? @ I7))
oy Qy|x (ylz)
(A4)
(A5)

PAE 257 Qxpy (aly)la) (2]t © 5F,,.



Note that the state pABF is the joint state of all parties
after Bob’s measurement, which is classical for both Alice

~BE ~AE ~F :
and Bob, and p;~, p,~, and py, are the corresponding
conditional quantum states.

The following lemma establishes useful properties of
pBE under the assumption p&¥ = pf ® p¥.

Lemma 1. If pg% = pf @ ply then, for all y, it holds
that ﬁOEy = p¥. Furthermore, we have

I(Qy,py) = ar (D(pY155) + D (A7 l15) —

DT PN5 ") + (AP NIpT @ 7)) + O(af).  (A6)

Proof. By the spectral decomposition theorem, there ex-
ist orthonormal bases {|y)?} and {|2)F} for HP and HE,
respectively, such that

5= M)y (A7)
Py = Z)\Z|Z><Z|E (A8)
oo = Z Ayyr=2 )Y 1° @ |2)('|7. (A9)

v,y ,z,2’

Our assumption that pff = pf @ pf implies that
Az = MAM{y =y, 2z = 2'}. Furthermore, for any
y, we have by definition

o s ((9W" @ 17) of? (ly)(wl® ® 17))

Poy = Qv (]0) (o)
- QYle(yo)trB () (w]® @ 17)
| AT @ 1)
x (|:>%Zy|3 ©1")) (ALl)
_trp (XL Aygﬁlyﬁgll;@ ENC (A12)
- Qy|x Qyx(y0) Z)‘ i (A13)
_ C2Y|jcy(y0)ﬁgj (A14)

We also know that tr (/753) = tr (ﬁgy) = 1, which to-

gether with (A14) yields pf’ = g,
A6

To prove (A6|), notice that
I(QY7ﬁf)
= ]I(B;E)ﬁ
=1(A; B); + I(A; E); — I(A; BE); + I(B; E|A) 5.

(A15)

~ A o~ ~ .
Moreover, for p§ = (1 — ar)p§ + arpt, we can write

I(4; B),
= H(py,) —
= —t1(Pay log (Pay) —

(A16)

(1—ar)H(py) —arH(py)  (AL7)

(1 —ar)pg log(py)
—arpy log(py)) (A18)
= —tr(pay (log () —log (p5) +log (75))
— (1 —ar)pg log(py) — arpt log(py)) — (A19)
= —tx(ph, (log pey —logpp)
—arpy (log L —
D(pe 175

) + O(aT)a

log 75 ) (A20)
— arD(FZ|78) - (A21)

(a

= arD ( || (A22)

where (a) follows from [I4, Equation (19)]. Similarly, we
obtain

I(4; B); = arD(57 [175) + O(of),
I(A; BE); = arD(p7 " |55 ") + Oa).

(A23)
(A24)

Since X is classical, [20, Equation (11.92)] yields that

I(B; E|A), = (1 — ar)I(B; E),, +arl(B;E);  (A25)
@ arI(B; E), (A26)
= arD(pP " |p7 @ p1), (A27)

where (a) follows from our assumption that p§¥ = pf ®

pY. This completes the proof of . O

2. One-shot results

We recall here one-shot results for classical channel
coding and classical channel resolvability (Lemma' and
quantum channel resolvability (Lemma ' ) that play a
central role on our analysis. Given a classical chan-
nel (X, Wy x,Y), a message W uniformly distributed
over [1,M], and an encoder f : [1,M] — X, let
Pwxy (w,2,y) 2 L1{f(w) = 2} Wy x(ylz) be the in-
duced Probability Mass Function (PMF) of W, X, and
Y, and w2 arg max, e, m] Wy |x (Y] f(w)) be the max-
imum likelihood decoder at the output.

Lemma 2 (One-shot Bounds). If F' is a random encoder

such that {F(w)}weq,mq are iid according to a distribu-
tion Px over X, then for any v € R, we have

5o (e #)
Wy x (Y]X) < ) M

<P X Y|X lo = o~
Prox W < EWyxoPr)(Y) S ) T2
(A28)




and
EF (V(ﬁy, WY|X o Px))
Wy|X(Y|X) 2
< ]P 1 2 YR
Px XWY\X ( Og (WY|X ° PX)(Y) ’y + M

(A29)

where (Wy|x o Px)(y) = 32, Px (2)Wy|x (y|2).
Proof. See [24] for (A28) and [25] for (A29). O

Let y — p, denote a cg-channel and Py be a PMF
over Y. If p & >y Py (y)py, our objective is to find an
encoder f : [1,M] — Y such that ||p — p|l1 be small,

~a 1 M
where = 57 > 7521 pr-

Lemma 3. If F : [1, M] — Y is a random encoder whose
codewords are iid according to Py, then for all s <0 and

v, we have
127y
2vs+¢(s
+ M’

where ¢(s) = log (Zy Py (y)tr (p,~ Sps)) and v is the
number of distinct eigenvalues of p.

Proof. See [26], Lemma 9.2]. O

Er(llp—pll) <2 (A30)

3. An auxiliary problem

To show the existence of good codes for our main prob-
lem, we use the likelihood encoder technique [21], and
in particular, define an auxiliary problem for which we
can exploit channel coding instead of source coding. We
then show how these two problems are related in Sec-
tion Consider a cg-channel y +— pAE from Bob to
Alice and Eve as in Definition Il Bob encodes three uni-
formly distributed messages Wi € [1, Mi], W € [1, Ma],
and W3 € [1, Ms] into a codeword Y using an encoder
£, M) x [1,M3] x [1,M3] — YT, transmits the
codeword Y over the cq-channel, and sends W5 pub-
licly. Alice subsequently performs a measurement on
her received state p4 in a fixed basis {|z)} to obtain

X, and uses X and W5 to decode Wj as /Wl. If Py

denotes the induced PMF of Y, and paABEW1W2W3W1
is the joint state in the auxiliary problem, our objec-

tive is to ensure that P(Wl # W1)7 V(Pg;QY"), and
| pEVi W2 — pE @ pWiW2|| | are small.

Lemma 4. If for some { >0

log M3 = | (1 + O)I(Qy, pF)T],
(A31)
10gM1 +10gM2+10gM3 = |_(1+C) (Qy)T—I (A32

log My +log M3 = [(1 - O)1(Qy, Qxv)T],
(A33)

(A34)

then there exists a sequence of codes and a positive con-
stant £ such that

(W1 ] Wl) < g-torT, (A35)

V(Py;Qy) <277, (A36)

||pEW1W2 _ pE ® pW1W2H g 2—w(10gT) (A37)
Proof. Let F : [1,M:1] x [1,Ms] x [1,M3] be a ran-

dom encoder whose codewords are drawn independently
according to Q5. By construction, Alice can assume
that each symbol X; is received as the output of a DMC
(¥, Qx\y, X) with input Y;, and, therefore, Lemmaim—
plies that

Er (P (Wl # W1))
_ AZ%EF(P(V[Z £ WAWs = ws))

(a) L Qxy(XdY2) M,y M
gPQﬁ(TW*Q&YT(D% Ty 7))

t=1

T
QY\X }/t‘Xt) M1M3
=Por. (Zl vy STt

(A38)

where (a) follows from applying Lemma [2 to the sub-
codebook {F(wy,ws,w3) : w1 € [1, My],ws € [1, M3]}
for a particular we. By choosing

log My +log M3 = | (1 — O)I(Qx, Qy|x)T]

(1 - C) I(Qx,Qyx)T,

(A39)

(A40)

and using Bernstein’s inequality [27], we obtain

T
Qyx (Yi|X:) M, M,
Pos E log —————~ <
O (t_l * Qv (Y1) T 27

—3CI(Qy,Qxy)*T

<exp | —
Var(log ngcf(yi((};‘)x)) + 3C5¢I(X;Y)
g StxaT
< 2msert,
(A41)

for some £ > 0. Next, by using Lemma 2] for the chan-

nel (Y, Qyy,Y) with Qyy (¥'|y) = 1{y’ = y} and the
distribution @y, we obtain

Er(V(Py:QY))
2
Ak 7) Vg, A2

T
1
< Pps E log ———
o <t—1 > Qv (Y;



By choosing
log My + log My +log M3 = [(1 4+ Q)H(Y) T']

v = (1 + g) H(Y)T (Ad4)

(A43)

L

and using Hoeffding’s inequality [28],
ming.q, (>0 Qv (y), we obtain

T
Pyer log —~
Qv (; % Qv (V)

Y
< exp <—

<274,

with py

> 72"{
V) TN ML,

CzH(Y)QT) 49— $HOT

21og?(py) (A45)

for £ > 0 small enough.
Since Wy and Wy are classical, we can write

WiW2E _ 1

YA > lwiwa) (wiwa| @ piy, ., (A46)

w1, W2

p

to upper-bound Ep (||p®"1"W2

ply Lemma [3] and obtain
Ep (o7 —p" " @ (7)1 )

> Ee(l0E 0, — (%) 1)

w1, w2

— P @ p"172|1), we ap-

~ MM,
(A47)
2v

b

3

< V2rs+Té(s)

where v is the number of distinct eigenvalues of (ﬁE )®T,
and

¢(s) = log <Z Qv (y)tr ((ﬁf)l_s (ﬁE)s)> . (A48)

Upon choosing

log M3 = | I(Qy, py )T + CarT], (A49)
= HQu. T+ jorT,  (ARD)
we obtain
vt Ta(s) 4 | 2V
3
s (Qy Py) C )
< \/2. (ITT<7+ T) n /2*%DATTV
@ \/QSaTT<I(Q§T’55>+ +§"§ST>
S (A51)

+ \/2*%OCTT(T + 1)dimHE

\/ T(I =
sard\ —a T3
< V2 T

QT) + %2*5"‘TT,
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where (a) follows from [26, Lemma 3.7]. We now intro-
duce the following technical lemma to simplify the above
expression.

Lemma 5. Suppose s < 0; there exists a constant B > 0
such that for T large enough and |s| small enough, we
have

o(s) > —1(Qy, ﬁf)s — Blars® — s°). (A52)
Proof. See Appendix [C} O
Applying Lemma [5{ to (A51)), we obtain

sarT <QY f’y RG]
9 soq
sarT I(QY,55)+<+*I(Qy,E)E,)sz(aTsz—szl')
< 9 ar 2 sar

Ba s—s2

By choosing s = o(\/ar) ﬁw(lOgT)[ 29], the above expres-
sion goes to zero faster than any polynomial. Therefore,
for a random encoder, we have

Er (IP (W1 " ﬁ/\l)) <2-¢arT  (A54)
Er(V(Pg:Q57)) <277 (A55)

Wi WoE ~g\oT W W, os T
]EF(H? 1Wa ( )® 1 2H1>g2 (log )7

(A53)

if
log M = |(1+¢)1(Qy,py)T ],
(A57)
log My +log My +log M3 = [(1 4+ ()H(Qy)T], (A58)

log My +log M3 = (1 — O)I(Qy, Qx|y)T.

(A59)
Upon defining the events
£ 2 (P (W1 £ Wl) <4 x g-6arTy, (A60)
E 2 {V(Pg; Q7)) <4 x27¢T}, (A61)

Y T —w/(10,
& 2 {[lp™M = (77) " @ p" |y < 4 x 27 ellor D,

(A62)
and using Markov inequality, we have
Pr(&1NENE;)
> 1-Pp(&7) —Pr(&3) — Pr(&5)
R U0 B )
- 2—¢tarT 4 x 2-¢T
~E\ & A63
R (I - (7) T e ) A%
4 x 9—w(logT)
1
= —.
4



Therefore, there exists a realization f of F with

P(W# W) <4x276rT, (A4

V(Pg; Q) <4 x 27T, (A65)

[0 — (77)"" @ p"i ey < 4 x 278D, (A66)
O

4. Proof of Theorem (Il

Using the likelihood encoder technique, we first prove
that

2 BE |~
chk > WHNE)(]D( BEH BE)
- D(Pl 155 ) (~BE||P1 ® p1 )) (A67)

Consider a specific code for the auxiliary problem and let

pABEWIW2W b the corresponding induced joint quan-

tum state. Because all random variables W7, W5, X, and
Y are classical, we can define their induced joint PMF de-

noted by ﬁwl WoXY - We then use the conditional PMFs

Py, w, |y and P as the encoder and decoder, re-

WX Wo
spectively, in the main problem resultlng in the induced

~ABEW; W, W3 W1

joint quantum state p By our construc-

tion, we can decompose both joint states pABEWLW: W3

a,1,1(:1 pABEW1 Wa W1 as

ﬁABEW1 Wa W3 Wi = Z 15Y (Y)
w1, w2, W1,y,X
X PW1W2|Y(w17 w2 |y)Q§(1[Y (X|y) Wl [XWs (wl ‘X7 w2)
X |yxwiwa 1) (yxwiw2@1| @ prcy,  (AGS)
and

~ABEW, Wy W3 W T
PREEMWINT S ()
w1, wa,W1,y,X

X PW1W2|Y(w17w2|Y)Q§(T|y(X|Y) W X Wa (w1 |x, w2)

X |yxwiwa 1) (yxwiwa @y | ® Py (A69)

11

Since they differ only in the distribution of Y, we have

||~ABEW1W2W3W1 B IZ)\ABEW1W2W3VV\1 Ih

~ (a)
<2v(Pyiy") < 27¢7, (aT0)

where (a) follows from (A55)). Thus, we upper-bound the
probability of error in the main problem as

Ps(Wy # Wa)
Py(Wy # Wa)

+ ”ﬁABEWleW{Wl _ ﬁABEW1W2W3W1 I

(AT1)
g 2*C04TT + Q*CT,

and upper-bound the sum of secrecy and covertness as
S+Ca D(AWIWZE”Pumf ﬁW2E>

+D (" Elphz @ 5") (AT2)

=Pl ©7°) + D(E"llpt")
(A73)
2 D(pWIWZEllpunﬁfW T
+ 5042TX2(p{5 lpg)T + O(a7T) (AT4)

”AWleE WiWs ®/\EH1

pul’ll

My M, (dim HE) "
x log

Tz Amin (PE)T [ W WoE — p¥iV2 @ 5By

1
+ 50rx2(01 1) T + O(a7T) (AT5)

Pumt 2 @ P
x (O(T) = log [[p "

_ HAW1W2E

— it @ 8

1
+ S xa(pF | BIT + 03 T) (AT6)

(c)
< (27T 27T O(T)

1
+ sazx2(pUllph)T + O(ait T),

. (A7)

where (a) follows from [I4] Lemma 7], (b) follows from
Lemma [23] and (c) follows from

R T !
< p"EE = T @ Py 4 ([P VR - R
< 2 CQTT 2 CT.

(A78)

The throughput of the coding scheme is lower-bounded
by (A81)) shown below.



log M,

12

VIC ™\ 7 (26T 4 2-1) O(T) + bada(of [ B)T + O(a3hT))
OI(4; B),T)

2 [(1—

xz2(pfllef)

2 o
= m(( 156 7) —

We now turn to the proof of

2
Cc} fDﬁBﬁB *DﬁEﬁE )
qck XZ(P{EHP(I)E)( (1” 0) (1” 0))
(A82)
Note that if D(p?||pF) < D(p¥|p¥ ) the result is trivial.

Therefore, we can assume that ]D)(
Let My and My be such that

rlpg) > D(Er AT )-

log My +log My = | (1 — C)I(Qx,ﬁf)L
log My = [(1+ Q) 1(Qx,py)]-

The protocol is then as follows. Alice chooses a random
binary string of length log M +1log M5 and transmits this
string through a covert code introduced in [14]. Alice
and Bob subsequently extract the first log M; bits of the
string as the key. The reliability and covertness proof
follows exactly from [I4]. For secrecy, note that

(A83)
(A84)

X X
D(pEMS 0% @ plnis

X X
£ D(pES 10 @ i)

MZ

’LU11

(A85)
(e, 110®)

Similar to the proof of ( -7 one can show that the
above expression is upper-bounded by 2«1°¢T) provided
that log Ma = [(1 + ¢)I(Qx, pY)]. Lower-bounding the

throughput as in (A81]) using (A83|) and (A84) concludes

the proof.

Appendix B: Proof of Theorem
1. Universal covert communication

The following theorem shows that knowing bounds on
Amin(p§), Amin(p8), D(pF [lo§) and D(pf’||pf) is all that
is required to covertly generate a secret key.

Theorem 3. Let DB, DF, XB, and \E be fized numbers
and {ar}r=1 be as in Definition . For any ¢ > 0, there

log M, (AT79)
[1(B; E),;T + ¢arT]|

Tar(l+o(1)) (A80)

Dy llpy) — D (AT CllpY @ p1)) + o(1). (A81)

(

exists a sequence of codes {Cr}r>1 such that for all cq-

channels x — pBE satisfying
D(p7llp’) = D”, (B1)
D(pf o) < D", (B2)
Auin(pf) > A, (B3)
Amin (pF) = AE, (B4)
we have
P, <2777, (B5)
S < LT, (B6)
C< O‘%“)@(é’]lg”poE)T_'_LlT4+2m10g;T1
+ Loaid T, (B7)
log M = (1 —2¢)(D? — D¥)arT, (B8)

where L1, Ly > 0 depend on the dimHE and A\E.

The remainder of this section is dedicated to the proof
of the above result. We first adapt a result from [30],
which shows that for any class of cq-channels, there exists
a finite class of cq-channels that approximates the main
class with high precision.

Lemma 6. Consider a compound cq-channel z +— pZ ()
where x € X, pB € D(H), H is a d-dimensional Hilbert
space, and 0 € © is an arbitrary index set. There exists a
constant K > 0 that depends only on d such that for all
T € N, there exists another compound cq-channel x +—

pB(6) with x € X, pB € D(H), and 6 € © such that
1. the set © is finite, i.e.,

6] < Kol (BY)

2. for all 6 € ©, there exists a 0 € © such that for all
x € XT, we have

o2 (6)
3. for all PMFs Px over X, we have

—pB@) <T% (B10)

min I(Px, p2(6)) > inf 1(Px, pZ()) — 27 % log (T°d) .
e fco
(B11)



Proof. We modify the proof provided in [30] to derive a
tighter upper-bound on the approximation error of the
new compound channel at the expense of increasing its
size. By [30, Theorem 5.5], for all x > 0, there exists a
partition of all cq-channels from X to D(H) denoted by
II = {m, - , 7} such that n < K|X|/~@*|X‘d2, where K
only depends on the dimension of H, d, and the diameter
of I is at most k, i.e., for all ¢ € [1,n], for any two chan-
nels z — p2 and z — p2 in 7, for any € X, we have
llpB —pB||1 < k. Setting k = T~F, this implies that there
exists a partition of size at most KIXIT61X14* and diam-
eter at most T‘6~. We construct the new compound cq-
channel z +— pZ(0) by selecting an arbitrary channel from
each m; whose intersection with {z — pZ(0) : € O} is
non-empty. We now show that this compound channel
satisfies the conditions mentioned in the statement of the
lemma. Since we select at most one channel from each 7;,
|é\ <n< K|X|T6‘X‘d2, and thus, we have . To prove
, consider any # € ©. By our construction, there
should be a 6§ € © such that = — pZ() and z — pB(6)
belong to the same m;. Therefore, for any x € X7, we

have
OBy HOIR
=p2 ()@ ®pE () —pE (0) @ ® pZ . (0)[l1
T
< Z 12 (0) — pZ ()11
=1
(a)
< T7°,
(B12)

where (a) follows since z — pB(6) and x — pZ () belong
to the same m;, and the diameter of the partition is less
than 7~°. Finally, let Px be any PMF over X’; to lower-

bound ming_g I(Px, p; (5 as in (B11)), take any feco
and consider 6 such that z — pB(#) and z +— pB(6)
belong to the same m;. To complete the lemma, it is
enough to show that

I(Px,p2(0)) > I(Px, pf (6)) — 27~ log (T°d) .

To this end, we have

I(Px, p? (6))

=H (Z Px(x)py

Yy (Z Px(x
— 2T %log (Tﬁd)
= I(Px, p}} (6)) — 2T~ log (T°d) ,

(B13)

@) =" Px@)H (pE(9))
20) - X et (£

(B14)

where (a) follows from Fannes’s inequality which states
that for any two p and o in D(H), if |[p—o|1 < I < e !,
we have |H (p) — H(o)| < dlog(dd1). O
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a. Universal reliability result

We next prove a universal reliability result suitable for
covert communications. Note that we cannot use the re-
sult of [30] directly since the input distribution used to
analyze covert communications changes with the block-
length. Indeed, our inspection of the proof of [30] sug-
gests that the technique cannot be adapted for the covert
case since the the penalty arising from the approxima-
tion of a class of channels dominates the number of bits
that one can transmit covertly, which scales as O (vT).

Therefore, we use a different approach based on the quan-
tum universal decoder introduced by Hayashi in [31]. We
first state the following lemma from [30] which is a gen-
eral achievability result for cq-channels.

Lemma 7 ([30, Theorem 5.4]). Let x + pZ be any cq-
channel with input set X, and M be a positive integer.
For all z, let Ty be an operator on HP with 0 < T, <
I, and Px be a probability distribution over X. If F :
[1,M] — X is a random encoder whose codewords are
#d according to Px, there exists a “universal” decoder
corresponding to a POVM {A,}M_| depending on the
operators 'y, and the encoder F' (not on the channel) such
that the average probability of error satisfies

Er <2M: (1t (P5<w>AW))>

w=1
+4MZPX

2ZPX

tr(p I‘)

(B15)

trp

B &Y, Px(@)py.

We next consider a stationary memoryless cq-channel
x +— pB with T channel uses and for each codeword
x € X7, we aim to construct the operator I'y indepen-
dent of the channel such that we would be able to upper-
bound the right hand side of . We shall follow the
approach in [31], which is based on the following result
from representation theory.

Theorem 4 (Schur-Weyl Duality). Let H be a d-
dimensional Hilbert space over C. For any T > 1, we
have the decomposition

where p

HT = @ U @W, (B16)
teyd
where Y& & {(t1,-,tg) € Z ity = - =ty >

O,Zle t; = T}, Uy is an irreducible representation of
SU(d), and V is an irreducible representation of the T*"
order symmetric group.

In [31], for all t € Y2 and all T, the author introduced
several quantum states that satisfy universal matrix in-
equalities for all density matrices and all cq-channels.
Since those quantum states are a substantial ingredient of
the construction of our universal decoder, we state here
their definition and properties from [31].



Definition 2. Fort € Y{}, let Iy be the projection onto

the subspace Uy @ Vy. Define

= 1 I (B17)
ot = —————
¢ dim(Z/{t QW)

O'U,T é Z |Yd| (B18)

tey?
Moreover, for x' = (0,---,0,1,---,1) € XT with
wt(x') = m, we define oxr = OyT—m ® OUm. For any

x € XT with wi(x) = m, we suppose x = ™x' where T is
a permutation of T elements and define o = Uroy Ul
where Uy is the unitary representation of .

Lemma 8. For any density matriz p on H and any cq-
channel x + pB, we have

d(d 1)

T77 |Yflour = p™" (B19)
T2y d o - pB. (B20)
Proof. See [31], Equation (6) and (7)]. O

Lemma 9. Fiz ¢ and X in |0,1[. Let x — pB(6) be a
compound cq-channel iuith 0 €O andx e X ={0,1}
such that Amin(pF) = X for all @ € ©. For a fized T, let
log M £ |(1 = C)ar inf D(p (0)]lpg'(9))T),  (B21)
and F : [1,M] — X7 be a random encoder such that
F(1),--- ,F(M) are iid according to Py’ with Px =
Bernoulli(or ) and ar as in Definition .
Then, there exists Ty that depends only on dimH, C,
and X\ such that for all T > Ty,
Pr(V0 € ©,P.(0) <2T7°) > = (B22)
Proof. We first consider the compound cqg-channel z —
p3(0) obtained by applying Lemma @ to the compound
cq-channel 2 — pB(f). By Lemma [7] for each g € 0O,
the expectation of the probability of error with respect
to random coding is upper-bounded by
T
((pB)® Fx>7

22 Iy) +4M Y Py (x)tr
) (B23)

x)tr (px

where I'y £ {ox — vyour = 0} [31]. To upper-bound the
first term in , we split the summation into three
parts based on the weight of the codeword x. In partic-
ular, for two thresholds wy < Tar < w, < 2Tar, we
obtain with a Chernoff bound

Z P§T(x)tr (pxI'x) <

x:wt (x) <wpg

Y. P(x) (B24)
x:wh(x) <wg

= Ppr (wt(X) < wy) (B25)

< o 3(1-75) Tor  pogy
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and analogously

Z P (x)tr (pxDx) < e %(Tw“

X:wt(X) >we,

-1) Tar (B27)

To upper-bound the remaining terms, for Qx ~

Bernoulli(p), let us define

¢(s,p) = —(1—s)

e 1 ( (Soxto (@) )

Then, by [31, Equation (18)], we have

> o

i <wh () Sw,

>

x:we KW (x) Swy,

(B28)

(x)tr (pxI'x)

PT(x) min (T + 1)d+5d(d71)
s€[0,1]

x |Y[25° o~ T (s, 252) (B29)

<(T+ l)dQ\YT| max _ min 'yse’Td’(S’%),

we [we,w,,] s€[0,1]
We introduce a result bounding ¢(s, p) for small s and p.

Lemma 10. For all \,3,p € [0,1], there exists a univer-
sal constant B > 0 such that for all cq-channels x +— p2

with Amin(pF) > X and for all s <5 and p < p , we have

¢(s,p) = sl(p) — (B30)

where 1(p) = 1(Qx, pz) with Qx ~ Bernoulli(p). Fur-
thermore, for small enough p, we have

I(p) = pD(p7 o5 ) — Bp*. (B31)
Proof. See Appendix [C} O

Applying Lemmal[10] to (B29)), we obtain for all s small
enough,

B(ps® + s%),

max e Té(s:%)
we [we,wy]

ST+ DTWHE max oeT(I)-B(#+2))

wE [we,w,y]

< (T + )|y

(T + )% |y

~T(%s0(pT 108)—B (25 +357+5%))

X max ~°e
wE [we,wey]

< (T + )T VP
o T (S0P @108 @) -5 (Lh+ s 245) )

X y’e

SN

(B32)

To upper-bound the second term in (B23)), we use the
operator inequality A{A > 0} = 0 for any Hermitian
operator A. Hence, we have for all x

(o0x —you,r)Tx = 0. (B33)



This implies that

Y B\®T
(Jx’YUU,T+zw(dl)|Y}1|(P )
Y B\®T
— T odl -
-1 |y 4| (") ) I'x = 0. (B34)

Thus, we have

o + B T
(o=~ ety 7))

B # B\®T
>tr(<’YJU,T Tdd=1)|yd] (v") )Px> (B35)

(a)
>0

)

Lemma
T _
(’yaU,T - m (/)B)x ) = 0. Accordingly, we
conclude that

Ty

zx: P (x)tr ((pB)®T Fx) < S

Substituting the derived upper-bounds in (B23)), we ob-
tain

where  (a)  follows  since by

(B36)

/

2
way 71) Tar

_1
e ST (g vy

T oE @1of @)- (+“’T+))>

(d—1) Y.
+ g T (B37)
v
By choosing
we = Tar — (Tar)3, (B38)
w, = Tor + (TaT)g, (B39)
¢ .
y= Kl ~$)ar e DEEOIFO)T |, (B10)
logT
s = o(\/ar) mw(TiT), (B41)
we obtain
Ep (Pe(5)> g g~w(logT) (B42)

where the term —w(logT') depends on X, ¢, and dim H.
By Markov’s inequality and the union bound, we have

Pr (vée 8, P.(0) < 3|8|Ex (Pe(g)» > % (B43)
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By Lemma@ |é| is upper—bounded by a polynomial in T'.
This together with (B54]) implies that 3\@|EF( (5)) =
g—w(logT) _Finally, by Lemma @ for all § € O, there

exists 6 € O such that P,(#) < P.(6) + T—5. Thus, for
large enough T', we have

Pr(V0 € ©,P.(0) < 2T7°) > (B44)

[V )

O

b.  Universal resolvability result

We next prove an asymptotic resolvability result for
covert distributions.
Lemma 11. Fiz X and ¢ in |0,1[. Consider a cg-channel
= pf with v € X = {0,1} such that M\uin(pf) > \.
Let Px be the covert distribution in Deﬁm’tion M’ be
an integer satisfying

M’ > [(1+QarD(p7 o5 )T,
and F : [1,M'] — X7 be a random encoder such that

all codewords are distributed according to Pyl indepen-
dently. Then, we have

EF( ﬁE o (pE)®T
where the constant hidden in w(logT) depends only on
¢, A, and dimH, p¥ & ZiwlpF(Z) and p¥ £
>0 Px(@)ps
Proof. The proof is akin to the resolvability part of the

proof of Lemma [4] specialized to the channel from Alice
to Eve. By Lemma [3] we have

2v
Be (17 = ()" ) < VBT 4 [0

(1347)

(B45)

(B46)

‘ ) < 27w(logT)’
1

where v is the number of distinct eigenvalues of (pE )®T,
and for Qx ~ Bernoulli(p), we define

)2 1o (ZPX ( )S(pE)S)) (B48)

1pE)T + CaTT we have

Vot Tatan) 4 | 2V

M/

< \/2saTT(D(P1EHPoE>+%+¢(:&7?) + m

(a) \/QSO(TT D(Pl ”Po) % ¢<SS(’J<O:FT))
+ \/2_%0/TT(T+ l)dimHE

< \/25aTT ]D)(Pl Hpo) % (:;;"T)) —+ lzigaTT
2 )

For v = aT]D(plE

(B49)




where (a) follows from [26, Lemma 3.7] and & is small
positive number. The following lemma is the counterpart
of Lemma [5] for the channel from Alice to Eve.

Lemma 12. Fiz 5 <0, p € [0,1], and X € [0,1]. There
exists a universal constant B > 0 such that for all cq-
channels x +— pE, p € [0,p], and s € [5,0], we have

#(s,p) > —1(p)s — B(ps® — 5%,
where I(p) £ I(Px, pF).
Proof. See Appendix [C] O
Applying Lemma [12] to , we obtain

(B50)

\/QSaTT(m(p{f|\p§)+g+¢<;;;T>)

—apl(pPpf)s—B(aZ +arps2—s3)
o \/QsaTT(D(pflpf)-i-g-&- Lo sag =

~X

B(aZ,+aps—s2)

(B51)
By choosing s = o( /ar) ﬁw(?if)[iﬂ], the above expres-
sion goes to zero faster than any polynomial. O

Lemma 13. Fiz ¢ and X in |0,1[. Let = — pZ(#) be
a compound cq-channel with x € X = {0,1} and § € ©
such that for all § € ©, Amin(pf) = . Let Px be as in
Lemmal11l Let M’ be an integer satisfying

M' > [(1+Q)ar zlelgD(hW)IIPéE(@))TL (B52)
and F : [1, M] x[1, M'] — X7 be a random encoder such
that all codewords are independently distributed according
to PZT. Then, there exists Ty depending only on dim H,
¢, and A such that for all T > Ty, we have

M
1 T 2
Py | vo @’72”@_ E (g ‘<2T—5 >z
(B53)
where 5 & g B, and pP(6) 2

>. Px(@)pg (6).

Proof. We again consider the compound cq-channel x —

pf(é) from Lemma @ By Lemma for all 6 € ©, we
have
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By Markov’s inequality and the union bound, we have

Since |é| is upper-bounded by a polynomial in T, we

have
1
~ _ 9—w(logT)
3®|]EF<M E 1) =92 og L),
(B56)

Finally, by Lemma @ for all # € ©, there exists 6co
such that

1 & E B eT
-,

1 o[ A -5
<sz::1 e~ (")) T (B5)
Thus, for large enough 7', we have
1 & eT 2
PF<vee@,M;Hﬁg—(pE(e)) ‘1 ng—5> =
(B58)
O

c.  Proof of Theorem[3

We are now ready to provide the proof of the main
result of this section. Our code construction is similar to
[11], which uses wiretap coding to ensure the security of
a covert message. Fix (, XB, XE, DB, and D, and let ©
be an arbitrary indexing of all cq-channels z + p2¥ sat-
isfying — for which the corresponding cq-channel
to § € ©is x — pBE(H). Considering the sequence
{ar}r>1 from Definition [} for a fixed large enough T,
let Px be Bernoulli(ar); let F : [1, M] x [1,M'] — &xT
be a random encoder whose codewords are iid according
to P§T that encodes two messages W and W' uniformly
distributed over [1, M] and [1, M’], respectively, to a
codeword X. By Lemmal9} for

log M +log M" = [ (1 = Qarr inf D(p7[|o§ )T (B59)
> (1= )arDBT, (B60)

we have

Pr(V0 € ©,P.(0) <2T7°) >

Wl



where P,(f) is the probability that at least one of the
messages W and W’ is not decoded correctly at the re-
ceiver when the cg-channel corresponding to index 6 is
used. Moreover, by Lemma [I3] for

log M' = [(1+Q)ar SggD(pf(ﬂ)llpf(ﬂ))ﬂ (B62)

< [(1+Q)arDPTT, (B63)

we have

M
P <V9 € o, % ; D(p“Z‘H (p"(0)
- (B64)

where pE and p¥(f) are defined in the statement of

Lemmal[L3] Inequalities (B61) and (B64) imply that there
exists a realization f of F' such that for all § € O,

P.(0) <2777, (B65)

<2775, (B66)

‘ 1

Hence, by Lemma we upper-bound the quantum rel-
ative entropy between the induced quantum states and

(P2 (0)"" as

>®T)
dT
(Amin(pP(0)))" 275

_ d 5logT — log 2
=274 <1og + ) .
Amin (0" (0)) T

To lower-bound the minimum eigenvalue of p¥ (), we use
Lemma [I§] to obtain for large T,

ﬁjj (211 ("

<277° log

(B67)

Amin (p7 (0)) = Amin(arpy’(0) + (1 — ar)pg (0))  (B6S)

> Amin((1 = ar)py (0)) — llarp? (0) 1
(B69)
> (1= o) Amin(pf (0)) — ar (B70)
\E
> TR (B71)

Therefore, for some constant Ly > 0 depending on d and
AP, we have

1 M
= U;D(ﬁﬁll (" (0)

To analyze the secrecy of the protocol, since there is no
public communication and W is the key extracted at Al-

)®T) < LT (B72)
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ice’s end, the information leakage to the adversary is

D(PEY (0B @ o) CD(EV B @ o) (B73)

D( EW (0 (0)" @ plie)
(B74)

<LiT™,
where (a) follows since there is no public communica-

tion. For the covertness, first note that by convexity of
quantum relative entropy, we have

(p I (" ) MZD(

F0)") < LT,
(B77)

We can subsequently bound ]D)(pE” (pOE(e))e@T) as

("l (o (6)")
=(®) (0F0)") +D((:FO) " 1 (F )™
+tr (07 = (o"0) ")
x (1og (p7(0)" —10g (s5(8) ") )
(%l (07 @)") + ()" I (5 ©)")

(
1
’1 T <1°g Amin (P8 <0>>Amm<9>)

(B78)

(B79)

+ HpE — (o"0)"
(B80)
¢ D(pEH (pE(e))”) + D((pE(G))®T I (péE(G))@T)

/B (o= Py )T (B81)
1

. (1°g PP O i <0>>> (52

<L+ ((50) 7 1 (o))
— 1

A Swn e

=((FO) " 1 (oF®)") + LT
1 _

+ VL log S PEONE@) . .
© b xaloFONE ),y o, s

VI log 1 1, (B85)

>\min (pg)Amin (PE (9))

2 E(g Eg
< arXz2(p1 (2 Dllew ( )T+L2a%T+L1T_4




(B36)

2
+ 24/ L1 log X—ET ,

where (a) follows from Pinsker inequality, and (b) follows
from [14].

2. Covert Quantum Tomography
a. Instantiation of a covert estimation protocol

We now detail how Alice and Bob can covertly form es-
timates of D(pf||pF) and D(p" ||pl"). By our discussion
at the beginning of Section [V] if the channel from Alice
to Bob is £3_, 5, the goal of the estimation phase would

be to first verify the conditions 1.D and ., and if they
hold, to estimate DB(E) £ D(E;_ z(pt )||5AHB(pO)

and DE(E) & (EL_)B(pl )HEA_)B(pO )) The proto-

col will be aborted otherwise. We shall use standard
quantum tomography [22] and adapt it to be covert.
We start the description of the estimation phase by for-
mally defining an estimation protocol. Suppose Alice and
Bob have access to private randomness R distributed
according to Pr over R and use T’ channel uses for
the estimation phase. The estimation protocol consists
of an encoder function f : R — D(H)T for Alice, a
POVM M, = {Mi};cs for each r € R applied by
Bob to his received state pB when R = r and results
in an output j in J the set of all possible outputs of
the measurement, one function H : J — {0,1} used
by Bob to verify that ( . and . ) hold, and two es-
timators DB - J — R and DW . J — R used b

Bob to form estlmatlons of ]D)(EA_)B(pl NE 505 )j
and D(ST (,01 )NE HB(pO) respectively.

We now exphc1t1y instantiate a covert estimation pro-
tocol. Consider any number of channel uses 7" and any
quantum channel € : L(H) — L(H) where H is a d-
dimensional Hilbert space. Let El, e ,Edz be defined
as discussed in the beginning of Sectionm i.e., for an or-
thonormal basis [1),- - ,|d), we let Eg,—1)4m = [n)(m].

Our goal is to estimate £(FE,) for all n € [1,d?] from
which we would have a complete characterization of the
quantum channel £. To do so, the main idea is that Alice
would send some states through Pulse-Position Modula-
tion (PPM) to Bob for which Bob performs quantum
state tomography. More concretely, Alice and Bob first
agree on two integers q and £ such that ¢f < T’ and sam-
ple an iid sequence Uy, - - - , Uy from their private random-
ness where each U; is uniformly distributed over [1,¢].

Alice then transmits the innocent state pj' on the 7"

channel uses unless

i€ L2 {U,Us+q,--- U +q(t—1)}. (B87)

To determine the state that should be sent by Alice on
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the positions in Z, let us define the vectors

s ) +m)
In,m,+) = NG (B88)
i, m, =) & In) +ilm) (Bs9)

V2

and consider pure states

S & {|n,m, +)(n,m,+| : n # m}

U{ln,m,—)(n,m,—|:n#m}U{|n)(n|:n € [1,d]},
(B90)
where |S| = 2d? — d. On the positions in Z, in an ar-

bitrary but known order, Alice transmits each state in
S |4/ 1S]] times. Then, for each state p € S, Bob re-
ceives |¢/|S|| independent copies of £(p), and performs
a POVM defined by {p, I — p} for each operator p € S,

2 11¢/151]/|S|) times. Let N(p,p) be the number of
times the result of the measurement {p,I — p} on &(p)

corresponds to 7 and let f(p,p) £ N(p,p)/{. Bob subse-
quently estimates £(p) for each p € S as

23 m)(ml (Flp. In.m,+) (n,m, +)

n#m

2 1—i~
- Zf(p7 |n7m7 —><n,m, _D - 7f(p7 ‘n><n|)
(B91)

1—14~

=55 Flon ) + 5 ) k7
(B92)
Since {E 1J€ [[1 d2ﬂ} is an orthonormal basis for L(H),

(H
we can write 8( = > E; )\pj for some unique A, ;
Then, for n,m € [1,d], we define

Enm ) (nm.+)  n#m,
+i&(|n, m, —)(n, m, —|)
. N —ﬂg n){n
E(Eqtn—1)+m) = 7; E:m>><<”|3|)
E(In)(nl) n=m,
(B93)

which is enough to characterize a quantum channel. We
can similarly write &(Eqm—1)+m) = Zj EiNa(n—1)+m.j
for some unique Ag(,—1)4m,;- We next attempt to form
an estimation of the y-representation of the channel &,
{Xjk}s deﬁned at the beginning of Sectlon By [22], for

k/
some fixed KZ ,

j, k/
Xik = D KR Ajr

3’k

(BY4)



We thus define ; x = Dot I*i? ,’Ck :\\j@k/. Finally, for some
7> 0, we define

HA ]I{Amin(@ > 3~ 7 and Amin (E(pd)) = AP — T} ,

(B95)
D" £ D(E(pM)ER) ) — . (B96)
DF 2 D(E (o) IE (o)) + . (BOT)

The next theorem establishes bounds on the perfor-
mance of the described covert estimation protocol.

Theorem 5. There exist some § > 0 that depends on T,
d, N, AB, and AP such that

¢ (dimHE
EW E w
DI @ othy) < & (D52

- 1) . (B98)

P(H = O‘Amin(X) 2 XX: /\min(g(psl)) Z XB)

<27, (B99)

i (H = 1 min(x) < N — 27

or Amin (E(p0)) < NP — 27) <276 (B100)

)

P (DB(E) —2r < DB < DB(€)
DF(£) < DP < DF(&) + 27
Amin(0) = X =27, Amin(€(p)) > X —2r)

>1-27% (B101)

We shall prove Theorem [5] in Section [B2bl Note
that characterizes the covertness of the estimation
protocol by bounding the relative entropy between the
state induced by the estimation protocol and the state
in which there is no communication. and (B100
characterize the robustness of estimation since (B99
bounds the probability that the channel satisfies the re-
quired condition (20) and but Alice and Bob abort
the protocol while (B100|) bounds the probability that Al-
ice and Bob run the key generation phase but the channel
does not satisfy the required conditions. Finally, (B101))
characterizes the accuracy of the estimation by bound-
ing the probability that the estimated parameters of the
channel are close to their true values.

As depicted in Fig. [6] there is a technical subtlety in
verifying and (21)) because the channel estimation
error in finite number of channel uses prevents us from
testing with absolute certainty that and hold.
In other words, there could exist a set of channels for
which, based on the estimation error, Alice and Bob may
or may not abort the protocol; regardless, the protocol
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| Protocol correctly aborts with high probability

Protocol correctly continues with high probability

Protocol may or may not abort, but no compromise in
reliability, secrecy, or covertness

— Estimation threshold
)\min(X)
X 4
X —2r ;
Amin (/)OB )

SIS
o o)
|
N
R

Figure 6. Testing the conditions and

ensures that if the key generation phase is executed, it is
reliable, secure, and covert.

We conclude this section by analyzing the performance
of a covert key generation protocol obtained by combin-
ing the covert estimation protocol with the universal code
introduced in Section[B1] More precisely, Alice and Bob
first perform the described estimation protocol P over 1"
channel uses. Using O(logT”) channel uses and O(logT")
bits of private common remdorgness7 Bob transmits the
one-time-padded H, DB, and D"V over the public chan-
nel. If H = 0, Alice abort the protocol. If H = 1,
after obtaining DB and DF , Alice and Bob run the uni-
versal code Cr introduced in Theorem |3| for DE = lA)B,
DE = DE , and the lower-bounds on the minimum eigen-
value of pF and p&, \P — 27 and A\, respectively. The
rationale behind the conservative choice for the minimum
eigenvalue of pf is that, because to the estimation er-
ror, Alice and Bob might accept the channels for which
Amin(pF) is slightly less than Ag. We characterize the
reliability, secrecy, and covertness of the overall protocol
in the next lemma and provide the poof in Section[B2H|

Lemma 14. For all channels £, 5 if we only know
Amm(gg%E(l)é)) Z XE, we have

1), (B102)

P. <P(H
1 max

S (H (B103)



C <P(H =1)Tlog XLE +4, (B104)

where L1,Ls > 0 depend on dimH? and XE, and Mm%
is the maximum length of the key.

In addition, for a quantum channel E3z_ 5 with
)‘min(gﬁ%E(p(?)) = M and )‘min(ggﬁg(pg‘)) z B
27, and an estimation protocol P, define €
IP(H =1and (DB(E) < DB or DE(E) > ﬁE)> and &

> >

D(pEW“(pOE) ® qumf). For the protocol described above,

we have

P, <2775+, (B105)

1
S< LT *+e <T log 5 + emaX> , (B106)

o < X2t 0))llog (9)
2

N

T+ LyadT + LT

2 1
+2\/LllogX—ET Jr<€TlogX—E+5. (B107)

b.  Proof of Theorem[J and Lemma[IT]]

To show that the desired parameters of the channel are
approximated properly by their associated estimators, we

first show that the estimated channel &€ defined in (IB93)
is close to the true channel &, i.e., for all j and k, with

high probability, :\\j,k is close to \jx = tr (E,:S(Eﬂ)

For all v > 0 and Kpax S

maxi; . s /|;<;j,’k/| we have
LA LN B

Lemma 15.

P,k s A — Ayl > 7) < 16d%e"5, (B108)
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and

P(F5,k : [xjk — Nokl = @ hmaxy) < 16d%e 75607
(B109)

Proof. We only prove (B108|) as (B109) then follows
from the definition of X;i. Notice first that, by our

construction, the distribution of N(p,ﬁ) = Z]?(p,p is

Binomial(tr (p€(p)), £) for all p,p € S. Therefore, Ho-
effding’s inequality yields for all v > 0 that

B(1F(p.7) — tr (FE(p)) | > ) < 2exp—207°.  (B110)
For all n, m, n/, and m’, using the equality

Ed(n—l)+m = ‘77,, m, +><na m, +|

1474

o
] - ——

[m)(ml,
(B111)

we expand J; ; and Xj,k in terms of tr (p€(p)) and f(p, 9),

respectively, and apply (B110). More precisely, by defi-
nition of A\g(n—1)4m,d(n'—1)+m’, We have

+ i|n7m7 —><n,m7 _| -

)‘d(n—l)+m,d(n’—1)+m/
= tr (E(J;(n’71)+m’g(Ed("_1)+m))
= (E;(n'—1)+m'g(|”’ m, +){n, m, +|))

+’itI‘ (E;(n/_1)+m/g(|nama —><’I’L,m,—|)) (B112)

T+i (=
— 0 (Bl E ()

1+i, /~
5 (E:rz(nul)+m/5(\m><m|)> :

We now fix n/,m’ € [1,d] and p € S and for simplicity,
let j £ d(n' =1 +m/, [+) = |0/, m/, +), |=) & |n',m/, —).

Then, by (B111)),

tr (EE(p)) = tr (14) (+1€(p)) — itr (|=){~1E(p))
L ()l (p)) — Tt () (mlE ()

Therefore, we obtain the upper-bound in (B114)).

(B113)



P(\Xp,j —tr (Ejg(p)) | > 7)
=P (|f<p, [+)(+) = if (o, [=){~1)

<B(1Fp 1)+ = tr () HER)) | >

1—1
2

Flo. 1y
D) +P(1Fo )= =t (=) -1 | = 1)+
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1—1

-

il o)~ n (Esé ) 12 )

P(|f<,o, |n’><n'|)—tr(n’><n’e<p>>|>23/5)+P(|f<p, 'y () — g (Y| () | > = )

1
17
< 4e 397

Similarly, to analyze the second term in the right hand

side of (B92), we have

P(1F (o, In) (0']) =t (Jn' Y |E(p)) | > 7) < 20",

(B115)
Thus, the union bound implies that
]P’(Elj pp— (E-e( )) > 7)
<d(d—1)de= 5" 4 de=20” < 4d?e~+0°. (B116)
Moreover, because we have
Ajis = Al (+1,k
~ 1+is T+is
A )=k — T Ak T T Al (ks
(B117)
we obtain

P(Hj,kt e — Mgk = 7) < 16de~ 707, (B118)

[
Lemma 16. For any p € D(H) and 0 < v < d‘“"‘(X) we
have
P(1€0) = E(p)ll > d R
< 16d*e~ =" (B119)
5 d'* K3 ax Amax (P) v/ Amax (X) 72
P 51— . (E'T > max’/‘\max max
<|| (p) (p)”l 9 ()\min(X) — dsﬁmax'y)
< 16d*e~ =607 (B120)

where p = dojktr (EjPE;Z) |7) (k|-

2V2

(

Proof. Using the triangle inequality, we obtain

€)= EP)ll = || D EspBlxin — D EipElR;
4k gk .
(B121)
ZHEJPE H Xk — Xjkl  (B122)
Z\xgk (B123)
Furthermore,
1€ (0) — £ ()

= VXAV — VX VX I
= VX PVX = V) - (VR = vXDAVR I
< IV VX = VI + 1VE = vX)AVR I
(%) Umax(\/i*ﬁz)"\/»* - \/§||1
+ omax (VI )IVE — VXl

< Imax(7) (Amax (V) + Amax(VR) ) VX = VI

< asl) (20 (V) + IV~ VL)

x VX = VX, B2
B124

where (a) follows from Lemma[21]in Appendix[D] and (b)
follows from Lemma [1§]in Appendlx To upper-bound
VX — /X1, let us define F(x) £ \/x + (X — X); then,

we have
VX = VXl = [F(0) = F(1)|)y (B125)
< sup ||[F'(2)]1- (B126)
z€[0,1]

Applying Lemma for f(u) = /m and A(z) = x +



(X — X), we obtain

22

Moreover, by Lemma we know that

d Amin (A = Ami X — B131
|F'(z)1 = ‘ T f(A() (B127) min(A(@)) = Amin (x + 2(X = X)) (B131)
1 \ 2 Amin(X) = X = x[l1- (B132)
< sup a*f (wllx = Xl
HEPmin (A(2)),Amax (A(2))] Hence, we have
(B128)
_ sup || =Tl IR = VRl < ——t X = (B133)
HEPmin (A@) A (A@))] | 2V 20/ Amin(X) = [IX = x[ls
(B129)
&y -3 If for all j, k, we have |xjx — Xjk| < d*Kmax7, then ||x —
¢ Xz Xl (B130) X1 < d®Kmaxy- Thus, (B109) yields the upper-bound in
24/ Amin(A()) (B134).
& dg max )\m X dg max 7
B(11€7(0) - £l > —rmahnaxl®) (3 ) <16t F0 . (BL31)
2\/)\min (X) —d Rmax”Y 2\/)\mm(X) —d Rmax?

O

Proof of Theorem[5 Covertness analysis: Let pE de-
note Eve’s state during the channel uses from ¢(i —1)+1
to qi. Since, Uy, - -, U, are independent, then

(=] (o)) = im(p?n (5)").  (B135)

We now focus on the block from channel use g(i — 1) + 1
to qi. Define p as the state sent by Alice on the position

q(i—1)+U; and p(j) 2 (o)™ @5 (o))" "™, One
can check that pP = % ?:1 p(j). Thus, we have

B (BN (6)") <

E)? ((pﬁ)”)_l) ~1 (B136)

I
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(

where (a) follows from [33]. Note that for j < j, we have
(B142).



Similarly, one can show that for j > 3, we have
_ -1
tr (p(j)p(j) ((p{;;)@q) ) = 1. Furthermore, when j =

7, we have

tr (p(j)p@ ((p(’f)®q>_1>

“e (08 50 08 (05

= (o) Ve (7 (06) ") @ (o))
(
(

=t (7 () ")) b ()"
=tr (ﬁg (pOE)il)) .
(B143)
Therefore, we obtain
q%z: zq:tr <p(j)p(5) ((pf)w) 1) —1
g (a0 var (6 ™))) -1
(B144)

o))

Error analysis: To prove and m, it is
enough to show that

P (|/\min(X) - Amin(i(\” <7
and [in(E(p) — Amin(E(pf) < 7) 21— 27
(B145)
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(B140)
(B141)
(B142)

[

To this end, note that

- (@ ~

P(|Amin(X) = Amin(X)] < 7) = P([lx = Xll, < 7)

(B146)

(®) R
=P Z|Xj,k = Xikl <75

ik
(B147)

where (a) follows from [34, Lemma 11.1], and (b) follows
from the triangle inequality. By (B123)), we also have

P (Poin () = Min (o3| < 7)

D ik — Rl <7 | (B148)
7.k
Using , we thus obtain
P ([Amin(X) = Amin(X)| < 7
and [Auin(€(p1)) = Amin (€(1))] < 7)
> 1 16d% T Ea . (B149)

We now establish bounds on the accuracy of the estimates
DB and DP when Amin(x) > A — 27, Amin(E(p2)) >
AB — 27. We choose € > 0 small enough such that

. <1og(d ~1) 1

+ dlog = =
2 min(AB — 27, \F)

d2
_— _ +H, (f) <. (B150)
min(AB — 27, \F) — ¢ 2

By Lemma we can choose v > 0 independent of
Amax (X) such that

A Kmaxy < €, (B151)
dlS 2

Fmax Amax (P) v/ Amax (X) 7
2 (Amln( ) - 27— - dsﬁjmaxq/) b

(B152)



By Lemma [16] and Lemma [24] we have

P (DB(E) —2r < DB < DB(€)

~

DE(€) < DP < DE(€) + 27) < 32dte~ 0. (B153)

~ _£__1
Since £ > 244
such that the above upper-bound is less than 27%¢. O

— 1, we can choose ¢ > 0 small enough

Proof of Lemma[Ijl We only prove the second part of
the lemma and the proof of the second part can be ob-
tained by the exact same approach. Let P.(D®, DF),
S(DB,DF), C(DB, DF) indicate the probability of er-
ror, secrecy, and covertness of the protocol discussed in
the proof of Theorem [3] respectively, when we use the
parameters DB and D¥. By the law of total probability,
the probability of error of the overall protocol is

Epnpe (Pe(ﬁB,ﬁE)>
=E(P.(D?, DP) A)P(A)

+E (Pe(f?B7 f)E)|AC)}P’(AC)
@ (B154)
< 2T 0 + E(Pe(f)37 Z)E)|AC)JP>(AC)
<2T7° + ¢,
where A £ {DB < DB(€),DF > DE(E)} U{H = 0},
(a) follows from Theorem [3| For the secrecy, first note
that the estimation phase does not leak any information

about the key. Furthermore, by convexity of the quantum
relative entropy, we have
S <Epspe (S(f)B,BE)) (B155)

-E (5(133, ﬁE)|A)]P(A) +E (S(BB, ﬁE)|AC)P(AC)

(B156)
(a) I
< LT +E(S(DB,DE)|AC)IP(AC) (B157)
® 1
< LT 34 (Tlog 5 + 07 ) €, (B158)

where (a) follows from Theorem [3| and (b) follows from
the upper-bound S < T log XLE +¢™ax_ Finally, for covert-
ness, since the estimation and transmission phases are
independent, we have

C<6+Eqnpe (C(f)B,f)E)). (B159)
Similar to secrecy, we also have
~p =~ a2 £ &6
B0 5s (01D, ) < “HXF OV )
2 1
+ Ly T + L1 T~* 4 2¢/Ly log X—ET*1 + €T log o
(B160)

O

24
3. Proof of Theorem [2]

We describe a protocol running over T > 0 channel
uses. Let T/ = L\/?J and T =T —T — O(logT"). Alice
and Bob use the first 77 4+ O(log T") channel uses for the
estimation protocol described in Section [B2a]for param-
eters ¢ and £ to obtain H as well as estimates D5 ()
and DF(E). If H = 0 the protocol is aborted and if
H =1, the rest of T' channel uses will be used for trans-
mission using the universal protocol as described before
for BB, lA)E, AB — 27 and )\VY. For a channel satisfying
Amin(X) = A — 27, Amin (E(pg))) = AP — 27, by applying
the second part of Lemma, [T4] and Theorem [B| for some
& > 0, we have

P, <2T7° 4 27¢, (B161)

1
S<LiT*427¢ (T log e + éma") ,  (B162)

aixa(pf’(9)) 5 (0)
2

24 —er 1
+2\/L110gX—ET +2 TlogX—E

C

N

T+ Lgoz‘;«T + L1774

¢ dimHE
+-(—
g \E

—1). (B163)

One can check that if £ € w(logT) No (ozTT_%)7 which
is non-empty by definition of ar, we can always find the
sequence ez satisfying the conditions in Theorem If
the channel satisfies Amin (Y) = AX, Amin(E(p8)) = 2B by
(B99), with probability 27¢¢, the number of transmitted
bits is lower-bounded by

(1—2¢)(DB(E) — DE(E) — 27)arT. (B164)

If the channel does mnot satisfy Apin(x) >

XX,/\min(E(pg)) > XB, by (B100) and the first part of
Lemma [14] we have

P, <27, (B165)
1
S <278 (T log — + éma") : (B166)
)\E
1 ¢, dimHF
C <2 Tiog - + LMD gy (Biey)
AE g \E

but no key is generated.

Appendix C: Error exponent calculations

Proof of Lemma[5 For a fix T, applying Taylor’s theo-
rem on ¢ defined in (A48]), we have

6(s) = 6(0) + ¢/(0)s + D g2 700 3

5 5 (C1)



for some s <7 <
define

0. To compute derivatives of ¢, let us

One can check that ¢(s) = logg(s). Hence, we obtain

P'(s) = 905) (C4)
" g"(s)  (g'(s) ’
#le) = 9(s) (9(8)) ’ (©5)
oy 9"(s) L9 (s)g"(s) g )\’
00 =G 3 a2 ()
Moieover, since Al (s) = —In (pF) Ay (s)+ Ay (s) In (p7),
ZQY —In (77) Ay () + 4,()n (57))

g"(s) = > Qv (w)tr (In (5E)) A, (s)

Y

—21n (57) 4,(s) In (37) + A, (s) (In (,aE))Q), (C8)

and

9"()=3.Qrw) tr (= (1 (7)) A4y(9)

+3 (I (57))” 4y (5) In (77)
=31 (78) Ay (s) (0 (57))° + A, (s) (1n (7)) -

Using A, (0) = pf combined with the above expres-
sions, we obtain

ZQY
ZQY

- (QY7py )

ZQY

—21n(ﬁy) Pl (57) + 5 (I (57))°) - (C12)

)tr ( py =1, (C9)

)tr ( —ln(py)py —|—pEln( E)) (C10)

(C11)

Jor ((m (55)) 77

25

Hence, we have

¢(0) =1In(g(0)) =0, (C13)
) 9'(0)
iy 90)  (g(0))*
vo=25-(%9) (©15)
(y)tr ((ln 0,
—2In (py)py ln( )+py (ln( ))2>
—1(Qy,py)%. (C16)

Note that ¢”(0) implicitly depends on ar the proba-
bility that the input is one. Let us define

ZQY (ln py)) '5.5

—21n(py)py In (57) + 7 (In (57))") ~ (C17)

when the input distribution is Bernoulli(e). One can
check that Qy (y), py, In(py), and In(p¥) are continu-
ously differentiable with respect to «, and so is h. More-
over, we have

0) = Z Qyx (y[0)tr ((hl (ﬁgjy)) p0E7y

20 (58,) 75, (%) + 75, (n (5))°)
(C18)

@ Z Qyx (y[0)tr (( (32))° 57

E) 45 (n (7)) =0,

—2In ( ) p~ In (
(C19)

where (a) follows from Lemma [} By the mean value
theorem, we know that |h(a) — h(0)| = |h(a)| = M (B)«a
for some 0 < B < «. Since I’ is continuous for a small
neighborhood around zero, it is bounded and therefore,
we have |h(ar)| = O(ar). Furthermore, Lemma (1| im-
plies that I(Qy, p5)? = O(a7). Thus, there exists B > 0
such that |¢”(0)| < Bar for T large enough. Notice next
that g, ¢’, ¢g”, and ¢’"" are jointly continuous functions of
both variables s and ar in a neighborhood around (0,
0). Additionally, since g(0) = 1 when a = 0, we con-
clude that ¢ is also continuous in both s and a7 in
a neighborhood around (0, 0). Therefore, for B large
enough, |s| small enough and T large enough, we have
6"(5)| < B. Combing 6(0) = 0, ¢'(0) = —1(Qy, %),
1¢”(0)] < Bar, and [¢"'(n)| < B with (CI)), we obtain
the desired result. O

Proof of Lemma[10. Consider any cq-channel z — pZ
with Amin(pF) = Amin > 0. We first show that the cor-
responding function ¢ is smooth enough to use Taylor



theorem. Let us define

Als.p) 2 ((1=p) (08) " +0(o5) ".5)  (C20)
g(M,s) = (tr (Ml%) ,8) (C21)
Y(x,s) & —(1 — s)log(x). (C22)

By definition, we have ¢(s,p) = (¢ o g o A)(s,p). Ad-
ditionally, all these three functions are from a subset of
a Banach space to a Banach space, which means that
we can consider their Fréchet derivative. In the follow-
ing lemma, we show that they are infinitely many times
differentiable.

Lemma 17. The functions A, g, and v are infinitely
many times differentiable on

[0, 1[x[0, 1], (C23)
{M € L(H) : M is Hermitian, M = 0} x [0,1], (C24)
[0, 1[x[0, oo, (C25)

respectively [35].
Proof. We investigate each function separately.

e Differentiability of A: It is enough to check the dif-
ferentiability of A;(s,p) £ (1—p) (pgg)lfs +p (pf)lfs
We shall provide explicit expressions for all partial
derivatives of A; to any order. For any Hermitian
operator p € L(H) with p = 0 and p # 0, let
p = >, Ac|€e)(e| be an eigen-decomposition for p. We
define logp = 2 eno0108(Ae)le)(e| which is different
from the usual definition since we disregard the zero
eigenvalues. With this definition, one can check that
for any ¢ > 1, we have

i
d 1 1

S (p17%) = 017" (~log )’ (C26)

Hence, using the linearity of Fréchet derivative, if we
take 7 partial derivatives with respect to s and j partial
derivatives with respect to p at any order, the result is

( p)(ég) " (~logpf)' j=0,
+p ()" (—log pP)’ 4
(,05”)1 (=logpB) + (pP) T (—logpP)t =1,

0 j>2.

(C27)

This also means that all partial derivative are differ-
entiable and therefore continuous. Accordingly, A; is
infinitely many times Fréchet differentiable.

¢ Differentiability of g: Again we only check the dif-
ferentiability of g; (M, s) £ tr (Ml%
is more challenging to obtain a closed-form expression

for partial derivatives. However, we will prove that
any partial derivative is a multilinear form mapping

). In this case, it
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(K1, -+ ,K;) € L(H)™ to R and is a summation of
terms of the form

p(s)
(1—s)

where ¢ and p are polynomial in s, and ¢, j, and k are
non-negative integers. Using induction on the total
number of partial derivative taken and linearity of the
derivative, it is enough to show that if we take the
derivative of with respect to s or M, we would
have an expression that is a summation of term of the
same form. Applying the rules of differentiation, one
can check that

5% ((ﬁsi)i“ (K B M log M) ))

_ p(s) (Ja(s) + (1 — 5)q'(s))
(1— s)ititl

(s)
tr (K1 o K MT=27 (log M)’“) . (C28)

q(s)
X tr (K1 - KmM(l—s)j (log M)k-‘rl)

Lips) + (1= 9p'(s)

(s)
tr <K1 e KmM(lq_s)j (log M)k) )

(1—s)itt
(C29)
and
8% (upisi) tr <K1 e K M7 (log M)k>>
_ p(s)  a(s)
R R T,
tr <KK1 - ( (1q£32)j M7 (log M)

el g k-1
+kM =57 (log M) )) . (C30)

Therefore, g; has partial derivatives of any order. Us-
ing the same argument that we used for A;, we con-
clude that g7 is infinitely many Fréchet differentiable.

e Differentiability of : v is product of two smooth
functions (x,s) — —(1 — s) and (z,s) — logz, and
therefore, it is smooth on its domain.

O

We next check that A(s,p) lies in the {M € L(H) :
M is Hermitian, M > 0} where g is differentiable. By our
assumption that Api, > 0, p& is positive semi-definite,

and so is (pf)lf& for s € [0,1[. Furthermore, since pP =
0, we have A(s,p) > 0 for all (s,p) € [0,1[x[0,1[. Thus,
by chain rule, ¢ is a smooth function on [0, 1[x[0,1]. Ap-
ply Taylor theorem, we have

o(s,p)

_ 06(0,p)  19°¢(0,p) 5, 10°6(n.p)

=(0.p)+ 05 ° T2 o% 32+6 s &
(C31)




for some n € [0, s] that can depend on s. Similarly, we
have

92¢(0,0)  8*¢(0,7)

¢(0,p)
02s  0%s + 0250p b, (C32)

for some 7 € [0,p]. Additionally, one can check that
A(s,p) and all its derivatives depend continuously on p¥
and pP. Since any continuous function achieves its max-
imum on a compact domain, we have

(r“)3¢(07 T)
S 92s0p

sup
T€[0.5).pF ED(H),pF €D(H): Amin (p§) 2A

< 00,

(C33)

sup
n€[0,3],p€[0,8],05 €D(H),pP €D(H) : Amin (pF) =X

Moreover, from the definition and some calculations,
2

$(0,p) = 0, =520 = 0, and by [BI], 2402 = I1(p).

It implies that there exists B > 0, such that for all cq-

channels @ 5 pB with Amin(p) > X, we have

¢(s,p) = I1(p)s — B (ps® + s°) . (C35)
Furthermore, using same approach, we can prove I(p) >
D (o llpg’) — Bp®. O

Proof of Lemma[I3 If we define

Als,p) 2 (=) (o) "0 (oF)

) (1= p)of +ppF)°

(C36)
g(M) = tr (M) (C37)
W(x) £ log(x), (C38)

similar to the proof of Lemma one can check that all
these functions are infinitely many times Fréchet differ-
entiable. Since, ¢ =1 o go A, the rest of proof is exactly
similar to that of Lemma [I0l O

Appendix D: Technical lemmas

Lemma 18. Suppose A and B are Hermitian in L(H).
Then, we have

)‘min(A) > )‘min(B) - HA - B||2 > )‘min(B) - HA - BH1
(D1)
Amax(4) < Amax(B) + A = Bll2 < Amax(B) + [|A — By
(D2)
Proof. If Apin(A) 2 A\ < -+ < A 2 Amax(A) and

Amin(B) £ 71 < -+ < 74 2 Amax(B) are the eigenvalues
of A and B, respectively, then by [36, Corollary 6.3.8],
we have |[A — B||? > [|A - B|2 > 2%, (A — ~:)? which
results in the desired bounds. O
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Lemma 19. For any quantum channel € : L(HA) —
L(HA) with x-representation matriz x, we have

)\max(X) < \/87 ’U)h€7"€ d é dlm(HA)

Proof. Since x is Hermitian, it admits to an eigen-
decomposition representation, i.e., for some unitary ma-
trix U and real values Ay, -, Az, we have x;; =

S dUiUs,. By P2 Eq.  (8.168)], & has a

Kraus representation E(p) = Z;il EipElT for E; =
2 ~

VA Z‘;:l U;:E;j. We hence have

d2
1B, = VA:||Y Ui E; (D3)
j=1 )
d? d? N
= VA |t | (D unEN [ UsE;
j=1 j=1
(D4)
dz  d?
= VAL Y v Ut (BlEy) (D)
j=1j'=1
d2
=VA,|> U (D6)
j=1
@ VA, (D7)

where (a) follows since U is unitary. Because & is a quan-

2
tum channel, we have Z?Zl ElT E; = I. Taking the trace
from this equality, we obtain that

d2
d=tr(I)=tr (> E[E; | =Y |IEl (DR)
= i=1
Using @ and , we conclude that
Amax (x) = A < ||Ei d. DY
(x) = max I1E:]l, < Vd (DY)
O
Lemma 20. Consider any quantum channel £ : L(H) —

L(H) with dimH = d and characterized by E(p)
Do j E; pE Xij- Define another Hilbert space HT spanned

by an orthonormal basis {|j) : j € [1,d*]}. Then, up
to a unitary transformation, the complementary channel

EV L(H) — L(HT) would be

£4(p) = VX BVX (D10)

where
S (D11)
e Zu (kltr (E;pEf) (D12)



Proof. By [22], without loss of generality we can assume
that x is Hermitian. Therefore, let x =}, d;|u;)(u;| be

an eigen-decomposition of y. For E; £ Y, /dj<k\uj>Ek,
we have

> _EirE
J

-3 (S vaema) o (S v
J k —
k k' j

=22 Brrkl (Zdj|uj><uj) #)
= ZZEWEZ/<MX|/€’>

- XkaZEwE,Lm/

= 512[))-]«

(D13)

This implies that >, E pEJr is a Kraus representation

for £, and therefore, by [20} a representation for the
complementary channel is =

Ztr( E;pE, ) ) (K.

(D14)

Hence, it is enough to show that for some unitary oper-
ator U onto H', we have

VX' BYX" = UE (p)UT (D15)

Let U & >_; [z){j| where |u;) £ 3" (ujli)]i). One can

check that it is a unitary operator, and we have

U (p)UT = (Zw j) (Ztr (BroBL ) 1K) (K )

J k,k’

x (Z Ij’><ﬂj'|)

= > e (BupBL) 1) 11R) 0117 |

(D16)

Ji'kk’
(D17)
= tr (EwpBL ) ) (| (D18)
kk’

=> tr ((Z J@@mk@j) p

kE’
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x (Z dk/<uk/j'>E})> ) |
’ (D19)
> Vi /dute (il {u |5 E;pE )
3’ kE!
X [u) (U | (D20)

_Ztr( EjpB} ) v/ Glug) (uw|)

kK’

X [tg) (g | (D21)

-2 (B;pEL) (Z Jd?<j|uk>|ak>>
. (gkj Vi (e |j’><ﬂk/|)

- Ztr( EjpE,) (zkj m<ak|j>|ak>>
x (gkj Vi <j/|gk,><ak,|>

- (; mamw) (Z tr (EjpE} ) j><j'|)

(D22)

(D23)

x (Z \/(Tk/|17k/><ﬂk'> (D24)
o

= VX VX (D25)

O

Lemma 21.
Then,

Let A,B € L(H) and B be Hermitian.

IAB][1 <

CTmax( )HB”la (D26)

where omax(A) is the mazimum singular value of the A.

Proof. Consider an eigen-decomposition of B, i.e., B =

> bb)(b]. Then,
[AB|ly = || A (Z b|b><b|> (D27)

b 1
< Eb: 0[] A1) (bl 2 (D28)
Z |b|tr ( ) (b] At A|b) (b |> (D29)
= 3" Jely/ /At Alp) (D30)
b



= bl AD)l2 (D31)
b
< Tmax(4) (Z |b> (D32)
b
= O’max(A)”BHl' (D33>
O

Lemma 22. LetZ C R be an interval and f : T — R and
A(x) : R — L(H) be differentiable functions such A(x) is
Hermitian and its spectrum is included in T for all x. For
any operator norm || - || satisfying max(||PAJ|,||AP|) <
||A|| where A is an arbitrary operator and P is a projec-
tion, we have

Proof. We use a formula in [20] for the derivative of an
operator-valued function. Let f : R - R and A(z) : R —
L(H) be a differentiable functions. Then,

d /

< d? sup
HE[Amin (A’ (%)) Amax (A (z))]

z'=x

LA )] (D34)

d /
L FAG)

= M, n) Pagy (W) A (2) Paay (n),

—
=T v,

(D35)

where the summation is taken over all eigenvalues of
A(x), Pa(z)(v) is the projector onto the subspace of all
eigenvectors corresponding to v, and

F0)~F(n)
] _ = vF#E
fHv,m) { o) vy (D36)
We can now upper-bound the norm of - f(A(z)) by
d /
‘ @f(A(l" ) .
= 1> M, m) Pagey () A (&) Pagay ()
v
< S U@ | Pao ) A @ Py | (D37)
v,n

(@
< M@l @),
v,

where (a) follows from our assumption that
max(||PA]|, ||[AP]]) < ||A4|l. By the mean value

theorem, we also have that fI1(v, 1) = f/(u) for some u
between v and 7. Thus,

oM@l 4 @)

<d? sup
lle [Amin (A,(m))v)‘max (A/ (:E))]

I @)]]. - (D38)

O
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Lemma 23. Suppose p and o are two density matrices
on Hilbert space H with dimH = d such that suppp C
suppo and ||p — o1 < e<e L. Then,

d
D(pllo) < elog ———. (D39)
Amin (0)€
Proof. Since supp(p) C supp(o), we have

D(pllo) = tr (p(log p — log o)) (D40)
=—H(p)+ H(o) —tr((p—o)logo) (D41)

(a) d
< elog— —tr((p—o)logo) (D42)

€

d
< elog — + el ) D43
elog - + elog o () (D43)
where (a) follows from Fannes inequality. O

Lemma 24. Suppose p,p',0,0" € D(H) with dimH =
d, supp(p) C supp(o), and supp(p’) C supp(o’). Let
lo—0'llh €€ lo—d'|l1 <€, and Apin(o) be the minimum
eigenvalue of o with Amin(0) = €). Then,

D(pllo) —D(p|o")]

S€ (10g(dz_1) Fdlog o é) —e)
+H, (%) (D44)

Proof. By definition, we have

ID(pllo) = D(p'[|o”)]
= | = H(p) + H(p") - tr (plog o) + tr (p'logo”) |
< | = H(p) + H(p') |+ [tr ((p — p) log o) |

+ [tr (p'(log o’ —log o)) .|

(D45)

By Fannes inequality, we have

| —H(p) +H(p') |

1 1
< glo=/lutog(a 1)+ 15, (G0 ) .- (D16)

Furthermore, Cauchy-Schwartz inequality for Hilbert-
Schmidt inner-products implies that

(D47)
(D48)

lp = p'll2]llog |
lp =/l og ol

ltr ((p — p') log o) | < |
|

<
<

1
<|lp—p'|lidlog ————. (D49
o=/ adlog 5——. (D)
Using Cauchy-Schwartz again, we obtain

tr (¢ (log o* — log @) | < [[¢']l2ll log o’ — log o], (D50)

< || loga’ —logaz. (D51)



To upper-bound ||logo’ — log ||, let us define F(x) =
log(o + z(¢/ — o)) for t € [0,1]. Then,
logo’ —logalz = [F(1) — F(0)]2 (D52)
(@)
< sup [[F' (@)l (D53)

z€[0,1]

where (a) follows from mean value theorem of multi-
variable functions. Applying Lemma 22| for f £ log and

30

A(xz) =0+ (0’ — 0), we obtain

IF'(z)]l2 < d® sup |f'(w)][|A(x)]]2 (D54)
nEla,b]
1
< 2 o D
N A L
1
< d? "—o. (D
)\min(o' ¥ JJ(O’I — 0_)) ||U JHl ( 56)
Finally, for = € [0, 1], we have
Amin(0 + (0" = 7)) < Amin(0) — [|[2(0” — )|l (D57)
< Amin(0) = |0’ — o)1 (D58)
O
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