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Abstract. In this paper we introduce a notion of fault-tolerance dis-
tance between labeled transition systems. Intuitively, this notion of dis-
tance measures the degree of fault-tolerance exhibited by a candidate
system. In practice, there are different kinds of fault-tolerance, here we
restrict ourselves to the analysis of masking fault-tolerance because it is
often a highly desirable goal for critical systems. Roughly speaking, a
system is masking fault-tolerant when it is able to completely mask the
faults, not allowing these faults to have any observable consequences for
the users. We capture masking fault-tolerance via a simulation relation,
which is accompanied by a corresponding game characterization. We en-
rich the resulting games with quantitative objectives to define the notion
of masking fault-tolerance distance.

Furthermore, we investigate the basic properties of this notion of mask-
ing distance, and we prove that it is a directed pseudo metric. We have
implemented our approach in a prototype tool that automatically com-
pute the masking distance between a nominal system and a fault-tolerant
version of it. We have used this tool to measure the masking tolerance
of multiple instances of several case studies.

Keywords: Simulation Relations, Fault-tolerance, Pay-Off Games, Quan-
titative Analysis

1 Introduction

Fault-tolerance allows for the construction of systems that are able to over-
come the occurrence of faults during their execution. Examples of fault-tolerant
systems can be found everywhere: communication protocols, hardware circuits,
avionic systems, cryptographic currencies, etc. So, the increasing relevance of
critical software in everyday life has led to a renewed interest in the automatic
verification of fault-tolerant properties. However, one of the main difficulties
when reasoning about these kinds of properties is given by their quantitative
nature, which is true even for non-probabilistic systems. A simple example is
given by the introduction of redundancy in critical systems. This is one by far
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of the main techniques used to achieve fault-tolerance. It is well-known that
adding more redundancy to a system increases the system reliability. Most im-
portantly, measuring this increment is a central issue when evaluating different
fault-tolerant protocols or implementations. On the other hand, the formal char-
acterization of fault-tolerant properties could be an involving task, usually these
properties are encoded using ad-hoc mechanisms as part of a general design.

The usual flow for the design and verification of fault-tolerant systems con-
sists in defining a nominal model (i.e., the “fault-free” or “ideal” program) and
afterwards extending it with faulty behaviors that deviate from the normal be-
havior prescribed by the nominal model. This extended model represents the
way in which the system operates under the occurrence of faults. There are
different ways of extending the nominal model, the typical approach is fault in-
jection [I819], that is, the automatic introduction of faults into the model. An
important property that any extended model has to satisfy is the preservation
of the normal behavior under the absence of faults. In [I0], we proposed an al-
ternative formal approach for dealing with the analysis of fault-tolerance. This
approach allows for a fully automated analysis and appropriately distinguishes
faulty behaviors from normal ones. Moreover, this framework is amenable to
fault-injection. In that work, three notions of simulation relations are defined
to characterize masking, nonmasking, and failsafe fault-tolerance, as originally
defined in [13].

During the last decade, significant progress has been made towards defining
suitable metrics or distances for diverse types of quantitative models includ-
ing real-time systems [I7], probabilistic models [I1], and metrics for linear and
branching systems [BI7JT62T27]. Some authors have already pointed out that
these metrics can be useful to reason about the robustness of a system, a notion
related to fault-tolerance. Particularly, in [5] the traditional notion of simulation
relation is generalized and three different simulation distances between systems
are introduced, namely correctness, coverage, and robustness. These are defined
using quantitative games with discounted-sum and mean-payoff objectives.

In this paper we introduce a notion of fault-tolerance distance between la-
belled transition systems. Intuitively, this distance measures the degree of fault-
tolerance exhibited by a candidate system. As it was mentioned above, there
exist different levels of fault-tolerance, we restrict ourselves to the analysis of
masking fault-tolerance because it is often thought of as the most benign kind of
fault-tolerance and it is a highly desirable property for critical systems. Roughly
speaking, a system is masking fault-tolerant when it is able to completely mask
the faults, not allowing these faults to have any observable consequences for the
users. Formally, the system must preserve both the safety and liveness properties
of the nominal model [13]. In contrast to the robustness distance defined in [5],
which measures how many unexpected errors are tolerated by the implementa-
tion, we consider a specific collection of faults given in the implementation and
measure how many faults are tolerated by the implementation in such a way that
they can be masked by the states. We also require that the normal behavior of
the specification has to be preserved by the implementation when no faults are
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present. In this case, we have a bisimulation between the specification and the
non-faulty behavior of the implementation. Otherwise, the distance is 1. Thus,
we effectively distinguish between the nominal model and its fault-tolerant ver-
sion and the set of faults taken into account. In Section Bl we compare in more
details the robustness distance and our notion of fault-tolerance distance.

In order to measure the degree of masking fault-tolerance of a given system,
we start characterizing masking fault-tolerance via simulation relations between
two systems as defined in [I0]. The first one acting as a specification of the in-
tended behavior (i.e., nominal model) and the second one as the fault-tolerant
implementation (i.e., the extended model with faulty behavior). The existence
of a masking relation implies that the implementation masks the faults. Af-
terwards, we introduce a game characterization of masking simulation and we
enrich the resulting games with quantitative objectives to define the notion of
masking fault-tolerance distance, where the possible values of the game belong
to the interval [0, 1]. The fault-tolerant implementation is masking fault-tolerant
if the value of the game is 0. Furthermore, the bigger the number, the farther
the masking distance between the fault-tolerant implementation and the speci-
fication. Accordingly, a bigger distance remarkably decreases fault-tolerance. In
addition, we prove that it is a directed pseudo metric. Specifically, we prove that
our definition of masking distance satisfies two basic properties of any distance,
reflexivity and the triangle inequality.

Finally, we have implemented our approach in a tool that takes a nomi-
nal model and its fault-tolerant implementation and automatically compute the
masking distance among them. We have used this tool to measure the mask-
ing tolerance of multiple instances of several case studies such as a redundant
cell memory, the bounded retransmission protocol, and the byzantine generals
introduced by Lamport et al. [20].

The remainder of the paper is structured as follows. In Section[2 we introduce
preliminaries notions used throughout this paper. We present in Section [3] the
formal definition of masking distance build on quantitative simulation games
and we also prove its basic properties. We describe in Section [ the experimental
evaluation on some well-known case studies. In Section [5] we discuss the related
work. Finally, we discuss in Section [6lsome conclusions and directions for further
work.

2 Preliminaries

Let us introduce some basic definitions and results on game theory that will be
necessary across the paper, the interested reader is referred to [I].

A Transition System (TS) is a tuple A = (S, X, E, s0), where S is a finite set
of states, X' is a finite alphabet, E C S x X' x S is a set of labelled transitions, and
so is the initial state. In the following we use s — s’ € F as a syntactic sugar for
(s,e,8') € E. Let |S| and |E| denote the number of states and edges, respectively.
We define post(s) = {s' € S| s = s’ € E} as the set of successors of s. Similarly,
pre(s’) = {s € S| s = s' € E} as the set of predecessors of s’. Moreover, post*(s)
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denotes the states which are reachable from s. Without loss of generality, we
require that every state s has a successor, i.e., Vs € S : post(s) # 0. A run in a
transition system A is an infinite path p = poogpio1p202--- € (S - X)¥ where
po = so and for all i, p; = p;y1 € E. From now on, given a tuple (o, ..., z,),
we denote by pr;((xo,...,2,)) its i-th projection.

A game graph G is a tuple G = (S, S1, S2, X, E, sg) where S, ¥, E and s are
as in transition systems and (S1, S2) is a partition of S. The choice of the next
state is made by Player 1 (Player 2) when the current state is in .57 (respectively,
S5). A weighted game graph is a game graph along with a weight function v©
from E to Q. A run in the game graph G is called a play. The set of all plays is
denoted by {2.

Given a game graph G, a strategy for Player 1 is a function 7 : (S - X)*S; —
Sx X such that Vpgopp101 ...p; € (S-X)*S1, we have that if m(pooop101 ... pi) =
(o,p), then p; = p € E. A strategy for Player 2 is defined in a similar way.
The set of all strategies for Player p is denoted by II,. A strategy for player
p is said to be memoryless (or positional) if it can be defined by a mapping

f :Sp = E such that for all s € S, we have that s DL, pri(f(s)) € E,
that is, these strategies do not need memory of the past history. Furthermore,
a play pooop101p202 ... conforms to a player p strategy « if Vi > 0 : (p; €
Sp) = (i, pit1) = m(pooop101 ...pi). The outcome of a Player 1 strategy m
and a Player 2 strategy 7o is the unique play, named out (71, m2), that conforms
to both 7 and 7.

A game is made of a game graph and a boolean or quantitative objective.
A boolean objective is a function @ : 2 — {0,1} and the goal of Player 1 in a
game with objective @ is to select a strategy so that the outcome maps to 1,
independently what Player 2 does. On the contrary, the goal of Player 2 is to
ensure that the outcome maps to 0. Given a boolean objective @, a play p is
winning for Player 1 (resp. Player 2) if &(p) = 1 (resp. &(p) = 0). A strategy  is
a winning strategy for Player p if every play conforming to 7 is winning for Player
p. We say that a game with boolean objective is determined is some player has
a winning strategy, and we say that it is memoryless determined if that winning
strategy is memoryless. Reachability games are those games whose objective
functions are defined as &(pgoop101p202...) = (Fi: p; € V) for some set V C S,
a standard result is that reachability games are memoryless determined.

A quantitative objective is given by a payoff function f : 2 — R and the goal
of Player 1 is to maximize the value f of the play, whereas the goal of Player
2 is to minimize it. For a quantitative objective f, the value of the game for a
Player 1 strategy m1, denoted by vy (1), is defined as the infimum over all the
values resulting from Player 2 strategies, i.e., v1(m1) = infr,em, f(out(m,m2)).
The value of the game for Player 1 is defined as the supremum of the values of
all Player 1 strategies, i.e., sup,, ¢, v1(71). Analogously, the value of the game
for a Player 2 strategy me and the value of the game for Player 2 are defined
as va(ma) = sup,, ¢, f(out(mi, m2)) and infr,em, v2(m2), respectively. We say
that a game is determined if both values are equal, that is: sup, ¢, vi(m1) =
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inf e, va(me). In this case we denote by val(G) the value of game G. The
following result from [22] characterizes a large set of determined games.

Theorem 1. Any game with a quantitative function f that is bounded and Borel
measurable is determined.

3 Masking Distance

We start by defining masking simulation. In [10], we have defined a state-based
simulation for masking fault-tolerance, here we recast this definition using la-
belled transition systems. First, let us introduce some concepts needed for defin-
ing masking fault-tolerance. For any vocabulary Y, and set of labels F =
{Fy,...,F,} not belonging to ¥, we consider Xz = ¥ U F, where F N X = ().
Intuitively, the elements of F indicate the occurrence of a fault in a faulty
implementation. Furthermore, sometimes it will be useful to consider the set
Yt = {e' | e € X}, containing the elements of X indexed with superscript i.
Moreover, for any vocabulary X we consider Xpy = X U {M}, where M ¢ X,
intuitively, this label is used to identify masking transitions.

Given a transition system A = (S, X, E, so) over a vocabulary X, we denote

A]M = <S72M3EM580> Where E]M = EU{S % S | S € S}

3.1 Strong Masking Simulation

Definition 1. Given two transition systems A = (S, X, E, so) and A" = (8", Xz, F', s3),
we say that A’ is strong masking fault-tolerant with respect to A if there exists a
relation M C S x S' (considering AM instead of A) such that:

(A) so M s

(B) for all s € S,s" € S" with s M s’ then for each e € X the following holds:
(1) if (s St) € E then3t' € 8" : (s St/ ANt M t');
(2) if (s St') e E thenIte S: (s >tAt M t);
(3) if(s'it') for some F € F thenﬂteS:(s%t/\t M t').

We say that state s’ is masking fault-tolerant for s when s M s’. Intuitively, the
intention in the definition is that, starting in s’, faults can be masked in such a
way that the behavior exhibited is the same as that observed when starting from
s and executing transitions without faults. In other words, a masking relation
ensures that every faulty behavior in the implementation can be simulated by
the specification. Let us explain in more detail the above definition. First, note
that conditions A, B.1, and B.2 imply that we have a bisimulation when A
and A’ do not exhibit faulty behavior. Particularly, condition B.1 says that the
normal execution of A can be masked by an execution of A’. On the other hand,
condition B.2 says that the implementation does not add normal (non-faulty)
behavior. Finally, condition B.3 states that every outgoing faulty transition (F)
from s’ must be matched to an outgoing masking transition (M) from s.
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Definition 2. Given two transition systems A = (S, X, E, so) and A" = (', X',
E' s0): A <pask A’ < there exists a strong masking simulation M C S x S’.

If A <prask A’ we say that A’ is a strong masking fault-tolerant implementation
of A.

3.2 Weak Masking Simulation

For analysing nontrivial systems, a weak version of masking simulation relation
is needed, it could abstract away from internal transitions, which are inherent
in any fault-tolerant system.

The main idea is that weak masking simulation abstracts away from internal
behaviour of the systems, which is modelled by a special action 7. We define a
set of weak transition relations =C S x (X U{r}U{M}UF) x S, also denoted
as Eyw, which is formally defined as follow:

(D)o S o(L)* ifee X,
S=< (5) ife=r,
5 ifec {M}UF.

The symbol o stands for composition of binary relations and (<)* is the
reflexive and transitive closure of the binary relation —.

Intuitively, if e # 7 then s = s’ € Fy means that from s there is a sequence
of zero or more transitions labelled by 7, followed by one transition labelled by
e, followed again by zero or more transitions labelled by 7 such that we reach
the state s’. By writing s = s’ we state that we can go from s to s’ via zero or
more 7 transitions labelled by 7. In particular, for every state s we have s = s.

Definition 3. Given two transition systems A = (S, Xam, Ew,So) and A’ =
(S, Xr, Ey,s80) (where Xpaq and X possible contains the distinguished silent
action T ), we say that A’ is weak masking fault-tolerant with respect to A if there
exists a relation M C S x S (considering AM instead of A) such that:

(A) S0 M 86
(B) for all s € S,s' € S" with s M s’ then for each e € X U {7} the following
holds:
(1) if (s> t)€ Ethen3t €S : (s St € Bjy ANt M t');
(2) if (s St')EFE then3Ite S:(s=>tc Ew At M t');
(3) if(s’it’)EE’forsomeFG}—thenEtGS:(s%tGE/\t M t').
Theorem 2. Given two transition systems A = (S, Xnm, Ew,s0) and A’ =
(S, Xr, By, ) (where Xpaq and X possible contains the distinguished silent

action 7), M C S x S’ (considering AM instead of A) is a weak masking simu-
lation iff:

(A) so M s
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(B) for all s € S,s' € S" with s M s’ then for each e € X U {7} the following
holds:
(1) if (s=>t) € Ew then3It' € S": (s St € Ejy N\t M t');
(2) if (s =t) € B}, thenIteS:(s=tecEw At M t');
(3) if(s'ét') GE’WforsomeFE}'thenﬂteS:(s%tEEW/\tMt’)

The proof of this theorem is straightforward following the same ideas of
Milner in [24]. We remark that we do not include the proofs for each theorem
and lemma stated in this section due to space restriction, the interesting readers
can access them in [4].

A natural way to check weak bisimilarity is to saturate [12I24] the transition
system and then check strong bisimilarity on the saturated transition system.
Following the same idea, we can compute weak masking simulation by reducing
it to strong masking simulation. Notice that = can be alternatively defined by:

T € T
pP=p1=>q=(q
T €
=

p=p

=
1o
=)

(e g {M}UF)

i
Yo
(=}

Note that weak masking simulation on < coincides with strong masking
simulation on =, thus we can check weak masking simulation by applying the
algorithms for strong masking simulation to the saturated transition system.

Definition 4. Given two transition systems A = (S, X, E, so) and A" = (S§', X'z,
E' sp): A Xpmask A’ < there exists a weak masking simulation M C S x S,

If A <prask A’ we say that A’ is a weak masking fault-tolerant implementation
of A.

Running example. Let us consider a memory cell that stores a bit of infor-
mation and supports reading and writing operations, presented in a state-based
form in [I0]. A state in this system maintains the current value of the memory
cell (m =14, for i = 0, 1), writing allows one to change this value, and reading re-
turns the stored value. Obviously, in this system the result of a reading depends
on the value stored in the cell. Thus, a property that one might associate with
this model is that the value read from the cell coincides with that of the last
writing performed in the system.

A potential fault in this scenario occurs when a cell unexpectedly loses its
charge, and its stored value turns into another one (e.g., it changes from 1 to
0 due to charge loss). A typical technique to deal with this situation is redun-
dancy: use three memory bits instead of one. Writing operations are performed
simultaneously on the three bits. Reading, on the other hand, returns the value
that is repeated at least twice in the memory bits; this is known as wvoting.

We take the following approach to model this system. We have labels Wy, W1, Ry,
and Ry for representing writing and reading operations. Specifically, Wy (resp.
W1): writes a zero (resp. one) in the memory. Ro (resp. Rq): reads a zero (resp.
one) from the memory. Figure [1l depictes four transition systems. The leftmost
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one represents the nominal system for this example (denoted as A). The second
one from the left characterizes the nominal transition system augmented with
masking transitions, i.e., AM. The third and fourth ones from the left to the right
are fault-tolerant implementations of A, named A’ and A”, respectively. Note
that A’ contains one fault, while A” considers two faults. Both implementations
use triple redundancy; intuitively, state tg contains the three bits with value zero
and t; contains the three bits with value one. Moreover, state to is reached when
one of the bits was flipped (either 001, 010 or 100). In A”, state t3 is reached when
two of three bits were flipped (either 011 or 101 or 110) starting from state to.
It is simple to see that there exists a relation of masking fault-tolerance between

Fig. 1. Transition systems for the memory cell.

AM and A’) as it is witnessed by the relation M = {(so, to), (s1,t1), (S0, t2)}. It
is a routine to check that M satisfies the conditions of Definition[Il On the other
hand, there does not exists a masking relation between AM and A” because
state t3 must be related to state sg in any masking relation. This state can only
be reached by executing faults, which are necessarily masked with M-transitions.

However, note that, in state t3, we can read a 1 (transition ts LizN t3) whereas,
in state sg, we can only read a 0.

3.3 Masking Simulation Game

Let us now define a masking simulation game for two transition systems (the
specification of the nominal system and its fault-tolerant implementation) cap-
turing masking fault-tolerance. We first define the masking game graph where
we have two players named by convenience the refuter (R) and the verifier (V).

Definition 5. Given two transition systems A = (S, Xam, Ew,so) and A’ =
(8", XF, By, sb) (considering AM instead of A), we define the strong masking
game graph Gam 40 = (SE,Sg, Sy, XC E, 50 for two players as follows:

- XC =Y UXE
- 8¢ = (8 x (ZMUZZU{#}) xS x{R,V}) U{Serr}
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— The initial state is sg = (s0, #, 80, R), where the refuter starts playing

— Refuter’s states of the graph are Sp = {(s,#,5,R) | s € SAs" € S'}U{serr}

— Verifier’s states of the graph are Sy = {(s,0,8', V) |s€ SAs € S No €
TGN\ {M}}

and EC is the minimal set satisfying:

—{(s,#,5,R) % (t,0',s',V)|Joec X:s B tec B} C E°,

—{(s,#,s',R) L (s,0%,t',V) | o€ X% s Bt € E'} C EC,

—{(s,0%,8',V) L (t,#,5,R) | Joec ¥ :s Lt € E} C EC,

—{(s,0,8", V) L (s,4,t',R) | Joec X' :s Tt € B'} C EC,

— {(s, F2,¢,V) M, (t,#,s',R) | Is M oy e EM} C EC, for any F; € F

— If there is no outgoing transition from some state s then transitions s — Sepr
and Serr =5 Sery for every o € X, are added.

The intuition of this game is as follows. The refuter chooses transitions of
either the specification or the implementation to play, and the verifier tries to
match her choice, this is similar to the bisimulation game [26]. However, when the
refuter chooses a fault, the verifier must match it with a masking transition (M),
the intuitive reading of this is that the fault-tolerant implementation masked the
fault in such a way that the occurrence of this fault cannot be noticed from the
users’ side. R wins if the game reaches the error state, i.e., S¢r-. On the other
hand, V wins when that state is not reached during the game (i.e., this is basically
a reachability game [25]). We say Ver(v) (resp. Ref(v)) if v is a verifier’s node
(resp. refuter’s node v).

A weak masking game graph is defined in the same way as strong masking
game graph in Def. Bl with the exception that Xas and X# contains the dis-
tinguished silent action 7. Moreover, the set of labelled transitions (denoted as
ES)) is now defined using the weak transition relations (i.e., Fy and Ej;;) from
the given transition systems.

Figure 2 shows a part of the strong masking game graph for the running

example considering the transition systems AM and A”. We can clearly observe
RZ

on the game graph that the Verifier cannot mimic the transition (so, #, t3, R) —>

(s0, R3,t3,V) selected by the Refuter which reads a 1 at state t3 on the fault-

tolerant implementation. This is because the Verifier can only read a 0 at state

so. Then, the s, is reached and the Refuter wins.

Theorem 3. Given transition systems A = (S, Xp, E, so) and A’ = (S", X% F',
sb) (considering AM instead of A), we state that A <prask A’ iff the verifier has
a winning strategy for the strong masking game graph Gam 4.

Similarly, we can state the same for the weak masking game graph by Theorem

Theorem 4. Given transition systems A = (S, Xy U {7}, Ew,so) and A’ =
(8", XU{r}, B}y, s6) (considering AM instead of A), we state that A <prask A’
iff the verifier has a winning strategy for the weak masking game graph G m 4.
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Using the standard properties of reachability games we get the following
property.
Theorem 5. For any A and A’, the masking game graph Gan 4 is determined.

Furthermore, the strong (weak) masking game graph can be determined in time
O(IEC|) (O(|ER 1), respectively).

Fig. 2. Part of the masking game graph for memory cell model with two faults

The set of winning states for the Refuter can be defined in a standard way
from the error state [25]. Let us adapt these ideas to our setting, the sets U; are
defined as follows:

~ U =0,ifi=0o0rj=0,

= Ui = {serr}, .
— Uf:ll = {v' | Ref(v") A post(v') NU/, # 0} U {v | Ver(v') A post(v')

c
U<, Uity Apost(v') NUY, # 0 Ama(v) & FYU o' | Ver(') A post(v') C

K2

Ui/gi,j/gj UZ-];, A post(v') N Uij P Am(v) e F}

then UF = (J,5qUF and U = (J,~, U". Intuitively, the subindex i in sets U/
indicates that at most after i — 1 faults we will reach the error state. The follow-
ing lemma is straightforwardly proven using standard techniques of reachability
games [§].

Lemma 1. The Refuter has a winning strategy iff sinie € U, for some k.

3.4 Quantitative Masking

In this section, we extend the strong masking simulation game introduced above
with quantitative objectives to define the notion of masking fault-tolerance dis-
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tance. Note that we use the attribute “quantitative” in a non-probabilistic sense.

Definition 6. Given transition systems A = (S, X, E, so) and A’ = (S, Xr, E', s(),
we define the quantitative strong masking game graph Q qnm 41 = (8¢, Sgr, Sy, X%,
EY s§,v%) as follows:

— (8%, SR, Sy, X% EC s§) are defined as Definition [3,
= v%(s = ) = (xz(€), Xs..,, (5))

where x r is the characteristic function over the set F, which returns 1 if e € F
and 0 otherwise. Similarly, for xs.,,. over the singleton set {s¢rr}. Note that the
cost function returns a pair of numbers instead of a single number. It is direct to
codify this pair into a number, but we do not do it here for the sake of clarity. We
remark that a quantitative weak masking game graph is defined in the same way
as a quantitative strong game graph defined above but using the weak masking
game graph.

Given a quantitative strong masking game graph with the weight function
v% and a play p = pooop101p2,-- ., for all i > 0, let v; = v¥(p; i pig1). We
define the masking payoff function as follow:

s pry(vn)
fmask (p) = lim inf n )
n=oo 14377 pro(vi)

which is proportional to the inverse of the number of masking movements made

by the verifier. To see this, note that the numerator of HZR’A will be

im0 PTy(vi)
1 when we reach the error state, that is, in those paths not reaching the er-
ror state this formula returns 0. Furthermore, if the error state is reached,
then the denominator will count the faulty transitions taken until the error
state. All of them, excepting maybe the last one, were matched by a mask-
ing step, and the last masking step leads to an error. That is, the transitions
that have a value 1 are those that masks relevant faults (i.e., faults that lead
to the error state). The others are mapped to 0. Then, the refuter wants to
maximize the value of any run, that is, she will try to execute faults lead-
ing to the state se... In contrast, the verifier wants to avoid S, and then
she will try to mask faults with actions that take her away from the error
state. More precisely, the value of the quantitative masking game for the refuter
is defined as valp(Qam /) = SUp,,cr, ifr,emy frnask(out(mr, my)). Analo-
gously, the value of the game for the verifier is defined as valy (Qam 4/) =
infry ey SUP, ey fmask(out(mr, my)). Then, we define the value of the quan-
titative strong masking game, denoted by val(Qam 4/), as the value of the
game either for the refuter or the verifier, i.e., val(Qm 4/) = valr(Qanm 4/) =
valy (Qam ). This can be done because quantitative strong masking games are
determined as we prove below in Theorem

Definition 7. Given transition systems A and A’, the masking distance between

A and A', denoted by dmask(A, A’) is defined as: Omask (A, A") =val(Qam ).
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We would like to remark that the masking distance is defined in the same
way for the quantitative weak masking game graph. Roughly speaking, we are
interesting on measuring the number of faults that can be masked. The value
of the game is essentially determined by the faulty and masking labels on the
game graph and how the players can find a strategy to lead or avoid the state
Serr, independently if there are or not silent actions.

Let us now state some basic properties of this kind of games. First, we state
that quantitative strong masking games are determined as stated in the following
theorem.

Theorem 6. For any quantitative strong masking game Qam 4 with payoff
function fpaske we have that:

Nfr ey SUP ey fmask(OUE(TR, TV)) = SUP. . emrp Mfry ermy frmask(out(TR, TV ))
The following result allows us to calculate the value of this kind of games:

Theorem 7. Given a quantitative strong masking game Qanm 4 we have that:

— If Sinit € U;j for some j > 1 and i > 1, then val(Qam 4/) = % where
w=min{i | 35 : sini € U]},
— otherwise, val(Qm 4/) = 0.

where the sets U'’s is defined as in Subsection[Z.3 over the qualitative part of the
game.

Note that the sets Uij can be calculated using a bottom-up breadth-first search
from the error state. Thus, the strategies for the refuter and the verifier can
be defined using these sets, without taking into account the history of the play.
That is, we have the following theorems:

Theorem 8. Players R and V' have memoryless winning strategies for Q gam 4.

Theorem 9. The quantitative strong (weak) masking game can be determined
in time O(|SY| + |EY|) (resp. O(|S¢| + |EG)).

Now, we present some basic properties of the masking distance.

Theorem 10. For any transition systems A and A’: dpmask (A, A') =0 iff
A <Mask A (reSP- A jMask AI)

This follows from Theorem[7l That is, the masking distance between two systems
is 0 if and only if there is a masking simulation between them. Noting that
A <pask A (the same for A <prq5x A) for any transition system A, we obtain
that dpmask(A, A) = 0 by Theorem [I0 i.e., the reflexivity of §,,4s. For instance,
for our running example, the masking distance is 1/3 with a redundancy of 3
bits and considering two faults. This means that only one fault can be masked
by this implementation. We can prove a version of the triangle inequality for our
notion of distance.
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Theorem 11. For every transition systems A = (S, X, E, so), A = (8", X%, E', s),
and A" = (8", X', E", s§) with F' C F", it holds that:
6mask (A; A/I) S 5mask (A; A/) + 6mask (A/, AH)-

These two properties imply that masking distance is a directed semi-metric [619].
Moreover, it is interesting to note that the triangle inequality property has practi-
cal applications. When developing critical software is quite common to develop a
first version of the software taking into account some possible anticipated faults.
Later, more plausible faults could be observed after testing and execution of
the system. Consequently, the system is modified with additional fault-tolerant
capabilities to be able to overcome them. Theorem [Tl tells us that incrementally
measuring the masking distance between these different versions of the software
provides an upper bound to the actual distance between the nominal system and
its last fault-tolerant version. That is, if the sum of the distances obtained be-
tween the different versions is a small number, then we can ensure that the final
system will exhibit an acceptable masking tolerance to faults w.r.t. the nominal
system.

4 Experimental Evaluation

4.1 Detalils of the implementation

The approach described in this paper have been implemented in a tool called
MaskD: Masking Distance Tool. This is written in Java and is free software. The
tool MaskD takes as input a nominal model and its fault-tolerant implementation,
and produces as output the masking distance among them. The input models
are specified using a guarded command language. More precisely, programs are
described in a guarded command style. A guarded command is composed of a
boolean condition over the actual state of the system and an assignment, written
as Guard — Command. These syntactical constructions are called actions, and
a program consists of a collection of actions. The language also allows user to
label an action as internal. Moreover, some actions are used to represent faults.
The tool has an option to print the error trace. Another option is to allow the
user to start a simulation from the initial state of the game graph and enables
the user to interactively choose every state, step by step. The tool also allows
for deadlock to be considered an error state in the game.

4.2 Experimental results

We report on Table[] the results of the masking distance for multiple instances of
several case studies. These are: a redundant cell memory, the bounded retrans-
mission protocol, and a variation of the dining philosopher problem. In more
details, we have adopted the odd/even philosophers model, where there are n—1
even philosophers that pick the right fork first, and 1 odd philosopher that picks
the left fork first. In this case, we consider that there is a fault whenever an
even philosopher behaves as an odd one. We have evaluated this problem on
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Case Study |Redundancy|Masking Distance| Time
3 bits 0.333 0.7s
Memor 5 bits 0.25 1.5s
ety 7 bits 0.2 27s
9 bits 0.167 34m33s
2 phils 0.5 0.3s
. 3 phils 0.333 0.6s
Philosophers 4 phils 0.25 7.1s
5 phils 0.2 13m.53s
1 retransm. 0.333 1.2s
3 retransm. 0.2 1.4s
BRP(1) 5 retransm. 0.143 1.5s
7 retransm. 0.111 2.1s
1 retransm. 0.333 5.5s
3 retransm. 0.2 14.9s
BRP(3) 5 retransm. 0.143 1m?28s
7 retransm. 0.111 4m40s
1 retransm. 0.333 6.7s
3 retransm. 0.2 32s
BRP(5) 5 retransm. 0.143 1mb5ls
7 retransm. 0.111 6m35s

Table 1. Results of the masking distance for the case studies.

four instances with 2, 3,4, and 5 philosophers, respectively. It is worth noting
that for this case study, we consider deadlock as an error state. We have also
evaluated our framework with the Bounded Retransmission Protocol (BRP) [14]
where silent actions are involved. We carried out experiments with three sizes
of chunks (1,3, and 5) and varying the retransmission limits with 1,3,5, and 7.
Note that BRP(1) on Table [ denotes that the number of chunks is equal to
1. Similarly, for BRP(3) and BRP(5). We observe that the masking distance
values are not affected by the number of chunks to be sent on the protocol. This
is expected due to the masking distance depend on the redundancy added to
mask the faults, which is in this case the number of retransmissions.

We have run our experiments on a MacBook Air with Processor 1.3 GHz
Intel Core i5 and a memory of 4 Gb. The tool and case studies for reproducing
the results are available at https://github.com/lputruele/MaskD.

5 Related Work

In recent years, there has been a growing interest in the quantitative generaliza-
tions of the boolean notion of correctness and the corresponding quantitative veri-
fication questions [BISITHITE]. The framework described in [5] is the closest related
work to our approach. The authors generalize the traditional notion of simulation
relation to three different versions of simulation distance: correctness, coverage,
and robustness. These are defined using quantitative games with discounted-sum
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and mean-payoff objectives, two well-known cost functions. Similarly to that
work, we also consider distances between purely discrete (non-probabilistic, un-
timed) systems. Correctness and coverage distances are concerned with the nom-
inal part of the systems, and so faults play no role on them. On the other hand,
robustness distance measures how many unexpected errors can be performed by
the implementation in such a way that the resulting behavior is tolerated by the
specification. So, it can be used to analyze the resilience of the implementation.
Note that, robustness distance can only be applied to correct implementations,
that is, implementations that preserve the behavior of the specification but per-
haps do not cover all its behavior. As noted in [5], bisimilarity sometimes implies
a distance of 1. In this sense a greater grade of robustness (as defined in [5]) is
achieved by pruning critical points from the specification. Furthermore, the er-
rors considered in that work are transitions mimicking the original ones but with
different labels. In contrast to this, in our approach we consider that faults are
injected into the fault-tolerant implementation, where their behaviors are not
restricted by the nominal system. This follows the idea of model extension in
fault-tolerance where faulty behavior is added to the nominal system. Further,
note that when no faults are present, the masking distance between the specifica-
tion and the implementation is 0 when there are bisimilar, and it is 1 otherwise.
It is useful to note that robustness distance is not reflexive. We believe that all
these definitions of distance between systems capture different notions useful for
software development, and they can be used together, in a complementary way,
to obtain an in-depth evaluation of fault-tolerant implementations.

6 Conclusions and Future Work

In this paper, we presented a notion of masking fault-tolerance distance be-
tween systems built on a characterization of masking tolerance via simulation
relations and a corresponding game representation with quantitative objectives.
Our framework is well-suited to support engineers for the analysis and design
of fault-tolerant systems. More precisely, we have defined a computable mask-
ing distance function such that an engineer can measure the masking tolerance
of a given fault-tolerant implementation, i.e., the number of faults that can be
masked. Thereby, the engineer can measure and compare the masking fault-
tolerance distance of alternative fault-tolerant implementations, and select one
that fits best to her preferences.

There are many directions for future work. We have only defined a notion of
fault-tolerance distance for masking fault-tolerance, similar notions of distance
can be defined for other levels of fault-tolerance like failsafe and non-masking,
we leave this as a further work.
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A Definitions

Definition 8. Given two transition systems A = (S, 3z, Ew,so) and A’ =
(S, Xr, By, 80) (where Xaq and Xr possible contains the distinguished silent ac-
tion T ), we define the weak masking game graph G m 4 = (8¢, Sr, Sy, X% ES,, 50%)
for two players as follows:

- XC¢ = XumuUleU {T}

— 8¢ =(Sx (XL UXZU{TIU{#}) xS x {R,V}) U{Serr}

— The initial state is sg = (s0, #, 80, R), where the refuter starts playing

— Refuter’s states of the graph are Sp = {(s,#,5,R) | s € SAs" € S'}U{serr}
Verifier’s states of the graph are Sy = {(s,0,8',V)|s€ SAs' € S"ANo €

TE\{M}}

and Er?v is the minimal set satisfying:

—{

(s, #, ¢, R)‘7 % (t,o',s', V) |Foe X :s>te€ By} CES,
{(s,#,s',R) & (sa t'V)|3oeXe:s 2t € By} CES,
—{(s,0%,8",V) % (t,#,s,R) | 3o € ¥ : s>t € By} C ES,,
— {(s,01,8,V) ( # UV R)|FoecX 52t cEl }CEW,
— {(s, F%, ¢, V) (t#,s R)|35:>t€EM}CE , for any F; € F
— If there is no outgoing transition from some state s then transitions s — Sepr
and Serr = Serr for every o € X, are added.

B Proofs of Properties

Proof of Lemmal[Il The Refuter has a winning strategy iff s;,;; € U*, for some
k.

Proof. =) Suppose that the Refuter has a winning strategy namely = and that
Sinit ¢ UF for any i and k. This means that 7(s;,;;) returns a node v such that
v ¢ UF (for any i and k) (by definition of UF), and from there the Verifier can
select a node v’ ¢ UF (for any i and k), and again this can be repeated forever.
Therefore, the play never reaches s, which means that the Verifier wins and
that leads to a contradiction.

<) Consider s;,;; € U* for some k, where we have that s, € Uik for some
i by definition. Any winning strategy for the refuter is simple, for any v € Uij ,
7(v) = v’ being v’ some node in Uz-jf1 which exists by definition. Since sini € U*
and the Refuter has to play, then the play will reach in j — 1 steps the set U,
i.e., the s, state. o

Proof of Theorem [Bl Given transition systems A = (S, X, FE,sg) and A’ =
(87, X5, E', s,), we state that A <prqsk A’ iff the verifier has a winning strategy
for the game Ganm 4/
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Proof. =) Suppose that A <psqsk A’, then there exists a masking simulation
M C S x S’ by Definition 2l Then, the strategy of the verifier is constructed as
follows, for states (s, 0%, s’, V) with s M s’ and o ¢ F, the strategy selects either
a transition s = w or s’ = w’ depending if i = 1 or i = 2, respectively. In case
of o € F, then the strategy returns the transition (s, sz, s, V) M, (s,#,s',R),
for any F; € F. This can be done since s M s'. Furthermore, in any case we
have w M s’, s M w' or s M ', respectively. Thus, the strategy can be
applied again for any movement of the Refuter. Summing up, the Verifier can
play forever and then the strategy is winning for her. Hence, the strategy is
winning for game Ganm 4/ since sinig M ).

<) Suppose that the verifier has a winning strategy from the initial state.
Then, we define a masking simulation relation as M = {(s, s’) | V has a winning stra-
tegy for (s,#,s’, R)}. It is simple to see that it is a masking simulation. Further-
more, Sini¢ M 8., then A <pras A'. o
Proof of Theorem [6l For any quantitative strong masking game Q 4m 4 with
payoff function f,,qsx we have that:

infﬂ'VEHV SupreHRfmask(OUt(ﬂR’ ﬂ-V)) = SUPrpemp infﬂveﬂvfmask(OUt(ﬂRa ﬂ-V))

Proof. In order to prove that the masking payoff function f,,4sx is determined
we have to prove that it is bounded and Borel measurable (Martin’s theo-
rem [22]). First, fmask is bounded by definition. Second, to see that frask
is Borel measurable note that f.s:(f2) C [0,1], and then it is sufficient to
prove that, for every rational z, fn_lisk((foo,x]) is Borel in the Cantor topol-
ogy of infinite executions. Consider fn;isk([foo,z]) for an arbitrary x, this is
the same as f,.} , ([0,1]) for a given a. But, £} ([0,2]) = Uy>, Av where

ask
Ap =U,20 4; for Aj = {pooopro1 -+ | pi = Serr A 23;10 xr(0;) = b}. Note that
Al = {Chriop..p0 | 23;10 xr(oj) = b} where Cpo,..p, is the cone co'rrespond—
ing to initial segment pooyg ... p; which is Borel measurable, and so A;, Ay and
1 .((—00,z]) are Borel measurable. o
Proof of Theorem [7} Given a quantitative strong masking game Qn 4 we
have that:

— If sjpit € Uij for some j > 1 and i > 1, then val(Qm /) = % where
w=min{i | 35 : sinit € U} },
— otherwise, val(Qm 4/) = 0.

where the sets U’s is defined as in Subsection over the qualitative part of the
game.

Proof. First, note that any play avoiding state Se has value 0. By definition
of the game, each transition performed by the Refuter must be followed by a
transition selected by the Verifier. These transitions (the matches performed by
the Verifier) have cost (1, 0) since the target of any of these transition is different
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from s¢,-. Because we have an infinite number of these matches, when state se
is not reached, the valuation of these plays is lim,,_ ﬁ = 0. Otherwise,
=0 "

if Sinit € U;j for some j > 1, we denote by IT the set of Refuter’s strategies
satisfying the following: If v € Uz-j for i,5 > 1 and post(v) N Uf_l # (), then
7(v) = v, for some v' € post(v) N Uf_l. Note that IT # 0, since any Refuter’s
node in a set Uz-j has a successor belonging to Uz-j -1 Now, any play from s;,;
following a strategy in II contains the occurrence of at most ¢ faults since the
unique way of decreasing i is by performing a masking after a fault, and ¢ < j
always. That is, for any 7y € ITy and g € IT we have that val(ny,7g) = %
Thus, val(Qanm a1) 2 1. Hence, val(Qaum /) > + for w = min{i | 3j : Sinit €
Ul}.

Now, note that for those nodes s; ¢ U JZ for every ¢ and j, the Verifier has
strategies my such that val(my,7r) = 0 for any Refuter’s strategy mg. Then,
for any Refuter’s strategy mr ¢ II we have that inf,,cm, val(my,mr) = 0.
That is, for any Refuter’s strategy we have inf,,cm, val(my,mr) < % for
w = min{i | 3j : sinir € U/}. Therefore, SUP, e 17y, I0fry ey val(my, mR) <
That iS, val(QAMyA/) < %, i.e., val(QAM’A/) = i.

l.

=1 ‘o

Proof of Theorem [IIl For every transition systems A = (S, X E,sq), A’ =

(8", X%, E', s), and A" = (8", X%, E", s5) with F' C F", it holds that:
5mask (A; A”) S 5mask (A; A/) + 6mask (A/, A”)-

Proof. Let us consider any node (s, #, s”, R) of the game Q 4u 4~ belonging to
Uz-j with 7 > 2. Note that j cannot be the error state and so j # 1; moreover, after
the movement of the Refuter we have at least one movement from the Verifier.
In addition, for every nodes (s, #,s’, R) in Q n 4 with (s,#,s", R) € UZ-’?/ and
(s',#,5", R) of game Q 4/ 4 with (s',#,s", R) € Ui’f,” it holds that % < Z.l,—i— Z%
For the sake of convenience, when a node s does not belong to any UF, we as-
sume s € UY. Then, we just define L = 0. The result follows from this fact and
theorem [l The proof is by induction on i.

Base Case: For i = 1, we perform an induction on j. Let j = 2 and suppose
that (s, #,s"”, R) € UZ. This means that we have a transition (s, #,s”, R) =
(w, o, w”, V), where t € {1,2}, that cannot be matched by the Verifier. In case
that ¢ = 1, then this play is a transition (s, #,s”, R) U—t> (w,ct,s", V) from A.
Now, let (s,#,s’, R) and (s',#,s”, R) be a pair of nodes of A and A’, respec-
tively. By definition, we have a transition (s, #,s’, R) = (w, #, s', R) in Qanm 4.
In case that the Verifier cannot match this play in that game we have that
(s,#,s', R) € UZ. This finishes the proof since 1 < 1+ k", regardless of the value

of k”. Otherwise, we have a play by the refuter (w, #,s’, R) i> (w,ot,w', V)
and we also have a transition (s',#,s”,R) % (w',0,s",V). But, this cannot
be matched by our initial assumption, that is, (s’,#,s”, R) € UZ. This final-
izes the base case for j. For ¢ = 2, the reasoning is similar using the transi-
tions of A”. Now, for the inductive case of the second induction consider j > 2
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and i = 1, that is, (s, #,s”,R) € UJ. This means that we have a transition
t
(s,#,5", R) 2= (w,ot,w”, V) with t € {1,2}. Consider now any pairs of states
(s,#,8',R) in Q4 4 and (s',#,s”", R) in Qas a~. In case of t = 1, then we have
1

o

a transition (s, #,s”, R) ~— (w, o, 8", V) where post((w,o!,s"”,V)) C ngj Uf.
By definition of game Q 4um 4/, we have a transition (s, #,s", R) L (w, 0,8, V).
In case that it cannot be matched, then the result follows. Otherwise, we have
transitions (w,o,s’,V) % (w,#,w’, R) for w' € S’. Therefore, there must be
also a transition (s',#,s”, R) < (w’,0,s”,V). Similarly, in case that this can-
not be matched we have (s',#,s”, R) € U? and the proof finishes. In other case,
we have a collection of transitions (w’,o,s"”, V) — (v, #,w”, R) for w”’ € S”.
Note that for any of these pairs (w,#,w’, R) and (w',#,w”, R), we have that
(5,#,8" R) & (w,0',5", V) S (w,#,w”, R). Then, (w, #,w", R) € Uf_Q and
by inductive hypothesis for all of these pairs we have (w,#,w’,R) € Uf " and
(w',#,w" R) € Uf”, Now, taking k" as the maximum of all these j' and k" as the
maximum of all these j”, we obtain that (w, o, s’, V) € Ufurl and (w', 0,8, V) €
Uf”“. This implies that (s,0,5,V) € Ufur? and (s',0,5",V) € Uf”H, which
finishes the proof.

Inductive Case: For ¢ > 1 the proof is as follows. Assume that (s,#,s”, R) €
U/. Since 1 < i < j, we have a transition (s,#,s”, R) i (w, o, w"” V).
In case that o = F? for some F' € F”, then we must have a transition
(s, P2, w" V) M, (s,#,w",R) and (s,#,w",R) € Uf:f. On the other hand,

in game Qs 4» we must have a transition (s',#,s”, R) £, (s, F2,w",V) by

definition. In case that F' € F’, then F' € X’. On the contrary, if it cannot be
matched, then the result follows. Otherwise, we have a collection of transitions
(s, F?2,w", V) EiN (w',#,w"”, R). So, in game Q4 4 we have at least an edge
(s,#,s', R) LN (s, F2,w’, V). By the initial assumption, this can be masked, and
then there is a transition (s, F?,w’, V) M, (s,, #,w', R). By induction, we have

J' j’ 1 1 1
(s,#,w',R) € U) and (w',#,w",R) € U;, such that =5 < 5 + =. Note

that (s, F2,w',V) € Uf;/:ll, since we have a unique (masking) transition from
(s, F2,V,w'). Now, let us define k" = max{i” | for all states (s',#,w"”,V) €
UJ, }. Then, (s',F2,s",V) € Uk’ and we have that (s,#,s,R) € Uj,, and

(s',#,s",V) € UZ-’?,” with % < A=+ Z% by definition of sets U’s. This finishes

the proof for this case. In case that o' # 2, the proof proceeds by induction on
7 as the second induction in the base case. o

C Case Studies

Let us illustrate the use of the notion of masking distance introduced above by
means of some well-known case studies from the area of fault-tolerance.
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C.1 Byzantine Agreement

The Byzantine generals problem, introduced in [20], is a classic problem of dis-
tributed agreement. We have a commanding general with n — 1 lieutenants.
The communication between the commander and his lieutenants is performed
through messengers. The commander may decide to attack an enemy city or to
retreat; then, he sends the order to his lieutenants. Some of the lieutenants (or
perhaps the commander) might be traitors. As a consequence, traitors might
deliver false messages or perhaps they just avoid sending messages. The loyal
lieutenants must agree on attacking or retreating after m + 1 rounds of commu-
nication, where m is the maximum numbers of traitors. As proved by Lamport,
the algorithm can ensure correct operation only if fewer than one third of the
generals are traitors. We assume the following: the messages are delivered cor-
rectly and all the lieutenants can communicate directly with each other; in this
scenario they can recognize who is sending a message. Faults convert loyal lieu-
tenants into traitors. Finally, traitors cannot forge messages on behalf of loyal
lieutenants.

send
restart

restart

restart

Fig. 3. Nominal model and ft-implementation for the Byzantine Agreement Problem
with n =4 and m = 1.

Let us model this problem for four generals (one of them being the comman-
der). Cousider the following actions, send represents the commander sending his
value to all lieutenants, fw denotes distributed forwarding of lieutenants’ values,
and agree represents a consensus between the lieutenants (this is achieved by
voting), restart goes back to the initial state. Faults occur when some general
becomes traitor. Figure Bl depicts the specification and the implementation for
n = 4 and m = 1. For the sake of simplicity, the implementation only shows
one possible sequence of betrayals for the lieutenants, but it is easy to see that
the same behavior applies for other combinations. In the masking game, the s¢,,
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state is reached when more than one betrayal has been committed, since there
cannot be an agreement, and the forceful restart cannot be simulated by the
normal system. The value of 0,45 for this configuration is 1/3.

C.2 Bounded Retransmission Protocol

Consider the bounded retransmission protocol (BRP) [14], this is a variant of the
alternating bit protocol. The BRP protocol sends a file in a number of chunks,
but allows only for a bounded number of retransmissions for each chunk. Let IV
denote the number of chunks and M the maximum number of retransmissions
allowed for each chunk. A state in this system maintains the current number of
chunks to be sent, say n with n € {0,..., N}, and the number of retransmission
attempts left, say r with » € {0,..., M}. We consider the actions of sending
and receiving messages, the send action decrements n and the receive action
reestablishes r to M, respectively. Moreover, a restart action is considered for
the case that all chunks of the current message have been correctly delivered. A
fault occurs whenever a chunk sent was lost and a retransmission is consumed
(i.e. r := r—1). An interesting property that one might associate with this model
is that the value of r is never less than 0 (i.e it never falls short on retransmis-
sion attempts). To model this system we use labels send, receive and restart for

send

6 rostart

restart .
receive

receive

receive
receive

receive

Fig. 4. Nominal model and ft-implementation for the BRP with N =2 and M = 2.

denoting the aforementioned operations. Figure Ml illustrates normal and faulty
versions for N = 2 and M = 2. In the corresponding masking game graph for
these two systems, it can be seen that the s, state is reached when r < 0 and
the implementation is forced to restart. This action cannot be simulated by the
specification, which, at that point, can only receive messages. The value of 0,45k
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for this configuration is equal to 1/4.

C.3 The Muller C-element

This is a simple delay-insensitive circuit [23], it contains two boolean inputs and
one boolean output. Its logical behavior is described as follows: if both inputs
are true (resp. false) then the output of the C-element becomes true (resp. false).
If the inputs do not change, the output remains the same. In [2], the following
(informal) specification of the C-element with inputs x and y and output z is
given: (i) Input x (resp. y) changes only if x = z (resp., y = z), (i) Output z
becomes true only if x Ay holds, and becomes false only if —x A —y holds; (iii)
Starting from a state where xAy, eventually a state is reached where z is set to the
same value that both x andy have. Ideally, both x andy change simultaneously.
Faults may delay changing either x ory. Let us consider an implementation of the
C-element with a majority voting circuit involving three inputs, where an extra
input u in the circuit is added. Then, the predicate maj(x,y, u) returns the value
of the majority circuit, which is assumed to work correctly. In addition to the
traditional logical behavior of the C-element, u and z have to change at the same
time, where the output z is fed back to the input u. Figure [ shows two models
of this circuit. A exhibits the nominal behavior of the C-element containing only
normal transitions, whereas A’ takes into account different faults, and provides
a reaction to these.

Fig. 5. Nominal model and ft-implementation for the Muller C-element.

We assume that every state in these models is composed of boolean variables
X, Y, u, and z, where x, y, and u represent the inputs, and z represents the output.
For instance, the state sy contains the information x =0,y =0, u =0, and z = 0.
Transitions are labeled by subsets of the set {cx, cy, cu, cz} of actions; action cx
(resp., cy and cu) is the action that changes input x (resp., y and u); cz is the
action of changing output z. When actions cx and cy are executed at the same
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Case Study|Redundancy  |Fmask(A, A)
i 1
Memory |k > 1 bits Py
i 1
Byzantine |k > 2 generals T
BRP k > 0 retransm. 2_%]6

Table 2. Masking distances for the case studies.

time, we just write cxy. We only consider faults that delays the change of the
inputs x or y (i.e., in this case, the inputs do not change simultaneously). The
value of dpask (A, A) is equal to 0, which means that this version of the Muller
C-element with majority circuit is full masking fault-tolerance.

C.4 Summary of Results.

We have evaluated the application of the masking distance on the examples with
different degrees of redundancy. For instance, we have evaluated the memory cell
with redundancy of 3 bits and the masking distance is 1/3, for 5 bits its distance
is 1/4, and so on. We have observed on each of these distances that they follow a
common pattern w.r.t. the redundancy added. Thus, we have derived a general
formula, ﬁ, with redundancy of k > 1. Similarly, we have measured the
Byzantine Agieement and BRP with diverse redundancy size and derived a
general formula for them. Particularly, for the Muller C-element circuit we did
not derive any formula because it is a full masking example and its masking
distance is always 0. Table 2] shows the general formula for each case study.



Thisfigure"BRP.png" isavailable in "png" format from:

http://arxiv.org/ps/1811.05548v1



http://arxiv.org/ps/1811.05548v1




Thisfigure "BRP2.png" isavailablein "png" format from:

http://arxiv.org/ps/1811.05548v1



http://arxiv.org/ps/1811.05548v1

Thisfigure "BRP3.png" isavailablein "png" format from:

http://arxiv.org/ps/1811.05548v1



http://arxiv.org/ps/1811.05548v1

Thisfigure "Byz4G.png" isavailablein "png" format from:

http://arxiv.org/ps/1811.05548v1



http://arxiv.org/ps/1811.05548v1




	Measuring Masking Fault-Tolerance
	1 Introduction
	2 Preliminaries
	3 Masking Distance
	3.1 Strong Masking Simulation
	3.2 Weak Masking Simulation
	3.3 Masking Simulation Game
	3.4 Quantitative Masking

	4 Experimental Evaluation
	4.1 Details of the implementation
	4.2 Experimental results

	5 Related Work
	6 Conclusions and Future Work
	A Definitions
	B Proofs of Properties
	C Case Studies
	C.1 Byzantine Agreement
	C.2 Bounded Retransmission Protocol
	C.3 The Muller C-element
	C.4 Summary of Results.



