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Abstract—This paper considers the secrecy outage perfor-
mance of a multiple-relay assisted non-orthogonal multiple access
(NOMA) network over Nakagami-m fading channels. Two slots
are utilized to transmit signals from the base station to destina-
tion. At the first slot, the base station broadcasts the superposition
signal of the two users to all decode-and-forward relays by
message mapping strategy. Then the selected relay transmits
superposition signal to the two users via power-domain NOMA
technology. Three relay selection (RS) schemes, i.e., optimal single
relay selection (OSRS) scheme, two-step single relay selection
(TSRS) scheme, and optimal dual relay selection (ODRS) scheme,
are proposed and the secrecy outage performance are analyzed.
As a benchmark, we also examine the secrecy outage performance
of the NOMA systems with traditional multiple relays combining
(TMRC) scheme in which all the relay that successfully decode
signals from the source forward signals to the NOMA users with
equal power. Considering the correlation between the secrecy
capacity of two users and different secrecy requirement for two
NOMA users, the closed-form expressions for the security outage
probability (SOP) of the proposed OSRS, TSRS, and ODRS
schemes along with the TMRC scheme are derived and validated
via simulations. To get more insights, we also derive the closed-
form expressions for the asymptotic SOP for all the schemes
with fixed and dynamic power allocations. Furthermore, the
secrecy diversity order (SDO) of cooperative NOMA systems is
obtained. The results demonstrate that our proposed schemes
can significantly enhance the secrecy performance compared to
the TMRC scheme and that all the RS schemes with fixed power
allocation obtain zero SDO and the OSRS scheme with dynamic
power allocation obtains the same SDO as TMRC.

Index Terms—Non-orthogonal multiple access, cooperative
communication systems, relay selection scheme, secrecy outage
probability

I. INTRODUCTION
A. Background and Related Works

Non-orthogonal multiple access (NOMA) has been consid-
ered as one of the most promising technologies to deal with the
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shortage of bandwidth resources and enhance user fairness in
the fifth generation (5G) mobile network [1]]-[9]. Compared
to traditional orthogonal multiple access schemes, NOMA
systems can obtain superior merits, such as high bandwidth
efficiency, better user fairness, ultra-connectivity, and high
flexibility. After receiving the superposition signal transmitted
by the source node, the stronger user in NOMA systems firstly
decodes the signal sent to the weaker user, cancels it from the
received signals, and then decodes the signals for itself.

Cooperative communication is a particularly attractive tech-
nique that not only extends the network’s coverage but also
enhances the system performance when diversity technology
is utilized at the destinations. Since the stronger users in
NOMA systems always firstly decode the messages for the
weaker users, therefore the stronger users can be utilized
as relays to improve the performance of those weaker users
with poor channel conditions [10], [11]]. Ding et al. analyzed
the outage probability (OP), diversity order of cooperative
NOMA systems, and proposed an approach based on user
pairing to reduce system complexity in [I0]. Furthermore, a
new cooperative simultaneous wireless information and power
transfer NOMA protocol was proposed and the closed-form
expressions for the OP and system throughput were derived
in [11]]. Recently, many literatures focused on the cooperative
NOMA systems with dedicated relay nodes. For example,
a dedicated amplify-and-forward (AF) relay with multiple
antennas was utilized in the cooperative NOMA systems and
the closed-form expressions for the exact and lower bound of
OP were derived in [12]], [13]], [14]. Moreover, a novel power
allocation (PA) scheme for dual-hop relaying NOMA systems
along with its ergodic sum-rate and OP were investigated in
(5]

Full-duplex (FD) relay also has been utilized in cooperative
NOMA systems to obtain higher spectral efficiency and better
performance [16]. For example, the stronger user working in
the FD mode was utilized to forward signals to the weaker
user in and [I8]. The closed-form expression for OP was
obtained and the results showed that FD relays outperform
half-duplex (HD) relays. Liu et al. analyzed the PA problems
for HD and FD cooperative NOMA systems thereby obtaining
the closed-form expression for the optimal power allocation
policies in [18]]. Since the weaker user decodes its signals by
directly treating signals for the stronger user as interference,
then the performance of the weaker users will become the
bottleneck of NOMA systems in many scenarios. The dedi-
cated FD relay was utilized to improve the performance of the
weaker users in [19], [20]. The performance of FD cooperative
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NOMA systems over Nakagami-m channels was investigated
in and the analytical expressions for OP and ergodic
rate were derived. In [20], a sharing FD relay was utilized
in NOMA systems with two source-destination pairs and the
ergodic rate, OP, and outage capacity were investigated while
both perfect and imperfect self-interference cancellation (SIC)
schemes were considered, respectively.

Relay selection (RS) technique is an effective scheme in
making full use of space diversity with low implementation
complexity and it can straightforwardly improve the spectral
efficiency of cooperative systems [21], [22]]. Considering the
quality of service (QoS) requirements for the two users are
different, a two-stage single-relay-selection strategy and dual-
relay-selection with fixed power allocation (FPA) was studied
in and [24], respectively, in order to obtain the OP. The
results showed that the two-stage strategy achieves a better OP
and diversity gain. Combining DF and AF relaying, Yang et al.
extended the two-stage RS scheme with dynamic power allo-
cation (DPA) and derived the exact and asymptotic analytical
expressions for OP in [25]]. In [26], considering whether the
relay can correctly decode two users’ messages, two optimal
RS schemes were proposed for cooperative NOMA systems
with FPA and DPA at the relays, respectively. Yue et al., in
, studied the performance of cooperative NOMA systems
with two RS schemes in which the relay operates in either
FD or HD mode. Modeling the spatial topology of relays with
homogeneous poisson point process (PPP), the performance of
cooperative NOMA systems with two-stage RS scheme was
analyzed in and a closed-form approximation for the OP
was obtained.

To deal with the security issues followed by the explosive
increase in cellular data, physical layer security (PLS) is
emerging as one of the most promising ways to ensure
secure communication basing on the time varying nature of
the wireless channels [29], [30]. A new optimal PA strategy
was proposed to maximize the secrecy sum rate of NOMA
systems and the results confirmed that a significant secrecy
performance for NOMA systems was obtained in [31]]. In
[32]], the security performance of a NOMA-based large-scale
network is considered, where both the NOMA users and
eavesdroppers were modeled by homogeneous PPPs. In [33],
we investigated the secrecy outage performance of a multiple-
input single-output (MISO) NOMA systems with transmit
antenna selection (TAS) schemes and the closed-form ex-
pressions for secrecy outage probability (SOP) were derived.
The results demonstrated that the proposed DPA scheme can
achieve non-zero secrecy diversity order (SDO) for all the
TAS schemes. The secrecy outage performance of multiple-
input multiple-output (MIMO) NOMA systems with multiple
legitimate and illegitimate receivers was studied in and
the closed-form expressions for SOP were subsequently ob-
tained. Feng et al. proposed in [35] a new PA to maximize
the secrecy rate of the stronger user while guaranteeing the
non-secure transmission rate requirement to the weaker user,
but the secrecy performance of the weaker user was not
considered. Secrecy beamforming schemes were proposed for
MISO-NOMA systems, cognitive MISO-NOMA systems, and
MIMO-NOMA systems in [36], [37], and [38]], respectively.

The secrecy performance of a NOMA system with multiple
eavesdroppers was investigated while zero-forcing and mini-
mum mean-square error decoding schemes were utilized on
the legitimate destinations in [39]. A new joint subcarrier
(SC) assignment and PA scheme was proposed to improve
the security of the two-way relay NOMA systems in [40].

The secrecy performance of a cooperative NOMA system
with a dedicated AF/DF relay was investigated and the closed-
form expressions for the SOP were obtained in [41]]. In some
scenarios, the relay in cooperative NOMA systems is untrusted
and curious to decode the users’ messages. Two new HD
nonorthogonal AF schemes were proposed for cooperative
NOMA systems with an untrusted relay and the secrecy
rate maximization-based PA scheme was discussed in [42]].
Arafa et al. proposed two new relaying schemes to resist the
untrusted relay and the secrecy performance of cooperative
NOMA systems with new relaying schemes was analyzed and
compared in [43]]. Feng et al. proposed an artificial-noise (AN)
aided scheme to build up secure cooperative NOMA systems
with a FD relay and the closed-form expression for the SOP
was derived in [44]. The secrecy performance of cooperative
NOMA systems in which the stronger user behaves as a FD
relay was investigated in [43] and the SOP was analyzed with
an assumption of the imperfect SIC. The security-reliability
tradeoff for both cooperative and non-cooperative NOMA
schemes was analyzed and analytical expressions for SOP
were derived in [46].

B. Contributions

In many works, such as [32], [34], [41], the worst-case
scenario was considered, in which it is assumed that the
eavesdroppers have powerful detection capabilities and they
can extract the message from the signals transmitted from
the resource. Under this assumption, one can realize that the
secrecy capacity of both/all the users in NOMA systems are
not independent [34]. The major contributions of this paper
are as follows,

1) In this work, we analyze a cooperative NOMA system
with multiple relays and an eavesdropper employing
RS schemes to enhance the secrecy performance. Three
RS (OSRS, TSRS, and ODRS) schemes are proposed.
For the purpose of comparison, we also investigate
the secrecy performance of the NOMA systems with
traditional multiple relays combining (TMRC) scheme
in which all the relays that successfully decode signals
from the source forward signals to the NOMA users
with equal power. Considering the correlation between
the secrecy capacity of two users, the closed-form ex-
pressions for the SOP under different RS schemes are
derived and validated via simulations.

2) Different secrecy QoS is considered in our work, i.e.,
different secrecy threshold rates are requested for the
two NOMA users. Although the weaker user cannot
perform SIC, either the stronger or the weaker user will
be the bottleneck of the cooperative NOMA system.
Our results demonstrate that this depends on the power
allocation parameters and secrecy rate thresholds.
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Fig. 1. System model demonstrating a cooperative NOMA system with one
resource (S), multiple relays (Rg, k = 1,--- , K), two legitimate user (U
and Us), and an illegitimate eavesdropper (E).

3) To obtain more insights, we also derive the closed-form
expressions for the asymptotic SOP under different RS
schemes with FPA and DPA. Furthermore, the SDO
of cooperative NOMA systems are derived. The results
demonstrate that all the RS schemes with FPA obtain
zero SDO and the OSRS scheme achieves the same SDO
as TMRC scheme.

4) Differing from [32], [34], [41], wherein it has been
assumed that the secrecy capacity for the stronger and
weaker users is independent, correlation between the
secrecy capacity of the two users and different secrecy
requirement for the two users is considered in this work,
which is more practical.

C. Organization

This paper is organized as follows, in Section[[l} the system
model and RS schemes are introduced. In Section[ITIl we ana-
lyze the security outage performance of the proposed system.
The asymptotic SOP for cooperative NOMA systems with
FPA and DPA are derived in Sections [V] and [V] respectively.
Numerical and simulation results are presented in Section [VI]
to demonstrate the security performance of the system. Finally,
Section [VII] concludes the paper.

II. SYSTEM MODEL

As shown in Fig. [Il we consider a cooperative downlink
NOMA system that consists of a base station (S), K (K > 1)
DF HD relays (Ry, £k = 1,--- , K), and two users (U; and
Us). An eavesdropper (£) wants to wiretap the information
through decoding the received signals. It is assumed that all
nodes are equipped with a single antenna and the direct link
between S and both users are unavailable due to deep fading.
The communication links between S and all the receivers (U,
Us, and E) are relayed by Ry.

The probability density function (PDF) and the cumulative
distribution function (CDF) of the channel power gains of link
between the source node /i and the destination node X can be
expressed by

h

m m;_l mh kxk
L I
o Z <Q—§L> R (1)

Fen (x)=1-—¢
k=0
ml—1 h m;L mf
x mx “ar”
, = — , 2
fGQ (‘T) T (mf\i) (Q§> e X (2)

where h € {S,Ry} signifies the transmitter, X €
{Rk, U1,Us, E} denotes the receiver, I (+) is Gamma function,
as defined by (8.310.1) of [47], m§ and Q’; are the fading
parameters and average channel power gains, respectively.

To make analysis simple, it is assumed that the links of the
first hop are independent and identically distributed (i.i.d.),
which means m3, = mg. Qf = Qg. The same assumption
is made to the links between R, and each receiver in the
second hop, which means mgf = m[}}; = my, ng =,
Qi = Q, miP = mp, and QF = Qp.

Two time slots are assumed to utilize to the communication
between S and the NOMA users. In the first time slot, S
broadcasts the superposition signal to all relays by message
mapping strategy, which is utilized and proved optimal to
achieve the minimal common OP in [26]. During the second
time slot, a relay is selected using the RS scheme proposed
below to send superposition signal to the two NOMA users.
We assume all the relays are close enough such that the relative
distance between the two users and the relay is determined.

To make the representation clear and simple, we use
Ggf = GF. It is also assumed that U; has a better channel
condition than U, (G§ > G%), which is adopted in many
NOMA studies, e.g., [5], [16], [171, [18], [26], [33]. Then the
signal-to-interference-noise ratio (SINR) of the NOMA users
can be written as

v = a1pGE, 3)

k
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where «; (i = 1,2) represents the power allocation coeffi-
cients at the kth relay, a; + a2 = 1, a3 > aw, and p signifies
the transmit signal to noise ratio (SNR).

III. SECRECY OUTAGE PROBABILITY ANALYSIS

The set of relays that can correctly decode mixed signals
from S can be expressed as

1
e {k;lgkgK, 5108 (14 psG3,) 2R§h+R§h},

(&)
where the factor 5 arises from the fact that two slots are
required to complete the data transmission, pgs denotes the
transmit SNR at S, and R¥® (i =1,2) is the data rate
threshold for U;. Thus the SOP of cooperative NOMA systems

can be written as

1

K
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n=0
where Py, denotes the SOP under the condition that there
are n relays that correctly decode the mixed signals. One can

easily have Py, = 1.

It is assumed that all the links between the source and the

relays are i.i.d., so we have

Pr{|®| = n} = Ci (Pr{G5, >n})" (Pr{GS, <n})" "
= CRx"(1—x)" "
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where C]! = W, n = eT’ x = where Bg = F(TE), A= Q ,and Tg = nmg.
Y 1w n’“ . We can express the secrecy connection probability (SCP) of
i Z A, and Ap = an- U;, which is the complementary of SOP, as

A. Traditional Multiple Relays Combining Scheme

As a benchmark, the traditional multiple relays combining
(TMRC) scheme is presented in this subsection, where all the
n relays can successfully decode and forward the signal to both
the users with equal power. Both the legitimate and illegitimate
receivers combine their received signals with maximal ratio
combining (MRC) scheme to maximize their SINR. To make
fair comparison, it is assumed that the total transmit power at
these relays is given by Pgr. Then the Py with this scheme
can be expressed as

Pg, =Pr{CIRC < R or CIYRC < Rs[|@] =n}, (8)

1 TMRC
where CTMRC = ln (H:TW means the secrecy capac-
ity of Ui, Z - 1,2 7TMRC Z plalGTMRC’ 72TMRC _

praaGg M T™ T™ P,
HIPIZW;, GTMRC — Z Gk, VE. MRC signifies the SNR

at £/ when U; 1s eretapped RS is the secrecy rate threshold

for U;, p1 = 2, and o2 is the noise power.
The CDF of GTMRC can be expressed as [48]
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where i = 1,2, \; = 5%, and 7y = nmy.

As similar to [32], , and [41]], we assume that E has
enough capabilities to detect multiuser data. Then the SNR at
E can be expressed as

TMRC TMRC
= p1aiGg )

VELi (10)

where i = 1,2 and GEMRC =

TMRC
GE

Z G%.. Similarly, the PDF of
can be expressed as [@]
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where 01 (z) = by + 01z, by = , and 0, = 2B,

Similarly, we obtain the SCP of1 Us as (13), given at the
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Remark 1: One can easily find that secrecy outage would
occur at Us when 1 — 031 < 0. This means that in order to
ensure a secure NOMA system (Usz), there is a constraint for
the power allocation coefficients, which is expressed as

1 s
ap < —=¢€e" 213 OI’CM2>1——=1—€72R2.
62 62

Based on (I2) and (I3), Py, in this case can be rewritten
as (I3, given at the top of this page.

To facilitate the following analysis, we define
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To the authors’ best knowledge, it’s very difficult to obtain

the closed-form expression of g (a,b,c,r,q, f,h,k,j). Here

by making use of Gaussian-Chebyshev quadrature from eq.

(25.4.30) of [49], we obtain
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where N is the number of terms, s; = t; + 1, ¢; is the ith zero
of Legendre polynomials, w; is the Gaussian weight, which is
given in Table (25.4) of [49].




Pout,2 =1-—Pr {Gg < as, ng > 64 (Gg)}
=1—(Pr{GE < as} —Pr{Gg < as,GJ <4 (G§)})

=Pr{G% < a2, Gy' <04 (Gy)} +1—-Pr{Gy < as}

(20)
=Pr{Gy <0, (Gy)|GE < ax} Pr{GE < az} +Pr{GyE > as}
=Pr { G — < 1|G% <a2}Pr{G7£ <as} +Pr{GgE > as}
64 (G)
PESRS = (Pr{X,, <1})"
=(1-Pr{X,, >1}"
GT' Go* "
=(1—Pr<min L 2 }Zl,Gm<a})
( { {53 (G) 61 (GE) B 23)

n

L =Pr{G}" > 63(GF), G5" > 64 (G) , G < az}

EYNY

Substituting @) and (II) into (13) and with some simple
algebraic manipulations, we have
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B. Optimal Single Relay Selection Scheme

In this subsection, we propose OSRS scheme to minimize
the overall SOP of the proposed cooperative NOMA system.
Based on (12), one can easily obtain the SOP for U; with mth
relay as

Pout,l =1-Pr {GT > 51 (Gg)}
— Pr{G} < 0 (G})}

‘Pr{ ?m> }

where 03 () = b + 012, by =

Similarly, based on (13), we can express SOP for Uy as
@20, given at the top of this page where as = Giaf;j;)z
01 (x) = 2+ 2o, 2 = sz dy = a1pa — a0 po,
and e; = 92a%a2p2 One can observe that when G5 > as
the secrecy outage would occur at Us, which means the
cooperative NOMA system is not secure.

For the mth relay, we define

19)
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Then to maximize the secrecy performance the relay is se-
lected with the following criterion

m” = argmax (Xom) - (22)

Remark 2: It should be noted that the selection scheme in
[2) is different from the max-min transmit antenna selection
scheme (MMTAS) proposed in [34], which is to maximize the

minimum secrecy capacity of two users. Here the selection
criterion is to minimize the SOP of the cooperative NOMA
system.

Remark 3: There is another important difference between
MMTAS and OSRS, i.e., it is assumed that R{ = R3 in
MMTAS. However, in the OSRS scheme, R] and R5 can
be different. MMTAS is a special case of OSRS when it is
assumed that R] = R3 and the secrecy capacities of the two
users are independent.

The SOP of the cooperative NOMA system conditioned on
|®| = n can be written as (23), given at the top of this page.

Based on (I2) and (I3), we have
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C. Two-Step Single Relay Selection Scheme

In some scenarios stated in [23], [24], the QoS requirements
for the two users are different. We can easily obtain the
similar conclusion: the secrecy QoS for one user is higher
than that of the other user. In this subsection, a new two-step
RS (TSRS) scheme is proposed for such scenarios and the
follwing two purposes will be realized simultaneously. One
is to ensure there is no secrecy outage for the user that has
lower secrecy QoS requirement and the other is to serve the
user with higher secrecy QoS requirement with a secrecy rate
as large as possible. The TSRS scheme is presented as follows.

In the first step, the following subset is built in the relays
by focusing on U;’s target secrecy rate

U={i:ie® C.,>R;i}, (25)
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where C! 1= 1 5 In %) signifying the secrecy capac- power of all the relays is constrained to Pg. It is assumed that
B

ity for U from R; and i € .
At the second step, the relay to maximize the secrecy
capacity of Us is selected, i.e.,

* = arg max (0572), (26)
jevw
1+ azpz(?%
j o1 a1p2GY+1 .. )
where C 5, = 51n a0l signifies the secrecy ca

pacity for U, from R; (j € ¥).

The SOP with this scheme can be achieved as (27), given
at the top of the this page.

Remark 4: An interesting result can be observed from (27)
that the expression for the SOP under TSRS scheme is the
same as that under OSRS.

D. Optimal Dual Relay Selection Scheme

In this subsection, a new RS scheme named ODRS scheme
is proposed, in which one relay is selected to transmit signals
to NOMA users among the ones that can decode the mixed
signals and another relay is selected to transmit AN among
the ones that can not decode the source signals. In order to
deteriorate the SINR at F, we select the jamming relay with
the following criterion as

k= el
argmax (Gr)

(28)

where ® means the complement of ®. For the sake of a fair
comparison with TMRC and OSRS schemes, the total transmit

ajy (0 < ajy < 1) portion is utilized to transmit the jamming
signals, then the SINR at I can be written as

k
J @ip3G
_ , 29
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where i = 1,2, p3 = %, ps = 2B and Hp =
max 1 G
max { G }.

We assume that both users are aware of the jamming signals,
which means jamming signals do not influence the SINR at
both users [32], [36], [37]. It must be noted that the special
case of n = K or ay = 0, ODRS scheme reduces to OSRS
scheme. Then the SOP with ODRS scheme is expressed as

K—1
POYRS = N Pr(j@] =n) Py + POSRS, (30)
n=0

where PPSRS is given in (23).
Slmllar to (7)), the SOP of the cooperative NOMA system
on condition that |®| = n (n < K) can be expressed as (31D,

~1 _ 1

given at the top of this page, where ¢ = a1p3 W= =g
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To achieve the analytlcal expression of Ay, the PDF of Hg
and Y are given in Lemma 1 and Lemma 2, respectively.

Lemma 1: Given as || = K —n (n < K), the PDF of
Hg is given by

T, (2) = M

2
T lmp) (32)
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)\kJrTE erdy” dy
k=0
T T 9 o
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(37
metl IV. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
where Sg = {(nl, o Mmpt1) €N pgl np=K—-n—1 ANALYSIS
I - To obtain more insights, in this section we analyze the
A = W T (_L;‘) ‘B — asymptotic SOP in the higher SINR regime. Similar to [33]
o ()| p=2 (=2t and [34], we assume that Qo — oo, Q1 = €102 (g1 > 1), and
mp+1 =t mp+1 Qr = 2825, where g1 and €9 are constant.
n,(p—2),and C =1+ n The asymptotic CDF of G* (v € {1,2}) can be expressed
P p- ymp v p
=2
Proof See Appendix A. as o - v 4O (2 35
Lemma 2: The PDF of Y is given by Gy (@) = 2™ + 0 (™), (33)
mTU mTU
me_1 Se— ey where 1 = (EIQQ)HU o P2 = Q;UEJTU)!’ and O (-) denotes
—¥o kzo SZ Zo (pay + C) (pom L (NSTT (33) higher order terms. Then the asymptotic SOP of cooperative
E J

x (parpy™™ + DyF

eyl B+ mp +j 6 =

,and D = CAg — psk + p4s.

Proof See Appendlx B.

Similar to (24), based on (I2) and (13), we obtain the
closed-form expression of A4 as (34), given at the top of this
page, where =5 = wih (%,p, q, \01 + Ag, Aewu, u, v, E) and

a U C

y (p4/\Eyk+1 +Dyk _ Ckykfl)
(pay+ O el

Similar to (I7), utilizing Gaussian-Chebyshev quadrature, we
have

o Okykfl) ,

where @9 =
C]Ap])\k <(§ 1)

9 g =

dy.

h(a,b,c, f,r,u,v,l) =

U C
23t o)1+ 1)
J

(p4/\Esk+1 + Ds Cksk 1)
(s + O

where s; = & (t; + 1).

NOMA systems is obtained as

out _ ZCK<PK n mR (K— n)Poo (36)
where pr = WM The Pg° for all the RS schemes

is given as follows

A. Traditional Multiple Relays Combining Scheme

Based on (I3), we have the closed-form for SOP with
TMRC scheme as (37), given at the top of this page, where
Y (-,-) is the lower incomplete Gamma function, as defined
by (8.350.1) of [47].

Remark 5: From (&), one can easily obtain Py,
1—Fg, (a1) when ¢; — 0 (7 € {1,2}) with Qo — o0.

TMRC,00 ,_

B. Optimal Single Relay Selection Scheme
Based on (23), we obtain

POSRS,OO _ (1 _ Aoo)n, (38)

where Af® is given 1n @9) at the top of the next page,
my

m

whete o5 = ooy and g = gt

Similarly,
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= Foy (a2) 9035152 NEFE — paPpcy’’y (az,mE,Ov 0 d ;AE,0,0 mU> (39)
my m 01 az e
+ w304PEDy Y 5V g (a27mE7 v eady’ o ,AE,0,my, my

Ago:/og (1—F§°,f (é+91y)) <1—Fg?5 <w+ 1_Uy)>fy(y)dy

,)‘_E mp—1
oe iy

7‘%%@3 Z ZZ(VL( ,my,0, g, 0, u,v,€>

k=0 Sg j=0

mgfl k mge— 1
1
— popgw™Y Z Zéh (— 0,my, A\g,0,u,v f) + wop3psw™? Z ZZéh( ,my,my, g, 0,u,v E)
k=0 Sg j=0 v k=0 Sp j=0
(42)
UL CE 08 (BPPA) Y TEY (K + 7, ApaDPA)
TMRC,00,DPA A v %1 \01 E,AE
Py, =1-Fg, (a?™) + 0186 ) o
k=0
DPA oDPA 0 aptt Pt Ao 0.0 (44)
+<P2ﬂE( ) g\ aq ,TE, Y, DPAdDPA’dDPA’ E,U,U, Ty

— o128 (P4 (DY) g (

DPA i
ay  TE, pDPA” DPAdDPA’ dDPA’)\E’O’TU’TU>

0 DPA DPA
1

we obtain POSRS * x~ (1-Fg,(a2)"
(i e€{1,2}) w1th Qg — 0.

when ¢, — 0

C. Optimal Dual Relay Selection Scheme

Based on (30), we obtain the asymptotic SOP for coopera-
tive NOMA systems with ODRS scheme as

K-1
POOu]tDRS R Z C;z(spgfnnmR(K—n)PgnDRS,oo _'_PSERS,OO'
n=0
(40)
Based on (31)), we have
Py 5% = (1- A7), (1)

where A$° was shown in @2)), shown at the top of this page.
Similarly, we have

n
mp—1

POPRS > & [y 3 ZZ&;*’“ e+

k=0 Sg j=0

when ¢; — 0 (i € {1,2}) with Q2 — occ.
Remark 6: Based on the definition of SDO as G4 =

Ql' hllé%“s) , we obtain the SDO for the three RS schemes
2—>00
GTMRC GOSRS GODRS = 0 because the first term is

1ndependent of QQ in 37, @) and (@2), respectively.

V. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
ANALYSIS WITH DYNAMIC POWER ALLOCATION SCHEME

Since there is a ceiling for the SINR of Us,, which equals to
o there is a floor for the SOP of NOMA systems when the
transmit SNR increases. A new DPA scheme was proposed in
and the PA coefficients are given as

oPPA _ 1
Lo THT “3)
oDPA — _#A 7
2 - —w
14+pA;

where 0 < @ < 1 and ¢ > 1. It was testlﬁed that non-zero
diversity order can be obtained due to DPA =pur“ =0

with Q5 — oo in [33] and [34]. In thlS section, the asymp-
totic SOP is analyzed while this DPA scheme is utilized.

— 2 —
14+puA; @) —02ur; F —02
Based on (@3), we have aPT4 = (2 ) e ,
92#)‘2 Pi
DPA _ 6:—1 —w DPA _ _ 14p\ "  DPA _
b; = == (l—l—,u)\2 ), = —— d; =
1+pXy ©—02)p; Oy
(i) — 2) ,e?PAziw Liand i =1,2.
(m27) (e )

A. Traditional Multiple Relays Combining Scheme with Dy-
namic Power Allocation Scheme

Substitute [@3) into (37), we achieve the closed-form ex-
pression for asymptotic SOP under TMRC-DPA scheme as
(@4), shown at the top of this page.
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Then the SDO of the cooperative NOMA systems in this
case is obtained as

TMRC,DPA __ _ _

G, —Ogllng{mR(K n)+7 (1 —w)}
:oglll?K{KmR_n(mR_mU(l_ w))}
) Kmy(1-w), mg>my(l-w)
N Kmpg, mR<mU(1—w)
= Kmin{my (1 — w),mr}.

(45)

B. Optimal Single Relay Selection Scheme with Dynamic
Power Allocation Scheme

Similar to (38), we have

Pq())SRS,oo,DPA _ ( 7 (46)

1— A<1><>,DPA)

where A(fo’DPA is given by (@7)), shown at the top of this page.

Then the SDO of the cooperative NOMA systems in this
case is obtained as

GdOSRS’DPA = min {mr(K —n)+nmp(l—w)}
0<n<K (48)
_ (TMRC.DPA
=G, .
Remark 7: Based on (@3) and (@8), one can observe the

SDO of cooperative NOMA systems under both TMRC-DPA
and OSRS-DPA schemes equals to the minimum SDO of dual
hops. Moreover, it is a full diversity order based on the results

in [33] and [34].

C. Optimal Dual Relay Selection with Dynamic Power Allo-
cation Scheme

Similar to (@Q), we write the asymptotic SOP for the
cooperative NOMA system under ODRS-DPA scheme as

POOuIt)RS 00,DPA Kz:l OKwK (K= n)PODRS 00,DPA
n=0
[POSRS,00,DPA-
(49)
Similar to @I)), we have
PgDRS,oo,DPA _ (1 - AZo,DPA)"7 (50)

where AS”PPA is shown in (BI) at the top of this page,

DPA ,DPA
0
where wPPA — _ DPlA _yDPA — o¥™a™0sps | DPA _
p3 1—ap 02
DPA
oo DPA 6,—1
7DPA s and /¢ = —brx -

"Then the SDO of the coof)eratlve NOMA systems in this
case is obtained as (32) at the top of the next page, where
Hi=mp(l—w)—wand Ho=mp (1 —w)+w (K —1).

Remark 8: Based on (32), one can realize that using a
single relay to send jamming signals may reduce the SDO
of cooperative NOMA systems in some conditions.

VI. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we present numerical results and Monte-
Carlo simulations to testify our analysis. The main adopted
parameters are set to Ps = Pr = P, R{" = 0.2 nat per
channel use, R§" = 0.1 nat per channel use, and 02 = 1.
In all the figures, ‘Sim’ denotes the simulation result{]. One
can observe that the analysis results match perfectly with
simulation resutls and the secrecy performance with OSRS

'We omit the results for TSRS scheme since it is exactly the same as that
for OSRS.
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= min {

0<n<K

min
0<n<K-—

KmR,

=< Kmp(l—w)+mpg— Hs,

Kmp(l — w),

min {Kmp (1 — @) +mpr — Hy, Kmp(l —w)},
min {Kmpg, Kmp(l — w)},

10

rnin_1 {mr (K —n)+nH},K(1— w)mp}

1{KmR—i-n(Hl —mp)}, K(1 —w)mp}

mpr > Hy
mp < Hy (52)
mg < H;y
H{ <mp < Hy
mpr > Ho

=min{Kmpg, (K —1)(mp (1 —@) —w) + mpr, Kmp(l — @)}
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Fig. 2. SOP for various K with R1 = 0.1, R = 0.2, my = mg = mp =
2, a3y =0.5, Q1 =12dB, Qp = Q2 =10dB, and g = —5 dB.
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Fig. 3. SOP for various m with Ry = 0.1, R = 0.2, my = mgp = mp =
m, a1 = 0.2, ay = 0.5, 21 =12 dB, Qr = Q2 =10 dB, and Qg = —5
dB.

always outperforms that of TMRC and in some scenarios
the ODRS scheme can obtain the optimal secrecy outage
performance.

Figs. 21 - [@] present the SOP for various p with FPA. One
can easily observe that the secrecy performance of cooperative
NOMA systems is enhanced and then becomes worse by im-
proving the transmit SNR, which is similar to the conclusions
in [33]] and [34]. This is because the SINR of Us has a ceiling

in the higher-p region. It is demonstrated in Fig. Pl that the SOP
is enhanced by increasing K due to the improved diversity of
the cooperative NOMA systems. One can also find that the
SOP depends merely on the RS scheme and is independent
of K in the high-p region. Fig. 8] demonstrates that the SOP
with larger m outperforms the ones with smaller m as larger m
signifies that the quality of wireless channel is better. However,
the SOP with larger m underperforms that with the smaller m
in the high-p region. The reason is that the SOP of cooperative
NOMA systems will benefit from the stronger fading over
eavesdropping channels when the SINR of U, approaches the
upper bound.

Figs. @ and [3 present the effect on different R§ and RS,
respectively. As we know, increasing the secrecy rate threshold
deteriorates the secrecy outage performance of wireless com-
munications. Now, from Figs. [ and Bl we can observe that
R3 has significant effect on the SOP of NOMA systems in
low-p region. Different R7 has significant effect on the SOP
of NOMA systems in low-p region but does not influence
the SOP in high-p region. The opposite effect is observed
for R3. This proves that in the low-p region the bottleneck
in secrecy performance of NOMA systems is due to U;. In
high-p region, weaker user must be given more attention. One
can also observe from Fig. M that the gap between two RS
schemes in high-p region is larger than those in low-p region
and the gap in low-p region is decreased as R] decreases.

The impact of PA parameter on the SOP is investigated
in Figs. [6] - Bl We can observe that the SOP decreases as o
decreases. In other words, the secrecy performance is enhanced
by enlarging the difference between allocated power to the
two users, which is consistent with the results presented in
Figs. M and B Fig. [8 presents the SOP for various aj. One
can observe that the ODRS scheme enhances the secrecy
outage performance of cooperative NOMA systems relative to
OSRS scheme because the SNR at eavesdropper is degraded.
Furthermore, the SOP is firstly improved with increasing aj.
However, it gets worse with increasing «y since the transmit
power is reduced. Obviously, there is an optimal «j, which
can be easily obtained via one dimensional search based on
the results of our work.

The SOP for various €2 with FPA is presented in Figs.
- [[1l One can observe that the asymptotic SOP approaches
the exact ones at high-Q2s region. The SDO of the cooperative
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Fig. 4. SOP for various R{ with R§ = 0.2, K = 2, my = mg = mgr = 2,
a1 =0.2, 5 =0.5, Q1 =12dB, Qr = Q2 =10 dB, and Qp = —5 dB.
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Fig. 5. SOP for various R5 with Rf = 0.2, K =2, my = mg = mgr = 2,
a; = 0.2, a3 =0.5, Q1 =12 dB, Qr = Q2 = 10 dB, and Qg = -5 dB.
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Fig. 6. SOP for various ;1 with Ry = 0.1, Ro = 0.2, K = 2, my =
mpg mp = 2, a3y = 0.5, Q1 = 12 dB, Qr = Q2 = 10 dB, and
Qp = —10 dB.

NOMA systems is zero since the SOP will be a constant as {29
increases. The results in Figs. [9] and [10] prove that increasing
K and / or decreasing «; enhances the SOP of cooperative
NOMA systems. The results in Fig. [[1] demonstrate that we
can obtain better secrecy outage performance under a better
channel condition for both TMRC and OSRS schemes.

11

o ODRS Sim
* OSRS Sim | |
O TMRC Sim

—— Analysis

0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45

Fig. 7. SOP for various a1 and K with Ry = 0.1, R = 0.2, my = mg =
mpRrp =m,ay = 0.5, Q1 =12 dB, QR = QQ =10 dB, and QE = —5 dB.
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Fig. 8. SOP for various vy and K and m with R; = 0.1, Ry = 0.2,
my = mgp =mpRr =m, 1 20.2,91 :12dB,QR:QQ:10dB,and
Qp = —5dB.
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Fig. 9. SOP for various a1 with Ry = 0.1, R2 = 0.2, K =2, a3y = 0.5,
P =10dB, my = mg = mp = 2,1 = 1.5,e2 = 2, and Qp = —10
dB.

Figs. 2] - [[4] present the SOP for various 22 under DPA
scheme. One can observe that DPA scheme achieves a non-
zero secrecy diversity order, which depends on the relay
number, the fading parameters of S — Ry, and S, — U;. Fig. [[4]
testifies that the SDO of cooperative NOMA systems equal to
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Fig. 10. SOP for various K with R; = 0.1, R = 0.2, my = mg =
mprp = 2, P = 15dB, a3 = 0.2, a3 = 0.5, 1 = 1.5, eg = 2, and
Qp = —12 dB.
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Fig. 11. SOP for various m with Ry = 0.1, R2 = 0.2, my = mgp =

mp = m, ay = 0.3, K =3, P = 10dB, ¢; = 1.5, e = 2, and
Qp = —10 dB.
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Fig. 12. SOP with DPA scheme for various K with R; = 0.1, Ro = 0.2,
ay = 05, P =10dB, my = mg = mp = 2,1 = 1.5, g0 = 2,
w=0.1p=>5 and Qp = —5dB

the minimum SDO of two hops. One can observe from Fig.
[I4] (c) that a single relay is utilized to send jamming signals
influences the SDO of the cooperative NOMA system in some
scenarios.
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Fig. 13. SOP with DPA scheme for various g with Ry = 0.1, R2 = 0.2,
a3 =0.5,P=10dB, my =mg =mpr =2, K =3,e1 = 1.5,e2 = 2,
w =0.2, and Qp = —5 dB.

VII. CONCLUSION

In this work, three RS schemes were proposed to enhance
the secrecy performance of cooperative NOMA systems. We
investigated the secrecy outage performance of these schemes
under FPA and DPA considering the presence of dependence
between the two NOMA users with different secrecy rate
thresholds. The closed-form expressions for the exact and
asymptotic SOP were obtained and verified by Monte Carlo
simulation results. Moreover, the SDO for all the RS schemes
were derived. The results demonstrate that relative to TMRC
scheme, OSRS and ODRS schemes enhance the security of
the cooperative NOMA systems. OSRS scheme achieves the
same SDO as TMRC scheme. The jamming signal influences
the SDO of ODRS scheme. There are optimal PA coefficients
between jamming and signal transmissions, which can be
easily obtained via one dimensional search based on the results
of our work.

APPENDIX A

The PDF of Hp = max {G%} is obtained as
ked

[Hg (Z) - (K - n) (FGE (Z))K_n_lfGE (Z)v

where Fg, (2) and fg, (z) refer to the CDF and PDF,
respectively, of G%,, which is easily obtained by utilizing (TT).
Based on multi-nomial theorem, we obtain the pdf of Hg as

(53)

K —n)\2F 1 —Chmz
fHE (Z) _ ( F(m) )E ZAZB-l—mE 16 CAg , (54)
E Sp
mg-+1
where Sgp =< (1, ,Mmpt1) EN| > npy=K—n—1/,,
p=1
_ (K—n—1)1 | MES an2 T _
A = pr—1 (_(pEQ)!) . B =
1;11 (ng)! p=2
mge+1 mg+1

np(p—2),and C =1+ > ny.

p=2 p=2
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(a) SOP with TMRC scheme

(b) SOP with OSRS scheme

(c) SOP with ODRS scheme with = 0.15

Fig. 14. SOP for DPA scheme with R4 = 0.1, Ro = 0.2, a3y = 0.5, K =3, mp =2,¢e1 = 1.5,e2 =2, p =8, and Qp = —5 dB.

APPENDIX B

Based on (32) and utilizing (1.111) and (3.351.3) of [47]],
the CDF of Y can be obtained as (33) at the bottom of this

n E
%,§:B+mE+],and6:

page, where ¢ =
C]Ap])\lC S(s—1)!
Tl
Using 1ntegrat10n by parts, and applying some algebra, we

derive the PDF of Y as (33).
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Abstract

This paper considers the secrecy outage performance of a multiple-relay assisted non-orthogonal
multiple access (NOMA) network over Nakagami-m fading channels. Two slots are utilized to transmit
signals from the base station to destination. At the first slot, the base station broadcasts the superposition
signal of the two users to all decode-and-forward relays by message mapping strategy. Then the selected
relay transmits superposition signal to the two users via power-domain NOMA technology. Three
relay selection (RS) schemes, i.e., optimal single relay selection (OSRS) scheme, two-step single relay
selection (TSRS) scheme, and optimal dual relay selection (ODRS) scheme, are proposed and the secrecy
outage performance are analyzed. As a benchmark, we also examine the secrecy outage performance of
the NOMA systems with traditional multiple relays combining (TMRC) scheme in which all the relay
that successfully decode signals from the source forward signals to the NOMA users with equal power.
Considering the correlation between the secrecy capacity of two users and different secrecy requirement
for two NOMA users, the closed-form expressions for the security outage probability (SOP) of the
proposed OSRS, TSRS, and ODRS schemes along with the TMRC scheme are derived and validated
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via simulations. To get more insights, we also derive the closed-form expressions for the asymptotic
SOP for all the schemes with fixed and dynamic power allocations. Furthermore, the secrecy diversity
order (SDO) of cooperative NOMA systems is obtained. The results demonstrate that our proposed
schemes can significantly enhance the secrecy performance compared to the TMRC scheme and that
all the RS schemes with fixed power allocation obtain zero SDO and the OSRS scheme with dynamic

power allocation obtains the same SDO as TMRC.

Index Terms

Non-orthogonal multiple access, cooperative communication systems, relay selection scheme, se-

crecy outage probability

I. INTRODUCTION
A. Background and Related Works

Non-orthogonal multiple access (NOMA) has been considered as one of the most promising
technologies to deal with the shortage of bandwidth resources and enhance user fairness in the
fifth generation (5G) mobile network [1]]-[9]. Compared to traditional orthogonal multiple access
schemes, NOMA systems can obtain superior merits, such as high bandwidth efficiency, better
user fairness, ultra-connectivity, and high flexibility. After receiving the superposition signal
transmitted by the source node, the stronger user in NOMA systems firstly decodes the signal
sent to the weaker user, cancels it from the received signals, and then decodes the signals for
itself.

Cooperative communication is a particularly attractive technique that not only extends the
network’s coverage but also enhances the system performance when diversity technology is
utilized at the destinations. Since the stronger users in NOMA systems always firstly decode
the messages for the weaker users, therefore the stronger users can be utilized as relays to
improve the performance of those weaker users with poor channel conditions [10], [11]. Ding
et al. analyzed the outage probability (OP), diversity order of cooperative NOMA systems, and
proposed an approach based on user pairing to reduce system complexity in [[10]. Furthermore,
a new cooperative simultaneous wireless information and power transfer NOMA protocol was
proposed and the closed-form expressions for the OP and system throughput were derived in
[11]]. Recently, many literatures focused on the cooperative NOMA systems with dedicated relay

nodes. For example, a dedicated amplify-and-forward (AF) relay with multiple antennas was
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utilized in the cooperative NOMA systems and the closed-form expressions for the exact and
lower bound of OP were derived in [12], [13]], [14]. Moreover, a novel power allocation (PA)
scheme for dual-hop relaying NOMA systems along with its ergodic sum-rate and OP were
investigated in [[13].

Full-duplex (FD) relay also has been utilized in cooperative NOMA systems to obtain higher
spectral efficiency and better performance [16]. For example, the stronger user working in the
FD mode was utilized to forward signals to the weaker user in and [18]]. The closed-form
expression for OP was obtained and the results showed that FD relays outperform half-duplex
(HD) relays. Liu et al. analyzed the PA problems for HD and FD cooperative NOMA systems
thereby obtaining the closed-form expression for the optimal power allocation policies in [18].
Since the weaker user decodes its signals by directly treating signals for the stronger user as
interference, then the performance of the weaker users will become the bottleneck of NOMA
systems in many scenarios. The dedicated FD relay was utilized to improve the performance
of the weaker users in [19], [20]. The performance of FD cooperative NOMA systems over
Nakagami-m channels was investigated in [[19] and the analytical expressions for OP and ergodic
rate were derived. In [20], a sharing FD relay was utilized in NOMA systems with two source-
destination pairs and the ergodic rate, OP, and outage capacity were investigated while both
perfect and imperfect self-interference cancellation (SIC) schemes were considered, respectively.

Relay selection (RS) technique is an effective scheme in making full use of space diversity
with low implementation complexity and it can straightforwardly improve the spectral efficiency
of cooperative systems [21]], [22]]. Considering the quality of service (QoS) requirements for
the two users are different, a two-stage single-relay-selection strategy and dual-relay-selection
with fixed power allocation (FPA) was studied in and [24], respectively, in order to obtain
the OP. The results showed that the two-stage strategy achieves a better OP and diversity gain.
Combining DF and AF relaying, Yang et al. extended the two-stage RS scheme with dynamic
power allocation (DPA) and derived the exact and asymptotic analytical expressions for OP
in [25]]. In [26], considering whether the relay can correctly decode two users’ messages, two
optimal RS schemes were proposed for cooperative NOMA systems with FPA and DPA at the
relays, respectively. Yue er al., in [27], studied the performance of cooperative NOMA systems
with two RS schemes in which the relay operates in either FD or HD mode. Modeling the
spatial topology of relays with homogeneous poisson point process (PPP), the performance of

cooperative NOMA systems with two-stage RS scheme was analyzed in and a closed-form
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approximation for the OP was obtained.

To deal with the security issues followed by the explosive increase in cellular data, physical
layer security (PLS) is emerging as one of the most promising ways to ensure secure commu-
nication basing on the time varying nature of the wireless channels [29], [30]. A new optimal
PA strategy was proposed to maximize the secrecy sum rate of NOMA systems and the results
confirmed that a significant secrecy performance for NOMA systems was obtained in [31].
In [32], the security performance of a NOMA-based large-scale network is considered, where
both the NOMA users and eavesdroppers were modeled by homogeneous PPPs. In [33]], we
investigated the secrecy outage performance of a multiple-input single-output (MISO) NOMA
systems with transmit antenna selection (TAS) schemes and the closed-form expressions for
secrecy outage probability (SOP) were derived. The results demonstrated that the proposed
DPA scheme can achieve non-zero secrecy diversity order (SDO) for all the TAS schemes.
The secrecy outage performance of multiple-input multiple-output (MIMO) NOMA systems
with multiple legitimate and illegitimate receivers was studied in and the closed-form
expressions for SOP were subsequently obtained. Feng et al. proposed in [35] a new PA to
maximize the secrecy rate of the stronger user while guaranteeing the non-secure transmission
rate requirement to the weaker user, but the secrecy performance of the weaker user was not
considered. Secrecy beamforming schemes were proposed for MISO-NOMA systems, cognitive
MISO-NOMA systems, and MIMO-NOMA systems in [36], [37], and [38]], respectively. The
secrecy performance of a NOMA system with multiple eavesdroppers was investigated while
zero-forcing and minimum mean-square error decoding schemes were utilized on the legitimate
destinations in [39]]. A new joint subcarrier (SC) assignment and PA scheme was proposed to
improve the security of the two-way relay NOMA systems in [40].

The secrecy performance of a cooperative NOMA system with a dedicated AF/DF relay
was investigated and the closed-form expressions for the SOP were obtained in [41]. In some
scenarios, the relay in cooperative NOMA systems is untrusted and curious to decode the users’
messages. Two new HD nonorthogonal AF schemes were proposed for cooperative NOMA sys-
tems with an untrusted relay and the secrecy rate maximization-based PA scheme was discussed
in [42]]. Arafa er al. proposed two new relaying schemes to resist the untrusted relay and the
secrecy performance of cooperative NOMA systems with new relaying schemes was analyzed
and compared in [43]]. Feng et al. proposed an artificial-noise (AN) aided scheme to build up

secure cooperative NOMA systems with a FD relay and the closed-form expression for the
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SOP was derived in [44]. The secrecy performance of cooperative NOMA systems in which the
stronger user behaves as a FD relay was investigated in and the SOP was analyzed with
an assumption of the imperfect SIC. The security-reliability tradeoff for both cooperative and

non-cooperative NOMA schemes was analyzed and analytical expressions for SOP were derived

in [46]].

B. Contributions

In many works, such as [32]], [34], [41]], the worst-case scenario was considered, in which it
is assumed that the eavesdroppers have powerful detection capabilities and they can extract the
message from the signals transmitted from the resource. Under this assumption, one can realize
that the secrecy capacity of both/all the users in NOMA systems are not independent [34]]. The

major contributions of this paper are as follows,

1) In this work, we analyze a cooperative NOMA system with multiple relays and an eaves-
dropper employing RS schemes to enhance the secrecy performance. Three RS (OSRS,
TSRS, and ODRS) schemes are proposed. For the purpose of comparison, we also in-
vestigate the secrecy performance of the NOMA systems with traditional multiple relays
combining (TMRC) scheme in which all the relays that successfully decode signals from
the source forward signals to the NOMA users with equal power. Considering the correla-
tion between the secrecy capacity of two users, the closed-form expressions for the SOP
under different RS schemes are derived and validated via simulations.

2) Different secrecy QoS is considered in our work, i.e., different secrecy threshold rates are
requested for the two NOMA users. Although the weaker user cannot perform SIC, either
the stronger or the weaker user will be the bottleneck of the cooperative NOMA system.
Our results demonstrate that this depends on the power allocation parameters and secrecy
rate thresholds.

3) To obtain more insights, we also derive the closed-form expressions for the asymptotic
SOP under different RS schemes with FPA and DPA. Furthermore, the SDO of cooperative
NOMA systems are derived. The results demonstrate that all the RS schemes with FPA
obtain zero SDO and the OSRS scheme achieves the same SDO as TMRC scheme.

4) Differing from [32], [34], [41]], wherein it has been assumed that the secrecy capacity for

the stronger and weaker users is independent, correlation between the secrecy capacity of
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Fig. 1. System model demonstrating a cooperative NOMA system with one resource (.5), multiple relays (Rx, k=1, .-, K),

two legitimate user (U; and Us), and an illegitimate eavesdropper (F).

the two users and different secrecy requirement for the two users is considered in this

work, which is more practical.

C. Organization

This paper is organized as follows, in Section [} the system model and RS schemes are intro-
duced. In Section [[II, we analyze the security outage performance of the proposed system. The
asymptotic SOP for cooperative NOMA systems with FPA and DPA are derived in Sections [V]
and [V] respectively. Numerical and simulation results are presented in Section [VI| to demonstrate

the security performance of the system. Finally, Section [VII| concludes the paper.

II. SYSTEM MODEL

As shown in Fig. [I we consider a cooperative downlink NOMA system that consists of a
base station (S), K (K > 1) DF HD relays (Ry, k = 1,--- , K), and two users (U; and Us). An
eavesdropper (£) wants to wiretap the information through decoding the received signals. It is
assumed that all nodes are equipped with a single antenna and the direct link between S and
both users are unavailable due to deep fading. The communication links between S and all the
receivers (U, Us, and F) are relayed by Ry.

The probability density function (PDF) and the cumulative distribution function (CDF) of
the channel power gains of link between the source node & and the destination node X can be

expressed by
mP—1 k
X h k
x

Xy m
FG;L (1’) =1-—ce¢ Q; Z (Q_?l) F, (1)
X !
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AN
foy @)= s () < (2)
where i € {S, Ry} signifies the transmitter, A € {Ry, U, Us, E'} denotes the receiver, I' () is
Gamma function, as defined by (8.310.1) of [47], m{ and Q! are the fading parameters and
average channel power gains, respectively.

To make analysis simple, it is assumed that the links of the first hop are independent and
identically distributed (i.i.d.), which means mﬁk =mpg, Q%k = (). The same assumption is made
to the links between Rj and each receiver in the second hop, which means mgf = m§§ = my,
Qi = Qy, QF = Qy, mi* = mp, and QFF = Qp.

Two time slots are assumed to utilize to the communication between S and the NOMA users.
In the first time slot, S broadcasts the superposition signal to all relays by message mapping
strategy, which is utilized and proved optimal to achieve the minimal common OP in [26].
During the second time slot, a relay is selected using the RS scheme proposed below to send
superposition signal to the two NOMA users. We assume all the relays are close enough such
that the relative distance between the two users and the relay is determined.

To make the representation clear and simple, we use G}[}f = Gf. It is also assumed that U;
has a better channel condition than U, (G’f > G’;), which is adopted in many NOMA studies,
e.g., [30, [16], [17], [18], [26]], [33]. Then the signal-to-interference-noise ratio (SINR) of the

NOMA users can be written as

vy = a1 pGY, 3)

k azpGy
— 4
2 O{lpGg + 17 ( )

where «; (i = 1,2) represents the power allocation coefficients at the kth relay, oy + ap = 1,

a1 > (o, and p signifies the transmit signal to noise ratio (SNR).

III. SECRECY OUTAGE PROBABILITY ANALYSIS

The set of relays that can correctly decode mixed signals from S can be expressed as

1
q)é{k:lSkSKvglogz (1+psGh,) ZR’thrR‘éh}, 5)
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where the factor I arises from the fact that two slots are required to complete the data trans-

2
mission, pg denotes the transmit SNR at S, and R (i = 1,2) is the data rate threshold for Uj.

Thus the SOP of cooperative NOMA systems can be written as

K
Poy=» Pr(|® =n)Ps,, (6)

n=0

where Py denotes the SOP under the condition that there are n relays that correctly decode the
mixed signals. One can easily have Pg, = 1.

It is assumed that all the links between the source and the relays are i.i.d., so we have

Pr{|®| = n} = Cp(Pr{G5 >n})"(Pr{G3 <n})"" 0
= M1 — )

-1

| 2RYP f2RED _ mr
where O, = — 2 = S——==L y = ¢ 1 -
k=0

X' and Ap = o
l(m—n)! ps k! 2 R = Q"

A. Traditional Multiple Relays Combining Scheme

As a benchmark, the traditional multiple relays combining (TMRC) scheme is presented in
this subsection, where all the n relays can successfully decode and forward the signal to both
the users with equal power. Both the legitimate and illegitimate receivers combine their received
signals with maximal ratio combining (MRC) scheme to maximize their SINR. To make fair
comparison, it is assumed that the total transmit power at these relays is given by Pg. Then the

Ps,, with this scheme can be expressed as

n

TMRC s TMRC s
P(I)n - Pl" {CS,I < Rl or 0872 < R2 ||¢| — n} y (8)
TMRC Ly MRC : » TMRC TMRC
where C ;"™ = In T4, IurC | means the secrecy capacity of U;, ¢ = 1,2, v, = p1a1 Gy )
TMRC _ _pra2GiMC  ~TMRC _ S G* ~TMRC (onifies the SNR at E when U is wi d
Y2 ~ Ttprag GIVRC Ui = Z i» VB, signifies the at r» when U; 1S wiretapped,
k=1

R} is the secrecy rate threshold for U;, p; = %, and o2 is the noise power.
The CDF of GT™&C can be expressed as [48]
Tp—1 )\f

Wk’ )

FG;FMRC (JJ) =1 6_)‘”6
k=0
where i = 1,2, \; = %, and 77 = nmy.

As similar to [32], [34]], and [41]], we assume that £ has enough capabilities to detect multiuser
data. Then the SNR at £ can be expressed as

Vg,himc = po G, (10)
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where i = 1,2 and GEMRC = S G%. Similarly, the PDF of GEMEC can be expressed as
k=1

ngMRC (x) = 5E$TE_16_)‘EE, (11)

where B = %, )\E:g—g, and 75 = nmg.
We can express the secrecy connection probability (SCP) of Uy, which is the complementary
of SOP, as
Pr{CI™MC > R} = Pr{GTMRC > 5, (GE™9)}, (12)

where 6, (z) = by + b1z, by = ill;ll, and 6, = 2%,

Similarly, we obtain the SCP of U, as

Pr {CSTEVIRC > Ri} = Pr pngMRC 1-— 92041 - HgalagplGEMch > 92 -1+ 920&2p1G§MRC

'

9N

=Pr{A>0,G3™M > 6, (GE9)}

= Pr {GEMRC < q;, GTMRC > 5, (GTMRC)
(13)

1—62a
where a; = m, do () =1 +

2R3

a2
di—eix’

= dy = ar1p1 (1 — aabh), e1 = piaiasbs,

~aipr’
and 0, = ¢

Remark I: One can easily find that secrecy outage would occur at Uy when 1 — 6,1 < 0.
This means that in order to ensure a secure NOMA system (U,), there is a constraint for the

power allocation coefficients, which is expressed as

1 s 1 s
a1§9—26_2R2 ora2>1—9—:1—e_2R2. (14)
2 2

Based on (I2) and (I3), Ps, in this case can be rewritten as
PeMRC = Pr{(CIC < Ry or C)"C < RS) [|®] =n}
=1-Pr{(C"™M°> R} ,C)"MY > RY) [|®] =n}
=1-Pr{GM* > 4, (GE"C),GTMRC > 6, (GEMRC) | GEMRC <y} (15)

=1- / Pr{GTMRC > 6y ()} Pr{G;" > 6, ()} ferure () dx
0

- /0 h (1 Fapne (51 (2))) (1~ Fapne (52 (2))) fpnc (2) do.

To facilitate the following analysis, we define

a J
g(a,byc,r,q, f,h,k,j) = / xb_le_fx_llﬁ(l + cx)k (1 + 1 L ) dx. (16)
0 —qx
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To the authors’ best knowledge, it’s very difficult to obtain the closed-form expression of
g(a,b,c,r q, f,h,k, 7). Here by making use of Gaussian-Chebyshev quadrature from eq. (25.4.30)
of [49], we obtain

afs i k 2 ']
g(a,bye,r,q, f,h,k,j) = ()Zwlbl 2iqsz(1+acs><1+7r)7 (17)

2 2 — aqs;

where N is the number of terms, s; = t; + 1, ¢; is the ith zero of Legendre polynomials, w; is
the Gaussian weight, which is given in Table (25.4) of [49]].
Substituting (@) and (L)) into (13) and with some simple algebraic manipulations, we have

TMRC —A1b1—Xac foaminy )\If)\gal
Py, =1—Pge ™™ “ZZ kgl (18)
k=0 j=0 ke

= _ pk.J 01 « Ao
where Z; = bfclg (al,TE, T b+ A, T2k ])

B. Optimal Single Relay Selection Scheme

In this subsection, we propose OSRS scheme to minimize the overall SOP of the proposed
cooperative NOMA system. Based on (I2)), one can easily obtain the SOP for U; with mth relay
as

Pout,l =1-Pr {GT > 51 (Gg)}

= Pr{G™ < 6 (GT)} (19)

:Pr{ Gm><1}’

03 (G
_ Pr
o

where 93 () = by + 01, by =
Similarly, based on ([13)), we can express SOP for U, as

Pout,2 =1-—Pr {Gg < g, ng > 54 (Gg>}
=1- (PI" {Gg < 0,2} — Pr {Gg < ag, ng < 54 (Gg)})
=Pr{GY <ay, Gy <04 (Gf)} +1—Pr{GE < as} (20)

= Pr{Gm < 5, (GM)|G™ < ay} Pr{G™ < ay} + Pr{G7 > a}

:Pr{ G <1|G7£<a2}Pr{G7£<a2}+Pr{G7£>a2},
04 (G)

1-0
where ay = ﬁ, 0y () = co+

_ 1 _ 2 02 2
dﬁz@ﬂ, 2= o dy = a1pg — 92041P2, and ey = 9204104202-
One can observe that when G > ay the secrecy outage would occur at Us, which means the

cooperative NOMA system is not secure.
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For the mth relay, we define

21

Then to maximize the secrecy performance the relay is selected with the following criterion

m* = arg max (X,,) . (22)

med

Remark 2: 1t should be noted that the selection scheme in (22)) is different from the max-
min transmit antenna selection scheme (MMTAS) proposed in [34]], which is to maximize the
minimum secrecy capacity of two users. Here the selection criterion is to minimize the SOP of
the cooperative NOMA system.

Remark 3: There is another important difference between MMTAS and OSRS, i.e., it is
assumed that R} = R; in MMTAS. However, in the OSRS scheme, ] and R; can be different.
MMTAS is a special case of OSRS when it is assumed that R; = Rj and the secrecy capacities
of the two users are independent.

The SOP of the cooperative NOMA system conditioned on |®| = n can be written as

PSS = (Pr{X,, < 1})"

—(1-Pr{X, >1})"

I S e e RN
= (1 pr {5 g sy 2 .08 < o)) @)

n

= [1=Pr{G" > 63(GE), G5 >0, (G), G < az}

AA,
Based on (I2) and (13]), we have

Ay =Pr{G™ > 5 (G™),G™ > 6, (GT) ,G™ < a5}

= [ (0= Fap (8:(@) (1= Fap (51 0)) Jp ) o
my—1 kmU 1)\%’—

_5 e~ Mb2—Azc2 Z k' Z ~2,

= _1k,J 0 A
where =, = bichg <a2,mE, by dz?:z’ @ A1+ Ap, 222k j)

(24)

September 4, 2019 DRAFT



12

C. Two-Step Single Relay Selection Scheme

In some scenarios stated in [23]], [24], the QoS requirements for the two users are different.
We can easily obtain the similar conclusion: the secrecy QoS for one user is higher than that
of the other user. In this subsection, a new two-step RS (TSRS) scheme is proposed for such
scenarios and the follwing two purposes will be realized simultaneously. One is to ensure there
is no secrecy outage for the user that has lower secrecy QoS requirement and the other is to
serve the user with higher secrecy QoS requirement with a secrecy rate as large as possible. The
TSRS scheme is presented as follows.

In the first step, the following subset is built in the relays by focusing on U;’s target secrecy

rate

Uv={i:ie®Cl, >R}, (25)

where C! 1= 1 5 In (%) signifying the secrecy capacity for U; from R; and i € ®.

At the second step, the relay to maximize the secrecy capacity of U, is selected, i.e.,

* = arg max (C? 26
J g Jew ( 8,2) ) ( )
1+L2¢%
] @ J . . . .
where C7, = 11n H;piiaéf signifies the secrecy capacity for U, from R; (j € V).
’ 2P2G R

The SOP with this scheme can be achieved as

PanSRS ZC’JPr{mm{Csl}>R1, max{ 1}<R1,max{ 2}<R2}

1<k<n
= ZCiPr{mm {Ci} > Rl, max {Csz} < RZ}PI{1<III;I<aX {C¥} < Rs}
— el

J n—j

—ZCJ Pr{C! 1>R < B} | [ Pr{Cl <R}

~~

_AQ :Ag
= (Pr{Ci, > R;,Cl, <R3} + Pr{C., < R{})"
= (Pr{Ci, < RjorC., <R{})"

= (1-Pr{Cl, > R;,Cl,>R3})".
(27
Remark 4: An interesting result can be observed from (7)) that the expression for the SOP
under TSRS scheme is the same as that under OSRS.
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D. Optimal Dual Relay Selection Scheme

In this subsection, a new RS scheme named ODRS scheme is proposed, in which one relay is
selected to transmit signals to NOMA users among the ones that can decode the mixed signals
and another relay is selected to transmit AN among the ones that can not decode the source
signals. In order to deteriorate the SINR at £, we select the jamming relay with the following
criterion as

* k
k* = arg Ikneaé( (GE) , (28)

where ® means the complement of ®. For the sake of a fair comparison with TMRC and OSRS
schemes, the total transmit power of all the relays is constrained to Pg. It is assumed that
(0 < ay < 1) portion is utilized to transmit the jamming signals, then the SINR at E can be

written as
k
J a;p3 GE

APt 29

where i = 1,2, py = 1=2)Pr ) — aln and Hp = max { G }.
ke®

0—2
We assume that both users are aware of the jamming signals, which means jamming signals
do not influence the SINR at both users [32]], [36], [37]. It must be noted that the special case of
n = K or ay = 0, ODRS scheme reduces to OSRS scheme. Then the SOP with ODRS scheme

is expressed as
K-1

POP™S = "Pr(|®| =n) Py + Pee™s, (30)

out
n=0

where PSR is given in @3).
Similar to (27), the SOP of the cooperative NOMA system on condition that || = n (n < K)

can be expressed as

P} =(1-Pr{CF >R;.CF > R3})"

a2p3GY "
1 + Oélngk 1 1—}-0(1[)367"1c
—(1—Prdm | ST o e gy [ G ) e
1+ a1p3G 1+ a2p3Gy
1+psHE 1+psHE (31)
n
wu 1
= |1-PriG>0+0,Y,Gk >w+ Y< =5 |,
1—2Y v
Ay
where ¢ = 0171 gy = — L= o2, owcsbaps anqy . Oh
aip3’ a1p3’ a102—1" 1-a102 ° 1+psHp+1"
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To achieve the analytical expression of A4, the PDF of Hg and Y are given in Lemma 1 and
Lemma 2, respectively.
Lemma 1: Given as @‘ = K —n (n < K), the PDF of Hg, is given by

(K —n)Ap

fHE (Z) _ F(mE>E ZA B+mg—1 —C’)\Ez (32)

where Sg = {(nl, SR ,nmE+1) eN

mge+1 mpe+1 p—2
K—n—1)! A
Zl np——li—n—l‘},A—_ iwf) [ (—ﬁ
p:

ql;[l (ng)! | p=2
mg+1 mp+1
B= Y n,(p—2),and C =1+ > n,.
p=2 p=2
Proof : See Appendix A.
Lemma 2: The PDF of Y is given by
mp— 1
2P Z (pay + C)F (padpy*™ + Dy — Chy" ), (33)
k=0 Sg j=0
m j k=S (.
where g = %, c=B+mg+j,0= M, and D = CA\g — psk + pss.

Proof : See Appendix B
Similar to (24), based on (I2) and (13)), we obtain the closed-form expression of A, as

1
A4:Pr{G’f>€+91Y,G’§>w+ -t ,Y<—}
1—wy v

:/”pr{al;>e+emcg>w+ wu }fy(y)dy
0 1—oy

: wu GY
= /0 (1 — Fen (€+91y)) (1 — Foy <w+ : _Uy)> fy (y) dy

my—1lmy—1mg—1

Sy STy

|
p=0 ¢=0 k=0 Sg j=0 pq

where =3 = wqh( D, ¢, A0 + Ag, Adowu, u, v 6) and

u “(paApy*tt + Dy* — Cky*1)
(p4y + C)c-i—lefy-i-ﬁ

Similar to (I7), utilizing Gaussian-Chebyshev quadrature, we have

“(paAps T+ Dsh — Cksy ™!
h(a,b,c, f,r,u,v,0) = szfjtélsj ( 1_uvs,) (P4(EJ+C)§+1 — )
] p4sj ’USJ

h(a,b,c, f,ryu,v,l) = / ¢+ Hly)b<1 + dy.
0

1—wy

Y

where s; = § (t; + 1).
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IV. ASYMPTOTIC SECRECY OUTAGE PROBABILITY ANALYSIS

To obtain more insights, in this section we analyze the asymptotic SOP in the higher SINR
regime. Similar to [33] and [34], we assume that 2y — 00, Q; = &1€5 (g1 > 1), and Qr = &5,
where ¢; and ¢4 are constant.

The asymptotic CDF of G* (v € {1,2}) can be expressed as [48]

o () = 2™ + O (™), (35)
where ¢, = #Ug(m)!, Py = TUEJU ;» and O (-) denotes higher order terms. Then the

asymptotic SOP of cooperative NOMA systems is obtained as

out ZCKSOK " mR(K mP;i» (36)

mR’!?LR

where or = o, i

The Pg° for all the RS schemes is given as follows.

A. Traditional Multiple Relays Combining Scheme

Based on (13), we have the closed-form for SOP with TMRC scheme as

pIMRCe /O (1= F& (b1 + 612)) (1 o (ol - O‘—)) fay (v) dz

dl — Ee1x
CE OSb Y (k + 75, Apar)

=1—Fgp (a) + S015EZ

k)-i-TE
paar AE (37)
+ p2Brciy (CH,TE’(L & ,AE, 0,0 TU)
cdy’ d1
— Bebi’cVg (| ar, T o a2 JAe, 0, Ty, T
P1P2PE 1 g 1, 'Ey 7 bl Cldl dl E, U, U

where T (-, -) is the lower incomplete Gamma function, as defined by (8.350.1) of [47]].
Remark 5: From (@7), one can easily obtain P(gi\/IRC’OO ~ 1 — Fg, (a1) when ¢; — 0

(i € {1,2}) with Qy — 0.

B. Optimal Single Relay Selection Scheme

Based on (23), we obtain
Pyt = (1 - AF)", (38)
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where A° is given as

Ay = / : (1 — Fgp (0 (1)) (1= F& (01 (2))) fop (2) do
S8 CF ORI TEY (K 4+ mp, Apas)

: (39)
m (%
— paPpcy’g (azij,O ,Ag, 0,0 mU)
Cady’ d2
s 0 «
+ @30aBpby U 3V g | azmp, =, ——, = Ap, 0, my, my
by’ cody’ d2
mmU mmU . . . o0 n
where 3 = G T and ¢4 = W Similarly, we obtain Pq?nSRs, ~ (1 — Fg, (a2))

when ¢; — 0 (i € {1,2}) with Qy — 0.

C. Optimal Dual Relay Selection Scheme
Based on (30), we obtain the asymptotic SOP for cooperative NOMA systems with ODRS

scheme as

PODRS.c0 _ ZCK<PK n, mpr(K— n)PgnDRS,oo_‘_PgERS,oo. (40)

out

Based on (B1)), we have
Pt = (1= AF)", @1)

where AJ° was shown as

0o % 0o 00 wu
AS —/0 (1—FG;f (£+91y)) (1—FG§ <w—i— 1_Uy))fy(y)dy

mE—l )‘E mg 1

k _
:1—@02 oe %@3222(%( ,my, 0, )\E,Ouvﬁ)
— (C+ &)k

k=0 Sg j k=0 Sg j=0
m

r—1

k
1
- 900%04me Zzah (;>0amU>)\EaO>u>'Ua€)

k=0 Sg j

mE—l

=0
: 1
+ opspsw™ Zéh (—,mU,mU, )\E,O,u,v,é) .
k=0 Sg j=0 v

(42)

Similarly, we have

mp—1

PR (soo S Syt (o %)‘g) ,

k=0 Sg j=0

when ¢; — 0 (i € {1,2}) with Qy — 0.
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Remark 6: Based on the definition of SDO as G; = — Qlim In(Fsi) e obtain the SDO for

9—+00 In(Q2) °

the three RS schemes as GTMRC = GOSRS — GODRS —

of Qy in @37, B9), and (42)), respectively.

= 0 because the first term is independent

V. ASYMPTOTIC SECRECY OUTAGE PROBABILITY ANALYSIS WITH DYNAMIC POWER

ALLOCATION SCHEME

Since there is a ceiling for the SINR of U,, which equals to g—f, there is a floor for the SOP
of NOMA systems when the transmit SNR increases. A new DPA scheme was proposed in

and the PA coefficients are given as

DPA 1
o = -
1 1+pA; @
R (43)
aDPA 1
2 14+pAy ™

A
where 0 < @ < 1 and g > 1. It was testified that non-zero SDO can be obtained due to ;l:A =

A “ — 0 with Q5 — oo in [33] and [34]. In this section, the asymptotic SOP is analyzed
2
) ) L 1400 @) —hopry © —6
while this DPA scheme is utilized. Based on (@3], we have P4 = (L0s 92,)m 2;‘ 22 pPPA =
2 i
B1=L (1 4 AT, PPA = 1t gppa _ (100" 0e)ni - ppa _ 0anhi el g o)
pi ( + M 2 )’ 7 pi > ) (1+M)\EW>Z s (l-i—p)\ w)3’

A. Traditional Multiple Relays Combining Scheme with Dynamic Power Allocation Scheme

Substitute (3) into (37), we achieve the closed-form expression for asymptotic SOP under

TMRC-DPA scheme as

T —k
Pq’ill\/IRC,oo,DPA 1- Fg, (a ( DPA + 015 Z CfUHk bDPA) vt (k; + g, )\EaDPA)

)\k)-i-TE

DPA DPA apth et
+9026E( ) g <a1 Tana DPAdDPA’ deAa)\Ea()?OaTU)

DPA\7U ( DPA DPA 2 ayth et
- ‘Pl@o?ﬁE(bl ) ( “ ) g (al »TE> yDPA > .DPA JDPA’ dDPA’)‘E’O’TU’TU

1 T ay 1
(44)

Then the SDO of the cooperative NOMA systems in this case is obtained as

TMRC,DPA
G, —0£HI<I1K{mR (K—n)+1(1-w)}
=, i {Kmpr —n(mp—my (1 —@))}

45)

Kmy (1 —w), mr>my(l —w)
KmR, mgr < Mmy (1 — w)

= Kmin{my (1 — w),mg}.
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B. Optimal Single Relay Selection Scheme with Dynamic Power Allocation Scheme

Similar to (38)), we have

Pq?nSRs,oo,DPA _ (1 _ ATO,DPA)TL, (46)
where AS°P™ is given by
my -k 9k bDPA)mU kT (k+m A aDPA)
00, DPA m Eys N\E
A P = Py ( @35152 - )\k-i-mE

DPA DPA ag™ ey™
- S045E( ) g <a2 mE>0a DPA JDPA” deA>)‘E>070>mU)
Cy 2 2

. . 0, qDPA  ,DPA
+ ()03304ﬁE (bIQDPA) v (CIQDPA) Ug aI2)PA ME; T7DPA » DPi DPA ]2)pA ) )\E7 07 my,my
b3 3 dy 5
(47)
Then the SDO of the cooperative NOMA systems in this case is obtained as
GOSREPPA — min {mg (K —n) +nmp (1 — @)}
0<n<K (48)

TMRC,DPA
=G, )

Remark 7: Based on (43)) and (8], one can observe the SDO of cooperative NOMA systems
under both TMRC-DPA and OSRS-DPA schemes equals to the minimum SDO of dual hops.
Moreover, it is a full SDO based on the results in [33] and [34].

C. Optimal Dual Relay Selection with Dynamic Power Allocation Scheme

Similar to (@0Q), we write the asymptotic SOP for the cooperative NOMA system under ODRS-
DPA scheme as

ODRS,00,DPA __ K—n mR (K —n) pODRS,00 DPA OSRS,00,DPA
P § Crph Py + P . (49)

out

Similar to (1)), we have
Pq(i?RS ,00,DPA (1 B AZ@,DPA)”’ (50)
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DPA .
where A7 is shown as
mp—1 e
00,DPA __ NEC DPA\ —k
A — ¥o Z 2256 ! ¢+ DPA (07
k=0 Sg j=0
mp—1

— Vo3 Z ZZ&}L( DPAamUvo )\an uDPA DPA EDPA)

k=0 Sg j=0

mp—1

— o 80 DPA Z szh< DPA’O mUa)\an uDPA DPA EDPA)

k=0 Sg j=0

mp—1 k
m 1
+ <po<p3g04(wDPA) u Z ZM (m,mwmw )\E’O’UDPA’,UDPA’EDPA) ’

k=0 Sg j=0

(5D
aPPA o DPA aDPA _
where ’LUDPA = _—alli)F}Apg_7 ’UDPA = 411_0(11%1%9022[)—3, UDPA = —Q?Pi%__l, and EDPA = —agﬁsAlpg.
Then the SDO of the cooperative NOMA systems in this case is obtained as
ODRS,DPA __ _ . B B
G, —mln{0<nm<1I1} 1{mR (K —n)+nH},K(1 w)mD}
= min {0<nm<1[r{1 1{KmR +n(Hy—mg)}, K(1— w)mD}

min {KmD (1 — LTJ) +mp — HQ, KmD(l — W)}, mp > H;

min { Kmpg, Kmp(l — @)}, mp < H; (52)

Kmpg, mp < H
=< Kmp(l—w)+mr— Hy, Hy <mpr< Hs
Kmp(l —w), mpg > Hy
=min{Kmg, (K —1)(mp (1 —w) —w) + mg, Kmp(l —w)},
where H; =mp (1 —w) —wand Hy=mp (1l —w)+ @ (K — 1).

Remark 8: Based on (32)), one can realize that using a single relay to send jamming signals

may reduce the SDO of cooperative NOMA systems in some conditions.

VI. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we present numerical results and Monte-Carlo simulations to testify our
analysis. The main adopted parameters are set to Ps = Pp = P, R{"® = 0.2 nat per channel

use, Rt" = 0.1 nat per channel use, and o? = 1. In all the figures, ‘Sim’ denotes the simulation
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1098

10t

o ODRS Sim | §
* OSRS Sim
O TMRC Sim
—— Analysis

104 F

-15 -10 -5 0 5 10 15 20 25

Fig. 2. SOP for various K with Ry = 0.1, Ro = 0.2, my = mg = mgr = 2, ay = 0.5, Q1 = 12 dB, Qr = Q2 = 10 dB,
and Qp = —5 dB.

10t b

Pout

o ODRS Sim
* OSRS Sim
O TMRC Sim

—— Analysis

10—2 L

-15 -10 -5 0 5 10 15 20 25

Fig. 3. SOP for various m with Ry = 0.1, Ry = 0.2, my = mg = mr = m, a1 = 0.2, ay = 0.5, Q& = 12 dB,
Qr = Q9 =10 dB, and Qg = —5 dB.

result. One can observe that the analysis results match perfectly with simulation resutls and
the secrecy performance with OSRS always outperforms that of TMRC and in some scenarios
the ODRS scheme can obtain the optimal secrecy outage performance.

Figs. [2 - 16| present the SOP for various p with FPA. One can easily observe that the secrecy
performance of cooperative NOMA systems is enhanced and then becomes worse by improving
the transmit SNR, which is similar to the conclusions in [33] and [34]. This is because the SINR
of U, has a ceiling in the higher-p region. It is demonstrated in Fig. [2| that the SOP is enhanced

"We omit the results for TSRS scheme since it is exactly the same as that for OSRS.
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o ODRS Sim | |
* OSRS Sim
O TMRC Sim
Analysis

102 |

15 20 25

Fig. 4. SOP for various R} with R5 = 0.2, K =2, my =mg =mr =2, a1 = 0.2, ay = 0.5, 21 =12 dB, Qr = Q2 =10
dB, and Qp = —5 dB.

by increasing K due to the improved diversity of the cooperative NOMA systems. One can also
find that the SOP depends merely on the RS scheme and is independent of K in the high-p
region. Fig. 3| demonstrates that the SOP with larger m outperforms the ones with smaller m as
larger m signifies that the quality of wireless channel is better. However, the SOP with larger
m underperforms that with the smaller m in the high-p region. The reason is that the SOP of
cooperative NOMA systems will benefit from the stronger fading over eavesdropping channels
when the SINR of U, approaches the upper bound.

Figs.d and[8l present the effect on different R and RS, respectively. As we know, increasing the
secrecy rate threshold deteriorates the secrecy outage performance of wireless communications.
Now, from Figs. @ and B we can observe that R has significant effect on the SOP of NOMA
systems in low-p region. Different ] has significant effect on the SOP of NOMA systems in
low-p region but does not influence the SOP in high-p region. The opposite effect is observed
for 5. This proves that in the low-p region the bottleneck in secrecy performance of NOMA
systems is due to U;. In high-p region, weaker user must be given more attention. One can also
observe from Fig. (] that the gap between two RS schemes in high-p region is larger than those
in low-p region and the gap in low-p region is decreased as ] decreases.

The impact of PA parameter on the SOP is investigated in Figs. [6] - [Bl We can observe that
the SOP decreases as a; decreases. In other words, the secrecy performance is enhanced by
enlarging the difference between allocated power to the two users, which is consistent with the

results presented in Figs. @ and Bl Fig. 8] presents the SOP for various a;. One can observe
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10°
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102 ¢ ]
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* OSRS Sim
O TMRC Sim
Analysis
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-15 -10 -5 0 5 10 15 20 25

Fig. 5. SOP for various R3 with R = 0.2, K =2, my =mg =mr =2, a1 = 0.2, ay = 0.5, 21 =12dB, Qr = Q2 =10
dB, and Qp = —5 dB.

100

10t F

102 F

Pout

107
o ODRS Sim
* OSRS Sim
10%F| O TMRC Sim a; =0.2 E
—— Analysis
-15 -10 5 0 5 10 15 20 25

Fig. 6. SOP for various a1 with R1 = 0.1, R, = 0.2, K =2, my =mg =mgr =2, ay = 0.5, 1 =12dB, Qr = Q2 =10
dB, and Qg = —10 dB.

that the ODRS scheme enhances the secrecy outage performance of cooperative NOMA systems
relative to OSRS scheme because the SNR at eavesdropper is degraded. Furthermore, the SOP
is firstly improved with increasing «y. However, it gets worse with increasing «; since the
transmit power is reduced. Obviously, there is an optimal aj, which can be easily obtained via
one dimensional search based on the results of our work.

The SOP for various 2, with FPA is presented in Figs. [0 - [[I} One can observe that the
asymptotic SOP approaches the exact ones at high-{2, region. The SDO of the cooperative
NOMA systems is zero since the SOP will be a constant as (2, increases. The results in Figs.

and [10f prove that increasing /& and / or decreasing «; enhances the SOP of cooperative NOMA
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Fig. 7. SOP for various a1 and K with Ry = 0.1, Ry = 0.2, my = mg =mgr =m, ay = 0.5, 1 =12 dB, Qr = Q2 =10
dB, and Qp = —5 dB.

o ODRS Sim

* OSRS Sim =
10t + |— Analysis \A*/@/

Pa'ut,

Fig. 8. SOP for various oy and K and m with Ry = 0.1, Re = 0.2, my = mg = mr = m, a1 = 0.2, Q1 = 12 dB,
Qr = Q9 =10 dB, and Qg = —5 dB.

systems. The results in Fig. [Tl demonstrate that we can obtain better secrecy outage performance
under a better channel condition for both TMRC and OSRS schemes.

Figs. [[2] - [I4] present the SOP for various €2, under DPA scheme. One can observe that DPA
scheme achieves a non-zero secrecy diversity order, which depends on the relay number, the
fading parameters of S — Ry and S, — U;. Fig. [14] testifies that the SDO of cooperative NOMA
systems equal to the minimum SDO of two hops. One can observe from Fig. [I4] (c) that a single
relay is utilized to send jamming signals influences the SDO of the cooperative NOMA system

in some scenarios.
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Fig. 9. SOP for various a; with Ry = 0.1, Ro = 0.2, K =2, a3y = 0.5, P =10 dB, my = mg = mr = 2, €1 = 1.5,
Eo = 2, and QE = —10 dB.
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Fig. 10. SOP for various K with Ry = 0.1, R2 = 0.2, my = mg =mgr =2, P=15dB, a1 = 0.2, ay = 0.5, 1 = 1.5,
Eo = 2, and QE = —12 dB.

VII. CONCLUSION

In this work, three RS schemes were proposed to enhance the secrecy performance of co-
operative NOMA systems. We investigated the secrecy outage performance of these schemes
under FPA and DPA considering the presence of dependence between the two NOMA users
with different secrecy rate thresholds. The closed-form expressions for the exact and asymptotic
SOP were obtained and verified by Monte Carlo simulation results. Moreover, the SDO for all
the RS schemes were derived. The results demonstrate that relative to TMRC scheme, OSRS
and ODRS schemes enhance the security of the cooperative NOMA systems. OSRS scheme
achieves the same SDO as TMRC scheme. The jamming signal influences the SDO of ODRS
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Fig. 12. SOP with DPA scheme for various K with Ry = 0.1, R2 = 0.2, oy = 0.5, P = 10 dB, my = mg = mgr = 2,
e1=15,e2=2, w=0.1, u=2>5, and Qp = —5 dB

scheme. There are optimal PA coefficients between jamming and signal transmissions, which

can be easily obtained via one dimensional search based on the results of our work.

APPENDIX A

The PDF of Hp = max {G%} is obtained as
ked
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Fig. 13. SOP with DPA scheme for various p with Ry = 0.1, R2 = 0.2, a3y = 0.5, P = 10 dB, my = mg = mr = 2,
K=3,e1=15,e3=2,w=0.2, and Qr = —5 dB.
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dB.

where Fg, (2) and fg, (2) refer to the CDF and PDF, respectively, of G%, which is easily

obtained by utilizing (IT)). Based on multi-nomial theorem, we obtain the pdf of Hp as

K —n)\7,F
( ) 1) 2 AZB+mE_16_C>\EZ,
SE

where Sp = {(nl, c  Mppt1) €N

mpe+1

B

p=2
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APPENDIX B

Based on (32) and utilizing (1.111) and (3.351.3) of [47]], the CDF of Y can be obtained as

Gl
F =Pr¢{——— <
Y(y> r{1+p4HE y}

= Pr{G]fE <y —I—,04HEy}

= /0 Fex (Y + paxy) fuy, (v) do

mp—1

A)\k —ABYy o
—1-y Z Z y"* /0 2BrmE=1(p, + 1)ke—AE(C+p4y)de (55)
k=0 Sg

mp—1

—Agy,k oo )
—1-p Y ZZ y /0 o BritmE—1 Ap(Crpw)e g,

k=0 Sg j=0

mp—1 k 56_)\Eyy
=1 — ,

(K— n))\
I'(mp)
Using integration by parts, and applying some algebra, we derive the PDF of Y as (33).

Cl ApINE (c—1)!

,s=B+mg+7,and ) = =
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