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We study the optimization of full implementation of the four-intensity decoy-state Measurement-
Device-Independent Quantum Key Distribution (MDIQKD) over asymmetric and unstable quantum
channel. As was requested by the original 4-intensity protocol, Alice and Bob choose different four
intensities separately (i.e., 7 intensities for both sides including one vacuum and 6 non-vacuum).
We make the optimization with 12 independent parameters taking both the global optimization for
the independent parameters and the joint constraints through employing a gradient optimization
method. Compared with partial implementation, our full implementation of 4-intensity improves
the key rate by 1 to tens of times in typical experimental conditions. In addition, we present a
loss-compensation method with monitoring the channel loss. The numerical simulation shows that
the method can produce high key rate for both the asymmetric channel and the unstable channel.

PACS numbers: 03.67.Dd, 42.81.Gs, 03.67.Hk

I. INTRODUCTION

Quantum key distribution (QKD) provides the com-
munication users with secure keys to encrypt their in-
formation. Bennett and Brassard proposed BB84 proto-
col [1] to realize QKD, but the lack of practical single-
photon sources limited the use of origin BB84 proto-
col. BB84 protocol with imperfect single-photon sources
would suffer from the photon-number-splitting (PNS) at-
tack |2-4]. This loophole can be fixed by the decoy-
state method [5-8]. With the decoy-state method, QKD
can be used in the practical system between users with
longer distace [9-11]. After that, measurement-device-
independent QKD (MDIQKD) was proposed to avoid
any loophole from the imperfect detection devices [12—-
15]. Combined with decoy-state method, MDIQKD can
also avoid the loophole from the imperfect single-photon
sources |15, 116]. Nowadays, the decoy-state MDIQKD
has become the mainstream of the studies of quantum
key distribution both theoretically [16-29] and experi-
mentally [30-38]. The maximum distance of MDIQKD
has been experimentally increased to 404 kilometers [39)].

In the scheme of decoy-state MDIQKD, at each time
the user Alice (Bob) randomly chooses her (his) basis,
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bit value and intensity to send a pulse in a corresponding
state, e.g. BB84 state in a polarization-coding MDIQKD,
to an untrusted third party (UTP) Charlie. Charlie per-
forms a collective measurement on each pulse pair and
announces the measurement result in the public channel.
After all pulses are sent, Alice and Bob announce the
bases and intensities they use. Based on all announce-
ment, Alice and Bob can calculate the yield and the error
rate of single-photon pulse pairs, and then distill the se-
cure key.

For the practical applications, the asymmetric and un-
stable channels are common cases both in fiber and free
space. For example, when we consider the quantum net-
work, due to the different geographical locations of users,
the channel losses can be largely different. And if we
want implement MDIQKD in free space, the channels are
always asymmetric and unstable too, due to the atmo-
spheric turbulence or moving sites (such as the satellite).
Although the security of MDIQKD doesn’t make any
assumption to the channel, the unstable and/or asym-
metric quantum channel decreases the key rate quite
a lot. Therefore, directly applying the origin decoy-
state MDIQKD in the asymmetric and unstable channel
doesn’t give a good performance. Here, we propose full
implementation of four-intensity decoy-state MDIQKD
protocol to largely increase the key rate in asymmet-
ric channels than previous protocol [40, 41]. Moreover,
a loss-compensation method is presented with optimiza-
tion to increase the performance of MDIQKD in unstable
channels.
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This paper is arranged as follows. We give full imple-
mentation of four-intensity decoy-state MDIQKD pro-
tocol and the method to optimize the source parame-
ters in Sec. [[Il Then we introduce our loss-compensation
method and the simulation method in Sec. [IIl We show
the numerical simulation results with parameters fully
optimized for both the asymmetric channel and the un-
stable channel in Sec. [Vl We summarize in Sec. [Vl

II. FULL IMPLEMENTATION OF
FOUR-INTENSITY DECOY-STATE MDIQKD
PROTOCOL

As was stated in the original four-intensity decoy-state
method in [24], Alice and Bob each uses 4 different in-
tensities, including one vacuum. This means in general,
there are 7 different intensities for both sides with 6 in-
dependent parameters for non-vacuum intensities. To-
gether with the frequencies of using each intensities, there
are 12 independent parameters in general in the original
protocol. Also, the original 4-intensity protocol suggests
using the joint constraints [23]. A full implementation
means doing optimization among all those 12 parame-
ters with joint constraints fully.

Explicitly, in the original four-intensity decoy-state
method in [24], Alice (Bob) uses a source z4 (zp) that
only emits photons in the Z basis, two sources x 4 and y4
(zp and yp) that only emit photons in the X basis and
a vacuum source o4 (op) that only emits vacuum pulses.
At each time, Alice (Bob) randomly chooses a source in
the four sources above to send a pulse, with probability
Dalasl = 2,2,Y,0 (Dory, 7 = 2,2,Y,0). So we call it “four-
intensity protocol”. In photon number space, the density
matrices of the pulses from these sources can be written
as

Pla :Zalk|k><k|7 l=uzy,2 (1)
k=0
and
pTB :Zka|k><k|7 r=x,Y,z. (2)
k=0

We assume that the states above satisfy these conditions:
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for k > 2, so that the decoy-state results can apply. Fa-
miliar sources used in practice, such as weak-coherent-
state sources and heralded single-photon sources out of
the parametric-down conversion, satisfy the conditions
above.

In the following, we will omit the subscript A and B
in 4 and rp if it doesn’t cause confusion.

A. Asymptotic case

We define the yield, the error yield and the error rate
as follow. Consider a pulse pair set C, which contains
N¢ pulse pairs totally. These pairs cause M effective
counts and We error counts. In this case, the yield S¢ =
M /Ng¢, the error yield T = W¢ /N and the error rate
Ec =We/Me.

The main idea of decoy state is that the yield of |m)|n)
photon pairs from different source pairs should be the
same in the asymptotic case, which means

<S%r:,n> = <S’mn>7 l,T = xvya zZ. (4)
Using Eq.(@) and the convex form of yield of ir source

pairs

Z almbrn<5mn>7 (5)
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we can calculate the lower bound of the yield of single-
photon pairs:

Sy — S_ —ayibH
S11) = (S11) = — 6
< 11> - < 11> azlayl(bzlby2 - bx2by1) ( )

where

S+ = aylbyg <ng>+amlbmzayo<Soy>+0«m1bm2by0<syo>a (7)

S_ = awlb;ﬂQ <SUU> + awleZGyObyO <Soo> (8)

and
H= azO<Sox> + sz<Szo> - azObe<Soo>- (9)

Eq.(@) holds when

w2 _ by1bs
Ka _ Qy1 Qg2 < y1Vx2 — Kb. (10)

Qg1 Gy2 o bxlbyQ

In the case of K, > Kj, the lower bound of s1; can be
calculated with Egs.(@)-(@) by making exchange between
azr, and by, and exchange between ay;, and by, for k =
1,2.

Similarly, we can calculate the upper bound of phase-
flip error rate of single-photon pairs:

(8 < () = % -

With (s11) and (e?"), we can calculate the key rate by:

R =p.,peplazba(si)[l — H(<ef]f>)] — fS:H(E:.)}
(12)
where H(p) = —plnp — (1 — p)In(1 — p) and f is the
correction efficiency.



B. Nonasymptotic case

In the nonasymptotic regime, we should consider the
statistical fluctuation of the observable, e.g. the differ-
ence between observed values and mean values. Given a
failure probability €, the observed value S¢ of an observ-
able of a set C and its mean value (S¢) satisfy:

—A_ <S¢ —(Sc) < A (13)

If we perform a standard error analysis, A can be given
by

Se

A=Ay =y Ne

(14)
where N¢ is the number of elements in set C and v = 5.3
given the failure probability € = 1077,

According to the idea of joint constraints of statistical
fluctuation 23], the set C can be either all pulse pairs
from a source pair, or the combination of all pulse pairs
from different source pairs. Taking all these joint con-
straints into consideration, the bound of (s11) and (2"
can be calculated tighter.

As a joint term in (s11) and <e’f?), ‘H should fluctuate
jointly in Eq.(@]) and Eq.(IT), instead of taking the worst
case independently [24]. We regard R as a function of H,
scan H in its possible range and take the minimum R as
the final key rate:

R= min R(H) (15)
HEe[H,H]

C. Optimization of source parameters

In the numerical simulation, we will estimate what val-
ues we would observe for the yields and error rates in a
certain model and use these values to calculate the key
rate. So we can regard the key rate as a function of source
parameters:

R = R(/Laac;,Uaya,uazapazapayvpaza i (16)

/Lbza,ubyy,ubmpbzvpbyvpbz) = R(f)

where 11 and pp, are the intensities of Alice’s and Bob’s
sources. If we use weak coherent state sources, the rela-
tion between the intensity and the photon number dis-
tribution is aj = e‘”‘;—):.

In the calculation of the key rate, we need to take the
joint fluctuation and the scan of H into consideration.
In addition, the number of parameters we need to op-
timize is large. Therefore, normal optimization method
costs a lot of time. We should improve the optimization
method to get the optimal parameters quickly. Firstly,
we consider the “gradient” of the key rate function [29]:

AR B R(:vk + Az, x;) — R(xk — Az, x;) (17)
Azy, o 2Azy, '

3

In the case that both R(xk +Axy, 261) and R(xk—A:vk, x;)
are less than R(zy,z;), we set AA—;;; = 0. With

AR AR AR
e e — (18)

AZ A.Il A{E12
we can find the direction that key rate increases the
fastest and get close to the optimal parameters quickly.
To avoid the case that the optimal parameters are the

local optimal point, which satisfies R(xp + Axzy,z;) =
R(x,x;) for any k, we search the points in the nearby
area to see whether there is higher key rate. Accurately,
we calculate the key rate R(zy + 0, Al); 6, = —1,0,1; k =
1,---,12 with a certain Al. If there are some points with
higher key rate, we jump to the point with highest key
rate in the nearby area and execute the above procedure
again.

In our simulation, we found that in most cases, the
gradient method brings us to the optimal point. But in
some cases, it brings us to the local optimal point.

IIT. LOSS-COMPENSATION METHOD

For the case of unstable channel, according to our
MDIQKD protocol, all source parameters should be de-
termined before the QKD process. Even though we can
detect the channel transmittance n at any time, we can-
not change the source parameters to optimize the key rate
at real time. With the source parameters fixed, there are
always some cases that the intensities at the two sides of
Charlie’s beam splitter deviate a lot, saying that puana
and ppnp deviate a lot. These cases will give a quite
high error rate that decreases the key rate a lot.

Consider the case that pana > ppnp. If we add some
extra loss 7, to the channel between Alice and Charlie
passively to satisfy panan’y = upngp asin [30], the ob-
served error rate will decrease, but the yield will decrease
at the same time due to the higher loss. The joint change
of error rate and yield may not increase the final key rate
a lot. If we add extra loss ”iZi <174y <1 to the channel
between Alice and Charlie, we can get a better key rate.
Given the transmittance and the intensities of sources,
the specific value of 74 can be determined by numerical
simulation.

According to our numerical results, when p4n4 is close
to e, we don’t need to add any extra loss (7, = 1) in
the channel to get the best key rate. Suppose that we are

given the transmittance distribution {771(41), e ,771(:), e}
. )

and {ng), e ,ng), -+ } and fixed pa, pp. When 24 > §
B

for a certain 0, we should add some extra loss % <

7’y < 1 to get the best best key rate. In the case that
wana < upnp, we can add extra loss 7 to the channel
between Bob and Charlie similarly.

In the simulation of the unstable channel, sup-
pose that we have the transmittance distribu-

tion {7’]541)77771(41),}7 {7’](3}),777(37)7} and



the corresponding probability {p Al AR pg), N
{p(l) , pgg ,oo b We can calculate the “transmittance
pair” distribution {77 (1) , 771(4) ®77(J) -} and the

corresponding probablhty {pA *pgg), . ,pfﬁl) *pg), .

With a certain source pair {7 and a certam transmittance

pair 771(4) ® 77)(3), the observed yield Si-(1 R 77(])) and

the observed error rate Ej, (771(4) ® n(J )) can be calculated

as in [21] theoretically. Then the yield and the error
rate in the whole process can be calculated by

=300+ + Sy @n) (19)
and
ZPA «p) * B (ny) @nd)). (20)

When the loss-compensation is performed, we can cal-

culate the Sy, Fj. in the same way except the (ij)-
th transmlttance pair is changed into 171(4)77 ® ng) or

(1) >50

®nB 7 1f

IV. NUMERICAL SIMULATION

First we consider the case that the channel is stable but
asymmetric. We show the optimized key rate in some
asymmetric cases in Figlll and some results in certain
distances in Table [[Il with device parameters in Table [Il
From Figlll we can find that with full implementation
of the four-intensity MDIQKD and full optimization of
the source parameters, the asymmetric channel doesn’t
decrease the key rate a lot at the same total distance.
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FIG. 1: Optimized key rate versus the total distance between
Alice and Bob with the device parameters in Table [Il

Then for the unstable channel, we consider a simple
case that n(z) (3 4+ 2i)dB, n(J) (13 4+ 24)dB with

Ni na d EX E? f ¢
10 65% 8 x 10~7 0.5% 0.5% 1.16 10~ "

TABLE I: Device parameters for Table[[Il N;: total number of
pulse pairs; n4: detection efficiency of the detectors; d: dark
count rate of the detectors; Ej(/Ef: misalignment error rate
in the X /Z basis; f: correction efficiency; e: failure proba-
bility for statistical fluctuation evaluation between observable
and the mean value.

Loa(km)| s (km) Optimized key rate per pulse pair

ours Ref.[41]

10 60 [6.299 x 107° 3.106 x 107°

43 93 [3.151 x 1077 1x1078

50 100 [6.576 x 1078|  4.786 x 10~

30 60 [3.117 x 107° 1.445 x 107°

59.3 89.3 |2.972 x 1077 1x1078

70 100 |2.490 x 1078 0

TABLE II: Optimized key rate at different distances with the
parameters in Table [l

probability px) = pg) =0.2fori,j=1,---,5. We show
the key rate with different § and 77/ with source parame-
ters optimized. The case that § = 7/ = 0dB means that
we don’t perform the loss-compensation method. In the
case that 6 = —7dB and 7' = 5dB, we can see that an im-
proper loss-compensation will decrease the key rate. We
can find that in this transmittance distribution, setting
0 = —8.75dB and 7’ = 4.5dB can maximize the key rate
in our loss-compensation method.

V. CONCLUDING REMARK

We propose a full implementation of four-intensity
decoy-state MDIQKD. Even if the channels between the
users and UTP are asymmetric, our four-intensity pro-

§(dB) |7’ (dB) |Optimized key rate per pulse pair
0 0 1.7747 x 1076
-7 5 1.5229 x 1076

-85 | 4.5 2.2279 x 107°

-8.75 | 4 2.2217 x 107°

-8.75 | 4.5 2.2283 x 107°

-8.75| 5 2.2184 x 107°
-9 4.5 2.2278 x 107°

TABLE III: Optimized key rate with different § and 7’ with
the parameters in Table[Il



tocol still has a good performance. We also propose a
loss-compensation method. This method can improve
the key rate a lot in unstable channel.
Acknowledgement We acknowledge the financial
support in part by The National Key Research and Devel-
opment Program of China grant No. 2017YFA0303901;
NSFC grant No. 11474182, 11774198 and U1738142; the
key Research and Development Plan Project of Shandong

Province, grant No. 2015GGX101035; Shandong Penin-
sula National Innovation Park Development Project;
Taishan Scholars of Shandong Province. Yuan Cao was

supported by the Youth Innovation Promotion Associa-
tion of CAS.

Yuan Cao and Xiao-Long Hu have equally contributed
to the work.

[1] C. BENNETT, in Proceedings of the IEEE International
Conference on Computers, Systems, and Signal Process-
ing (1984), pp. 175-179.

[2] B. Huttner, N. Imoto, N. Gisin, and T. Mor, Physical
Review A 51, 1863 (1995).

[3] H. P. Yuen, Quantum and Semiclassical Optics: Journal
of the European Optical Society Part B 8, 939 (1996).

[4] G. Brassard, N. Lutkenhaus, T. Mor, and B. C. Sanders,
Physical Review Letters 85, 1330 (2000).

[5] H. Inamori, N. Lutkenhaus, and D. Mayers, The Euro-
pean Physical Journal D-Atomic, Molecular, Optical and
Plasma Physics 41, 599 (2007).

[6] W.-Y. Hwang, Physical Review Letters 91, 057901
(2003).

[7] X.-B. Wang, Physical review letters 94, 230503 (2005).

[8] H.-K. Lo, X. Ma, and K. Chen, Physical review letters
94, 230504 (2005).

[9] Q. Wang, W. Chen, G. Xavier, M. Swillo, T. Zhang,
S. Sauge, M. Tengner, Z.-F. Han, G.-C. Guo, and A.
Karlsson, Physical review letters 100, 090501 (2008).

[10] F. Xu, Y. Zhang, Z. Zhou, W. Chen, Z. Han, and G.
Guo, Physical Review A 80, 062309 (2009).

[11] C.-H. Zhang, S.-L. Luo, G.-C. Guo, and Q. Wang, Phys-
ical Review A 92, 022332 (2015).

[12] L. Lydersen, C. Wiechers, C. Wittmann, D. Elser, J.
Skaar, and V. Makarov, Nature photonics 4, 686 (2010).

[13] I. Gerhardt, Q. Liu, A. Lamas-Linares, J. Skaar, C. Kurt-
siefer, and V. Makarov, Nature communications 2, 349
(2011).

[14] S. L. Braunstein and S. Pirandola, Physical review letters
108, 130502 (2012).

[15] H.-K. Lo, M. Curty, and B. Qi, Physical review letters
108, 130503 (2012).

[16] X.-B. Wang, Physical Review A 87, 012320 (2013).

[17] Q. Wang and X.-B. Wang, Physical Review A 88, 052332
(2013).

[18] M. Curty, F. Xu, W. Cui, C. C. W. Lim, K. Tamaki, and
H.-K. Lo, Nature communications 5 (2014).

[19] Z.-W. Yu, Y.-H. Zhou, and X.-B. Wang, Physical Review
A 88, 062339 (2013).

[20] Y.-H. Zhou, Z.-W. Yu, and X.-B. Wang, Physical Review
A 89, 052325 (2014).

[21] Q. Wang and X.-B. Wang, Scientific reports 4 (2014).

[22] F. Xu, H. Xu, and H.-K. Lo, Physical Review A 89,
052333 (2014).

[23] Z.-W. Yu, Y.-H. Zhou, and X.-B. Wang, Physical Review

A 91, 032318 (2015).

[24] Y.-H. Zhou, Z.-W. Yu, and X.-B. Wang, Physical Review
A 93, 042324 (2016).

[25] Q. Wang, X.-Y. Zhou, and G.-C. Guo, Scientific reports
6 (2016).

[26] C. Jiang, Z.-W. Yu, and X.-B. Wang, Physical Review A
94, 062323 (2016).

[27] C. Jiang, Z.-W. Yu, and X.-B. Wang, Physical Review A
95, 032325 (2017).

[28] X.-Y. Zhou, C.-H. Zhang, C.-M. Zhang, and Q. Wang,
Physical Review A 96, 052337 (2017).

[29] X.-L. Hu, Y.-H. Zhou, Z.-W. Yu, and X.-B. Wang, Phys-
ical Review A 95, 032331 (2017).

[30] A. Rubenok, J. A. Slater, P. Chan, I. Lucio-Martinez,
and W. Tittel, Physical review letters 111, 130501
(2013).

[31] P. Chan, J. A. Slater, I. Lucio-Martinez, A. Rubenok,
and W. Tittel, Optics express 22, 12716 (2014).

[32] Y. Liu, T.-Y. Chen, L.-J. Wang, H. Liang, G.-L. Shentu,
J. Wang, K. Cui, H.-L. Yin, N.-L. Liu, L. Li, et al., Phys-
ical review letters 111, 130502 (2013).

[33] T. F. da Silva, D. Vitoreti, G. Xavier, G. do Amaral, G.
Temporao, and J. von der Weid, Physical Review A 88,
052303 (2013).

[34] Z. Tang, Z. Liao, F. Xu, B. Qi, L. Qian, and H.-K. Lo,
Physical review letters 112, 190503 (2014).

[35] Y.-L. Tang, H.-L. Yin, S.-J. Chen, Y. Liu, W.-J. Zhang,
X. Jiang, L. Zhang, J. Wang, L.-X. You, J.-Y. Guan, et
al., Physical review letters 113, 190501 (2014).

[36] C. Wang, X.-T. Song, Z.-Q. Yin, S. Wang, W. Chen, C.-
M. Zhang, G.-C. Guo, and Z.-F. Han, Physical review
letters 115, 160502 (2015).

[37] C. Wang, Z.-Q. Yin, S. Wang, W. Chen, G.-C. Guo, and
Z.-F. Han, Optica 4, 1016 (2017).

[38] S. Pirandola, C. Ottaviani, G. Spedalieri, C. Weedbrook,
S. L. Braunstein, S. Lloyd, T. Gehring, C. S. Jacobsen,
and U. L. Andersen, Nature Photonics 9, 397 (2015).

[39] H.-L. Yin, T.-Y. Chen, Z.-W. Yu, H. Liu, L.-X. You, Y.-
H. Zhou, S.-J. Chen, Y. Mao, M.-Q. Huang, W.-J. Zhang,
et al., Physical Review Letters 117, 190501 (2016).

[40] F. Xu, M. Curty, B. Qi, and H.-K. Lo, New J. Phys. 15,
113007 (2013).

[41] W. Wang, F. Xu, and H.-K. Lo, arXiv preprint arXiv:
1807.03466 (2018).



