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Abstract—The performance of physical-layer security of the
classic Wyner’s wiretap model over Fisher-Snedecor 7 composite
fading channels is considered in this work. Specifically, the main
channel (i.e., between the source and the legitimate destination)
and the eavesdropper’s channel (i.e., between the source and the
illegitimate destination) are assumed to experience independent
quasi-static Fisher-Snedecor F fading conditions, which have
been shown to be encountered in realistic wireless transmission
scenarios in conventional and emerging communication systems.
In this context, exact closed-form expressions for the average
secrecy capacity (ASC) and the probability of non-zero secrecy
capacity (PNSC) are derived. Additionally, an asymptotic ana-
lytical expression for the ASC is also presented. The impact of
shadowing and multipath fading on the secrecy performance is
investigated. Our results show that increasing the fading param-
eter of the main channel and/or the shadowing parameter of the
eavesdropper’s channel improves the secrecy performance. The
analytical results are compared with Monte-Carlo simulations to
validate the analysis.

I. INTRODUCTION

Shannon introduced in his seminal work the concept of
information-theoretic secrecy by investigating the transmission
of a secret message between a source, a legitimate receiver and
an eavesdropper where the source and the legitimate receiver
share a secret key. In order to achieve perfect secrecy, the
key rate should be at least as large as the message rate. Later
in [2]], Wyner introduced the notion of the wiretap channel
that enables a source to send a secret message to a legitimate
receiver in the presence of an eavesdropper without using a
shared key such that almost no information about the secret
message is leaked to the eavesdropper.
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In the literature, the performance of physical-layer security
(PLS) has been analyzed using several metrics in the context
of different wireless communication systems and over various
fading channels [3]-[13]. Examples of these performance
metrics include the average secrecy capacity (ASC), secure
outage probability (SOP), and the probability of strictly posi-
tive secrecy capacity (SPSC). In this context, a general and
compact analysis framework for the wireless information-
theoretic security of arbitrarily-distributed fading channels
was presented in [3]. In [4], the authors investigated PLS
in a random wireless network where both legitimate and
eavesdropping nodes are randomly deployed. The secrecy
capacity of the wiretap broadcast channel with an external
eavesdropper was studied in [5]. The authors in [6] studied
the ASC performance of the classic Wyner’s model over a-
1 fading channels, while the authors in derived closed-
form expressions for the ASC, SOP, and the SPSC assuming
a classic Wyner’s wiretap model over generalized-K fading
channels.

In the same context, the SOP and SPSC performance over
generalized gamma fading channels was analyzed in [8]]. Novel
analytical expressions for the SPSC and a lower bound on SOP
were derived over independent and non-identically distributed
k- fading channels in [9]]. The derived expressions were then
used to study the performance of different emerging wireless
applications, such as cellular device-to-device, peer-to-peer,
vehicle-to-vehicle and body centric communications. In [10],
the same authors derived analytical expressions for the SPSC
and a lower bound on SOP over a-pi/k-pv and k-p/o-p fading



Fig. 1: Example of a single-hop wireless system with an
eavesdropper.

channels. The SPSC performance for wireless communication
systems under Rician, log-normal, and Weibull fading was
analyzed in [T1]-[13]]. The effect of in-phase and quadrature
imbalance on the ASC was studied in [14], whereas the perfor-
mances of secure communications, in terms of the ASC, SOP,
and probability of non-zero secrecy capacity (PNSC), over
independent and correlated lognormal shadowing channels as
well as composite fading channels were investigated in [13].

The studies above have shown that the PLS performance
depends heavily upon the fading characteristics of the channels
between the communicating nodes as well as the eavesdrop-
pers. Recently, an accurate and tractable composite fading
model was proposed to characterize the combined effects
of multipath fading and shadowing. The so-called Fisher-
Snedecor F distribution was introduced in under the
assumption that the scattered multipath follows a Nakagami-
m distribution, while the root-mean-square signal is shaped
by an inverse Nakagami-m random variable. It is worth
remarking that owing to its generality, several well-known
fading distributions such as the Nakagami-m and Rayleigh
distributions can be obtained as special cases. In addition, the
Fisher-Snedecor F distribution has been shown, both theoret-
ically and experimentally, to provide a good approximation to
other composite fading distributions such as the generalized- K
model with lower computational complexity [16]].

To the best of the authors’ knowledge, the PLS performance
over Fisher-Snedecor F composite fading has not been in-
vestigated in the open literature. In this paper, we consider
a wireless system in which the main channel and the eaves-
dropper’s channel experience independent quasi-static Fisher-
Snedecor F fading, which is a practically realistic assumption.
In particular, the ASC and PNSC of the classic Wyner’s model
over Fisher-Snedecor F composite fading channels are derived
in closed-form. Additionally, an asymptotic ASC analysis in
a high signal-to-noise ratio (SNR) regime (i.e., when the
destination node is located close to the source node) is also
provided.

The rest of this paper is organized as follows. In the next
section, we present the system and channel models, whereas in
Section [[Tll we derive the ASC and PNSC expressions. Then,

Fig. 2: The system model of the wiretap channel in the
presence of Fisher-Snedecor F fading.

we quantify the impact of multipath fading and shadowing on
the secrecy performance in Section[[V] while some concluding
remarks are provided in Section [V

II. SYSTEM AND CHANNEL MODELS

We consider a wiretap channel [2] which consists of a
legitimate source (5), a legitimate destination (D), and an
eavesdropper (F). In this system, the legitimate source S sends
a confidential message to the legitimate destination D over the
main channel while the eavesdropper £ attempts to decode this
message from its received signal, as depicted in Fig. [l The
main channel (S— D) and the eavesdropper’s channel (S—F)
experience independent quasi-static Fisher-Snedecor F fading
[16]. The fading coefficients, for both links, remain constant
during a transmission block time but vary independently from
one block to another. Also, the channel state information
(CSI) is assumed to be known at both the transmitter and
the destination. Additionally, we assume that the noise at all
nodes is zero-mean and unit-variance additive white Gaussian
noise (AWGN).

The system model of the wiretap channel in the presence of
Fisher-Snedecor F fading is shown in Fig. 2l Based on this,
the signals received at D and E can be expressed, respectively,
as

yp = V Pthpr + np, (1)
and
ye =/ Pihgr +ng, (2)

where P, denotes the transmitted power at the source S,
hp and hp are the channel coefficients of the main and
eavesdropper’s channels, respectively, = is the normalized
transmitted signal (i.e., E[|z|?] = 1, whereby E[-] denotes
expectation operator), and np and ng are the AWGN at
D and E with variances of 0% and 0%, respectively. The
instantaneous output SNRs at D and F are, respectively, given
by v = p |hpl* and vp = T |hpl*, where 3, = Pi /0%,
and ¥ = P, /0% represent the average SNR of the main and
eavesdropper links, respectively.

It is recalled that the main and eavesdropper links expe-
rience independent but not necessarily identically distributed
(i.n.i.d) Fisher-Snedecor F fading. Hence, the probability



density function (PDF) of the instantaneous SNR, v, of a
Fisher-Snedecor F fading envelope can be expressed as

M My — 1
Ay Tk
B(mka msk) (1 + ak”Yk)karmSk 7
which can also be rewritten using Eq. (8.4.2.5)] and
Eq. (8.2.2.15)] as follows
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severity and shadowing parameters, respectively, 7 = E[v] is
the mean power, B(-, -) is the beta function [18], Eq. (8.384.1)],
and G (-) is the Meijer’s G-function Eq. (8.3.1.1)].

The corresponding cumulative distribution function (CDF)
of v; can be found, using Eq. (26)], to be
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Note that the Fisher-Snedecor F distribution includes other
well-known fading distributions, namely, the Nakagami-m
distribution when mg, — o0, Rayleigh distribution when
mg — oo and m = 1 and one-sided Gaussian distribution
when mg — oo and m = 1/2.

III. SECRECY CAPACITY ANALYSIS

In this analysis, we consider an active eavesdropping sce-
nario where the CSI of the eavesdropper’s channel is known
at the source S. As such, S can adapt the achievable secrecy
rate R such that R < R,. The maximum achievable secrecy
rate Cs = R, can be characterized as [20]

Cs ={[Cp — Cg]*}, (6)

where Cp = In(1+vp) and Cg = In(1+~g) are the
capacities of the AWGN channels used by the main and
eavesdropper channels, respectively, and [z]T = max{z,0}.
Thus, (@) can be expressed as

In|1 —In|1
C. — n[l +vp] —In[l1+1&], o >7e N
0, YD < VE

A. Existence of Secrecy Capacity

Theorem 1 (The Probability of Existence of a Non-zero Se-
crecy Capacity). The PNSC for the system under consideration
when the main channel and eavesdropper’s channel experience
i.n.i.d. Fisher-Snedecor F fading is given by

CExist _ 1
’ L(mp)L(msp, )T (mp)L(msy)
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Proof: Tt follows from (Z) that the secrecy capacity is
positive when vp > g and is zero when vp < vg. Knowing
that both the main channel and the eavesdropper’s channel

experience independent fading, the probability of existence of
a non-zero secrecy capacity can be written as

=Pr{C, > 0}
=Pr{vp > e}

Exist
Cs

D 9)
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Capitalizing on the definition Fx (x
() can be rewritten as

fo fx(y

)dy, equation

Cst :/fD(”YD)FE(WD)dWD- (10)

Therefore, by making the necessary change of variables in ()
and (@), equation (@) becomes
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The above integral can be obtained in closed-form using
Eq. (2.24.1.1)]. Thus, after the necessary change of variables,
equation (8) is obtained, which completes the proof. |

B. Average Secrecy Capacity Analysis

Theorem 2 (Average Secrecy Capacity). The ASC for the
system under consideration when the main channel and
eavesdropper’s channel experience i.n.i.d. Fisher-Snedecor F
fading is given by (I2), at the top of the next page, where
Gpuime neimsns (1) s the bivariate Meijer’s G-function

[21) I1. 13].
Proof: Invoking independence between the main channel

and the eavesdropper’s channels, the ASC is given by

—ASC
Cy, =E[Cs(vp,7E)]

= //C (vp,vE) f (D, vE) dypdyE  (14)
0
=N+ T —Ts,
where f (vp,vg) is the joint PDF of vp and ~g, and
Jr = /ln(l +9p) fo (vp) FE (vp) dvp, (15)
0
= / (1+9E) fe (ve) Fp (vE) dVE, (16)
0
=/ (14+v&) fe (ve) dye. (7
0
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By making the necessary change of variables in (@) and (@),
then /7 becomes

/ In(1+~p)
J msD)F(mE)P(mSE)
xGr1 (a 0 ) ql? (g L=mep, 1)
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Representing the logarithmic function in terms of Meijer’s G-
function Eq. (3.4.6.5)], then (I8) becomes
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With the help of [22]], J1 can be obtained in closed-form as

1
T X
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whereas, similarly, the integral J5 can be obtained as

1
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Furthermore, the integral [J3 can be rewritten using (@) and
(T2 as follows
1,1
1,0
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which can be solved with the help of Eq. (2.24.1.1)] as

J3 =

1 3.2 1—m 0,1
-} s b ) (23
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Finally, substituting (20), 1) and 23) into (I4)), equation
(I2) is obtained. Thus, the proof is completed. [ |

C. Asymptotic Analysis

In what follows, we provide an asymptotic ASC analysis
when 7, — oo (i.e., D is located close to S). According
to [23]], the asymptotic behavior can be derived based on the
behavior of the PDF of ~y; around the origin. Thus, the PDF,
given in @) or @), and the CDF, given in (@), at high SNR
regime can be written, respectively, as

_ a;cnk mp—1 my
Jr(w) = 7B(mk’m5k)vk + O ((axve)™), 24
and
mkI‘ + s m m
Fuly) = S T T15) s (q ™), (25)

T(my + 1)T'(ms,,)
where O(+) stands for higher-order terms.

Corollary 1 (Asymptotic Average Secrecy Capacity). The
asymptotic ASC for the system under consideration when the
main channel and eavesdropper’s channel experience i.n.i.d.
Fisher-Snedecor F fading is given by (I3).

Proof: The asymptotic ASC can be obtained via
—ASC,asy

cC,” T ="+ T — T, (26)
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Fig. 3: The impact of mp on PNSC with respect to 7.

where Jo and J3 are defined in 2I) and (23), respectively,
and J;"°Y"™ can be obtained using (I3) and (Z4) as follows

oo

a’gD / mp—1
In(1+
B(mD7m5D)F(mE)F(m5E) 0 o ( ’YD)
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mE,O ) dIYD

27)

The latter integral can be solved, after representing the log-
arithmic function in terms of Meijer’s G-function Eq.
(3.4.6.5)] and using Eq. (2.24.1.1)], as

jlasym _
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Finally, substituting 1), 23) and @8) into 26), then (13) is

obtained and thus the proof is completed. [ ]

IV. RESULTS AND DISCUSSIONS

In this section, we present some analytical results to study
the secrecy performance under different multipath fading and
shadowing conditions. Throughout this section, Monte-Carlo
simulation results are provided to validate the analysis. It can
be seen from the figures that excellent agreement between
the analytical results and Monte-Carlo simulation results is
achieved throughout, thereby confirming the validity of the
derived expressions.

In Fig. B and Fig. @ we study the impact of the fading
parameters mp and mpg of the main channel and eaves-
dropper’s channel, respectively, on the PNSC performance
(i.e., Pr{Cs > 0}). Fig. 3] shows that as mp increases (less
fading severity in the legitimate link), the PNSC performance
increases. In contrast to mp, the results show that the PNSC
performance increases as mp decreases (i.e. the multipath
fading observed in the eavesdropper’s channel increases).
Conversely, as mg increases, the eavesdropper becomes more
effective and the security of the system is degraded.

1
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Fig. 4: The impact of mpr on PNSC as a function of 7.
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Fig. 5: The impact of m,,, on PNSC versus 7.

The influence of the shadowing parameters ms,, and mg,
of the main channel and eavesdropper’s channel on the PNSC
performance is illustrated in Fig. 3l and Fig. [6l respectively. It
is clear that the PNSC improves as m, decreases, while the
performance degrades as mg,, increases.

Fig. [ depicts the impact of the multipath fading parameter
of the main channel (i.e., mp) on the ASC performance. As
expected, the results demonstrate that the ASC performance
improves as the average SNR 7p increases. In addition, it
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Fig. 6: The impact of m,, on PNSC as a function of 7.
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Fig. 8: The impact of mpg on ASC as a function of 7.

can be seen that the ASC improves as the fading parameter
mp increases. This is due to the fact that as mp increases,
the number of multipath clusters arriving at the destination D
increases and thus, the received SNR increases. On the other
hand, the results of Fig. [§] show that the ASC improves as
the fading parameter of the eavesdropper’s channel (i.e., mg)
decreases. Most striking though is the positive effect that mp
can have on the ASC performance since it is more pronounced
than that of mg.

V. CONCLUSIONS

In this paper, for the first time, we have investigated the
secrecy performance of a single-hop wireless system in the
presence of an eavesdropper over Fisher-Snedecor F fad-
ing channels. Specifically, exact closed-form expressions for
the ASC and PNSC were derived. Additionally, an accurate
asymptotic expression for the ASC when the destination is
located close to the source was also derived. Monte-Carlo
simulations were performed to validate the theoretical deriva-
tions, while a comprehensive numerical analysis has shown
the impact of varying the intensities of multipath fading
and shadowing on the secrecy performance. In particular, the
results have demonstrated that increasing severity of multipath
fading in the main channel and/or the shadowing of the
eavesdropper’s channel improve the secrecy performance.
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