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Abstract

We introduce a new concept, data irrecoverability, and
show that the well-studied concept of data privacy is
sufficient but not necessary for data irrecoverability.
We show that there are several regularized loss mini-
maization problems that can use perturbed data with
theoretical guarantees of generalization, i.e., loss con-
sistency. Our results quantitatively connect the con-
vergence rates of the learning problems to the impos-
sibility for any adversary for recovering the original
data from perturbed observations. In addition, we
show several examples where the convergence rates
with perturbed data only increase the convergence
rates with original data within a constant factor re-
lated to the amount of perturbation, i.e., noise.

1 Introduction

In recent years, as machine learning algorithms are
gradually embedded into different on-line services,
there is increasing concern about privacy leakage from
service providers. On the other hand, the enhance-
ment of user experience and promotion of advertise-
ment must rely on user data. Thus, there is a nat-
ural conflict between privacy and usefulness of data.
Whether data can be protected, while remaining use-
ful, has become an interesting topic.

To resolve this conflict, several frameworks have
been proposed. Since 2006, differential privacy [13]
[T2] has been considered as a formal definition of pri-
vacy. The core idea of differential privacy is to elimi-
nate the effect of individual records from the output
of learning algorithms, by introducing randomization
into the process. There is already a large number
of differentially-private algorithms for different pur-
poses [11] B3] [T, 19, @ B]. More recently, local pri-
vacy [9, 24] [T5], a stronger setting to protect indi-
viduals privacy, has been proposed. In local privacy,
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data providers randomize data before releasing it to
a learning algorithm. Locally-private algorithms re-
lated to machine learning problems have been further
developed in [311 22].

In this paper, we discuss the effect of perturbed
data on several problems in machine learning that
can be modeled as the minimization of an empir-
ical loss, with a finite number of training samples
randomly drawn from some unknown data distribu-
tion. In these problems, the expected loss is usually
defined as the expected value of the empirical loss,
with respect to the data distribution. The minimiz-
ers of the empirical loss and expected loss are called
the empirical minimizer and true hypothesis respec-
tively. One of the most important measurements of
learning success is loss consistency, which describes
the difference between the expected loss of the em-
pirical minimizer and that of the true hypothesis. In
[16], a general framework was proposed to analyze
loss consistency for various problems, including the
estimation of exponential family distributions, gener-
alized linear models, matrix factorization, nonpara-
metric regression and max-margin matrix factoriza-
tion. Additionally, in [I6] loss consistency was also
used to establish other forms of consistency as corol-
laries of the former. That is, loss consistency implies
norm consistency (small distance between the empir-
ical minimizer and the true hypothesis), sparsistency
(recovery of the sparsity pattern of the true hypothe-
sis) and sign consistency (recovery of the signs of the
true hypothesis).

Contributions. We generalize the concept of pri-
vacy by defining the concept of data irrecoverabili-
tiy. We show that under our framework, the con-
vergence rates of several learning problems with per-
turbed data, are similar to the convergence rates with
original data. More specifically, our contributions can
be summarized as follows.
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e First, we define the concept of data irrecoverabil-
ity, and show that privacy implies data irrecov-
erability (Theorems [Ml and ). In addition, Ap-
pendix [B] shows examples that are irrecoverable
but not private. Thus, privacy is sufficient
but not necessary for irrecoverability.

e Second, we show how perturbed data affect the
loss consistency of several problems, by extend-
ing the assumptions and the framework of [16].
That is, we prove a perturbed loss consistency
guarantee for regularized loss minimization (The-
orem [3)).

e Third, our framework allows us to analyze
several empirical loss minimization prob-
lems, such as maximum likelihood estimation for
exponential family distributions, generalized lin-
ear models with fixed design, exponential-family
PCA, nonparametric generalized regression and
max-margin matrix factorization.

e We find that introducing noise with dimension-
independent variance can make it difficult
enough to recover the original data, while only
increasing the convergence rate within a
constant factor (Theorem[@lto[I])) with respect
to the results reported in [16].

2 Preliminaries

In this section, we will first formalize our definition
of perturbed data and irrecoverability of perturbed
data. Then we define the empirical loss minimization
problems and our main assumptions.

2.1 Perturbed Data and Irrecoverabil-
ity

First we show a general definition of privacy which is
used in both differential and local privacy.

Definition 1 (Privacy). An algorithm M : X — Z
satisfies (€,0)-privacy, where ¢ > 0 and 6 € (0,1), if
and only if for any input z,2’" € X and S € o(2), we
have

PuM(z) € 8] < e Ppm[M(2') € S|+ 6,

where Prq denotes that the probability is over random
draws made by the algorithm M , and o(Z) denotes
a o-algebra on Z.

The above definition is very general. Differential
privacy assumes that x and 2z’ are datasets that differ
in a single data point. Group privacy assumes that x
and z’ are datasets that differ in several data points.

While M is a general mechanism in differential pri-
vacy, for local privacy M is a particular mechanism
that adds noise to the data before releasing it to the
learner. Note that by setting z and 2’ as two arbi-
trary datasets differing in an samples (« € (0,1]) and
8 = {=}, we have [T, p(zife,) < e TT", plzila}) + 6
by independence from Definition [l which means Vi €
(], p(zilzi) < eamp(zi|a}) + £ is a sufficient condition
to satisfy privacy.

Data irrecoverability. The definition of privacy
can be considered as a forward mapping from data
to the output of the algorithm. Here we analyze the
backward mapping. That is, we focus on how likely
the original data can be recovered from the algorithm
output. Next we provide our formal definition.

Definition 2 (Data Irrecoverability). For any
privacy-preserving algorithm M : X — Z and any
conceivable adversary A : Z — X, we say that the
original data X is irrecoverable if the following holds
for some constant v € (0,1]:

inf Px pm[AM(X)) # X] = 7.

Our definition of data irrecoverability is more gen-
eral than that of privacy. We can show that (¢,0)-
privacy implies data irrecoverability. Thus, in this
case, our Definition [ is more general than Defini-
tion [[l The following theorem uses privacy for arbi-
trary datasets x and 2.

Theorem 1 (Privacy implies data irrecoverability).
For any privacy-preserving algorithm M : X — Z
that satisfies (e, d)-privacy where X is a countably fi-
nite set, and any conceivable adversary A : Z — X,
data irrecoverability follows. That is:

) b(e, 0) + log 2
fPx m[AM(X)) # X] =1~ THE)

where H(X) is the entropy of X and b(e,0) =
infrexlog [, (e Pm(M(a') = 2) + §)dz, provided
that H(X) > b(e,d) + log2. Note that b can be un-
derstood as an infimum of a log-partition function.

(See Appendix [A] for detailed proofs.)

In our paper, logarithms are base e. Note that the
term b(e,0) depends on the amount of noisy intro-
duced by M. Also, note that a higher entropy H(X)
implies a bigger difficulty for guessing X.

Corollary 1. For any privacy-preserving algorithm
M : X — Z that satisfies (e,0)-privacy, and any con-
ceivable adversary A : Z — X, data irrecoverability
follows. That is:

€+ log2

ingx,M[A(M(X)) #X|>1- THX)



where H(X) is the entropy of X, provided that
H(X) > e+log2.

In the particular case of local privacy, we can cap-
ture the randomness of algorithm M, by denoting
M : X x H— Z, where M also takes a random pa-
rameter 7 € H. In order to quantify the noise, we

denote the variance of the noise distribution Q as 0727.

Definition 3 (Generalized Data Irrecoverability).
Let X, X' € X be two datasets and let d(X,X') be
the number of different samples between X and X'.
For any privacy-preserving algorithm M : X — Z
and any conceiable adversary A : Z — X, we say
that the original data X is irrecoverable if the follow-
ing holds for some constant v € (0,1]:

inf P v [d(AM(X)), X) > 1] > 7.

‘We now state our theorem.

Theorem 2 (Privacy implies generalized data ir-
recoverability). For any privacy-preserving algorithm
M : X — Z that satisfies (e,d)-privacy where X is
a countably finite set, and any conceiwable adversary
A Z — X, data irrecoverability follows with a sym-
metric function d : X x X — R. That is:

inf P d(AM(X)), X) > 1] > 1 - 10D 2082
Nmax (t)

log

where H(X) is the entropy of X, b(ed) =
inf,rexlog [, (e Pm(M(a') = 2) + 6)dz, and
— I
Ninax(t) = max 1[d(X, X') <]
X'ex

is the maximum neighborhood size at radius t, pro-

vided that %}J(t) > b(e, d) + log 2.

2.2 (Perturbed) Empirical Loss Mini-
mization Problems

To formalize the empirical loss minimization prob-
lems, we define the problems as a tuple II =
(H,D,Q,L,R) for a hypothesis class H, a data dis-
tribution D, a noise distribution Q, an empirical loss
L and a regularizer R. For simplicity, we assume that
‘H is a normed vector space.

Let @ be a hypothesis such that 6 € H. For the
original empirical problem (without noise), let £(0)
denote the empirical loss of n samples from an un-
known data distribution D; and let £(0) = Ep[L£(0)]
denote the expected loss for data from distribution D.

Furthermore, let (x,n) denote a mapping
X x H — Z. Then, we let 2,,(0) de-

note the empirical loss of n perturbed samples

P(xM M) p(x™ n™) where xMW) ..., x(™)
are samples from the unknown data distribution D,
andn, ..., (™ are noise from distribution Q. Simi-
larly, we let £,,(8) = Ep o[L£,(0)] denote the expected
loss of perturbed data, where the expectation is taken
with respect to both the data distribution D and then
noise distribution Q.

Let R(€) be a regularizer and A, > 0 be a

~%

The empirical minimizer 6

~%

penalty parameter.
and perturbed empirical minimizer @

n
by 8 = arg mingcq, L(6) + A\, R(6) and 5; =
arg minggq, 2,,(0) + A R(0), respectively. We use
a relaxed optimality assumption, defining an §&-
approzimate empirical minimizer 6 and perturbed §-
approzimate empirical minimizer 6, with the follow-
ing property for & > 0:

are given

o~ A~

L(0) + \R(6) < €+ min £(6) + \,R(6), (1)
£,(8,) + \R(B,) < & +min £,(8) + A R(6). (2)

The true hypothesis is defined as 60 =
arg mingc,, £(0), while the perturbed true hypothesis
is defined as @, = argmingcq, £,(8). The loss consis-

~

tency is defined as the upper bound of £(6) — L(0").
Similarly, in this paper, we define perturbed loss con-
sistency as the upper bound of £(8,) — L(6").

2.3 Assumptions

Our first assumption is scaled uniform convergence, a
concept contrary to regular uniform convergence. Al-
though both scaled uniform convergence and reqular
uniform convergence can be used to describe the dif-
ference between the empirical and expected loss for all
0, regular uniform convergence provides a bound that
is the same for all 8, while scaled uniform convergence
provides a bound that depends on a function of 8. We
present the assumption formally in what follows:

Assumption A (Scaled uniform convergence). Let
¢:H — [0;+00) be the scale function. The empirical
loss En is close to its expected value L, such that
their absolute difference is proportional to the scale
of the hypothesis 0. That is, with probability at least
1 — 6 over draws of n samples:

(VO € H) |L,)(8) — L, (0)| < e,.5¢(0) (3)

where the rate €, 5 s nonincreasing with respect to n
and 0. Furthermore, assume lim,_, o €ns = 0 for
5e(0,1).

Next, we borrow the super-scale regularizers as-
sumption from [I6], which defines regularizers lower-
bounded by a scale function.



Assumptlon B (Super-scale regularization [I6]).
Let c — [0;400) be the scale function. Let
ro [O —|—oo) — [0;400) be a function such that
(Vz > 0) z < r(2). The regularizer R is bounded as
(V0 € H) r(c(6)) < R(6) < +oc .

Note that the above assumption implies ¢(6) <
R(0). Next, we introduce an assumption for the dif-
ference between the expected loss for perturbed data
and that of original data.

Assumption C (Bounded perturbed loss). Let ¢ :
H — [0;4+00) be the scale function. The expected loss
of the perturbed data L,, is close to the expected loss of
the original data L, such that their absolute difference
is proportional to the scale of the hypothesis 6. That
is, with draws of n samples:

VO € H,|L,(0) — L(0)] < ,c(6),

2.4 Perturbed Loss Consistency

In this part, we formally show perturbed loss con-
sistency, a worst-case guarantee of the difference be-
tween the expected loss under the original data dis-
tribution D of the {-approximate empirical minimizer
from perturbed data, 8,,, and that of the true hypoth-
esis 6”.

Theorem 3 (Perturbed Loss consistency). Under
Assumption [Al with rate e, 5, Assumption[B for reg-
ularizers, and Assumption [d with rate €/, perturbed
regularized loss minimization is loss-consistent. That
is, for a > 2, A, = aens and €, < &, 5, with proba-
bility at least 1 — 0

L(6,)— L") < e (aR(B]) +c(0])) +e,c(07) +E.
(4)

Based on Theorem [B] the perturbed loss consis-
tency result maintains the same structure as the one
for original data [I6], with and additional term (i.e.,
elc(0%)). In the following section, we show that the
problems that we study will either have larger e, s
than the ones in [16] and &/, = 0, or have the same
€n,5 as the ones in [16] and &), > 0. Thus, the loss
consistency for perturbed data leads to a larger upper
bound when compared to using original data. Fortu-
nately, we show that the difference is only in constant
factors.

3 Examples

In this section, we show that several popular problems
can be analyzed with our novel framework. For the
first four examples in Subsection Bl to 34 we focus
on a special class of algorithms that perform unbiased

data perturbation. In Subsection B.5 we focus on an
algorithm that performs a sign-flipping data pertur-
bation.

Definition 4 (Unbiased Data Perturbation). Let
Y(x,m) denote a mapping X x H — Z, where x € X
is the original data sample drawn from D and n € H
is the noise drawn from Q. We say that the function
P(x,n) is unbiased if it satisfies Egp(x,n)] = t(x),
for all x € X, where t(x) is the sufficient statistic for
a particular machine learning problem.

Table [ summarizes the convergence rates achieved
for several examples using our proposed framework.
Table [ also shows the minimum noise variance in or-
der to achieve data irrecoverability in the last column.
For example, we can obtain a convergence rate of
(’)(\/ oz + 02 \/ log %\/ 10%) for maximum likelihood
estimation for exponential family distribution with
{1 regularizer, sub-Gaussian sufficient statistics with
variance oy, and perturbation/noise distribution with
variance o,. Meanwhile, if the perturbation/noise
distribution has variance at least 0727 > m,
then any adversary will fail to recover the origi-
nal data up to permutation with probability greater
than . Thus, the introduced noise has dimension-
independent variance, which guarantees irrecoverabil-
ity, while only increasing the convergence rate within
a constant factor with respect to [I6], from oy to

o2+ 072,.

Several regularizers are shown to fulfill Assump-
tion [Blin [I6]. Norm regularizers such as the ¢;-norm
[28], the k-support norm [2], the multitask ¢; 5 and
01, o-norms [I18] 23] 25] 26], and the trace norm [3] [32]
fulfill Assumption [B with ¢(0) = ||0] and r(z) = z.
The Tikhonov regularizer [I7] fulfills Assumption
with ¢(0) = [|0]|2 and r(z) = 22 + ;. Other regular-
izers such as the low-rank prior [29], the elastic net
[36], dirty models [20] and the total variation prior
[35] also fulfill Assumption

Before discussing various examples, we present two
technical lemmas that are useful for the analysis of
the perturbed loss consistency.

Lemma 4. Given the sufficient statistic t(x). As-
sume that Vj,t;(x) follows a sub-Gaussian distribu-
tion with parameter o, and that the conditional dis-
tribution of 1 ;(x,m) for any fired x is sub-Gaussian
with parameter . We have that 4 ;(x,n) follows a
sub-Gaussian distribution with parameter o, such that
0% = a% + 0727.

Lemma 5. Given the sufficient statistic t( ). As-
sume that Vj, t;(x) has variance at most o2, and that
the conditional distribution of 1 ;(x,n) for any fized
x has variance at most o2. We have that 1(x,n) has
variance at most o2 = 0320 + 0727.




Table 1: New Convergence Rates €, 5 with Data Irrecoverability and Minimum Noise for Examples in Section [3] Theorem [ to
For example, we can obtain a convergence rate of O(y/02 4 02 4/log % v/ loip) for maximum likelihood estimation for exponential

family distribution with #; regularizer, sub-Gaussian sufficient statistics with variance ox, and perturbation/noise distribution with

variance o,. Meanwhile, if the perturbation/noise distribution has variance at least 0727 >

m, then any adversary will fail to

recover the original data up to permutation with probability greater than . Thus, the introduced noise has dimension-independent
variance, which guarantees irrecoverability, while only increasing the convergence rate within a constant factor with respect to [16],

from ox to (/o2 +O’%.

The convergence rates ¢, s are for n samples Q S "8 o o
. . . . C . ;9 =l
with respect to p-dimension sufficient statistics, - \g/( g 3 < 5 < E
ie., 8 € H = RP (for exponential-family PCA, f% < a = A g a
0 € H=R"*"2 and n = n; X n2), with proba- ETi . E "é § ; § 88
e . _— 4 ) Q
bility at least 1 — 4. 8 € (0,1/2) is a parameter g o e § 8 2 s = :0 gs
22 A ! = = 2
for nonparametric regression. o, and o, are the ?EE o ox 2 EQ g < :Es S ER-] E e %
parameters of sub-Gaussian distributions or max- E‘;g £ 5 g = £ NV = E & E - £
imum variances as described in Lemma B and Bl g o g 23 é’ 2 g § g E & ! & g = 289
o BEoBE 7S 9= = - H ¢ H 5 £ _2Z
Rates were not optimized. All rates follow from EEERE =2 £=Z = 50 T_- L 283
the specific regularizer and norm inequalities. NA SELES &= EZA = 3 E; 3 E; S 558
means "not applicable” and NG means "no guar-
antees” in the table T
MLE for exponential sub-Gaussian (\/0)2( + 0—% /log 1/5) 4 /10% \/kl(’# \/1’10# Pf \/nlOgP \/y 1;)1811 g\/\l/%? \/PIOTgP 02> 4
family distribution o . S & 3/4 9P ) n = (1—7v)log2
Finite variance (y/02 + 02/1/s) \/% = % ”ﬁ @ vt ﬁ
. . 1/4
GLM with sub-Gaussian (/02 + 02+/log1/s) 4/ 10% k lflgp ph:lgp % 4 lzg” g V\l/‘}?p NA 02> 2
fixed design 5/4 n = (1—~)log2
Finite variance (y/02 +02+/1/s) \/g % % pﬁ @ %ﬁ NA
Exponential-family  sub-Gaussian (y/02 + 02+/log 1/5) % NA lofb = an;’/gf NA NA 4/ lo;lﬁ 02> 2
PCA n = (1-7)log2
Finite variance (y/0% + 02+/1/6) % NA NG ﬁ NA NA NG
Nomparametric  sub-Gaussian (1/03 +02+/log1/s) {38k YLpER DyRER  VPoRR  SIoRR SS0RE NA oo 2
regression L . VB N 3/2 n = (I—7)log2
Finite variance (y/02% + 02+/1/5) s ’”1/285 nf/zﬂq 7L1/’;7ﬁ,
Max-margin matrix
R _ 1 1 1 1 11, (1—v)log2
factorization (6=0) o NA - 571 NA NA = q€(g, 5t —% )
3.1 Maximum Likelihood Estimation —(T, 0) +log Z(0) and L,(0) = —(T,,0) +log Z(0)

for Exponential Family Distribu-
tions

First, we focus on the problem of maximum likeli-
hood estimation(MLE) for exponential family distri-
butions [21], 28] with arbitrary norms regularization.
This includes for instance, the problem of learning the
parameters (and possibly structure) of Gaussian and
discrete MRFs. We provide a new convergence rate
en,s With perturbed data and provide an impossibility
result for the recovery of the original data.

To define the problem, let t(x) be the sufficient
statistic and Z(8) = [ e*(9):9) be the partition func-
tion. Given n iid. samples, let T = LS t(x®)
be the original empirical sufficient statistics, and let
T = Ex.p[t(x)] be the expected sufficient statis-
tics. After we perturb the n samples, denote Tn =
L5, 9(x9,n®) as the empirical statistics for per-
turbed data, and T, = Ex.pn~o[tp(x,7n)] as the
expected sufficient statistic after perturbation. Let
L£(0) = —(T,0) 4+ log Z(0) be the empirical nega-
tive log-likelihood for original data T. Let Zn 0) =
—(’i‘nﬁ) + log Z(0) be the empirical negative log-
likelihood for privatized data Tn- Similarly, £(0) =

are the expected negative log-likelihood for the origi-
nal data and the perturbed data respectively.

Theorem 6. The model above fulfills Assumption[4],
and Assumption [A with €, = 0. Assume that V7,
tj(x) follows a sub-Gaussian distribution with pa-
rameter ox. Suppose the conditional distribution
P ;(x,m) for any fized x is sub-Gaussian with parame-
ter oy, then v ;(x,n) follows a sub-Gaussian distribu-
tion with parameter o such that 0% = o2 + U%. Thus,

we can obtain a rate £,5 € O(oy/nlogl/s) for n

independent samples.

Similarly, assume that Vj, tj(x) has variance at
most o2. Suppose the conditional distribution of
Y;(x,m) for any fized x, has variance at most U%,
then ,(x,m) has wvariance at most o such that
o? Ui + 03,. Thus, we can obtain a rate €,,5 €

O(o+/1/(n8))

For example, if one uses the ¢; regularizer [2§],
the rate is €,,5 = 0v/2/n(logp + log2/5) for the sub-
Gaussian case, and €, 5 = 0\/% for the bounded-
variance case. As comparison, the rates with original
data [16] are ox\/2/n(logp +log?2/s) and ox+/Zs re-
spectively.




Data Irrecoverability. Next we provide an exam-
ple to show how perturbation can prevent an adver-
sarial from recovering the original data. Based on
the example, we analyze what is the minimum noise
to guarantee data irrecoverability. In what follows,
we consider recovering the data up to permutation,
since the ordering of i.i.d. samples in a dataset is not
relevant.

Consider a simple example, MLE for an Ising model
with zero mean. Let & € H = RP and x) €
{—1,1}v? be samples drawn from some unknown dis-
tribution. Denote X = {x™M) x® ... x(™}. The
sufficient statistic is t(x(¥) = x®x®T  and the em-
pirical sufficient statistic is T = > xOxOT - We
add noise in the following way: we sample n times
from N(0,021). We then get nDi = 1,...,n,
then add noise to samples, obtaining X, = {x(l) +
nW, ..., x(" 4} The perturbed sufficient statis-
tics becomes 'i‘;] =30, (xD + @) (x® 4 nNT. Fi-
nally we publish 'i‘n which we obtain by removing
the diagonal entries of ’f[\‘;] and by clamping the non-

diagonal entries of ’i‘% to the range [—1,1].

Theorem 7. If we perturb T as mentioned above,
7<1- n;:‘/ﬁ, n < 2VP/* and the noise variance fulfills

0727 > M%, then any adversary will fail to recover
the original data up to permutation with probability

greater than . That is, inf 4 Px ,[A(X;) # X] > 7.

Let X, X' € X = {—1,+1}"*V?P be two datasets
and let d(X,X’) be the number of different samples
between X and X’. The maximum neighborhood size
at radius ¢ is defined as:

max > 1[d(X,X) <] = (vz) (wi_ n)

Niax(t) = max
X/ex

We now state our theorem.

Theorem 8. Under the same conditions as in The-
orem [} if v < 1— %ﬁ’ n < 2VP/% and the noise
variance fulfills

4

0727 2 + $2 \/f)
(1—=7)log2 + (1—7)25(log ST 10g2-2)

then any adversary will fail to recover the original
data up to permutation with probability greater than
v. That is, inf 4 Px ,[d(A(X,),X) > t] > 7.

3.2 Generalized Linear Models with
Fixed Design

Generalized linear models unify different models, in-
cluding linear regression (when Gaussian noise is

assumed), logistic regression and compressed sens-
ing with exponential-family noise [30]. For sim-
plicity, we focus on the fixed design model, in
which y is an random variable and x is a con-
stant vector. Let #(y) be the sufficient statistic
and Z(v) = [ e!W¥ be the partition function.

Let £(0) = 15, —t(y®)(x?,8) + log Z((x", 0))
be the empirical negative log-likelihood for original
data y® given their linear predictions (x(,6). Let
L,(0) = 232, —v(y D, n")(x), 0) + log Z((x1), 8))
be the empirical negative log-likelihood for priva-
tized data y(¥) given their linear predictions (x(), ).
Similarly, £(8) = E(y), o, [L£(0)] and L£,(0) =
E(Vi)y(i)NDim(i)NQ[En(H)] are the expected negative
log-likelihood for the original and the perturbed data
respectively.

Theorem 9. The model above fulfills Assumption[4],
and Assumption[d with €/, = 0. Assume that t(y) fol-
lows a sub-Gaussian distribution with parameter o, .
Suppose the conditional distribution of ¥ (y,n) for any
fix y is sub-Gaussian with parameter o, then ¥(y,n)
follows a sub-Gaussian distribution with parameter o,
such that 02 = 05 + 0727. Thus, we can obtain a rate
€n,5 € O(U\/W)'

Similarly, assume that t(y) has variance at most
05, and that the conditional distribution of ¥ (y,n) for
any fized y has variance at most 0727, then 1(y,n) has
variance at most o2 with 0? = 05 +O'727. Thus, we can

obtain a rate e,5 € O(o4/1/(ns))

As comparison, the rates with original data [16] are

O(oy4/ 2 log 2) and O(oy 4/ ) respectively.

Data Irrecoverability. Next we provide an exam-
ple and show the minimum noise to achieve data ir-
recoverability. Here, we only consider to protect y.
Assume that ¢ € {+1, —1} is drawn from some un-
known data distribution. Let the sufficient statistic
t(y) = y. Denote Y = {yM ... 4™} We sample
n times from N'(0,07), and get nM, .. ,n™. Then
we perturb the data as ¥(y,n) = y + n. Finally we
publish Y, = {y™ + M ...y 47} and all cor-
responding x(*).

Theorem 10. If we perturb Y as mentioned above,
2 : - 2

v < 1 — 2 and the noise variance fulfills o; >

m, then any adversary will fail to recover the

original data with probability greater than ~. That is,
inf o Py, [A(Y;) # Y] > ~.

Let Y)Y’ € Y = {—1,+1}" be two datasets and let
d(Y,Y’) be the number of different samples between
Y and Y’. The maximum neighborhood size at radius



t is defined as:

We now state our theorem.

Theorem 11. Under the same conditions as in The-
orem I, if v <1— % and the noise variance fulfills

2
(1—7)log2 + (1 — 7)2t(log 72 —1)

2
o, 2

then any adversary will fail to recover the origi-
nal data with probability greater than ~y. That is,
inf 4 Py, [d(A(Y;),Y) > t] > ~.

3.3 Exponential-family PCA

Exponential family PCA was first introduced in [6] as
a generalization of Gaussian PCA. We assume that
each entry in in the random matrix X € Rm1*"2
is independent, and might follow a different distri-
bution. The hypothesis space for this problem is
0 € H =R"*". Let t(x;;) be the sufficient statis-
tic and and Z(v) = fx] e!(®i3)" be the partition func-

tion. Let £(0) = L 37, —t(xi;)0;; + log Z(0;;) be the

empirical negativél log-likelihood for original data ;.
Let 277(0) = % Zij —U)(Iij, 7’]”)9” —+ log Z(@lj) be the
empirical negative log-likelihood for privatized data
U)(Iij,?’h‘j). Denote £(0) = IE:\(Vij) xij~Dij [E(O)] and
Ly(0) = Ewij) v~ mi;~0lLn(0)] as the expected
negative log-likelihood function for the original and
the perturbed data.

Theorem 12. The model above fulfills Assump-
tion [Al and Assumption [Q with €, = 0. Assume
that t(x;;) follows a sub-Gaussian distribution with
parameter ox. Suppose the conditional distribution of
W(xij, mig) for any fix x5 is sub-Gaussian with param-
eter oy, then (xz;j,n:;) follows a sub-Gaussian dis-
tribution with parameter o, such that 0® = o2 + 0727.

Thus, we can obtain a rate €, 5 € O(o+/1/nlog1/s).

Similarly, assume that t(z;;) has variance at most
0%, and that the conditional distribution of ¥(xj, i)
for any fixed x has variance at most 0727, then
¥(wij,mi;) has variance at most o such that o* =
0}2( + 0727. Thus, we can obtain a rate €55 €

O(o /(o).

As comparison, the rates with original data [16] are

O(ox/1/nlog1/s) and O(ox+/1/(ns)) respectively.

Data Irrecoverability. Next we provide an exam-
ple and show the minimum noise to achieve data ir-
recoverability. Assume Vij, z;; € {—1,+1}. We per-
turb the data in the way that ¥(x;;, mi5) = ®i; + nij,

2

where 7;; ~ N (0, 0727). Let X denote the original data,
X,, denote the perturbed data. That is, the (4, j)-th
entry of X, is (x5, 1i5)-

Theorem 13. If we perturb X as mentioned above,
v < 1- % and the noise variance fulfills 0727 >
ﬁ, then any adversary will fail to recover the

original data with probability greater than . That is,
inf 4 Px ,[A(X,) # X] > 7.

Let X, X' € X = {—1,+1}"*"2 be two matrices
and let d(X,X’) be the number of different entries
between X and X’. The maximum neighborhood size
at radius ¢ is defined as:

Noma (1) = 2
Xr'eXx

1d(X,X') < 1] = (")

t

We now state our theorem.

Theorem 14. Under the same conditions as in The-
orem[13, if v <1— % and the noise variance fulfills
2

‘7727 = t(1—7)
(1 —=7v)log2+ (1 —v)*t(log =5~ — 1)

then any adversary will fail to recover the origi-
nal data with probability greater than . That is,
inf 4 Px »[d(A(X,), X) > t] > ~.

3.4 Nonparametric Generalized Re-
gression with Fixed Design

In nonparametric generalized regression with
exponential-family noise, the goal is to learn a
function, which can be represented in an infinite
dimensional orthonormal basis. One instance of this
problem is the Gaussian case provided in [27] with
orthonormal basis functions depending on single
coordinates. Here we allow for the number of basis
functions to grow with more samples. For simplicity,
we analyze the fixed design model, i.e., y is a random
variable and x is a constant.

Let X be the domain of x. Let § : X — R
be a predictor. Let t(y) be the sufficient statis-
tic and Z(v) = [, ¢!V be the partition function.

Let £(6) = 15, —t(y)0(x) + log Z(6(x")) be
the empirical negative log-likelihood for original data
y given their predictions (x(V). Let L,(0) =
=30 =D, n)0(xD) +log Z(0(x™)) be the em-
pirical negative log-likelihood for privatized data
Py, n®) given their predictions #(x(?). Then

denote L) = Eyy yorop,[L(0)] and L,(0) =

~

Eviy gy mp; i ~olLn(0)] as the expected negative
log-likelihood function for the original and the per-
turbed data.



Theorem 15. The model above fulfills Assump-
tion[Al and Assumption[d with e, = 0. Assume that
t(y) follows a sub-Gaussian distribution with parame-
ter oy. Suppose the conditional distribution of ¥ (y,n)
for any fix y is sub-Gaussian with parameter o, , then
¥(y,n) follows a sub-Gaussian distribution with pa-
rameter o, such that o? = 05 + 0727. Thus, we can

obtain a rate e,,5 € O(o(1/n'/2=7)y/log 1/5) with n in-
dependent samples and O(e"w) basis functions, where
B e (0,1/2).

Similarly, assume that t(y) has variance at most
oy, and that the conditional distribution (y,n) for
any fized y has variance at most 0727, then ¥ (y,n) has
variance at most o such that o = 05 + 0727. Thus,
we can obtain a rate e,5 € O(a(1/n'/2=7)\/1/s) for
n independent samples and O(nw) basis functions,
where § € (0,1/2).

As comparison, the rates with original data [16]

are O(oy,(1/n1/2-7)/log1/5) and (’)(ay(l/nl/*ﬁ)\/l—/é)

respectively.

Data Irrecoverability. In the case of nonparamet-
ric generalized regression with fixed design, we can
perturb the data y in the same way as for general-
ized linear models with fixed design. Therefore, The-
orems[I0 and [T also holds for the nonparametric gen-
eralized regression.

3.5 Max-margin Matrix Factorization

The max-margin matrix factorization problem was
introduced in [32], which used a hing loss. Here
we generalize the loss function to Lipschitz contin-
uous. Let f : R — R be a K Lipschitz continu-
ous loss function. Assume the entries of the ran-
dom matrix X € {—1,+1}™*"2 are independent.
Let n = ning. We perturb each of the entries in
matrix X as ¥(xij,mi;) = xijni;, where Pln; =
1] = g and Plp; = —1] = 1 —gq. Let £(8) =
L >_i; f(wij0i5) be the empirical risk of predicting the
binary value z;; € {—1,+1} by using sgn(6;;). Let
EW(H) = %Zw F((xij,mi5)0:5) be the empirical risk
of predicting the privatized data 9 (xz;;,7;;) by using
sgn(0;).

Theorem 16. The model above fulfills Assumption[4]
with probability 1(i.e., 6 = 0), scale function c¢(0) =
0]l and rate e, 0 = O(1/n). The model also fulfills
Assumption [d with €], € O(@) and scale func-
tion ¢(0) = /0|1 .

As comparison, the rate with original data [I6] is
O(1/n).

Data Irrecoverability. We show that data ir-
recoverability can be achieved in this model. Let X
denote the original data, X, denote the perturbed
data. That is, the (7, j)-th entry of X, is ¥(x;;,m:5) =
x;jni;, where Pln;; = 1] = ¢ and Pln;; = —1] =1—gq.

Theorem 17. If we perturb X as mentioned above,
v<1-2andqe€ (1/2, 1/2—1—%), then any ad-
versary will fail to recover the original data with prob-
ability greater than . That is, inf 4 Px ,[A(X,) #
X] = y.

Let X, X’ € X = {—1,+1}™*"2 be two matrices
and let d(X,X’) be the number of different entries
between X and X’. The maximum neighborhood size
at radius ¢ is defined as:

We now state our theorem.

Theorem 18. Under the same conditions as in
Theorem [T if v < 1 — 2, Gyne = (1 —
7) (log2 + L(log £ — 1)) — 2 and

1 l + —Goynt + \/G’Yvnyt(G’y,n,t +38)
2’2 ]

q€( )
then any adversary will fail to recover the origi-
nal data with probability greater than ~. That is,
inf 4 Px »[d(A(X,),X) > t] > 7.

4 Concluding Remarks

As a corollary of our result on perturbed loss consis-
tency, we believe that norm consistency, sparsistency
and sign consistency as in [I6] can also be proved
under our framework of data irrecoverability. In ad-
dition, there are several problems that our current
framework cannot accommodate, such as nonpara-
metric clustering with exponential families, for in-
stance. We need to explore new mathematical char-
acterizations in the context of these problems.
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A Detailed Proofs

A.1 Proof of Theorem [

Proof. We invoke Definition [l for sets S of size 1. In this case we have S = {2z} for z € Z, and therefore M(z) € S
is equivalent to M(z) = z. Furthermore, we use arbitrary datasets z and z’.

We can describe the data process with the Markov chain X — M(X) — A(M(X)). Next, for a fixed and
arbitrary 2’ € X, we define the distribution Q as follows:

ePrp(M(@) = 2) +
2 P (M) = ) + 5)

Q(z) = f

z

The denominator is a partition function. It is easy to see that Q is a valid distribution since [ ez Q(2)dz =
Then we can bound the mutual information between X and M(X) in the following way:

I(X; M(X)) < |X|ZKLPM( (2))Q)

reX
1 B M@ =)
X 2.k =2)les(—g
i )= 2)lo ePyM(a)=2)+4 ;
] M/zez = #)losl Q) 1
1 € x/ :Z/ Z/
> / 2) = z)dzlog( /Z,GZ@ PadM(a') = =) + 6)d=')

~ log / (P (M) = ') + 6)d2’
z'eZ

The first inequality comes from equation 5.1.4 in [8]. The second inequality comes from the Definition [l Since
2’ is an arbitrary choice in our argument, we can take the infimum with respect to z’ and get a tight bound on
the mutual information:

I(X; M(X)) < inf log/ Z(eelP’M(M(x’) =2z)+0)dz

z'eX
=b(e, ) ()
Then, by Fano’s inequality [7], we have:
I(X; M(X)) + log2
H(X)

. b(e,é)—i—log27
- H(X)

inf Px m[AM(X)) # X] 2 1~

and we prove our claim. O

A.2 Proof of Theorem

Proof. We proceed as in Theorem [I] except for the Fano’s inequality step. We now use the Fano’s inequality from
[10] together with eq.([d) and obtain:

I(X; M(X)) + log 2
e
log "%
G 5)T;r>g27
log Mo

inf P [d(AM(X)), X) > 1] > 1 -

and we prove our claim. O

11



A.3 Proof of Corollary [
Proof. When ¢ = 0, since [, _-Ppm(M(2') = 2)dz =1 for all 2’ € X, we have:

b(e,&) = logxi/relfx /ez(eepM(M(fg’) = z))dZ
= log eé/ Ppy(M(z') = 2)dz
z€EZ
=e

By Theorem [Il we prove our claim. O

A.4 Proof of Theorem
Proof. By definition, we have
L,(0;) — Ly(67) <0, (6)

because 0; = argmingcy £,(0). By Assumptions [Al and [B] and by setting A\, = ae,, 5 for some o > 2, then we
have

L,(8,) = Ly(8}) <eps(—ar(c(8,)) + c(0,))+

ens(aR(0,) +¢(6,)) +¢

By Assumption [} and since €/, < ¢, 5, we have

L£(0,) - L£(67) (L(By) — L4(0,) + (L0 (02) — L3(03)) + (Ly(85) — L,(67)) + (L, (87) — L(67))

< ehe(By) + ens(—ar(c(8y)) + c(0y)) + n, 6(aR(0]) + c(8)) + & + 0+ £,,c(87)
< ens(—ar(c(8y,)) +2¢(0,)) +en 5<an<e*> +c(8]) + € +ehe(87)
< ens(aR(0) +c(0))) + £,c(87) +

The first inequality is based on Assumption [C] and the two inequalities () and (Z) mentioned above. The second
inequality comes from &}, < g, 5. The third inequality comes from « > 2, Assumption [Bl and the elimination of
the negative terms. O

A.5 Proof of Lemma [4

5222
Since t;(x) follows a sub-Gaussian distribution, then we have E,[e}t()=Ex[t;GOD] < ¢”5 . Since the
conditional random variable ),(x,n) for any fixed x follows sub-Gaussian distribution, then we have

o222
E,, [e* (i Gem=Enlw;GemD) |x] < =5~ Thus, for random variable ¥ ;(x,m) for any x and n, we can get:

By [ 50om Bl Gom] (A 06m) 5 ()5 () Bl )]
By [ 05 ~Emlth; ()]t () Bt (D)
By o8 00— Exlts GOV, [ AW, 06m)—Enlth, (o)) 5]

2
22
=]

IN

B [ (65 00 —Exlts (]

(o§+o727),\2
= e 2

Thus, 1;(x,n) will also be sub-Gaussian with parameter o such that o? =02+ 0727.

12



A.6 Proof of Lemma

2

Since t;(x) has variance at most o and % ;(x,n) for any fixed x has variance at most 0. Then for random

variable 1),(x,n) for x and n, we have:

Ex,n[(".bj (x,m) — EX;"[¢j (x, 77)])2] = Ex,n[(".bj (x,m) — t;(x) +t;(x) Ex,n[".bj (x, 77)])2]
= Exn[(¥;(x,m) — t;(x))* +
2(%;(x,m) — (%)) (t; (%) = Excn[10;(x,m)])
+(t5(x) = Exnl9p;(x,m)])7]
= Ex[En[((4;(x,m) — Eqvh;(x, m)])?)[x]] +
2B [(t;(x) = Ex[t; ()]) Enlth;(x,m) — Eqltp;(x, m)]]]
FEx[(t; (%) — Ex[t;(x)])?]
< 0727 + 0320

We can have last inequality because Eqp[t);(x, 1) —Eq[%;(x,n)]] = 0. Thus, 4;(x,n) has variance at most o, +03.

A.7 Proof of Theorem

Claim i. The maximum likelihood estimation for exponential family distribution fulfills Assumptl'onm with proba-
bility at least 1 -9, scale function c(0) = ||0]| and rate e, 5, provided that the dual norm fulfills || T, — Ty |« < en.5.

The problem also fulfills Assumption [ with &/, = 0.

Proof. First we show that £, (0) = L£(@) for any 6. Recall that E,[1)(x,n)] = t(x). We have

L£,(0) = —(T,,6)+logZ(0)
—(T, 6) + log Z(6)
= £(0)

For proving that Assumption [l holds, note that £, (8) = £(@) for any 0, and thus £/, = 0.
For proving that Assumption [A] holds, we invoke Claim i in [I6], that is for all 8

£, (8) — L£,,(8)] = (T, — T,,0)|
< | T, — Ty ll0]
< ensl6

Let 0 € H =RP. Let || |l« = *lloos | - || = || - |l1- According to Lemma [ and Lemma [ the variance of
;(x,m) is 0> = 02 + 0. We now focus on proving that [T, — Ty« < e, which is the precondition of Claim [

13



Sub-Gaussian case and ¢;-norm. For sub-Gaussian ¢;(x,n),1 < j < p with parameter ¢ and [;-norm, by
the union bound and independence:

PIT, Tyl >¢] = PIE)IE S0, n) ~ Exenlty(x)] > <

%

= B 35?0 )  ExwnlEqmaltss (x| > <]

%

< 2Bl S, 09)) — Exep [Enmolt(x,m)]] > ¢

%

= 2pPlexp(t(Y_(;(x",n™)) = nExop[En~olt; (x,m)]])) > exp(tne)]

K2

< 2p]E[€XP((t(Z(1/Jj (x®,0)) = nEx~p[En~alt; (x,m)]]))/exp(tne)

= 2] [ Elexp((t(s;(x?.n™)) = Ex~p[En~alih; (x,m)]])] /exp(tne)
i=1

< 2p exp(aztzn — tne)

< B2 =

By solving for e, we have €, s = 01/2/n(logp + log 2/s).

Finite variance case and /;-norm. For ;(x,n),1 < j < p with finite variance ¢ and l-norm, by union
bound and Chebyshev’s inequality:

PIIT, ~Tyll. >¢] = PIENIE YW, 00) ~ Exoplty(x)] > <

2

= BIE YW, 1) ~ BxulEnmaltsGeml]l >

2

< PPl Y0, 0) - B [Eqmolts (e m)] > <
< 0
ne

By solving for €, we have e, 5 = 01/5.

A.8 Proof of Theorem [T

Proof. Using Fano’s inequality, we show that it will be impossible to recover the original data X up to permutation
with probability greater than 1/2. We can describe the data process with the Markov chain X — X, — T;I —

T, — X, where X = A(’f‘n). The mutual information of X, X, can be bounded by using the pairwise KL

14



divergence bound [34].
1% X] < I[%; T
< I[X;X,]
= nﬂ[x(i),xg)]
nyp
< KL i
STranp 2 KRy

ePef-1,+1}a/Ve{-1,41}

—iE X Y KE e

ePe{-1,+1} " Ve{-1,41}

_ M (2 =5
{1,412 E: E: 2072

aPe{-1,4+1}arVe{-1,+41}

01)
J

n./D 5 2
< e ({-L B - =L+ )=
{=1,+1} o5
2
< TP (5
o
n
Because we require the recovery of X € X’ up to permutation, we have |X| = (2\/_) > Qf
[7 and since H(X) < log |X],
. I[X; T,] + log 2
PX#AX]>1- —1T 2<%
X #X] > ol
2P 1 log2
_ n
ny/plog2 —nlogn
In order to have P[X # X] > v, we require
2n‘f + log2
<l-v
n\/ﬁlog2—nlogn
O' ) log 2
2+ =
75—54%§r§1—7
Un(og - \/5)
o> 2
" ) (log2 - ) — Tz
. 4
Thus, if n > = and n < 2vP/4,
4
2
> -
1= =) log2
O

A.9 Proof of Theorem [§

Proof. First, recall that X = A(X,). We proceed as in Theorem [7 except for the Fano’s inequality step.

We now use the Fano’s inequality from [I0] together with eq.(®) and the fact that Nmax(t) = (7}) (Wi_") <
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(1) (e ”>e)t. Thus,

I(X; X) + log 2

X
log (anm‘(ﬂ)

2P 1 log 2

Pld(X,X) > ] > 1—

>1-

12t 2VPn
1Og((e2n(2ﬁ—n))t n )

2P+ log 2

_ n,/plog2 —nlogn + t(log 71(2}72771) —2)
Note that ¢ < n in our analysis. In order to have ]P’[d(X, X) > t] > v, we require
207 4 log 2
. = <l-vy
ny/plog2 —nlogn + t(log T 2)
2
o2 > n./p :
(1-7) (n\/ﬁlog2 —nlogn + t(log m - 2)) —log?2
2
2

anz

_ _ logn _t t2 o _ log2
(1 =) (log2 182 4 7 log oty = 2)) — 252

Thus, if n > max{(l_i)ﬁ, By 4 log 2a2t(71)\/7_)101g 210gt)} and n < 2VF/1,

1= (I—=7)log2+ (1 —~)2 %(logm—‘/?ﬁlogQ—%

A.10 Proof of Theorem

Claim 1ii. The generalized linear models with fived design fulfills Assumption [A with probability
at least 1 — &, scale function (@) = [|0] and rate ep5, provided that the dual norm fulfills

I3 32 @D, 19) = Byap, o, [y, n)xD | < ens
The problem also fulfills Assumption[d with €/, =0 .

Proof. We first show that £,(0) = £(0) for any 6. Recall that E,[¢)(y,n)] = t(y). We have

Ly(8) = By ~p; 0 ~0[Ln(0)]

= E(Vi)y(i)N'Di,n(i)NQ[ﬁ Z —1/)(2%( ), 77( ))<X( )79> + log Z(<X( )7 0))]

= Eviyy o, [= Z “E,00(y®, 1) (x?,0) + log Z((x?, 8))]
=Eayonn [~ > —t)(x,6) + +1og Z((xV, 6))]

%

= £(0)

For proving that Assumption [ holds, note that £,(8) = £(8) for any 6, and thus £/, = 0.
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For proving that Assumption [A] holds, we invoke Claim ii in [16], that is for all 8

1£,(6) = £,0)] = 15 3" (s 1), 0) = = 3" B o[ty 1) (x, 0)

= 112 S W, 10) ~ Ep oy, 0 )<, 6)]
1 o o _
<1l S, 0) — Bp 0wy, O))x . 6]

%

< éens)|0
O
Let @ € H = RP. Let |- | = |- and || -|| = || - |li. Let Va, |z, < B and thus Vi,j,|2\"| < B.
According to Lemma @] and Lemma [5, the variance of ¥(y,n) is 02 = 05 + 0727. We now focus on proving that

13, D,n®) —Ep o[y, n®)])xD|, < e, which is the precondition of Claim [l

Sub-Gaussian case and ¢;-norm. By Claim [ and by the union bound and independence, if we have sub-
Gaussian ¥ (y,n), then

Pl S W00 1) — Ep ool a x> &) = BIEN - S0 — Eyenlt@))al’| >

7 i

= BIE) |- S0 m) ~ Eyn[Epmalt M| > <]

1
ne?

<2p eXP(—W

)

Thus, &,,5 = 0B+/2/n(log p + log 2/s)

Finite variance case and /;-norm. If ¢(y,n) has variance at most o2, then by Claim [ and by the union
bound and Chebyshev’s inequality,

Pl S, n®)  Epolp(y?, 1Ol > e = BIE) - 3 0(n) — Eyenlt)])el’] > <]

A i

= BIE) |- S0 m) ~ Eyn[Epmalt (M| > <]

K2

oB)?
P
ne

By solving for €, we have €, 5 = 0B/ 5.

A.11 Proof of Theorem

Proof. Using Fano’s inequality, we show that it will be impossible to recover the original data Y with probability
greater than 1/2. We can describe the data process with the Markov chain Y — Y,, = Y, where Y = A(Y},). The

17



mutual information of Y,Y}, can be bounded by using the pairwise KL divergence bound [34].

IY;Y] <I[Y;Yy)]
= nlly™; 4]
n
= H=1,+1}2 Z Z KL(P,o 1yl Py 10)
s yMe{—-1,+1} y De{—1,+1}

n 3 Y RLW D, 2N, 62)

T H{EL P
=1, 41} yDe{—1,41} yDef—1,41}

D SH S
B |{_17+1}|2 ] ) 202
Yy e{-1,4+1} y’Def{-1,+1} n
n 2
<— ({-1,+1}* - {-1,+1})=
= |{_17+1}|2(|{ AL = {1+ }|)0727
n
G

Since Y € Y = {—1,+1}" we have |Y| = 2". By Fano’s inequality[7] and since H(Y") < log |},

. I(Y;Y) + log2
PY#Y]>1—- —F———
r#¥]2 log ||
> +log 2
>1-_9n =
- nlog2

In order to have P[Y # Y] > ~, we require

- +log2

n

nlog?2

L,
o2log2 n

| =
IN

l1—x

Thus, if n > %, we have

S
3N
Y

(1—v—)log2

Q
Vv

=S N

(1 —7)log2

18



A.12 Proof of Theorem [I1]

Proof. First, recall that Y = A(Y;). We proceed as in Theorem [I0, except for the Fano’s inequality step. We

now use the Fano’s inequality from [I0] together with eq.(@) and the fact that Npmax(t) = (7) < (%)t Thus,

I(Y;Y) + log 2

1Y
log (Nmax(t))

= +log2

PlA(Y,Y)>t]>1—

>1l—-——
on it
log ((ne)t)
—5 +log2
_ n
nlog2+t(log L —1)

Note that ¢ < n in our analysis. In order to have P[d(Y,Y) > t] > v, we require

—5 +log2
- <1-
nlog2+t(logt —1) — 7
5 n
>
Tn = (1—7) (nlog2+ t(log X — 1)) —log2
1
07272

(1—7) (1og2—|— %(log% — 1)) — 1052

Thus, if n > %, we have

2
(1—7)log2+ (1 —7)2t(log U721 —1)

2
o

A.13 Proof of Theorem

Claim iii. The exponential family PCA fulfills Assumption [Al with probability at least 1 — 6,
scale function c(@) = 6| and rate en5, provided that the dual mnorm  fulfills ||X(¥(z11,m1) —

EzNDu,nNQll [1/)(.%, 77)]7 s ,1/1($mn277735n1n2) - EINDn1n2m~inn2 [1/)(17, 77)])”* S Eng-
The problem also fulfills Assumption[Q with ¢!, = 0.

Proof. We first show that £,,(0) = £(8) for any 6. We have

o~

LW(O) = E(Vij)wz‘j ~Dijnij~Qij [En (0)]

= EWij)as;~Dijmij~i; 1= Z —(@ij,mi5)0i5 + log Z(0:5)]

n =
)

—_

1
= Ewigyas;~my; [ > =By moy, [ (@i5,mi)]0i5 + log Z(60;5)]
i
1
= Evigyas; i [ > —t(x)6;; +log Z(0;)]
i
0

For proving that Assumption [ holds, note that £,(8) = £(0) for any 6, and thus £/, = 0.
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For proving that Assumption [A] holds, we have for all 8

| ( ) | = |_ ZU’ %,mg ij — ZEmNDu n~Q;j 1/’(17,77)]91'”

1
- ZW(‘TU’ Nij) — Bunpy;mn~gi; [¥(2,m)])055 ]

n =
)

1
< ||E(¢(£C1177711) — Eenpirpmon (@), -,
w(‘rnl'HZ ’ n‘rnan) - EwNDnlngfn’"inng [’(/J(:I;, 77)])”* ||0||

< ensll6
O
Recall that @ € H = R™*™ and n = ny >< ng. Let | - H* = |loos I -l = || - ll1- According to Lemma []
and Lemma 3 the variance of ¢ (xi;,7:5) is 0° = o2,; + or;;. We now focus on proving that L (¥ (z11,m1) —
ExnDiy o [V(@,0)], o Y(@ning, 1Tnin,) — EINDn1n2 N~Qningy [(x, 7))« < en,s which is the precondition of

Claim iii.

Claim [iiil Sub-Gaussian case and ¢;-norm. If we have sub-Gaussian ¢ (z;j,7;;), by Claim [ and by the
union bound and independence, we have

1
]P)[H E(w(xllv 7711) - EINDHWNQH [1/)(17, 77)]) sy

Y(Tnyng, MTnyn,) — EINDn1n27nNgnln2 [Y(x, )]« > €]
= P[(Jij)[¢(@ij, nij) — Eonn,, [t(@ij)]| > ne]

(ne)”

< 2nexp(— 52 )

Let 6 = 2nexp(— ( % ), we still have e, 5 = 2Z4/2(logn + log 2)

Claim [l Finite variance case and /;-norm. If ¢)(z;;,7;;) has variance at most o, by Claim [, and by the
union bound and Chebyshev’s inequality:

Bl (011,m11) ~ Earpyy o [0,

Y (Tnyny, NTnyn,) — EwNDnan,nNinnz (¥ (@, n)]) ||« > €]
= P[(3ij) [V(@ij, nij) — Banp,; [H(@)]] > ne]

Let6—n )z,thenwehavesng_\/%

A.14 Proof of Theorem

Proof. Using Fano’s inequality, we show that it will be impossible to recover the original data X with probability
greater than 1/2. We can describe the data process with the Markov chain X — X,, — X, where X = A(X,,).
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The mutual information of X,X,, can be bounded by using the pairwise KL divergence bound [34].
I[X; X] < I[X; X,)]
= nl[wij; Tpij]

n
SenE, 2 2 KPP

zije{—1,+1} 2} e{-1,+1}

o Y Y KW )N o)

zije{-1,+1} 2} e{-1,+1}

" (ij — };)?
T 12 Z Z 202
{=1.+1}| wij€{-1,+1} wj;€{-1,4+1} 2
. 2
< —({- -l o2
S e agp b AUl = L AU 2

n
< — 10
T op (10)
Since X € X = {—1,+1}™*"2 where n = niny we have |X| = 2. By Fano’s inequality[7] and since H(X) <

log | X,
I(X;X,) + log2

PX #X]>1-
(X #X] > oz | |
=5 +log 2
>1-Zn
- nlog?2
In order to have P[X # X] > v, we require
= +log 2
B
nlog2 — 7
Thus, ifn>%,we have
1
2
> -
U"_(l—v—%)log2
2
2
>
7= 1) log2

A.15 Proof of Theorem [14]

Proof. First, recall that X = A(X,)). We proceed as in Theorem [I3] except for the Fano’s inequality step. We

now use the Fano’s inequality from [I0] together with eq.(I) and the fact that Nmax(t) = () < (%)t Thus,

I(X; X) + log 2
log (—IX‘ )
NmaX(t)
= +log2
- o onit
log ((ne)“)
=5 +log 2
1— n
nlog2+t(log £ — 1)

Pld(X,X) > ] > 1 —
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Note that ¢ < n in our analysis. In order to have P[d(X,X) > t] > v, we require

;’—2+log2
<1-
nlog2+t(logt —1) — 7
o2 > n
Tn = (1 —7) (nlog2+ t(log X — 1)) —log2
1
07272

(1-— )(1og2+ (log——l))—lo%2
Thus, if n > %, we have

2
= (1 —=7)log2+ (1 —~)%*t(log (1 1 1)

w
Y

A.16 Proof of Theorem

Claim iv. Let ¢1,...,ds be an infinitely dimensional orthonormal basis, and let ¢(x) = (P1(X), ..., Poo(X)).
we represent the function 8 : X — R by using the infinitely dimensional orthonormal basis. That is,
0(x) = >, v J(e)(b]( ) = W $(x)), where v = (I/§0),...,I/((,z)). In the latter, the superindex (0) allows
for associating the infinitely dimensional coefficient vector v with the original function . Then, we define the

norm of the function @ with respect to the infinitely dimensional orthonormal basis. That is, ||]| = |[v(?)]].
Non-parametric  generalized regression with fived design  fulfills Assumption [Al with probability at

least 1 — 0, scale function c(0) = |0|| and rate e,5, provided that the dual mnorm fulfills

I3 52 WD, 0D) = Byap, o, [y, )] (xD)].

< En,o

This problem also fulfills Assumption [ with &), =
Proof. We first show that £, (8) = £(0). We have

Ly(8) = Ewiyo ~p nir~ol~ Z —p(yD, 5 D)0(xD) + log Z(0(xD))]
Ewipyonpo Z ~Eyo o[ty n)N0x") +log Z(0(x))]

1 f f f
= Eiyo~po [~ > —ty)ox) +log Z(6(x))]

= £(6)

For proving that Assumption [C] holds, note that £,(0) = £(0) for any 6, and thus &/, = 0.
For proving that Assumption [A] holds, we have for all 8

1£,(6) - |—|—Z1/) x") __ZEDQ L )e))|
= (= > @7 1) —Ep oy, n"))ex"),v?)]

<= @Y 1Y) —Ep ol n x|l ]|
< ensl6l
O
Let x € ¥ = B¥. Let |- [l = || oo and || - | = |- 1. Let (%) |@(x)]l. < B and thus (¥if) |5 (x9)| < B.

The complexity of our nonparametric model grows with more samples. Assume that we have ¢, orthonormal
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basis functions ¢1,...,¢,, : R = R. Let ¢, be increasing with respect to the number of samples n. With these
bases, we define ¢,p orthonormal basis functions of the form ¢;(x) = @g(z;) for j =1,...,qup, k = 1,...,qn,
I =1,...,p. According to Lemma M and Lemma [ the variance of 9 (y,7) is 0* = o, + 07. We now focus on

proving that ||2 37, (¥ (¥, D) — Ep o[ (¥, n)])p(xD) ||+ < 5,6 which is the precondition of Claim iv.

Claim [iv] Sub-Gaussian case with /;-norm. Let Vi, w(y(i), n(i)) be sub-Gaussian with parameter o. There-
fore Vi, (y®,n")p;(x(V) is sub-Gaussian with parameter oB. By Claim [, and by the union bound, sub-
Gaussianity and independence,

P[II% Y@ ") = Ep o[ty n )N (x| > €]

i

= P[(3)) I% > WD, nD) = Ep oy, n)))g; (x)| > €]

K2

2
ne
< 2qup eXP(—W) =4

By solving for €, we have €, 5 = 0 B+/2/n(log p + log g, + log 2/s).

Claim [ivl Finite variance case with /;-norm. Let Vi,w(y(i),n(i)) have variance at most o2. Therefore
Vi, (y®,n)¢p;(x)) has variance at most (¢B)?. By Claim [ and by the union bound and Chebyshev’s
inequality,

IED[II% Z(w(y(“, D) —Ep o[ (y™, n))exD)|. > €

= P[(3)) I% S @D nD) = Ep oy, n)))g; (x)| > €]

K2

(B> _,

S an n&_z

By solving for €, we have ,, 5 = 0 B,/ 1F.

A.17 Proof of Theorem

Claim v. Maz-margin matriz factorization fulfills Assumption [Al with probability 1, scale function c(0) = |0

and rate €,.5 = (’)(%) Furthermore, maz-margin matriz factorization fulfills Assumption [d with &), = W
and ¢(0) = ||0]]1.
Proof. To prove this problem fulfills Assumption [A] we have:
1£(6) — L4(0)]
1
=1 > (f(@ijmii0i;) — Ep olf (ximii0:)])]
ij
1
== > wigmis = +1£(63) + Uzignig = —11F(=0i5) = Plaigni; = +11£(0i) — Plagmiy = —11f(=0i5))|

ij

= |% Z((l[wijmj = +1] = Playni; = +1]) f(045) + (Lzizni; = —1] = Playni = 1)) f(=0:3))|

IN

ij
%Z(U[wij%‘ = +1] = Plaijni; = +1]I[f0s)| + L[wijni; = —1] = Plagng = =1 f(=03;)]

1
— 2K10;;
P XK

2K
= T”OHl

IN
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To prove this problem fulfills Assumption [Cl Let K be the Lipschitz constant of f. Note that

EalL(0)] = 5 S af i) + (1 — ) (~a1103)

)

Thus, we have

)

1£6) ~ Bl (6)] = 1 3 Flaigfip) — (= 3 af (aigbis) + (1~ 0)f (~a1g03)

= I i) — (- ) (i)

n

_ (-9 | Zf(xijeij) — f(=i;0i;)|

n

< 1-9) | Z 2K (2i;0:5)|

_2K(1-g)
n

16111

By Jensen’s inequality:

1£(8) — L£,(0)] = |Ep[L(8) — L, (0)]
< Ep|L(0) — £,(0)|
< =D gy,

A.18 Proof of Theorem [I7]

Proof. Using Fano’s inequality, we show that it will be impossible to recover the original data X with probability
greater than 1/2. We can describe the data process with the Markov chain X — X,, — X, where X = A(X,,).
Let B(q) denote the probability distribution that returns +1 with probability ¢ and —1 with probability 1 — g.
Note that since x;; € {—1,+1} and n;; ~ B(q), then n;jz;; ~ B(1/2+ (¢ — 1/2)x;;). The mutual information of
X, X, can be bounded by using the pairwise KL divergence bound [34].
I[X;X] < I[X; X,
= nl[zij; nijvij]
n
< - KL(P,, 2. 1w | P,
= =1, 41} Z Z ( NijTij|Ti

nijx;j‘z;j)
@i €{—1,+1} aj;€{-1,+1}

- > Y KL(B(L/2+ (¢ - 1/2)2i5)|B(1/2+ (q - 1/2)a;)

Tl 12
{=1,+1}| zi€{—1,+1} =}, €{—1,+1}

({=1,+1} = [{=1,+1})(qlog

B n
C L
n q l—q

— 1—q)l

5 T4 + (1 —q)log . )

n q

=—=(2¢q—-1)1 11
20 - )1og 7L (1)
Since X € X = {—1,+1}™*"2 where n = nyiny we have |X| = 2. By Fano’s inequality[7] and since H(X) <
log x|,

q l—q
+ (1 —q)log
- lg—)

< 5 (qlog

iy I[X; X] + log 2
PX#X]>1- ——_—°F
(X #X] = og | X]
2(2g — 1) log +Z- + log 2
>1_2(q )log L +log
- nlog?2
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In order to have P[X # X] > v, we require

5(2¢ — 1) log £ + log2

1 —
nlog 2 7
1
2g—1)1 2(1 —~v——)log2
(2 )ogl_q<( 7= )log
Note that
q q
2g—1)1 2¢g—-1)(—— -1
(29 )Ogl_q<(q )(1_q )
74q2—4q+1
= -

Let g =2(1—~— 1)log2 and g € (0,2log2), we can solve

4q%> —4q +1
1—gq

Solving the inequality above, we get, ¢ € (3,3 + w).

(3, 5+ 1717%), as o3 < =9+ /9(g+8) for g € (0,2log2). If we further assume that n > %, we can have
qE(%,%%— (1?)). O

A sufficient condition for the latter is ¢ €

A.19 Proof of Theorem I8

Proof. First, recall that X = A(X,,). We proceed as in Theorem [T, except for the Fano’s inequality step. We

now use the Fano’s inequality from [I0] together with eq.(I) and the fact that Nmax(t) = () < (%)t Thus,

I(X; X) + log 2

log( ] )
Nuax(t)
5(29 —1)log 14, +log2
- ongt
log (—(ne)f)
5(29 —1)log 14, +log2
nlog2+t(log L —1)

Pld(X,X) > ] >1—

Not that ¢ < n in our analysis. In order to have P[d(X,X) > t] > v, we require

5(29 — 1)log 7L +1log2 _
nlog2+t(logt —1) —

-

q (1 —7) (nlog2+t(log L — 1)) —log2
1—q~ n/2

q t t
— < — — - —
(2¢ —1)log 1 <2(1-7) (10g2 + n(log - 1))

(2¢ —1)log

2log?2
n

Let Gy e = (1 —7) (log2+ L(logL — 1)) — 10%2. A reasoning similar to the proof of Theorem [T leads to

11 *G'v,n,tJF\/ Gyn,t(Gyn,t+8)
qc (57 2 + 8 ) O
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B Irrecoverability Versus Privacy in Our Examples

B.1 A General Privacy Example

We invoke Definition [l for sets S of size 1. In this case we have S = {z} for z € Z , and therefore M(z) € S
is equivalent to M(x) = z. Furthermore, we use datasets = and ' that differ in an samples, where a € (0, 1]
is constant with respect to n. We believe this regime is fair for comparison, since Theorem [ uses privacy for
arbitrary datasets x and 2’ (i.e., a = 1). Furthermore, regimes such as differential privacy (where datasets z and
2’ differ in a single data point) assume that the attacker knows all samples except one (which is an irrelevant
regime for recoverability where the attacker does not know any of the samples).

Let D, be the domain of samples, denote a dataset with n samples as © € X = D}. Let z € Z = D7 be the
perturbed version of = (i.e., z; is the noisy observation of z; for i € [n]). Let M be the perturbation algorithm
that takes = as input and returns z as output. We have:

PuM(z) = 2] < ePM(2') = 2] + 6,
which is equivalent to
p(elz) < ep(la’) + 6.

By independence, we have

[[r(zilz:) < e[ pila)) + 6
=1

i=1

Now Vi € [n], p(zi|z;) < eanp(z]2}) + £ is a sufficient condition to satisfy privacy.

n

B.2 Irrecoverable Example in Section B.1]

/ o}
Following Section [B] this example satisfies Definition dif &, > % for two datasets with an different

samples, because of the additive Gaussian noise and robustness of post-processing [I4]. If the variance 0727 €

[W’ ) the example is not private but irrecoverable.

B.3 Irrecoverable Example in Section

/ 1.25
Following Section [B:l and similar to the previous example, this example satisfies Definition [dlif &,, > %
for two datasets with an different samples, because of the additive Gaussian noise [14]. If the variance 0 €

[W’ ) the example is not private but irrecoverable.

B.4 Irrecoverable Example in Section 3.3

. : . . . . . e~ \/8log LI
Following Section [BI] similar to the previous examples, this example satisfies Definition [ if &, > onyBlog 75

for two datasets with an different samples, because of the additive Gaussian noise [I4]. If the variance 0727 €

[%, 5,27), the example is not private but irrecoverable.

B.5 Irrecoverable Example in Section

Following Section [B] this example satisfies (e, 0)-privacy from Definition [ for the matrix X € {—1,1}m*"2,

; for two datasets with an different samples. If g € [%, 5+ M

n = ning if we have ¢ = 5= and q > ¢,
€

the example is not private but irrecoverable.
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