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Abstract

Physical layer security (PLS) has been shown to hold promise as a new paradigm for securing wireless links.
In contrast with the conventional cryptographic techniques, PLS methods exploit the random fading in wireless
channels to provide link security. As the channel dynamics prevent a constant rate of secure communications
between the legitimate terminals, the outage probability of the achievable secrecy rate is used as a measure of the
secrecy performance. This work investigates the secrecy outage probability of a simultaneous wireless information
and power transfer (SWIPT) system, which operates in the presence of multiple eavesdroppers that also have the
energy harvesting capability. The loss in secrecy performance due to eavesdropper collusion, i.e., information sharing
between the eavesdroppers to decode the secret message, is also analyzed. We derive closed-form expressions for the
secrecy outage probability for Nakagami-m fading on the links and imperfect channel estimation at the receivers.
Our analysis considers different combinations of the separated and the integrated SWIPT receiver architectures at
the receivers. Numerical results are provided to validate our analysis.
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I. INTRODUCTION

Simultaneous wireless information and power transfer (SWIPT) systems have spurred considerable
research interest in both academia and industry [[1]. The SWIPT technique provides significant convenience
to its users by efficiently utilizing the radio frequency (RF) signal for both information and power transfer
[2]. However, SWIPT systems require a special receiver design to support the dual capability of energy
harvesting (EH) and information decoding (ID). In the literature, two broad categories of SWIPT receiver
architectures have been proposed namely the separated and the integrated receiver architectures [1]. The
separated receiver architecture has dedicated separate units for ID and EH. However, this increases the
complexity and cost of the receiver hardware [3]]. In contrast, the integrated receiver architecture has a
unified circuitry to perform ID and EH jointly, which reduces the hardware costs [3].

Varshney et al. in [4] were the first to propose the transmission of information and energy simultane-
ously. They developed a capacity-energy function to characterize the fundamental tradeoff in performance
between simultaneous information and power transfer. In [3], the authors extended the work of [4] to
frequency-selective channels with additive white Gaussian noise (AWGN). It was shown in [3] that a
non-trivial tradeoff exists for information transfer versus energy transfer via power allocation. A SWIPT
system under co-channel interference was studied in [6]. The authors derived optimal designs to achieve
outage-energy tradeoffs and rate-energy tradeoffs. In [7] the authors considered the performance of a
SWIPT system with imperfect channel state information (CSI) at the transmitter. Networks that employ
pure wireless power transfer were studied in [8] and [9]]. In [8]], the authors studied a hybrid network
that overlaid an uplink cellular network with randomly deployed power beacons, which charged mobiles
wirelessly. The authors then derived the tradeoffs between different network parameters under an outage
constraint on the data links.
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The broadcast nature of wireless signals implies that nodes other than the intended receiver may
also receive the transmitted message, which results in information leakage. Although cryptography-based
techniques are conventionally used to secure transmitted information, the high computational complexity
of these techniques consumes a significant amount of energy [10]. Recently, physical layer security (PLS)
has been proposed as an alternative for securing wireless communications by exploiting the channel
characteristics such as fading, noise, and interferences [[11]. The secrecy performance of a cooperative
network was investigated in [12], [13]]; secrecy for interference limited networks was studied in [14] and
for cognitive radio networks in [15], [16]], [[17]. In[18], the authors analyzed the secrecy performance
of a multicast network in which the transmitter broadcasted its information to a set of legitimate users
in the presence of multiple eavesdroppers. The authors then proposed power minimization and secrecy
rate maximization schemes for the considered multicasting secrecy network. The security of large-scale
networks has also been characterized in terms of connectivity [19]], coverage [20] and capacity [21].
Researchers have also considered so-called artificial noise generation techniques to reduce the signal-
to-interference ratio of the eavesdropper channel while minimizing the interference to the legitimate
link [22], [23]. The authors in [24], [25] studied cooperative jamming, whereby a relay transmitted an
interfering signal towards the eavesdropper while the source broadcasted its message. In [26]], secure
beamforming techniques have been explored to maximize the received power at the legitimate receiver.
The PLS techniques are naturally applicable to SWIPT but the design of an optimal PLS techniques for
SWIPT systems is a non-trivial task since it needs to also consider the efficiency of the wireless power
transfer. In general, if a power receiver is a potential eavesdropper then any increase in the information
signal power to improve the power transfer efficiency may also compromise the message secrecy [6].
Therefore, the inherent tradeoff between power efficiency and information security in a SWIPT system
merits detailed examination. The authors in [27] investigated the maximization of secrecy throughput for
SWIPT systems. In particular, they considered power allocation between EH and ID to provide an optimal
secure SWIPT solution. In the same work an analytical expression for the secrecy outage probability was
also derived. In [28], the authors investigated the secrecy performance of a SWIPT system with the
separated receiver SWIPT architecture employed at the eavesdropper and x — p faded links. In [29] the
authors introduced an artificial noise-aided precoding scheme to maximize the secrecy rate. In [30] the
authors studied the secrecy capacity of an EH orthogonal-frequency-division-multiplexing network. All the
sub-carriers were allocated an identical power and the power-splitting technique was used to coordinate ID
and EH. In [31] the authors analyzed secure beamforming for an amplify-and-forward two-way relaying
SWIPT network and proposed a zero-forcing based sub-optimal solution to maximize the secrecy of the
considered network.

In the SWIPT literature most investigations have considered only the separated receiver architecture
[271, [29], [30], [31]. Furthermore, multiple eavesdroppers when considered are often assumed to operate
independently, whereas in many practical scenarios these eavesdroppers may collaborate to enhance their
secret message decoding capability [32]]. Finally, the achievable secrecy rate may degrade significantly
under imperfect channel estimation at the legitimate receiver, whereas imperfect CSI at the eavesdropper
can prove beneficial for the system’s secrecy performance. To the best of the authors’ knowledge, a
comparative analysis of the secrecy performance of the separated and integrated SWIPT architectures
with eavesdropper cooperation and imperfect CSI has not been performed previously. Specifically, the
main contributions of the submitted work are listed as follows:

« We derive closed-form expressions for the secrecy outage probability with imperfect CSI knowledge
at the receivers and different combinations of the separated and the integrated SWIPT architectures
at the legitimate and the eavesdropping receivers.

« The tradeoff between secrecy performance and harvested energy is investigated.

« The loss in secrecy performance due to eavesdropper cooperation is analyzed and compared with the
non-cooperative case.

The remainder of this paper is organized as follows. Section II presents the system model. In Section



III the closed-form expressions for the outage probability are derived for different receiver architectures.
Section IV provides numerical results along with relevant discussion. In Section V, some concluding
remarks are given.

II. SYSTEM MODEL

We consider the downlink of a SWIPT system as shown in Fig. [I] in which the Access Point (AP)
transmits a secure message to the legitimate receiver S, which has simultaneous EH and ID capability.
This transmission is also received by N eavesdropping nodes that are admitted into the network for EH-
only but exploit their SWIPT receiver architectures in an attempt to intercept the secret communication
between AP and S [33]]. Since the eavesdroppers, denoted by F = {E;|i = 1,2,...N}, are also part of the
network - the AP is assumed to have CSI for the main channel to node S as well as for the NV wiretap
channels [33]. All nodes are considered to be equipped with single antennasE] Our analysis considers two
types of receiver architectures for both S and F, i.e., the conventional separated receiver and the integrated
receiver architecture [3] shown in Fig. 2| In the separated receiver, the RF signal after power-splitting
(PS) is fed to separate circuitry for ID and EH, whereas in the integrated receiver PS between EH and
ID takes place after the rectifier. The rectifier of the integrated receiver also down-converts the RF signal
for ID, i.e., the down-conversion operation is integrated with the energy receiver in this architecture. For
both receiver types, the fractional powers received for ID and EH are denoted by 0 < p < 1 and 1 — p,
respectively.

ID — EH '
Receiver (S) §E N
Access Point (AP)

ID — EH
Colluding Eavesdroppers

Fig. 1. System Model.

Consider that the AP transmits signal s with power P. The signal received at S can then be written as

[ p .
Ys = mhss‘Fns, (1

where /1, represents the channel gain estimated by S and n, denotes the zero-mean variance N, additive
white Gaussian noise (AWGN) due to the receiver electronics at S. Additionally, PSZ"SS = % is the
path loss, where ds denotes the distance between AP and S and = is the path loss exponent. Furthermore,
Ac 1s the carrier wavelength and G; and G, are the antenna gains at AP and S, respectively.

Since S employs PS architecture, the received signal is further divided into two streams for ID and EH.

The signal at the information decoder of S is given as

[ P .
Ys = \/E < mhss + ns) + 2, ()

1Analysis for multi-antenna nodes [34] will be reported in future work.



4

Power
- Splmer
()

Separated Receiver Architecture
with Power Splitting

Power 1P ]
Rectifier /

Transmitter |~ 5Ane
< Y,

Integrated Receiver Architecture
with Power Splitting

Fig. 2. Separated and integrated receiver architectures of SWIPT [3].

where p, is the power splitting factor at S and z, is the signal processing noise at S, also distributed
normally as N(0,02). Since 1 — p, fraction of received power is used for energy harvesting, thus the
amount of harvested energy at S, ignoring small amount of energy stored by antenna and signal processing
noise, can be written as [3]]

— ps) Plhs[?
Psloss ’

where (; represents the power conversion efficiency at S. The AP transmission is also picked up by the
eavesdroppers, the signal received at the information decoder of the i-th eavesdropper is written as

g, = U 3)

P
Yie = / Pie ( Ploss hzes + nze) + Zie, (4)

where /e represents the channel gain estimated by the ¢-th eavesdropper. Furthermore, n;,. = n. represents
the thermal noise distributed as N (0, Ny) and z;. = z. is the signal processing noise distributed as
N(0,02), at the i-th eavesdropper. Here the noise statistics are assumed identical due to all eavesdroppers
using the same type of hardware. For a tractable analysis, we consider P/°*¢ = P and p;. = p.Vi € N.
Similar to (3), the amount of harvested energy at the i-th eavesdropper can be written as [3]]

gie(l - pie)P‘hieP
[ Y
B
where (. is the power conversion efficiency at the i-th eavesdropper. Moreover, without loss of generality,

we consider (;c = (e throughout this work. Finally, the receiver nodes make an erroneous channel estimate
due to their hardware impairments modeled as [33], [36]

EH; = (&)

hie = \/1 — 02hy, + Gpo, (6)

where k € {s,ie}, hy represents the true channel amplitude gain. The parameter 0 < J;, < 1 is a measure
of estimation accuracy with J, = 0 for a perfect estimate. Additionally, v is a normal random variable
distributed as N'(0,1). Now by substituting @ into we can express the signal received at S as

P
Do 0svs + ns) + zs, (7



and substituting (6] into we can express the signal received at i-th eavesdropper as

P(1— 62 | P
Yie = \/ Pie < %hies + méievs + nie) Tt Zie- (®)

Using the above equations, the instantaneous signal-to-noise ratio (SNR) of the main channel can be
written as

o pst(l - 5?)
Xe = (Qspség + psNO + O—g)
and the SNR for the i-th wiretap channel can be expressed as

peQE(l — 0, ) 2
e — “ hie 5 10
Yie = [padZ 1 polV + 08! (10

where Q, = P/(P"**) and Q. = P/(P*). For subsequent analysis, d;, = d.,Vi € N is considered.

|hsl?, )

IITI. SECRECY OUTAGE ANALYSIS

In this section closed form expressions for the secrecy outage probability are derived separately for
four different cases that are based on the receiver types used at S and E. Specifically, POSJ;_S” denotes
outage probability for the case of separated receiver architectures at S and F, Pofﬁfl " denotes the outage
for separated receiver at S and integrated receiver at F, Pﬂ_s P is the outage for integrated receiver at S
and separated receiver at £, and P"~'" denotes outage probability for the case of integrated receivers at
both S and E. Each of these four cases are discussed first for the non-cooperative eavesdropping scenario

and later for cooperation among the eavesdroppers.

A. Non-cooperative Eavesdroppers

In this scenario, the worst-case of the eavesdropper with the maximum SNR is considered to decode
the message. The instantaneous SNR of the wiretap link can be re-written as
peQe(l — 53 )

e — ie — hz‘e 2’ 11
Xe = BN X = Qa0 + polNy + 02) max [fie (i

where Y;. is Gamma distributed [37] with probability density function (PDF) expressed as
_ mie(Qiepieéz‘25+pieN0+Uge) MMie mie(Qiepi667;26+pieN0+Ui2€)7ie (’Yie)mi€71
ine (%‘e) pic(1—02 )7ie xXexp | — pie(1—02 )7ie X T ()

Then, the cumulative distribution function (CDF) for the instantaneous SNR of the wiretap link (i.e.

random variable y. falling below an arbitrary value ~.), is given as

Fy, (7e) = Pr(xe < 7e)- (12)

Now using statistical independence of the wiretap channels and the CDF of a Gamma random variable
[38], we obtain

er(%) = Pr(Xle < Yer X2e < Ves -+ -y XNe < ’Ye),
me(ere(sg + peNo + 03)76
=|l—exp|— T
p€<1 - 56)/76
me—1 rq N
N 1 e Qe 652 eN 2 e
% Z_ m( Pl + P (z+o-e>’y : (13)
7! pe(1 —82)7.

r=0



The corresponding PDF can be written as

AP (v
Folre) = 22

_ N(’Y@)me_l {me(ereég + peNo + 02)} "
['(me) pe(l —62)7e
e Qe 652 eN 2 e
5 [1_exp (_m( p e+p2 o+ae)v)
pe(l - 66)’7@
=y 1 me(QeIOeég + peNo + 03)% A
x Z rl 1—52)7
r=0 r 106’( - e)rye
( me(ereéz + peNo + Ug)’Y@)
x exp | — I
pe(l = 62)7e
where 7, = Q. E{max;cx |hi|*} represents the average SNR of the wiretap link and m, is the Nakagami-m
fading severity parameter for the wiretap link.
The PDF of the instantaneous SNR of the main link can be obtained as [37]]
ms(Qspsds + psNo +03) ™
f)@(%’): { 1—52)7
ps(1 = 62)7s

s—1 ms Qspség+psN0+U§ Vs
(78)m exXp (_ ( )

(14)

P5(1_5§)'78
. 15
X (my) (15)

The corresponding CDF is given as [37]]

my(Qsps62 + psNo + 02)%) el
F, (7s) =1—exp (— 5 — 5 —
(1) 01— 07, 2

{ms(ﬂspséf + psNo + 0?)%} '
X

ps(1—02)7s ’
where 7, = Q,E{|h,|*} is the average SNR of the main link and m, represents the Nakagami-m fading
severity parameter for the main link.

1) Separated Receivers at S and E: The achievable rates for the main and wiretap links can be written
as Cs = logy(1 4 x5s) and C, = log,(1 + x.), respectively [3]. The achievable secrecy rate Cl.. is defined
as the non-negative difference between the achievable rates of the main channel and wiretap channel,
which is expressed as Cy.. = [Cs — Ce]T. A secrecy outage event occurs when Cj,. falls below some
target rate s > 0 [39], [40]. The secrecy outage probability is then written as

Pyl = Pr(Cyee < Ry)
oo p2Rs(14v.)—1
- / / sz (’ys)fxe(’)/e)d’)/sd’yev
0 0

- / F (@ (1 4 %) — D) fy. (ve)de. (17)

Now using (I4) and (I5) in and with the help of [41], (8.352.4)], we obtain

PSpfSp o N |:me(er€53 + peNO + 0‘5) e
out - 2\ =
I'(me) pe(l = 02)7e

) N-1 N1 i ]
‘ ( )F(me)r(ms) M1, ¥y), (18)

(16)

w

w=



where

M(a,b) = / " (o)™ exp(=mea)T(me, mea)”

x I'(mg, msb)dre,
(Qepedz + peNo + 02)7e
pe(l = 62)7e ’
(Qups02 + psNo + 02) (2" (1 +7.) — 1)

Uy = i
? ps(l _52)’75

Furthermore, I'(.,.) is the upper incomplete Gamma function and I'(.) is the Gamma function [41]. The
function M a,b) can be readily evaluated using any computational software.

2) Separated Receiver at S and Integrated Receiver at E: In this case the achievable rate for the main
link is Cy = logy(1 + x5). On the wiretap link, the integrated receiver’s ID channel can be modeled as
a free-space optical intensity channel [3]]. The asymptotic high-SNR achievable rate for this channel is

expressed as C, = logy(xe) + %log2 o, assuming that the signal processing noise dominates the antenna
noise [3]], [42]. Then using the approach of (I7), we obtain

Piﬁim = / FXS(QRS%C - 1)er ('Ye)d%a (19)
0

where C' = /. Substituting and in and using [41] (8.352.4)], we get

PSp—In _ N me(ereég + peNO + 0-3) e
ot I'(me) pe(l — 02)7e

N-1 N1 (—1)
x ) ( )—F(me)P(ms) x MWy, Us). (20)

\111:

w

w=

Qsps62+ps No+o2)(2Rsv.C—1
where U = (&2 S+pb (‘ffgg)),( 701

3) Integrated Receiver at 75' and Separated Receiver at E': In this case, the main link has an asymptotic
achievable rate of Cy = log,(xs) + %log2 o= [3], [42], whereas the achievable rate for the wiretapper
is C. = logy(1 + xe). Then using a similar approach to (17) and after some manipulations, the outage
probability is given as

n— Oo 7sC
Pqut o =1- /;Rs FXe (ﬁ - 1) fxs('ys)d’Ys- (21)

C

Substituting and in and using the binomial theorem, we get

N
) N (—1)7
N G I
=0 < ['(mg)I'(me)
|:ms(Qsp36§ + IOSNO + 0-3)
ps(l - 63)5/3

where T (a,b) = [,x, Jc [(me, mea)®(vs)™ ~* exp(—myb)dry, involves a single integral and can be readily

C
(ereég+PeN0+U§)(;jszs -1) and U5 = (Qsps62+psNo+02)vs

Pe(l_dg)’% Ps(l_ég)’?s

] T (W, U5), )

evaluated in any computational software. Furthermore, ¥, =



4) Integrated Receivers at S and E: 1In this case the main and wiretap links have asymptotic achievable
rates of Cy = log,(xs) + 3 log, = and C. = logy(xe) + 3 log, 5=, respectively [3]]. Then using the same
approach as that for deriving (I7), we obtain

n—In - Vs
Poir " =1~ / B (35 ) Fe () (23)

Replacing (I3) and (I3) in (23) and after some algebraic manipulations, we obtain

=13 (Y ) rpastiy

ms<Qsps(52 + psNO + U2> "
2 2 e, U 24

X

(QepedZ+peNo+o?) ;Tb

where W5 = pe(1—62)7e

B. Cooperative Eavesdroppers

For the case of cooperative eavesdropping, the N eavesdroppers share information to form a virtual
antenna array for receive beamforming such that a single-input multiple-output (SIMO) channel exists
between the AP and the eavesdroppers [19]. The combined message ensures the maximum achievable
rate of the wiretap link. In this case the instantaneous SNR of the combined wiretap signal can be written
as

N

Xe =Y Xie (25)

=1
The PDF of x. can be written as [43]]

me(ereéz + peNo + 03) e ’Yévme_l

ol = (PR T

Me(Qepedy + pelNo + 07)
pe(l = 02)7e

The CDF of the sum of independent, identically-distributed Gamma random variables is expressed as [38]]

me(er652 + peNO + UQ)”Y@
Fe(%)Zl—eXp(— ’ —
* pe(l = 02)7e

Nme— r
~ e epe(S +peNO + 0 )/7
— . 27
s r'( pe(1—32)7 @7

1) Separated Receivers at S and E: Using (26) and in and with the help of [41} (8.352.4)],
the secrecy outage probability for this case is expressed as

me (e eég—l— Y +a§ Nme
PO =1 — < ( pp(l — (%02)70 )) U1, Ty), (28)
Nme—1

where U(a,b) = [° T exp(—mea)%d%.

X exp(— ﬁe)- (26)




2) Separated Receiver at S, Integrated Receiver at E: Substituting (26) and into (19), the secrecy
outage probability for this case is expressed as

00 Nme
pSp=In _ q _ / <me(ere(5§ + peNo + ‘73))
o 0 pe(l o 53):)/6

(Nme-t Me(Qeped? + peNo + 02)
X —————exp | — ¢
I'(Nm.)

pe(l - 53)3/6
2 2\ (9Rs _
< exp (_ms(ﬂsps5s + psNo +203_)(2 7.C 1))
ps(l - 53)75
ms—1 2 2\ (9Rs _ r
% Z 1 |:77’L5(Qsp5(55 +p5N0 +08)<2 ’yeC' 1):| d’ye,

r=0 ! ps(l - 53)’78
After some simplifications and using [41, (8.352.4)], the secrecy outage probability is expressed as
(Qeped? + peNo +02)\ "
P =1 (m( bede 100 °+“€>> Uy, ). (30)
pe(l - 5@)76
3) Integrated Receiver at S and Separated Receiver at E: Substituting and (I3) in (21, the secrecy
outage probability for this case is expressed as

(29)

ms(Qspség“l’psN +Ug)’}/s
pln=Sr _ 1 _ L, o (=507, )
I'(my)

/°° ( Me(Qeped? + peNo + 02)7,C
— exp| — -
2Fs pe(l — 62)7e2%
Me(Qeped? + peNo + 02) Neelly
T - ®)eR ) 2 5
y (_me(ere5§ + peNo + 02)7C
pe(1 — 02)7e2":
+ me(ereég + peNo + Uz>>T (’VS)ms_l
pe(l — 02)7c 28 I'(m)
y {ms(ﬂspﬁf + psNo + 0?)] e

ps(l - 652)5/3

M (Qsps62 + psNo + 02)7s
e (_ pe(1— 02)7 s

After some algebraic manipulations, we obtain

(31)

ms(Qsps(Sg-i-psNo-&-U?)%

pin=5Sp _ 1 _ Lims, ps(1-62)7s )
out F(ms)
[ms(ﬂspséngpsNoJrU?)]ms

s 1*63 Vs
- P (F(ni”) V(Wy, Us), (32)
where V(a,b) = [k (75)™s~ exp(=msa)T(N'ms,me
c

b)
T'(Nms) d")/s '
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Fig. 3. Comparison of secrecy performance between different SWIPT receiver architectures. (a) Rs = 1 bps/Hz (b) R = 2 bps/Hz.

4) Integrated Receivers at S and E: Replacing and in and using a similar approach as
for the derivation of the secrecy outage probability for this case is expressed as

PIn—In —1—

,05(1_5%)’75

ms (Qs Ps 53 +ps No +U§)75
['(ms, )

out F(ms)
[ms(QSPs6g+PsNO+O§) ]ms

J— pS(lf‘Sg)iYs V(qjﬁ ‘115)

['(m)

IV. NUMERICAL RESULTS AND DISCUSSION

We now provide some numerical results to validate the analytical expressions derived in Section III.
The system parameters provided in Table [I| are used for result generation, unless stated otherwise.

S No. | Simulation Parameter Value
1. Channel Realizations 10°
2. Antenna Noise Variance No 0.1 dB
3. Signal Processing Noise Variance o2 = o2 0dB
4. Target Secrecy Rate R, 1 bit/sec/Hz
5. Main Link Power €2, 30 dB
6. Wiretap Link Power €2, 10 dB
7. Nakagami-m shape factor ms = me 2
8. Power splitting factor ps = pe 0.8
9. Channel estimation accuracy ds = 0. 0.2
10. No. of eavesdroppers N 5

TABLE I
SIMULATION PARAMETERS.

(33)

Fig. [3] compares the secrecy performance for different combinations of receiver architectures at the
legitimate receiver and the eavesdroppers. Fig. [3[a) shows that for any given value of 7,, the smallest
secrecy outage probability is achieved when S is equipped with a separated and £ with an integrated
receiver architecture. on the other hand, the secrecy outage probability is the largest for the case when
S is equipped with an integrated and E with a separated architecture, all other parameters remaining
un-changed. The figure also shows that the outage probability increases with cooperation between the
eavesdroppers. Fig. [3(a) shows that by increasing 7, a steady reduction in the outage probability can be
achieved. However, at large values (s > 28 dB), an outage floor is introduced for both the cooperative
and non-cooperative cases, which shows that the outage probability does not decrease despite an increase
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in the main link SNR. This floor appears because of the channel estimation errors for the main link. By
comparing Figs. 3(a) & (b), it can be observed that by increasing the target rate R, for a fixed 7, the
outage probability increases for all receiver architecture combinations. Finally, comparing the two sub-
figures also reveals that the difference between the outage performance with and without eavesdropper
cooperation diminishes as R, is increased from 1 to 2 bps/Hz. All graphs shown in the figures exhibit
a good match between the simulation and analytical results, which validates the accuracy of our derived
analytical expressions.

Fig. ] shows the secrecy outage probability surface plotted against 7, and the Nakagami-m parameter,
for different receiver architectures at S and E. Figure f[(a), for the case of non-cooperative eavesdroppers,
shows that the secrecy outage probability decreases with an increase in mg; = m,, which corresponds to a
decreasing severity of the channel fading. Moreover, the figure shows that progressively larger values of
the Nakagami parameter (ms = m. = m > 2, result in an increasing difference between the secrecy outage
probabilities achieved by the 4 receiver combinations; the combination of S separated and E integrated
receivers has the smallest outage as already observed in Fig. 3. By comparing Fig. f{b), i.e., cooperative
eavesdroppers with Fig. f{a) for the non-cooperating case, it can be observed that for a given -, and
identical system parameters, cooperation between the eavesdroppers significantly increases the secrecy
outage probability relative to that for the non-cooperative case.
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Fig. [5] shows the impact of the PS factor p on the secrecy outage probability. To separately demonstrate
the effect of PS at S only, p, is varied while the PS factor at the eavesdroppers is fixed at p. = 0.5.
Another set of curves shown in Fig. [5] describe the effect of PS at eavesdroppers only, while p, = 0.5 is
maintained for those curves. The figure shows that by increasing values of p, the secrecy outage probability
decreases. This is because a larger fraction of the received power is then used for ID at S. In contrast,
the secrecy outage probability increases with increasing values of p.. This is due to the fact that more
power is then allocated by the eavesdroppers to decode the secret message, which diminishes the system’s
secrecy performance.

Fig. [6] shows the impact of the channel estimation errors on the secrecy outage probability. Figs. [f[(a),(b)
show that an increase in d,, the legitimate receiver’s estimation error, degrades the secrecy performance.
Whereas, Figs. |§Kc),(d) show that an increase in ¢., the eavesdropping receiver’s estimation error, reduces
the secrecy outage probability. This follows from the fact that the secrecy outage event is dependent on
the decoding ability of both the legitimate and the eavesdropper nodes. An imperfect channel estimate at
the eavesdropper increases its likelihood of incorrect decoding of the secret message, which reduces the
information leakage. One may also observe from the figure that an increasing error in CSI estimate of
the higher SNR main link has a more dominant effect on the secrecy outage probability than a similar
increase in CSI error on the wiretapping receivers. This can be verified by comparing the relative shift in
the secrecy outage curves between Fig. [6fa) and (b) with the relative shift in the secrecy outage between
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Fig. [6(c) and Fig. [6[d). This effect is more pronounced for the cooperating eavesdroppers case.

Fig. [/| shows the energy-secrecy capacity tradeoff for both cooperative as well as non-cooperative
eavesdroppers. Each tradeoff curve is generated by varying p, between 0.01 and 0.99 with fixed p. = 0.5.
However, plotting of each curve in Fig. [/| is restricted to its respective p, sub-interval that produces a
non-negative secrecy capacity. This results in different energy levels, harvested according to (1 — p;), at
zero secrecy capacity as shown in Fig. [/l One may observe from the figure that the enhanced eavesdropper
performance due to cooperation diminishes the harvested energy conditional on a non-negative secrecy
capacity. The figure also shows that o, = 6. = 0.001 achieves a better energy-secrecy operating point
than that of J; = d. = 0.2, which highlights the significance of having an accurate CSI estimate at the
main receiver. Moreover, the figure shows that when the number of eavesdroppers N increases from 5 to
10, the area of the energy-secrecy capacity region decreases significantly for both the cooperative as well
as the non-cooperative eavesdroppers. Finally, for a fixed number of eavesdroppers, the energy-secrecy
capacity region for non-cooperative eavesdroppers is larger than that of the cooperative eavesdroppers.
This highlights the fact that cooperation among the eavesdroppers considerably degrades the secrecy
performance of the system.

V. CONCLUSION

This work has investigated the secrecy outage probability for a SWIPT system operating in the presence
of cooperative eavesdroppers and different combinations of the SWIPT receiver architectures considered at
the legitimate receiver and the eavesdroppers. We derived closed-form expressions for the secrecy outage
probability for each of these cases and showed that the smallest secrecy outage probability is achieved
when the legitimate receiver has a separated architecture and the eavesdroppers have an integrated SWIPT
receiver. The worst-case scenario is when the legitimate receiver has an integrated architecture and the
eavesdroppers have separated SWIPT architectures; for a high main link SNR and Nakagami-m = 4, it
was shown that the secrecy outage probabilities achieved for these two extreme cases differ by an order
of magnitude. The effect of channel estimation errors was also investigated and it was shown that for the
main link average SNR greater than 28 dB, an outage floor appears, i.e., the secrecy outage probability
cannot be reduced further due to the channel estimation errors, despite an increase in the main link SNR.
Finally, it was shown that cooperation between the eavesdroppers significantly increases the secrecy outage
probability relative to that of the non-cooperative case for any combination of receiver architectures. Our
results are useful for analyzing the secrecy performance of different SWIPT receiver architectures and
eavesdropper cooperation.
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