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The atmospheric turbulence is the main factor that influences quantum properties of propagating
optical signals and may sufficiently degrade the performance of quantum communication protocols.
The probability distribution of transmittance (PDT) for free-space channels is the main charac-
teristics of the atmospheric links. Applying the law of total probability, we derive the PDT by
separating the contributions from turbulence-induced beam wandering and beam-spot distortions.
As a result, the obtained PDT varies from log-negative Weibull to truncated log-normal distribu-
tions depending on the channel characteristics. Moreover, we show that the method allows one to
consistently describe beam tracking, a procedure which is typically used in practical long-distance
free-space quantum communication. We analyze the security of decoy-state quantum key exchange
through the turbulent atmosphere and show that beam tracking does not always improves quantum

communication.

I. INTRODUCTION

In conventional optical communication the optical sig-
nal is transmitted through optical fibers or free space
links over hundreds of kilometers. In the latter case,
the channels are mobile, do not require access to the
optical-fiber infrastructure, and have the potential to
establish global quantum communication via satellites.
The recent studies of short-distance intracity [1-6], long-
distance ground-based [7-13], and satellite-mediated [14—
25] quantum links have shown that quantum protocols
are feasible even if the quantum signal undergoes large
losses. The proper tracking, postselection, preselection,
and adaptive strategies [26-32] could even improve the
performance of the free-space channel. Hence, the free-
space quantum links are prospective channels for per-
forming quantum key distribution, quantum teleporta-
tion, quantum sensing, etc.

The main obstacles for the efficient performance of
quantum protocols with free-space quantum channels are
atmospheric turbulence, random scattering, and absorp-
tion losses. The absorption and scattering effects con-
tribute merely to energy losses and the degradation of the
signal intensity. An optical beam that carries a quantum
signal also undergoes amplitude and phase fluctuations
due to the random distribution of the atmospheric refrac-
tive index. The random variation of the refractive index
is turbulent in its nature and originates from disordered
mixing of air layers with different temperature, pressure,
and humidity characteristics [33, 34]. Turbulent air mo-
tion represents a set of air blobs and vortices and spans
a wide range of scales ranging from extremely large to
very small. Since the optical signal interacts along the
propagation path with almost the whole set of scales, the
precise description of light propagation in turbulence is
almost impossible and the free-space channel should be
described by statistical means. In this context the prob-
ability distribution of atmospheric transmittance (PDT)
through the atmospheric channels, which characterizes
the optical channel [35, 36], plays a crucial role.

In typical communication scenarios via quantum atmo-
spheric channels the sender generates a signal and sends

it through the atmospheric link. The transmitted sig-
nal is then collected and analyzed by the receiver detec-
tion module. The connection between sent and received
quantum states can be established with the input-output
relation for the quantum state [37]

Pou(a) = /01 an(n)%Pin (;7) : (1)

This relation is written in terms of the Glauber-
Sudarshan quasiprobability distributions [38, 39] P, («)
and Pyys(a) of the input and output quantum states,
respectively. Here P(n) is the PDT for the atmospheric
channel and 7 € [0, 1] is the intensity transmittance. Pro-
vided the PDT is known for a specific quantum chan-
nel, the analysis of quantum properties of the trans-
mitted state can be performed straightforwardly from
Eq. (1). An important fact is that the PDT is a positive-
semidefinite function in both quantum and classical the-
ories and can be obtained from purely classical models
or experiments.

In many practical situations the detection scheme on
the receiver site has a telescope or another focusing unit
that collects the transmitted signal for further detection.
Since the telescope has a finite entrance pupil the trans-
mitted signal arriving on the detector is influenced by the
finiteness of the entrance aperture. This action of the re-
ceiver aperture is superimposed with the random distor-
tions of the optical signal caused by the turbulent atmo-
sphere and results in a fluctuating transmittance which
can be written as

n= /dgrl(r,L). (2)

A

Here I(r,L) is the normalized intensity of a classical
beam, L is the beam propagation distance, and A is
the area of the receiver aperture, which we assume to
be circular with the radius a. In Eq. (2) the transverse
spatial coordinate r is chosen in such a way that r=0
coincides with the center of the aperture opening. The
transmittance is a randomly varying quantity with values



n € [0, 1]; its statistical properties for the specific atmo-
spheric quantum channel are given by the corresponding
PDT.

Among the most pronounced effects that influence the
value of atmospheric transmittance (2) are random de-
flections of the light beam as a whole by turbulent inho-
mogeneities (beam wandering), turbulence-induced beam
broadening, and deformation. The PDT that accounts
for the beam-wandering effect was derived in Ref. [35]
and was further extended in Ref. [36] in order to include
the effects of beam broadening and deformation into an
elliptic form. The elliptic-beam model allows one to ob-
tain a consistent PDT that agrees well with experimental
data [6]. It requires elaborate calculations of statistical
parameters. The difficulty of this task grows essentially
in the regime of moderate turbulence [40-43]. The given
form of the elliptic-beam approximation assumes special
statistics for the shape characteristics of the transmit-
ted beam. Although this model shows proper results for
relatively short propagation distances, the statistical as-
sumptions should be reconsidered for long-distance chan-
nels.

In this paper we introduce an alternative way to over-
come this problem. The main idea of this approach con-
sists in the separation of contributions from beam wan-
dering and beam-spot distortions by applying the law
of total probability [44]. The resulting PDT describes
practically all atmospheric channels with initially Gaus-
sian beams. It depends on the proper knowledge of
the classical field-correlation functions of the second and
fourth orders. A problem is that calculations of the field-
correlation functions require applications of involved nu-
merical methods, which do not work properly in all cases.
For this reason, we propose an approximation, which as-
sumes relatively weak contributions from beam wander-
ing. The resulting PDT depends only on four parameters:
the first two moments of the transmittance (n) and (n?),
the beam-wandering variance oy, and the short-term
radius Wgr, of the beam spot. These parameters are
related to field-correlation functions of the second and
fourth orders. Nevertheless, their determination requires
applications of fewer computational resources. Moreover,
the separation of the contribution from beam wandering
allows one to derive the PDT for the case when the beam-
tracking procedure is applied.

The paper is organized as follows. In Sec. II we con-
sider two known PDT models corresponding to two limit-
ing cases of vanishing and dominant contribution of beam
wandering. In Sec. III we introduce the method for the
calculation of the PDT based on the law of total probabil-
ity. The calculation of the PDT requires the knowledge
of the conditional moments of the atmospheric transmit-
tance. In Sec. IV we introduce approximative formu-
las for these quantities. The developed theory is applied
then to the description of atmospheric quantum channels
in Sec. V. In Sec. VI we extend the PDT model in or-
der to describe the beam-tracking procedure. In Sec. VII
the PDT theory is applied to the security analysis of the

two-decoy state quantum protocol. A summary and some
conclusions are given in Sec. VIII.

II. PRELIMINARIES

A. Field correlation functions

In the framework of classical atmospheric optics, for
a complete description of the propagation of optical ra-
diation in the turbulent media it is necessary to know
the probability distribution functional of the random ra-
diation field. Since its determination is an extremely
complicated problem, the knowledge of the first correla-
tion functions is usually used for the characterization of
classical atmospheric optical channels. The second-order
field-correlation function

Ty(r, L) = (I(r, L)) 3)

serves as the mean intensity of the radiation scattered
in a randomly inhomogeneous medium. It is also used
for the determination of the beam spreading caused by
atmospheric turbulence and for the characterization of
the spatial coherence of the beam. The fourth-order field-
correlation function

Ly(ry, v, L)=(I(r1, L)I(r2, L)) (4)

describes the intensity fluctuations of optical radiation.
The correlation function I'y is crucial for the examination
of fourth-order statistical quantities such as the scintilla-
tion index, the irradiance covariance function, the beam-
wandering variance, etc.

The field-correlation functions I's and I'y play an im-
portant role in the description of atmospheric quantum
channels. Using the definition (2), the first two moments
of the channel transmittance or, alternatively, the two
moments of the PDT, are related to the field-correlation
functions as

(n) = / d2rTy(r L), (5)

A

(n?) = /d2r1/d2r2F4(r1,r2,L). (6)

A A

Using Egs. (5) and (6), one can also calculate the trans-
mittance variance, ((An)?)=(n?) — ()2, which is an
important characteristics of the PDT. The parameter
((An)?)/(n)?, on the other hand, is used in classical at-
mospheric optics to account for the aperture averaging
of the scintillation index [33, 45].

B. Truncated log-normal distribution

The log-normal distribution is widely used in classical
and quantum atmospheric optics [33, 46-50]. However,



this distribution was originally applied to the description
of the random-beam intensity in a given spatial point,
I1(0). In the context of the present consideration, this
value reads

: (7)
where 7(.A) is a function of the aperture area A as given
by Eq. (2). Unlike the efficiency 7, the intensity I(0)
can attain arbitrary high values. Hence, the log-normal
distribution for I(0) € [0,4+00) can be determined con-
sistently. On the other hand, the transmittance n for a
finite aperture area A must be restricted to the domain
[0,1]. For this reason, the log-normal distribution for 7,
in the cases of appropriate propagation scenarios, must
be vanishing at the value of n=1.

For some cases with long propagation lengths or strong
turbulence, the effects of beam-spot distortions signifi-
cantly dominate the resulting statistics, compared to the
effects of beam wandering. In this case, the PDT can be
approximated with reasonable accuracy by the truncated
log-normal distribution (cf. Ref. [11] for an experiment
and Ref. [36] for a theoretical explanation)

P(n) = P(n;p,0) =

Inn+ )2
_ ﬁix/%no exp {—7( e } forn € [0,1] (8)
0 otherwise,

where F(1) is the cumulative function of the (nontrun-
cated) log-normal distribution at the point n=1. The
parameters p and o in Eq. (8) can be approximately ex-
pressed through the transmittance moments (5) and (6)
as

_ 2\\ <77>2
w=p((n),(n")) ~ —In ; (9)
n?)
2
o=l Py = [P o)
(n)
Here and in the following the approximation sign is used
to signify that the exact expressions for the truncated log-
normal distribution are replaced with the corresponding
expressions for the standard log-normal distribution. In
the case when the value P(1;u, o) is vanishingly small,
the expressions (9) and (10) become almost exact.

It is also important that the parameters of the trun-
cated log-normal distribution should be calculated by us-
ing Egs. (5), (6), (9), and (10). These equations include
the finite size of the aperture. An incorrect usage of
these rules and improper truncations may result in un-
physical effects such as the fake creation of photons by
atmospheric turbulence [48].

C. Beam wandering distribution

For short propagation distances and weak turbulence,
the contribution of beam-wandering effects in the result-

ing statistics has a dominating character. In this case, the
PDT significantly differs from the truncated log-normal
distribution and has the form of the log-negative Weibull
distribution [35]. This model assumes that the fluctuat-
ing losses of the transmitted optical beam originate from
the random deflections of the beam centroid on turbulent
inhomogeneities. Furthermore, we assume that the beam
profile at the aperture plane can be approximated by a
Gaussian shape.

The random transverse vector rg, which describes the
position of the deflected beam centroid relative to the
aperture center, is considered to be normally distributed.
The corresponding probability distribution is given by

(r) 1 ro (11)
r = ——eX -
pATo 2ol P 207, ]
where
gng/ dridroxizoly(ry, 1o, L) (12)
]R4

is the beam-wandering variance [51]. The beam has the
spot width Wgr given by

W2y = 4[/ drz®Dy(r, L) — o2, |, (13)
RQ

which is the short-term beam broadening [52].

The transmittance of the Gaussian beam deflected by
the distance rg = |rg| from the aperture center can be
analytically approximated as

0 = 1o exp { (2” . (14)

The parameters 79, R, and A (cf. Appendix A) are
functions of the aperture radius a and the short-term
width Wgr. This yields the analytical form of the beam-
wandering PDT [35]

R? o Eh
Pn) = <1n )

R? < o ) (2/2)
X exp | — In — , 15
[ 20 i (15)

for n € [0,m0] and P(n) = 0 otherwise, which is the log-
negative Weibull distribution.

III. THEORETICAL MODEL

The truncated log-normal distribution and the beam-
wandering model are two limiting cases that do not de-
scribe all possible situations of light propagation in the
turbulent atmosphere. In Ref. [36], the so-called elliptic-
beam model was introduced in order to describe other ef-
fects beyond beam wandering. The elliptic-beam model



adequately describes the regime of weak-to-moderate tur-
bulence; it shows a behavior similar to the truncated log-
normal distribution for the regime of strong turbulence.
However, the given form of the elliptic-beam approxi-
mation does not work in some important cases, e.g., for
long-distance propagation in atmospheric channels. In
such cases the first two moments of the transmittance,
(n) and (n?), obtained from the elliptic-beam model, may
significantly differ from those obtained from Eqs. (5) and
(6).

The propagation of laser radiation over long distances
in the atmospheric turbulence is followed by a decrease
of coherence, wavefront distortion, and fluctuations of
beam amplitude and phase. The intensity profile of the
transmitted beam has an irregular form and is randomly
displaced from the receiver aperture opening due to beam
wandering (cf. Fig. 1). The fluctuations of the aperture
transmittance (2) evidently depend on the instantaneous
beam profile and the position of its centroid relative
to the aperture center. This observation facilitates the
derivation of the PDT for general situations where the
transmitted beam profile could have an arbitrary form.
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FIG. 1. Transmitted beam profile shown relative to the
aperture opening of radius a. The beam centroid is displaced
relative to the aperture center due to beam wandering and
its position is given by 7ro. The tracking coordinate system
(2’,y') is connected with the fluctuating position of the beam
centroid.
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In the present paper, we propose to derive the PDT
based on the idea of splitting the contributions from
beam wandering and beam-spot distortion effects. Us-
ing the law of total probability [44], the PDT can be
written as

P(o) = [ draPlalroo(ro) (16)

The beam-wandering contribution is described by the dis-
tribution p(7p), which is given by Eq. (11) and depends
on the beam-wandering variance (12). The effects of
beam-spot distortions are incorporated in the conditional
probability P(n|rg). This function can be interpreted as
the conditional PDT if the beam would be tracked to the
position rq relative to the aperture center.

4

In fact, Eq. (16) resembles the method of elliptic-beam
approximation [36]. In this case, P(n|rg) is the distribu-
tion obtained with the assumption that after passing the
atmosphere the beam has the form of a random ellipse
under the condition that it is deflected by the distance
ro from the aperture center. As it has been discussed in
Ref. [36], this function is very well approximated by the
truncated log-normal distribution, such that

P(ﬂ\"“o) ~ P(U, /1‘7‘070—7“0)' (17)

The parameters of this distribution are expressed
through the conditional transmittance moments as

Prg 22 ({1 <772>7‘0)’ Org 2 T({M)rgs <772>7‘0)’ (18)

with the explicit approximate dependence given by
Egs. (9) and (10). The usage of the truncated log-normal
distribution leaves an open question about tiny details of
tail behavior for na1 (cf. Ref. [36]).

The parameters (i, and o,, uniquely define the trun-
cated log-normal distribution (17). This distribution in
turn is used in the law of total probability (16) for obtain-
ing the PDT. In the following we describe the technique
of obtaining these parameters from the field-correlation
functions of the second and fourth orders I'y and 'y, re-
spectively.

Let us consider the aperture plane and the optical
beam impinging on the aperture (see Fig. 1). We denote
by I (s’ L) the intensity of the beam in the coordi-
nates ’ = (2/,y'). The origin of this coordinate system
is not fixed and coincides with the fluctuating position of
the beam centroid such that I(?) (', L) can be considered
as the perfectly-beam-tracked intensity. This intensity
has the obvious connection to the intensity I(r, L) from
Eq. (2), which reads

I(r,L) =19 —rg, L) (19)

and is obtained with the help of the coordinate transfor-
mation ' = r —rg (cf. Fig. 1). Assuming that the beam
centroid deflection 7( is normally distributed according
to the probability distribution p(rg) [cf. Eq. (11)] and
using the correlation function (3), we obtain

Lor D) = [ Eropror e mo.n), o)
RZ

where Fgc) (r,L) = (I'®(r L)) is the second-order corre-
lation function of the perfectly-tracked beam. Similarly,
from Eq. (4) we derive

LiRp.L)= [ Proplro) U (R—VEro,p.L), - (21)
R
where  the  coordinates, R=(r1+75)/v/2 and
p=(r1—73)/V/2, are used.
Equation (20) can be inverted with respect to Fgc) by
using the inverse Weierstrass transform [53]

2

r(r, L) = exp [—"gmr} Lo L), (22)



2 2
where Ar:%—l—g—lﬂ is the transverse Laplace operator.

Similarly, one can invert Eq. (21) with respect to l"ff) by
performing the inverse Weierstrass transform,

FA(LC) (R7 P L) = €xp [_UIQ)WAR] F4 (Ru P, L) (23)

This means that the functions T'S)(r,L) and

I‘Z(LC)(R7 p,L) can be obtained as solutions of heat
equations with negative diffusion coefficients and with
the initial conditions given by the functions I'y(r, L)
and T'4(R, p, L), respectively. The obtained functions

I‘gc) and Fff) can be used for calculating the conditional
moments (1), and (n?),, in analogy to Egs. (5) and (6),

<mm:l/d%$WmD, (24)
A(ro)

(1), = /d%l
A(ro)

/ dQTQFELC)(Tl,TQ,L)7 (25)
A(ro)

where A(7r() denotes the circular aperture opening, its
center being displaced relative to the beam centroid po-
sition by rq.

The explicit dependence of the conditional moments
(24) and (25) on the displacement parameter can be ob-
tained, provided the field-correlation functions I's and
I'y in Egs. (22) and (23) are known. These parameters
uniquely define the conditional probability distribution
P(n|rp), which is used in the law of total probability (16)
for obtaining the PDT. In practice this approach requires
an application of involved numerical methods. For this
reason, we propose a method, which enables one to over-
come this problem with fewer computational resources.

IV. APPROXIMATION OF WEAK BEAM
WANDERING

For the PDT model considered here, the first two mo-
ments of the transmittance (n) and (n?) exactly agree
with the values obtained from Eqgs. (5) and (6). We aim
to preserve this important property by developing an ap-
proximation method for the calculation of the integrals in
Egs. (24) and (25), which give the conditional moments
(n)ro and (n?),,. As a consequence of the law of total
probability (16), the conditional moments are related to
the moments of the transmittance n via

) = [ Eroptro) (26)

o) = [ Eropro)t)., (27)

where p(rq) is given by Eq. (11).

An explicit dependence of the first conditional moment
(n)r, on 1o can be obtained from the following physi-
cal considerations. Taking into account that the field-
correlation functions I‘éc)(r, L) and I'y(r, L) have Gaus-
sian forms to a good approximation [54, 55], Fgc) (r,L)
can be interpreted as the intensity of an effective per-
fectly tracked Gaussian beam with the beam width given
by the short beam-spot width Wgr. Consequently, the
conditional moment (n),, can be considered as the trans-
mittance through the aperture of this effective beam at
the distance ro from the aperture center [cf. Eq. (14)].
This yields

r

(N)ry = 10 €xp { (R‘))A] : (28)

where 79, R, and A are expressed by the aperture ra-
dius a and the short-term width Wgr [cf. Appendix A].
For the case of Gaussian I'y(r, L), the (n) obtained from
Egs. (26) and (5) coincide. If T'y(7, L) significantly de-
viates from the Gaussian form, the parameter 7y should
be specified as

N = (77> . (29)

/dfge—ge—(a%‘%y

0

This equation is derived via substituting Eq. (28) into
Eq. (26) and then expressing 7o explicitly.

A similar consideration for the second conditional mo-
ment (n?),, requires additional assumptions. In order to
formulate them, we note that some obvious restrictions
should be satisfied: (i) The conditional variance is a non-
negative function ((An)?),, = (n*), — (n)7,>0 and the
conditional exceedance

ﬁwmzjlwmmmx (30)

i.e., the probability that the transmittance exceeds the
value n under the condition that the beam centroid is
displaced from the aperture center by rg, obeys the in-
equality

F(nlro) = F(nlrg), for ro <rj, (31)
which means that increasing the beam displacement can-
not improve the transmission characteristics.

An approximation for the second conditional moment
(n*),,, which satisfies these requirements, can be ob-
tained by assuming small values of the beam-wandering
variance U%W. Let us consider the conditional aperture-
averaged scintillation index as a function of the beam
deflection rg,

2 ARy (0P — ()7
Twlro) = T = T (82

To To




For the case of small values rg, i.e., for weak beam
wandering, (n),, according to Eq. (28) is a slightly
varying function of rg. The same behavior can be as-
sumed for (n?),,. Consequently, by expanding o2(rg) in
a Taylor series with respect to rg, we can restrict our-
selves to the zeroth-order term only, i.e., we assume that

02 (rg) = const. In fact, this means that in the region of

ScC.
such displacements of the tracked beam relative to the
aperture only lead to additional deterministic losses.'
One can provide additional arguments supporting this
approximation. First, there is the observation [56, 57]
that the aperture-averaged scintillation index is almost
independent on the beam area that passes through the
aperture in a wide domain of its values. Second, the
experiments in Refs. [58, 59] demonstrate a weak de-
pendence of the scintillation index on the position of the
observation point.

This assumption of weak beam wandering yields

A
0P =Gew |2 ()] (33)
The parameter (3 is determined by substituting Eq. (33)
into Eq. (27) and reads as
2
G =) : (34)
/dﬁﬁefge*?(d%f)A

0

Inserting Eqgs. (28) and (33) into (18), we obtain ex-
plicit expressions for the parameters of the truncated log-
normal distribution (17),

- 7)2 ro\*
,uTo ~ _ln |:<(OJ:| + (E) 9 (35)
43]
o Ay /In [ 22 36
o n {778 (36)

The assumption that the aperture-averaged scintillation
index, 02 (1) does not depend on the displacement 7
yields a constant value of the log-normal parameter o,,.
The obtained parameters p,, and o,, uniquely define the
conditional PDT P(n|rg) [cf. Eq. (17)] which is used in
the law of total probability (16) for determining the PDT
of the channel under study. The corresponding step-by-
step procedure is summarized in Appendix B.

The obtained PDT describes the discussed variations
of the PDT, depending on the channel characteristics,
between log-negative Weibull and truncated log-normal
distributions in a mathematically correct way. However,
some details of the PDT may have significant errors for
cases of increasing beam-wandering variance. This result
should be considered as an approximation and further
improvements of the model may be in order.

1 The scintillation index does not depend on the deterministic
(nonfluctuating) losses.

V. APPLICATION TO ATMOSPHERIC
CHANNELS

We illustrate the proposed approach for the PDT cal-
culations by considering several atmospheric channels
with diverse propagation conditions. For this purpose we
choose the short-distance atmospheric links of L= 1, 2,
and 3 km length. We calculate the field correlation func-
tions (3) and (4) of the transmitted light by using the
phase approximation of the Huygens-Kirchhoff method
(cf. [60] and the Supplemental Matherial of Ref. [36])%.
In the first order of this approximation one derives for
the focused beam

—2i 2 rr’'—1Dg(0,r)
0

52 w2
[o(r,L) = 7/ d* e 8 "W ,

R3
(37)
2k4 2. 12,0 32,/
F4(I‘1,I‘2,L) = 7.[_2(271_)3[/1VI/§‘/]RG d I‘ld I‘Qd rs
. ‘r',"‘.z 722'&.[(1'171'2)4[\’+(r1+r2)<r.’}
X e i=1 we wg 2 ? (38)
1 )
X exp [5 j;g{l)s(rl—rg,ra—&—(—l)%/z)

— Dy (r1—r, 1} +(~1)'r}) — D(0,x5+(~1)'r5) }

where for the Kolmogorov-Obukhov turbulence spectrum
[33] the phase structure function reads

1 .
Ds(r,r') = 2C§k2L/O e +r1—85.  (39)

Here k is the optical wave number, C2 is the turbu-
lence refractive-index structure constant, L is the prop-
agation length, W) is the beam-spot width at the trans-
mitter site, and Q=kW@ /2L is the Fresnel parameter. In
general, the calculation of the correlation functions and
their moments requires high-accuracy numerical integra-
tions [42, 62, 63].

The level of optical-beam distortion in the turbulent
atmosphere depends on the parameters of the atmo-
sphere, on the optical channel length, and on the wave-
length of the optical signal. The (local) strength of tur-
bulence in the atmosphere is determined by the refractive
index structure constant C2. Under diverse daytime and
weather conditions, geographical location, and altitude,
its value varies typically from 10~17m=3/2 (weak turbu-
lent fluctuations) to 10~'2m~3/2 (strong fluctuations).

2 It is noteworthy that the phase approximation does not take
into account amplitude fluctuations which mostly contribute in
the regime of moderate turbulence [61]. For calculations in this
regime, appropriate methods are the extended Huygens-Fresnel
method [61] or the photon distribution function approach [42,
43].



The strength of optical turbulence incorporates besides
C? also the propagation length and optical-beam wave
number and is usually associated with the Rytov param-
eter

0% =1.23C2k5 LS . (40)

Depending on the value of the Rytov parameter we dis-
tinguish weak (0% < 1), weak to moderate (0% ~ 1),
moderate (0% > 1), and strong (0% > 1) optical turbu-
lence. This classification is merely related to the strength
of intensity fluctuations of the transmitted light [63].
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FIG. 2. The PDTs for the light beam transmitted through
the atmospheric turbulence and collected by the circular aper-
ture. The solid line shows the PDT for an atmospheric chan-
nel of 1 km length with the refractive index structure con-
stant C2=4x10~'* m~3 (Rytov parameter ox=1.7). The
dashed line corresponds to a channel of 2 km length with
C2=3x10""*m~3 (60%£=0.46). The dot-dashed line repre-
sents the PDT for a 3 km channel with C2=3x10"'° m~3
(6%=0.96). The additional extinction losses of 1 dB/km are
also included according to [64].

Let us firstly discuss the case of weak and weak-
to-moderate optical turbulence and calculate the cor-
responding PDTs for different propagation lengths and
values of the structure constant C2? by using the pro-
posed approach. The procedure of numerical evaluation
of the PDTs is given in Appendix B. We consider the
optical beam, with an initial beam-spot size of Wy=2
cm at A=800 nm, transmitted through the turbulence
and collected by a circular aperture with radius a=4 cm.
The beam experiences beam wandering, characterized by
the variance (12), and short-term beam broadening (13).
The shape of the PDT is strongly influenced by the rel-
ative values opy/a and Wgr/a as well as by the Fresnel
parameter {2 and the propagation length L (see Fig. 2).

An interesting observation concerns the shape of the
obtained PDTs. For the case of 3-km propagation the
PDT resembles the log-normal distribution and thus
shows a behavior typical for the case of saturated fluc-
tuations (cf. the dash-dotted line in Fig. 2). The beam
wandering in this case plays a minor role and the beam
broadening is the main source of transmission losses.

The channel characteristics based on the Rytov parame-
ter suggest that the optical turbulence is rather weak.
On the other hand, the optical turbulence for the 1-
km link is moderate and has a larger Rytov parame-
ter due to the stronger local turbulent fluctuations of
the refractive index. The PDT for the 1-km link re-
sembles the smoothed log-negative Weibull distribution,
which shows that beam wandering and beam broadening
contribute to fluctuating losses in the channel (cf. the
solid line in Fig. 2). This behavior suggests that the
pronounced beam-wandering effect is typical for short
propagation lengths and stronger refractive-index fluc-
tuations given by the value of the C2 parameter. The
growth of the turbulence strength leads to the increase of
the size of the largest possible turbulent inhomogeneities
and hence to the increase of the probability for the beam
to be deflected as a whole, i.e., to the increase of beam
wandering. The resulting PDT then resembles the log-
negative Weibull distribution (15). On the other hand,
the growth of the propagation length enhances the beam
broadening due to the cumulative contribution of each
propagation segment to the diffraction-induced broaden-
ing. As a consequence, for the sufficiently large broaden-
ing the beam-wandering effect diminishes and the result-
ing PDT resembles the truncated log-normal distribution
(8). Therefore, the shape of the PDT is influenced by the
interplay of various factors and cannot be estimated by
considering only the strength of optical turbulence given
by o%.
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FIG. 3. The PDTs for a light beam propagating through
the atmospheric turbulence with the fixed refractive index
structure constant C2=4x10714 m~ 4 and various propaga-
tion lengths: 1 km, solid line (¢%=1.72), 1.1 km, dashed line
(0%=2.05), 1.2 km, dash-dotted line (¢=2.41); 1.5 km, dot-
ted line (0%=3.60); and 2 km, long-dashed line (0%=6.14).
The other parameters are the same as in Fig. 2.

In Fig. 3 the PDTs are shown for the regimes of weak
to moderate and moderate optical turbulence strength.
The optical beam propagates through atmospheric quan-
tum channels of different length and for a fixed refractive
index structure constant C2= 4x10714 m~3. The beam
and the receiver aperture parameters are considered to be



the same as in Fig. 2. With the increase of the propaga-
tion distance and, consequently, with the increase of the
Rytov parameter (40), the shape of the PDT changes
from a distribution similar to the log-negative Weibull
distribution to the log-normal form. Note that the trans-
mission statistics changes quickly with an increase of the
Rytov parameter, due to increasing propagation distance.

VI. BEAM TRACKING

The goal of a tracking procedure is to increase the
signal-to-noise ratio of the signal transmitted through
the atmosphere by mitigating the noise due to beam
wandering [65]. The common tracking system involves
a position-sensitive sensor on the transmitter site, which
detects the position variations of a reference beam (bea-
con) sent by the receiver. This sensor controls a fast-
steering mirror that adjusts the source, aiming at its
alignment with the receiver aperture center (cf., e.g.,
Ref. [10, 20, 66]). The partial or complete mitigation of
beam wandering results in the modification of the PDT
that describes the atmospheric channel. In this section
we derive the PDT for beam-tracking scenarios.

The separation of the beam-wandering contribution
from those induced by beam shape distortions in Eq. (16)
allows us to obtain the PDT in the case when the beam-
tracking procedure is applied. The beam tracking is
aimed to minimize the beam deflection distance ry by
continuous tracking of the instantaneous position of the
beam centroid and by the proper adjustment of the beam
centroid relative to the aperture center. This adjustment
is performed by shifting a fast steering mirror that targets
the signal beam. Effectively this procedure results in a
decrease of the variance o defined in Eq. (12). We also
note that the following consideration is applicable also to
situations when an additional beam jitter is present due
to mechanical vibrations at the transmitter and/or re-
ceiver cites [67]. In this case the variance of distribution
(11) includes contributions both from atmospheric beam
wandering and from the vibrational jitter.

Let us define the beam-wandering variance after appli-
cation of the tracking procedure as

A? = g}, — of,, (41)

where o2, € [0,02,] is the variance of the displacements
of the beam centroid due to the tracking procedure that
characterizes the pointing error. The value of A2 varies
from 0 for the perfect beam tracking to o2 for the no-
tracking scenario. The intermediate values of A? corre-
spond to partial corrections of fluctuating losses due to
beam wandering.

In the case of perfect beam tracking A% = 0, the distri-
bution function (11) reduces to a Dirac ¢ function. Per-
forming the integration in Eq. (16) in this limiting case,
one obtains

P () = P(n)0). (42)

Therefore, for a perfect-tracking scenario the PDT co-
incides with the conditional probability (17) with rq=0.
In view of our approximation (17), this means that the
situation with perfect beam tracking is described by the
truncated log-normal distribution (8). We also note that
Eq. (42) is satisfied for very long propagation lengths
since in this case the effect of beam wandering is not
pronounced [68, 69].

For the imperfect beam tracking, the PDT is obtained
from Egs. (16) and (17) as

o0

(tr) 1 g
P (n):m droro exp ~3A2
0
X P(1; frgs Trg )- (43)

To evaluate the integral we use polar coordinates and per-
form the integration over the angular coordinate. Here
Pn; tir, 0r,) is the truncated log-normal distribution
(8).

For the quantitative analysis of beam tracking we use

the corresponding exceedance function ?(tr) (n),

oo

F ) = [ arPr), (14

n

where P (n) is given by Eq. (43). Since many adap-
tive quantum protocols use the postselection of trans-
mission events with large values of 7 (cf. Ref. [35]), the
exceedance characterizes the feasibility of such detection

procedures based on beam tracking. The explicit expres-
sion for F(tr)(n) is given in Appendix C.

Figure 4 shows the influence of the beam-tracking pro-
cedure on the statistical properties of the channel trans-
mittance for a 1-km atmospheric link (Rytov parame-
ter 0%=1.72). The PDT of the considered atmospheric
channel and its corresponding exceedance function are
shown by solid lines. The application of the beam-
tracking procedure leads to a partial (dashed and dash-
dotted lines) or full (dotted lines) mitigation of fluctuat-
ing losses caused by beam wandering. The tracking pro-
cedure shifts the distribution tails towards higher values
of the transmittance. At the same time the exceedance
function attains nonzero values for larger values of the
transmittance 7, with the growth of oy,. This means that
transmission scenarios with beam tracking better pre-
serve nonclassical properties of the transmitted quantum
light. As a consequence, beam-tracking procedures im-
prove the performance of quantum protocols with adap-
tive detection of the transmitted optical signal.

We finally illustrate the application of a beam-tracking
procedure in combination with postselection strategies
for the preservation of nonclassical properties of trans-
mitted quantum states of light. Figure 5 shows the
transmitted value of squeezing for an initial squeezing of
—2.4 dB. The implemented postselection procedure se-
lects the transmission events with transmittance values
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FIG. 4. Influence of the beam-tracking procedure on (a) the
PDT and (b) the corresponding exceedance function, shown
for increasing values of the beam-tracking parameter: o¢=0
(solid line), 0¢+=0.250nw (dashed line), 0¢=0.50bw (dash-
dotted line), and owr=0bw (dotted line). The increase of o,
results in a shift of the maximum of the PDT or of the tail of
the exceedance function to larger values of the transmittance
1. This signifies the importance of beam tracking for proto-
cols that utilize a postselection of transmission events with a
high transmittance. The case o, =0nLw corresponds to perfect
beam tracking. The parameters of the beam and atmosphere
correspond to those for the solid curve in Fig. 3.

greater than the postselection threshold 7,y [3, 36]. The
application of the beam-tracking procedure in general im-
proves the detected squeezing, which is especially evident
in Fig. 5 for small values of the postselection threshold.
This happens due to the larger signal-to noise ratio for
the tracked beams in comparison to non tracked signal
detection. With the increase of 7y, the value of the de-
tected squeezing for tracked and non tracked beams is
similar. Indeed, if 7y, approaches the maximal possible
transmittance values, the postselection procedure selects
the transmission events when the beam centroid coincides
or lies in the vicinity of the aperture center. As a conse-
quence, the postselection with large values of ny;, auto-
matically restricts the detection to events with negligible
beam wandering. In general, the applied beam-tracking
procedure increases the feasibility or detection probabil-
ity of squeezing in comparison to the non tracking case

[cf. Fig. 4 (b)].
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FIG. 5.  Transmitted value of squeezing as a function of

a postselection threshold 7min. The input light is squeezed
to —2.4 dB and sent through a 1 km optical channel with
0% = 1.72. Tt is detected by the receiver with the applica-
tion of both tracking and postselection procedures. The solid
line corresponds to the squeezing transmission without beam
tracking. The corresponding PDTs and exceedance functions
are shown in Fig. 4.

VII. DECOY-STATE QUANTUM
COMMUNICATION THROUGH TURBULENT
OPTICAL CHANNELS

In practical free-space quantum communication proto-
cols the security analysis of a transmitted key involves
the description of the quantum communication channel.
The signal losses caused by the propagation in the quan-
tum channel are assigned to possible eavesdropper at-
tacks and hence influence considerably the security of
the communication. In the Bennett-Brassard protocol
[70] both the channel losses and contributions to the sig-
nal state from photon numbers higher than one lead to
a security gap [71]. The decoy-state method [72, 73] was
introduced in order to mitigate the security loophole con-
nected with the multiphoton contributions of the source,
which allowed one to enhance the protocol performance
to a level comparable to that with a perfect single-photon
source. This scheme is based on the original Bennett-
Brassardprotocol, where one communication party sends
the signal together with additional decoy states. The de-
coy states are used later for the detection of eavesdrop-
ping attacks. The rigorous analysis of the protocol secu-
rity against the photon-number splitting attacks [74, 75]
or the Trojan-horse attacks [76] utilizes the knowledge of
the transmittance properties of quantum communication
channels.

We consider the decoy-state protocol that utilizes an
attenuated signal, a weak decoy-state (attenuated coher-
ent quantum state), and the ”empty” decoy state (vac-
uum quantum state) with the mean photon numbers pg,
1a, and p,, correspondingly. For the considered protocol
the following conditions hold true [75]: ps<pqa<l and
ty=0. In Ref. [7] the successful implementation of this
protocol was shown for the 144-km atmospheric channel



between two Canary Islands. The theoretical analysis of
the performance of the decoy-state protocol that utilizes
atmospheric quantum channels is given in [15, 31, 77]
and the experimental realization is demonstrated in [25].
The transmitter Alice encodes the pulses in a signal and
two decoy states and sends them to the receiver Bob. The
vacuum decoy state serves for the estimation of the back-
ground noise yield. On the other hand, the combination
of measurements of weak decoy states and vacuum de-
coystates allows one to estimate the relevant parameters
for the single-photon components, including the yield and
quantum-bit error rate (QBER).

After random encoding of bits in the X or Z basis by
Alice and Bob’s measurements of transmitted bits in a
randomly chosen X or Z basis, the parties perform the
sifting of the raw key, its error correction and privacy am-
plification. As a result, Alice and Bob extract a shorter
but more secure key. The lower bound for the averaged
secure key rate is given by [78]

R =g [ e {Qin [1-ne)]
QO HEL O], (45)

where the averaging is performed over the atmospheric
transmittance with the corresponding PDT P(n). Here
h(z)=—xlog, x—(1—x)log,(1—x) denotes the binary en-
tropy function and f is the inefficiency of error correction.
The gain Q,, = M3;.,./N°® represents the ratio between
the number Mg, of events where Bob observes a click
in his measurement device under the condition that Alice
sent N° signals. The QBER E,,, =Mg,.../M3;.. is the ra-
tio between the number of errors observed by Bob to the
number of detected events. The one-photon gain for the
signal state @] can be estimated from the transmission
characteristics of the signal and the weak decoy state as
described in Ref. [78], with the lower bound given by

Q=2 (@, (e
pspra—pg N

2

2 2 2
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Finally, eﬁ’h in Eq. (45) denotes the phase error rate,
whose upper bound for finite key length can be estimated
as described in Ref. [79].

For the signal or decoy states transmitted through the
atmospheric quantum channel the gain and QBER values

can be written as
Qu(n) =Yo+1—e 0 (47)
and

_ 1

EM (77) {;Yb + €det [Quz (U)—YO]} , 1=s,d,
(48)

respectively. Here 7 is the fluctuating transmittance of
the turbulent atmosphere and 7, is the transmittance

10

Q:\ 0.1r =  Without beam tracking 1

% === With beam tracking

;. 1074F 1

2

~4 o

2 < 20

S 10FeE F . 1

o] Z A

n % % 10¢

k) <2 | .

a0 —10F = N N N N 1

= 10 =09 50 10

4 - Mean losses (dB)

< . . . . .

0 10 20 30 40 50
Mean losses (dB)
FIG. 6. Averaged secure key rate for the two-decoy-state

quantum key distribution in an atmospheric quantum channel
as a function of mean channel losses without (solid line) and
with beam tracking (dashed line). The signal with the mean
photon number ps=0.27 at A=800 nm is mixed with a weak
decoy state (1q=0.39) and an empty decoy state (u,=0). It
is sent through atmospheric links of various lengths but equal
refractive-index structure function. Other beam and aperture
parameters are the same as in Fig. 2. The additional 1-dB/km
losses due to absorption are also taken into account. The
inset shows the relative improvement given in percents [cf.
Eq. (49)] of the average secure rate by applying the beam-
tracking procedure.

affected by deterministic losses, such as losses in key
generation and detection modules, atmospheric absorp-
tion, etc. We use the following values for parameters in
Egs. (47) and (48): the zero-photon yield Yy = 1.7x 1076,
the misalignment error rate, eqet=0.01, the inefficiency of
error correction, f = 1.2, and the mean photon numbers
of the signal and the weak decoy field are us=0.27 and
1q=0.39, respectively.

In order to illustrate the applicability of the present
approach for the simulation of atmospheric communi-
cation links, we calculate the averaged secure key rate
(45) as a function of mean channel losses. We con-
sider atmospheric channels of different lengths but char-
acterized by the same refractive index structure constant,
C2=4x10""*m~ 3. The statistics of the particular chan-
nel are derived by repeating the transmission simula-
tion, governed by the corresponding PDT in Eq. (16),
10000 times for every propagation length. For every sim-
ulated value of the transmittance n, the gain (47) and
QBER (48) functions are calculated and substituted into
Eq. (45). Finally, the average value of the secure key
rate is then calculated. Figure 6 shows the results of the
simulations for the two-decoy state protocols operating
at A=800 nm. The length of the raw key is assumed
to be sufficiently large, such that the phase error rate
is approximately equal to the QBER, i.e., ei’hmE#S (see
Ref. [79]).

Figure 6 shows that the averaged secure rate decreases
with the increase of the propagation length and hence of
the mean losses. Around 45 dB of mean losses, the se-



cure key rate degrades significantly and the secure com-
munication using the two-decoy state protocols becomes
impossible. This corresponds to 8.25-km propagation dis-
tance for the considered atmospheric and beam parame-
ters.

Figure 6 compares the average secure key rate for the
cases with (dashed line) and without (solid line) beam
tracking. To clarify the comparison the relative improve-
ment

R(A:abw)

Tl R@=0)

(49)

i.e., the characteristics of how the beam-tracking proce-
dure improves the security of the decoy-state protocol, is
shown in the inset of Fig. 6. Here R(A) is the average
key rate (45) for the protocol with beam tracking which
is calculated by using the corresponding PDT given by
Eq. (43). Under the particular atmospheric and propa-
gation conditions, the beam-tracking procedure improves
the security for short propagation distances (low mean
losses). For large mean losses, the transmission losses due
to beam broadening dominate the beam-wandering effect
and hence the tracking procedure has minor influence in
the region of large mean losses. This dependence can be
explained by the observation that for large-L values the
beam-wandering variance saturates [69] and hence the
compensation of beam wandering does not significantly
improve the channel transmission.

VIII. SUMMARY AND CONCLUSIONS

We introduced a technique for deriving the probability
distribution for the atmospheric transmittance based on
the idea to separate the contributions of beam wander-
ing from those of beam-spot distortions. This technique
is based on the law of total probability. We show that
the probability distribution for the channel transmittance
depends on classical optical field-correlation functions of
second and fourth order. The advantage of the present
method is that the first two moments of the probabil-
ity distributions, i.e., the mean channel transmittance
and the mean-square transmittance, coincide automat-
ically with those which are calculated from first prin-
ciples. This important property allows one to describe
atmospheric quantum channels also in situations when
the elliptic-beam approximation [19] does not apply and
other proper methods do not exist, e.g. for very long
propagation distances. However, the main limitation of
the present approach is the computational complexity of
fourth-order field-correlation functions, for general tur-
bulence conditions. To overcome this problem, we have
used the approximation of weak beam wandering. The
latter does not require knowledge of the whole fourth-
order field-correlation function, but only two related in-
tegral quantities, the mean-squared transmittance and
the beam-wandering variance.
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The separation of beam-wandering from beam-
distortion contributions allows one to incorporate the
description of atmospheric quantum channels for prop-
agation scenarios with the often applied beam-tracking
technique. Beam tracking mitigates losses due to beam-
wandering and hence it helps to preserve quantum prop-
erties of the transmitted light. Further improvement of
the quantum-channel performance could be achieved by
combining beam tracking with the postselection proce-
dures, where the transmission events characterized by
larger values of the transmittance are preferably used.
We have derived the corresponding exceedance function
that serves for the characterization of such postselection
strategies with beam tracking.

Finally, we have analyzed the security of decoy-state
quantum key distribution protocols in atmospheric chan-
nels with strong turbulence. We have found that the mit-
igation of turbulence-induced beam wandering improves
the secure key rate for channels with small mean losses
or short propagation lengths. However, in the region of
large mean losses or long propagation distances the beam
tracking has minor influence on the secure key rate. The
degradation of the security of the protocol occurs for the
same level of mean losses for protocols with and with-
out the beam-tracking procedure. Hence, we conclude
that the beam tracking does not always improve quan-
tum communication.
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Appendix A: Parameters

In this appendix we give explicit formulas for the func-
tions 79, R, and A that occur in Eq. (15). For further
details we refer to Ref. [35]. These functions appear as
parameters in the approximated dependence of the aper-
ture transmittance of Gaussian beams on the deflection
length ry between the beam centroid and the aperture
center [cf. Eq. (28)]. For the circular aperture with radius
a, the maximal transmittance of a Gaussian beam with
the beam-spot width Wgr is obtained when the beam
centroid position coincides with the aperture center and
reads

. (A1)
N =1—exp {2} . 1
Wy



The scale and shape parameters of the approximation
(28) are
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Here I,,(z) is the modified Bessel function of nth order.

A\ = 8¢2

Appendix B: Evaluation of the PDT

In this appendix we outline the procedure of the nu-
merical evaluation of the PDT (16). This procedure in-
volves the following steps.

(i) Calculate numerically the parameters (n), (n?),

o2, and W2y given by Egs. (5), (6), (12), and (13),
respectively. The required correlation functions are
given by Egs. (37) and (38) for the focused Gaus-
sian beam.

(ii) The numerical integration in Eq. (16) can be per-
formed with a Monte Carlo method. For this pur-
pose one should simulate the N values of the vector
ro. The obtained values [ro];, i = 1,..., N, are nor-
mally distributed according to Eq. (11) with zero
mean and variance (12). The simulated values of
ro are substituted into Eq. (35) and the set of N
values [y, )i is formed. Finally, the parameter oy,
is calculated according to Eq. (36).

(iii) The PDT can be estimated from the simulated val-
ues of [fir,]; as

N
Z 777 /’[/’I‘o Z;UTo) (Bl)

Z\H

where P(n; u, o) is the truncated log-normal distri-
bution given by Eq. (8).
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(iv) The mean value of any physical quantity that is a
function of the transmittance can be estimated as

(B2)
i=1

where (f(n)); is obtained from the log-normal dis-
tribution with parameters [ti,]i, oro-

If the partial beam tracking procedure is applied, the
evaluation of the PDT is performed with the replacement
o, — A? [cf. Eq. (41)].

Appendix C: Beam-tracking exceedance

In this Appendix we give the explicit expression for
the exceedance functions under the condition that beam
tracking is performed. Inserting Eq. (43) into Eq. (44)
and performing the integration over 7 yields

® 2
—=(tr) To
F(n) = SAZ /droro exp { 2A2}
0
/J“"'O lnT] + ,uTo
—erf | ———2 )|, (C1
2]:(tr) |: <\/§UT0> . < \/iaro >:| ( )
where

1
}'(tr)(l):/ d'I]P(TI;Hroaaro)
0

o[ ()]

Equation (C1) can be alternatively written as

(C2)

—(tr) 1 r3
F i) = IA2 /dTOTO €xXp {_W}
0

In n+pir,
1 + erf (\/570)

UTO

Cltef (1ro/ V207,

(C3)

The remaining integration in Egs. (C1) and (C3) should
be performed numerically. The corresponding beam-
tracking correlation functions are given by

2
Fétr)(r’L):exp |:O—2UAT:| FQ(’I",L), (04)

and
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