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Abstract—In this paper, we consider the problem of joint due to their huge potential of boosting the spectral effiyen
transmit precoding (TPC) matrix and receive filter matrix design  of wireless communication systems. Recently, the MIMO in-
subject to both secrecy and per-transmitter power constraits in - tarference channel, whed§ transmitter-receiver pairs having

the MIMO interference channel, where K legitimate transmitter- multiol ntenn t h entit mmunicate in ralls. h
receiver pairs communicate in the presence of an external ultipie antennas at each entity co unicate in paralds,

eavesdropper_ Exp||c|t|y’ we J0|nt|y design the TPC and reeive become the centre Of attention for the Sake Of malelZlng the
filter matrices based on the minimum total mean-squared erro  sum rate of an interference-contaminated peer-to-pede)(P2
(MT-MSE) criterion under a given and feasible information-  multiuser network([1L]-[5]. To elaborate a little furthen, the
theoretic degrees of freedom. More specifically, we formulate MIMO interference channel, each of té multiple-antenna

this problem by minimizing the total MSEs of the signals ¢ itt | ts t icat ith its dedicated
communicated between the legitimate transmitter-receivepairs, ransmitters only wants {o communicate with 1S dedicate

whilst ensuring that the MSE of the signals decoded by the eag- Multiple-antenna receiver, and each of thereceivers only
dropper remains higher than a certain threshold. We demonstate  cares about the information arriving from the correspogdin
that the joint design of the TPC and receive filter matrices transmitter[[6], [7]. As a result, each transmitter-reeeilink
subject to both secrecy and transmit power constraints can & is interfered byK — 1 links, and in total there ar& principal

accomplished by an efficient iterative distributed algorihm. The . . . o
convergence of the proposed iterative algorithm is charaerized INKS and K (K — 1) interference links constituting a MIMO

as well. Furthermore, the performance of the proposed algathm, interfert—t:nce channel. o S
including both its secrecy rate and MSE, is characterized vth Despite numerous significant advances in wireless commu-

the aid of numerical results. We demonstrate that the proposd njcations, due to the distributed nature of both the tratisnsi
algorithm outperforms the traditional interference alignment (IA) 54 receivers[6],]7], the management of the interference i

algorithm in terms of both the achievable secrecy rate and th the context of this interference channel still has numerous
MSE. As a benefit, secure communications can be guaranteed by

the proposed algorithm for the MIMO interference channel elen  OP€N facets: Exceptionsl exist only for a few SpeCi&_" cases:
in the presence of a “sophisticated/strong” eavesdroppemwhose i) when the interference is “very weak”|[8]=[[11], treatinget
number of antennas is much higher than that of each legitimat interference as noise is optimal, ii) and when the interfeee
transmitter and receiver. is “very strong” [12]-[14], eliminating the interferenceittv

Index Terms—MIMO interference channel, total MSE, secure the aid of multiuser/MIMO detection [6] is optinffal This
communications, interference alignment, physical Iayerescurity |andscape has been Changed, howe\/er, by a recent break-

I. INTRODUCTION through, namely by the mvgntlon_ of mterferen_ce alignment

(IA) [L5]-[Z7]. The IA technique is proved optimal for the
specific scenario where the interference power is comparabl
to that of the desired signal. With the aid of the 1A technique
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MIMO interference, when there is an external eavesdropper, Legitimate transmitters and receivers
the resultant physical layer security problem remains a si - - -
nificant challenge[[22]£[27]. More specifically, in a wirpta |
channel, when an external eavesdropper is capable of aigair
the precoded channel state information (CSI) between itsel
and the legitimate transmitt@yssecure communications may!
no longer be guaranteed. More particularly, if the eavgsoeo | Tx 2
is “sophisticated”, namely when the number of the eavesdrc
per antennas is higher than that of each legitimate tratmmit}
and receiver, the secrecy rate of the user compromised by |
eavesdropper may reduce to zero, which implies that the co
munication of this user is insecure. Therefore, it is nemgss| | TxK
to develop an IA scheme that is capable of guaranteeingsec
wireless communications by explicitly taking into accottm
secrecy constraints imposed by the eavesdropper.

The existing contributions on the joint study of IA and
secure communications mainly focused on the analysis and de Fig. 1: K-user MIMO interference channels with an eavesdropper.
sign of secure interference networks based on the infoomati
theoretic concept of achieving a certain maximum degrees of L _
freedom (DoF)[[28]<[31]. In contrast to these DoF-based-stuS€cure communications over the MIMO mterferen_ce channel
ies, the authors of [32] studied the achievable rate regrixﬁns'n thg presence of an ext_ernal eavesdropper. This MT-MSE
the MIMO interference channel where confidential messag@g°rithm is capable of striking a tradeoff between the grad
are sent to two receivers. However, the analysis was limiged®f Security and the achievable interference mitigationtfer
the two-user MIMO interference channel and no eavesdroppgfMO interference channel in multiple aspects. In partcyl
was considered. Additionally, the authors BfI[33] preséree it Is capable of har_1dl|ng the _mlnlml_zatl_or_] of the total MSE
guantitative evaluation of the secrecy rate that is aclh;ile'vao?c th_e recovered S|gnals,_whlle maintaining secure commu-
in secure IA communications involving an eavesdropper. rﬂcqnons over the MIMO interference c.hannel. Furthermore
was shown in[[33] that the traditional distributed IA schemEYing on the proposed MT-MSE algorithm we demonstrate
is capable of obtaining a usefpbsitive secrecy rate in the hat @ useful positive secrecy rate can be guaranteed even
MIMO interference channel under a very special conditiorff?r the challenging scenario, where there is a sophisticate

where the number of antennas of each legitimate transmitigvesdropper that has a higher number of antennas than each

and receiver is higher than or equal to that of the eaves@mpﬁeg't'mate transmitter and receiver. Additionally, botliro

However, this approach fails to ensure secure communigatigna!ytical and numerical results show that the proposed MT-
in the challenging IA scenario, where the number of antenn¥$E algorithm converges after a few iterations to a constant

of each legitimate transmitter and receiver is less thandha _ 1N€ remainder of the paper is organized as follows. In
the eavesdropper. Section Il we describe the system model. In Section Ill, we

To the best of our knowledge, there is no open literatufSOPOSe our MT—MS_E algorithm for secure communications in
addressing the transceiver analysis and design relyingien e !A-aided MIMO interference channel. The convergence of
joint optimization of the transmit precoding (TPC) matrixca OUr algorithm is _chargcterlze_d in Section 1V, wh!leT numatic
receive filter matrix conceived for secure communications [€SUlts are provided in Section V for characterizing the- per
the presence of an eavesdropper overNiMO interference formanc_e of t_he proposed algorithm. Finally, our conclasio
channel. Motivated by this challenge, in this paper we ain?'® proy|dfed in Section V1. .
for providing an algorithm for the minimization of the total Notation: Throughout this paper, we uge)” to represent
mean-square error (MSE) in order to jointly design the TPEONUgate(-)”" Hermitian transpose (i.e. conjugate transpose),
and receive filter matrices. Tr (-) the trace of a matrixE {-} the expectation|| - || . the

The MSE-based transceiver design has been widely fitobeniusnorm of a matriy,- || the 2-norm of a vectot, | the
vestigated both in traditional point-to-point and in mudger determinantl the identity matrix, and) a matrix or vector
MIMO systems [[4], [34]4[38]. Additionally, the authors ofWhose all entries are zeros. Furthermore, we use uppercase
[39]-[45] have conceived dedicated algorithms based on vdeld-face letters for denoting matrices, while keeping the
optimization both for the MIMO interference channel andpWercase bold-face for vectors and lowercase normalface
for the MIMO Gaussian wiretap channél [46]. However, thecalarsV f (-) is invoked to denote the gra@ent of thefuncthn
secrecy constraints with respect to the eavesdropper vagre H(-)- CA (0, 1) represents the complex circularly symmetric
considered in[[39]4[45]. Hence, in this paper, we propose Laussian distribution ywth zero mean and unit variariCe.
iterative distributed minimum total-MSE (MT-MSE) algdrin  dénotes the complex field.
that jointly designs the TPC and receive filter matrices for

Desired

Tx1 signal

77777 Interference
signal

Eavesdropper

Il. SYSTEM MODEL
2The precoded CSI, namely the product of the precoding maimik the . . .
channel matrix, may be obtained by exploiting the pilotstsieom the In this paper, we consider the scenario igtuser MIMO

legitimate transmitters. interference channels in the presence of an eavesdropper,
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as seen in Figd1, where the transmitfer the receiverk Assuming that the eavesdropper can use the receive filter
and the eavesdropper are equipped wNh, M; and M. matrix U,y (k € {1,2,...,K}), which is calculated by the

antennas, respectively,= 1,--- , K. We have the following eavesdropper relying on minimizing its own detection HSE
system model from the perspective of Receikeiand the the data symbols; intended by Transmittek to Receiverk
eavesdropper: can be detected by the eavesdropper according to:
K K
Vi = Z Hyx + Zj;, (1) §e,k = ngHkakSk =+ Ugjk Z H. Vs + ngze. (7)
=1 I#k
x That is, when the eavesdropper is present, the TPC matrix
y. = ZHerz + 7., @) V. and the receive filter m.a'[rIY:J;? employed by Transmltter.
— k no longer guarantee maintaining the secrecy rate at which

, transmitters can reliably send their secret messages to the
wherey;, € CM+*1 is the received signal vector at Receier receivers. Hence, the set of the TPC and receive filter neatric
y. € CMex1 s the received signal vector at the eavesdroppel-rvk’Uk}, k € {1,2,..., K} must be recalculated. In order
x; € CN*1is the transmitted signal vector at Transmittefy realize secrecy communications, as stated in SeGtior I, w
l; Hy € CM~*Niis the matrix of channel coefficientsminimize the total MSE of the signals received at all leggtte
between Transmittet and Receiverk; He € CM<*™ is  receivers subject to the constraints that the MSE of theasign
the matrix of channel coefficients between Transmittend (ecovered at the eavesdropper must be larger than a given

the eavesdroppes, € C*'+** is the complex additive white threshold and the maximum transmit power of each transmitte
Gaussian noise (AWGN) vector at Receivewith zero mean g not exceeded.

and covariance matrix?I, i.e. we havez, ~ CN (0,07I);
z. € CMex1 js the complex AWGN vector at the eavesdrop-
per, i.e.z, ~ CN (07 031), Ill. SECUREMT-MSE ALGORITHM FOR THE MIMO

To realize interference-free communications in thdse INTERFERENCECHANNEL

legitimate transmitter-receiver pairs, IA is employed. @B | this section, we focus our attention on a common metric
transmitter side, Transmittet uses the TPC matrivy € in order to avoid enhancing the noise in the linear deteaibrs
CNexd to map thed;, data symbols contained i t0 its N MIMO systems, namely the MSE metricl [6]. [39]. According
transmit antennas according to to our MT-MSE algorithm, we jointly design the TPC and
X = Visg, 3) receive f_iIter matrices to solve the total MSE minimizgtion
problem in the presence of an external eavesdropper. Wwiest,
where the transmitted data symbols are independent afbcribe the total MSE objective with secrecy and transmit
identically distributed (i.i.d.) so that we ha®{s,s;'} =1 power constraints for the MIMO interference channel. Our
and E {sysf’} = 0 (Vk # 1); the TPC matrixV}, having second goal is to find the first-order optimality conditiorithw
linearly independent columns is normalized to ensure thaispect to each TPC and receive filter matrix-pair. Finaiiy,
| Vi [|%< pr, wherep, is the transmit power at Transmitterpresent our iterative distributed approach (i.e. the MTEMS
k. Rewriting [1) and[(R), Receivek and the eavesdropperalgorithm) of obtaining the TPC and receive filter matrices.

respectively observe the signals We concentrate on MSE minimization owing to its attractive
K performance-complexity tradeoff1[6]. The TPC and receive

yie = HpVise + ZHklvlSl + 7y, (4) filter matrices{Vy, Uy}, k € {1,2,..., K} will be designed
1k so that the total MSE of all receivers is minimized. Under

K the assumption of independence betwegrandz, the error

Ye = ZHelvlSl + Z. (5) covariance matridiry, Tx, at Receiverk can be written as

=1 .
Similarly, the error covariance matrBg.. 1«, at the eaves-
dropper who aims for wiretapping the data symbglssent
from Transmitterk to Receiverk is defined as[{9).
We assume that the eavesdropper uses the well-known linear

On the receiver side, Receivieuses the receive filter matrix
U, € C%**Mx to obtain the estimate of the data symbsjs
according to:

) MMSE receiver[[6] for obtaining its receive filter matX. ,
8 = U Hy Visy, + Uy Z Hy, Visi + Uplz. (6)  which is formulated as
14k

—1
K
Natural_ly, if no _eavesdropper is present, the_fée!egmmgte Uep = ZHeivileHZ +0%1 H..V. (10)
transmitter-receiver pairs are capable of achieving theix- =1
imum communication rates when an IA scheme is employed; . . S

. L . PIOYe%\ve consider the following total-MSE minimization prob-
meanwhile the communications are reliable and secure. How-
ever, the reliable secure communications are no longer guar, . _ . .

U, andU, ; are typically different from each other, since Receikend

anteed in the Pr‘?sence of an eaveSd_rOpper' who _'S _Ca!ﬂ@'eavesdropper calculated their receive filter matriegsng on minimizing
ble of compromising any of the transmitters’ transmissionseir local detection MSE.
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K
Er, T, éE{(ék—sk) (éksk)H}E{U,{? <Z HlelVlHHg> UkUkHHkakaHkaUk+aiUkHUk+I} . (8)
=1

K
EEve,TXkéE{(ée,k* sk) (8e,k— Sk>H} E{ng <Z HeiVinHHZ>Ue,k+IngHekaV/?chUe,kﬁLUgngUe,k} - (9
i=1

lem: €k — Tr (EEve,Txk) < 0; Vk € {1725 .. -7K}a (16)

K
{V;,U;} = arg min Tr (Erx,,Tx: ) » (11a)

{Vi, Ui} =
k=1 e >0, VEe{1,2,...,K}, a7)
s.t. Tr (Egverx,) > €k, Vk € {1,2,..., K}, 11b

* (v T) 2 &k VE € { o (1) i >0, vk € {1,2,... K}, (18)
H Vk HFS pk,Vk/’E{LQ,...,K}, (11C)

where {V}, U} is the solution obtainedr (Egrx, 1x,) IS
the MSE at Receivek, Tr (Egyery,) iS the MSE at the e [Tr (VeVE) —pi] =0, Ve e {1,2,..., K},  (19)
eavesdropper who aims for wiretapping the data symbpls - -

sent from Transmittek to Receiverk, ¢, is the threshold of % lex — Tr (Epve,Tx,)] = 0, Vk € {1,2,...,K}.  (20)
the eavesdropper MSE, apg is the maximum transmit power By substituting[(B) as well a§](9) intb(1L3) and by exploiting
constraint imposed on Transmittéer the matrix derivative[[47],[148], we have:

Dual feasibility:

Complementary slackness:

The Lagrangian of the optimization problem}(11) is give

K
by %V;;ﬁ =Y (H{U U Hy) Vi — Hi, Ui + A Vi,

k=1

K H H H
— i (Hep Ue s U Her Vi — H U
L(Vi, Ugy ey M) 2 Y Tr (B, 1) X (FLck * Ve
B k=1 . =[Z(HﬁUlUflHlk)—MkHiUe,kngHek‘H‘kI Vi
Y pkler—Tr (Egve, )]+ Ak [Tr (ViVE) —pi], (12) M=
; ' kzzl —H}, Uy — i HE U, = 0. (21)
wherepu, and \; are the Lagrange multipliers concerning the Similarly, (I4) can be simplified as:
MSE constraint of the eavesdropper and the transmit power K
constrglnt of Tra_nsmlttek, respectively. In order to obtain Vui £ = ZszVleHHg + 021 | Uy, — Hyy Vi = 0.
the optimal solution of Probleni{lL1), the following Karush- Pt
Kuhn-Tucker (KKT) conditions have to be satisfied: (22)
_ _ Finally, according to the above derivations of the firstesrd
Stationarity: optimality conditions with respect to ead,, U}, k €
05K Tr (Bpy, 1o {1,2,..., K}, the optimum solution of Problenl {l11) has to
Vv:L £ L1 (* R T satisfy [23) and
k ovy
—1
a K_ - T E ve, I'xp K
1 O 2 ik [en — T (Brve )] U = (Y HuVIVIHL 4621 HuVi, (24)
oV
K HY -
+ 0 X e [Tr (Y’“Vk) P] =0, (13) Wwhere), > 0 andyu, > 0, k € {1,2,..., K} should be
IVy chosen so that theomplementary slackness conditions of [1D)
and [20) are satisfied. By observingl(23) and (24), we find that
Ve L Aaszzl Tr (Erx, Tx, ) the optimal TPC and receive filter matricg¥, U} depend
U= ouU; on each other. More explicitly, each TPC matNy, depends
oS K T (Epve 1y on aI_I the receive filter matricédU}, }, while gach receive filter
+ =1 M [EkaU*  (Brve )] matrix U, depends on all the TPC matric§¥/,.} as well.
X k Hence, it remains an open challenge to obtain the closed-for
" O oy Mk [T (ViVE) —pr] 0. (14) expressions for each TPC matik, and receive filter matrix
ou; o Uy.. In what follows, a feasible approach, namely the MT-MSE

algorithm in whichV; andU}, can be iteratively calculated, is
proposed for determiningVy, U }. For clarity, the MT-MSE
Tr (VkV,?) —p <0,Vke{l,2,...,K}, (15) algorithm proposed for secure communications in the MIMO

Primal feasibility:
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-1

K
Vi = [Z (HiUUHy) — peHL U U He + M| (HL Uy, — B U ) (23)
k=1
interference channel is summarized in Algorithm 1. For given values of the TPC matric¢¥}, the total-MSE
Here, we assume that the global CSI is available at aflinimization problem[{11) can be reformulated as:
transmitters, which is feasible for both the frequencyision %
duplex (FDD) and thg time-division duplex (TDD) based.IA (U3} = arg minZTr (Erx,.Tx,) » (33a)
systems, as shown in[[19]. Consequently, each transmitter Ur 1

is capable of calculating its TPC matrix. To elaborate Zelitt s.t. Tr (Efve,Tx;,) = €k» ije {1,2,...,K}. (33Db)
further, Transmittek starts with a random TPC matrix, which _ . . o
is generated according 16A/(0,1) and then normalized in The solution to this constrained optimization problém (B3)

order to satisfy the transmit power constraint. At the nemet  given by [24). Hence, we have (34):

and the eavesdroppdyd,, andU, ; are respectively calculated K

according to the MMSE criterion of (10). At the transmitter Z Tr [ERX%TX,C (V,(C"), U,(C"“))} <

we consider the challenging situation where the eavesaropp k=1

is capable of calculating its receive filter matiik. ; accord- K

ing to the MMSE criterion of[{ZI0). The major part of our MT- Z Tr [Eka,Txk (V;(Cn), U,(Cn))} : (34)
MSE algorithm, which describes how to calculate the TPC k=1

matrix, is summarized as follows. Likewise, given the values of the receive filter matrices

1) Firstly, the Lagrange multipliek,, is calculated accord- {U}, the total-MSE minimization problem{lL1) can be
ing to the transmit power constraint characterized bgwritten as:

(I1d) and[(IB). Then, we use the aboveto calculate K
and update the intermediate result of the TPC matrix, as {Vi} =arg minz Tr (Erx,,Tx ) » (35a)
shown in [28). Ve 3

2) Secondly, the Lagrange multiplies, is calculated ac- s.t. Tr (Egve,x,) > €k, Vk € {1,2,..., K}, (35b)
cording to the intermediate result of the TPC matrix | Vi 13< pi, Yk € {1,2,...,K}. (35¢)
obtained above and to the MSE constraint, which is
characterized by[{I1b) anf{20). The solution to this constrained optimization probldém] (&5)

3) Finally, we obtain the TPC matrix by substituting th&iven by [28). Similarly, we havé_(36):
above)\, andyy into (32). The details of our MT-MSE K
algorithm are presented in Algorithm 1. ZTr [Eka,Txk (V](Cn+1),U§€n+1))} <
k=1

IV. CONVERGENCE OF THEPROPOSEDSECURE MT-MSE K () ce(nt1)
ALGORITHM > T [EkavTxk (Vk , Uy, )} : (36)

In this section, we demonstrate that the proposed MT- B ) )
MSE algorithm is guaranteed to converge. Since the TPCF'OM the abovel(34) and(B6), it may be readily seen that
matrices {V;} and receive filter matrice§U,} are iter- the value of the total MSE of all receivers is monotonically

atively calculated at each iteration of the proposed M-reduced after each iteration. This conclusion is also demon

MSE algorithm, the value of the total-MSE objective funcStrated by the numerical results of Fig. 2, which illusteatfee

tion Zszl Tr (Egry,.Tx, ) iS monotonically reduced. The strict®ONvergence behavior of t_he MT-MSE algorithm in the MIMO
proof of the convergence is as follows. interference network (;on3|dered, where we HBN® = 25dB,
K = 3, as well as diverse values dff;,, N, and M,.. The
4Obtaining the CSI of the unintended receiver (e.g. the emogper) plot shows that the total MSE of all receivers under the three
requires careful attention. Note that typically an eavegger has to commu- (jfferent antenna configurations considered a|WayS comger

nicate with the legitimate transmitter, e.g. a base stati®@®), at some time _ . . . ; . . .
instance to obtain certaia priori information in support of its subsequentwIthln about 6~ 7 iterations and it does indeed monotonically

malicious signal processing. For example, the eavesdrdpseto estimate its decrease upon increasing the number of iterations, as shown
own CSIH,;, as shown in (10), to calculate its own receive filter matdix ;. by the above analytical results. Therefore, the convergenc

In other words, an eavesdropper may also be a legitimaterterof a network . .
during a particular observation period different from thierent onel[3R2]. As a of the MT-MSE algorithm is guaranteed. Moreover, the plot

result, the eavesdropper can be regarded as a so-calléet"aavesdropper”, also shows that the total MSE increases upon increasing
which also occasionally transmit feedback or pilot signather than just the number of eavesdropper antennas. This is because the

passively overhearing the signals of legitimate transmstt Therefore, the . L .
techniques introduced i [19] can be used for obtaining #aeesdropper’'s MT-MSE algorithm limits the detection performance of the

CSI. More details about the availability of the eavesdropp€S| are also “sophisticated/strong” eavesdropper at the expense oéase
discussed in[]28],[132]. Furthermore, for fast time-vagyifading channels ing the total MSE of the Iegitimate receivers. Additionally
where accurate CSlI is difficult to obtain, the eavesdroppetitdated CSI . .

and statistical CSI may still be attainable at the legitengansmitters for when the ratio of the number of antennas at each Iegltlmate
optimizing the TPC matrix. transmitter/receiver to that of the eavesdropper is irsgda
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Algorithm 1 The Proposed Secure Iterative Distributed MT-MSE AlganittPart 1)

1. Initialization: set the iteration counter to= 0, and start with an arbitrary TPC matrb(li”) = V,(CO), ke{l,2,...,K}.
2. Begin the iteration: calculate and updaﬁ;‘b”“) and Uifl,:rl) according to the MMSE receiver criterion ¢f{10). Then weéav

K
H
Ut = [E HLVYY (Vi) Hi + il
=1

K
H
Ul = [Z H., V™ (V§">) H? + 521
i=1

3. Calculate and updata{"*":

—1

Hy V", ke{l,2,... K}, (25)

-1

H. VY, ke {l1,2,....K}. (26)

i. if n =0, use the giveml(f), elseuseu,i") that has been calculated.
. . . H .
i. CalculateA!"*") according to the equatiofir {V;(fl“) (Vi”*”) ] = p, k € {1,2,...,K} (the solution ofA{"™") is

detailed in AppendiX’A), where

“ N K H H N -
Ve () = {Z o () b LU (U0) Azi”“”}
k=1

x (HZCU,‘C”“) - ui”)kaUgf‘lj“) Jke{l2,... K}

27)

4. UpdateA"*" according tox{" ") = max (5\;(f+1)70) L ke{l,2,...,K}.

5. Calculate and update the intermediate result of the TP(Eixnﬁ‘th”“) according to

_ K H H
v {32 [ (u0) ] <t (06) "

=1

—1
+A,§”+1>I} (HkaU,(C”H) - ugﬂm;@g%ﬂ) ke {l,2,... K}.

(28)

15

- Nk: Mk:4 andMe: 10

14 -M = —
-6-N,=M,=4 andM =6

A Nk= Mk= 3 andMe: 6

Total MSE

1 2 3 4 5 6 7 8 9 1
Number of Iterations

Fig. 2: Convergence example of the MT-MSE algorithm. We have= 3,
SNR = 25dB and the specific SNR definition is given in Sectigh V.

the total MSE of the legitimate receivers is reduced, sihee t
relative strength of the eavesdropper erodes.

V. SIMULATION RESULTS

In this section, we conduct a range of numerical simula-
tions to evaluate the performance of the proposed MT-MSE
algorithm presented in Section Il for the MIMO interferenc
channel. Here we consider a three-user MIMO interference
channel, where the number of transmit and receive antesnas i
identical at each of all the legitimate transmitter-reeepairs.

All channel coefficients are assumed to be i.i.d. zero-mean
unit-variance complex-valued Gaussian random variables.
transmitted power at each transmitter is the same, i.e. we
have p; = ps = ps. The noise power at all receivers and
the eavesdropper is also identical. We define the signal-to-
noise ratio (SNR) (in dB) as the ratio of the received signal
power at a single receiver over the noise power, i.e. we
haveSNR = 101log,, px/o;. To demonstrate the security and
effectiveness of our MT-MSE algorithm in comparison to the
traditional 1A algorithm [33], [[49], we intentionally optof
assuming the presence of a sophisticated eavesdroppesewho
number of antennas/. is higher than that of each legitimate
transmitter and receiver. To guarantee secure commuaoinsati
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Algorithm 1 The Proposed Secure lterative Distributed MT-MSE Alganit(Part II)

6. Calculate and update!" ™" and the final result of the TPC matri¢{"*":
i. Setk = 1. -
ii. if k=1, solve fori{"™ relying onTr {EEve,Txk [V,(c"“) (ﬁ,(c"“))]} = .

H
:,Tr{(ug,:w)
H ~ ~ H H ~
+ (Ugfkﬂ)) HeiV](anFl) (V](CnJrl)) HgUg?l) _ (Uir’z]jl)) HekV;(c"H)

~ H H
= (VI T EEUSY 402 (Ul) ol 4 1} _ (29)

K _ _ H
SOHL VD (V) H} vl
=2

else
use the calculatedv"*" that is the matrix function ofu!"*" i € {1,2,...,k—1}, and solve fori{"™" from

i )
Tr {EEve,TXk |:V](cn+1) (ﬁl(cn+l))] } = k-
H k-1 H
e (o) [ (ver) et v
i=1

)\ 7 X —(n+1) (ot T B | 11(nt1)
OO S BV (V) TRz ol
=kt 1

Jr

H ~ ~ H H ~
(U e () sl (o) e

~ H H
— (V) T HAULEY 4 o2 (UlE) T Ul 1} =& (30)
end

According to [29) or[[3D), we obtaip!" " = {ﬁ](c”“) | Tr {EEve,Txk [\7,&"“) (ﬁffﬂ))]} = Ek}, ke{l,2,...,K} (the
solution ofﬁ,(c”“) is detailed in AppendiXB), where

~ K H H
Vi {3 o (ue) ] o (o) b
=1
-1
+/\§€”+1)I} (HkaU,(C”“) - ﬁ,ﬁ”*“HiUiﬁ‘J”) Jke{l,2,....K}. (31)

iii. Updatep" ™ according top{" ™" = max (ﬁ;““%o) cke{l,2,...,K}.

iv. According to the above.b,i”“), calculate and update the final result of the TPC mavﬁx“) according to
(n+1) S [eqy (et D) (qyinen) 7 (n+ 1) ppH prn+1) (prn+1)\
vty Z{HlkUl (ui™) Hlk] —pUEGUEEY (UY) T H
=1
-1
+/\I(€”+1)I} (HkaU;““ - u,gn+1>Hg;Ug7;1>) Jke{l,2,....K}. (32)

7. Repeat Step 2 through 6 unwfﬁl) satisfies the transmit power constraint and the algorithexdwaverged.

we set the threshold of the eavesdropper’'s MSE;to- 1 [46], & is given by
[50], for k € {1,2,...,K}. Here we evaluate the scenario

2
where the number of transmit and receive antennas at eac@) HU]CH(S)Hkak(s) ’
legitimate transmitter and receiver is identical, i.e. wavén Ry =logy | 1+ 70 ke{l,2,... K},
Ne=My=M,ke{l,2,...,K}. k

(37)
where V() is the TPC vector for thesth data stream of
the transmitter-receiver pair and the numerator of the right-

hand side is the desired signal power, while the first, second
For the above scenario, the rate (bits/second/Hertz) corre

sponding to theth data stream of the transmitter-receiver pair
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and third terms of the denominatﬁlis) that is given by algorithnfi, the MT-MSE algorithm is capable of guaranteeing
i k4 secure communications right across the entire SNR region.
2 2 . . .
(s)a H H H H H H 2 In other words, the MT-MSE algorithm sacrifices a certain
zZ,7= U, HieV + U, HuV +oi, X X . _ C
y ; B()TERR TR ;; B(s) TR " fraction of its potentially attainable communication rde

s I#k the sake of achieving a useful positive secrecy rate of data
ke{l1,2,...,K}, (38) transmission.

represent the inter-stream interference, the multiugerfer-  Furthermore, we can see in Fig. 3(b) that upon using our

ence and the AWGN, respectively. Additionally, [n (38),) MT-MSE algorithm, the eavesdropper's MSE remains above

is the TPC vector for theth data stream of the transmitter-the given thre;hold Ot - 1.5, and it is higher than t_he
receiver pairl, and Uy, is the receive filter vector for the MSE of the legitimate Receiver 1 under all the SNR conditions

sth data stream of the transmitter-receiver pair _considered. We can also_ observ_e that the ea\_/esdropper’s MSE
increases quite rapidly in the high SNR region, because the
o ] impact of the interference becomes more dominant than that o
~Secure communications can be realized when the commya nojise. By contrast, both the MSE of the legitimate Reseiv
nication rate between the legitimate transmitter-resepsr 1 ang the total MSE of all the legitimate receivers decrease
is higher than that of the transmitter-eavesdropper litke T ;o increasing the SNR. Hence, the communication rate of
difference between these two rates is the so-called “sgcregch |egitimate transmitter-receiver pair becomes higjhen

rate”, which is invoked in this paper for the performancgat of the transmitter-eavesdropper link. As a benefiesiit,
evaluation of secure communications. Explicitly, the 8€¢r secure communications can be realized.

rate of Receiver is defined as In addition to investigating the “sophisticated eavesdrop

S 2 Ry — Ry pve per’ scenario in Fig[]3, in Figldl4 we also quantify the
" 9 performance of the MT-MSE algorithm in the presence of an
d d
SIED 9
s=1 s=1

“unsophisticated eavesdropper”, which has an identioaler
5 or slightly higher number of antennas than each legitimate

HUZ]C(S)Heka(s)
1+

H (s)
Ue,k(s)Tek Uek(s) transmitter and receiver. Similar observations can be rmade
ke{l,2,. .. K}, (39) this unsophist_icated/weak eavesdropper scenqrio in thitexio
of the MIMO interference channel, as shown in K. 4(a) and
where we have Fig.[(b), where the number of eavesdropper antennas is set t

dy, M, =4 and M, = 5, respectively, while the MSE-threshold is
T 2 > HV \VIHL —H, Vi) Vi HE + 071, settos; = 1.5. The results given in Figl4(a) and (b) indicate
=1 that the MT-MSE algorithm is capable of guaranteeing secure
ke{l,2,...,K}, (40) communications for all the SNRs considered. In particular,
although the traditional A algorithm is secure in the scema
B having an unsophisticated eavesdropper, the proposed MT
MSE algorithm exhibits a more appealing secrecy perforraanc
than the traditional IA algorithm in the low to medium SNR
Fig.[3(a) and (b) characterize the rate and the MSE perfoegions. We observe from Fif] 4(a) and (b) that the SNR
mance, respectively, of our MT-MSE algorithm in the pregencdivide” between the secrecy rates achieved by the MT-
of a sophisticated eavesdropper for the MIMO interferen®@SE algorithm and the traditional IA algorithm is about 15
channel, where we havél = 4, M. = 6 ande;, = 1.5. The dB and 10 dB, respectively. In fact, when the number of
maximum DoF of 4 can indeed be achieved, which implies thahtennas at each legitimate transmitter and receiver)i.e.
each transmitter can attain a DoF of to|[51]. In the MIMGs no lower than that of the eavesdroppéf, the traditional
interference network model considered, statisticallyréhis A algorithm remains secure, because the eavesdropper no
no difference among the three legitimate transmitterivece longer has a sufficiently high number of spatial dimensions
pairs. Therefore, without any loss of generality we evauato facilitate successful signal detection in the IA sy&d&g].
both the secrecy rate and the MSE between Transmitter 1 &ids statement is true even whéd, is slightly larger than
Receiver 1 as a representative of the legitimate transmitté@/, for example, the configuration ofM, = 5, M = 4"
receiver pairs. Fig.13(a) portrays the achievable comnatitic investigated in Figl14(a).
rate and secrecy rate versus the SNR for different algosthm Furthermore, in Fig.J5(a) and (b) we characterize the varia-
As shown in Fig.[B(a), the MT-MSE algorithm is capableion of the secrecy rate and the maximum achievable received
of supporting a useful positive secrecy rate, which inasas
as the SNR increases. By contrast, the traditional IA algo-°This is because our MT-MSE algorithm strikes a compromigevéen the
rithm [33], [4S] fails to guarantee secure communicatiorféi@nable communication rate and secrecy rate.
. . . . . °In this scenario, excessive residual interference is iegam the eaves-
in the scenario havmg a sophlstlcated eavesdropper, S'G%per. This residual interference cannot be reduced pyaebitrary decod-
the secrecy rate achieved by the traditional 1A algorithm isg matrices, since the number of dimensions required bydieg/detection
zero. Although the achievable communication rate betwieen ts lower than the number of dimensions of the interferengaai subspace.

s a result, the IA system operating in the presence of amdjimsticated

legitimate Transmitter 1 and Receiver 1 upon USing the Mi‘évesdropper" is secure in nature. Therefore, in[Hig. 4 @endt provide the

MSE algorithm is lower than that of using the traditional |Awumerical results for the scenario 81 > M.

andU, ;) is the eavesdropper’s wiretap receive filter vect
for the sth data stream of the transmitter-receiver pair
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Communication and secrecy rate (bits/s/Hz)
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(a) Communication and secrecy rate fof = 4, M. = 6

(b) Achievable MSE versus SNR

Fig. 3: Communication rate, secrecy rate and MSE versus Sitfermance comparison of the proposed MT-MSE algorithm thedraditional |A algorithm
[33], [49] in the presence of a “sophisticated eavesdrdppenere we haveM = 4, M. = 6 ande, = 1.5.

18 18
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B . 1 B 14+ ‘traditional IA (communication rat > 1
% 14 ——traditional |IA (secrecy rate) < % 14 ¢ traditional IA (communication rate) K4
a i_é/ —4—traditional A (secrecy rate)
o 12f 1 @12
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8 10p - y 310
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L L ]
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2I 2,
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SNR (dB) SNR (dB)

(a) Communication and secrecy rate fof =4, M. =5 (b) Communication and secrecy rate fof = 4, M. = 4

Fig. 4: Communication rate and secrecy rate versus SNR mpeaftce comparison of the proposed MT-MSE algorithm and réditional 1A algorithm [33],
[49] in the presence of an “unsophisticated eavesdroppénére we havell = 4 ande, = 1.5.

rate between the legitimate Transmitter 1 and the eavepdrppdecreased. Furthermore, the decrease of the attainabécgec
both as a function of the number of eavesdropper antenmate becomes slow when the number of eavesdropper antennas
M. and as that of the SNR, where the MT-MSE algorithris relatively large (e.g.M. > 8), which implies that the

is employed and we hav&/ = 4 as well ass;, = 1.5. Fig. achievable secrecy rate approaches the lower bound of zero
Bl(a) portrays the variation of the secrecy rate. As shown @s long as the number of eavesdropper antennas becomes suf-
Fig. [B(a), the secrecy rate attained decreases as the nunficgantly large. It can be observed that in general the MT-MSE
of eavesdropper antennas is increased and as the SNRilgorithm remains secure even in the challenging scenario
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Fig. 5: The variation of the secrecy rate and the maximumezebie received rate between a legitimate transmitter lameavesdropper when the proposed
MT-MSE algorithm is invoked, where we have = 4 ande;, = 1.5.

of having a sophisticated eavesdropper, which is equippedch legitimate transmitter and receiver. By contrasy the

with a larger number of antennas (i4€.< M. < 15) than hibit a similar performance when the number of eavesdropper
each legitimate transmitter and receiver. However, even tantennas is equal to the number of antennas at each legtimat
MT-MSE algorithm fails to guarantee secure communicatiotinsmitter and receiver. It can also be observed in Hig. 6
when the number of eavesdropper antennas satikfies 15. that the secrecy rate achieved by the traditional 1A alparit
When the number of eavesdropper antennas is increased,dbereases rapidly as the number of eavesdropper antennas
number of dimensions available for signal detection/dewpd M. is increased. However, the secrecy rate achieved by the
at the eavesdropper is also increased. In this situatian, MT-MSE algorithm is reduced much slower than that of the
eavesdropper becomes capable of simultaneously decodiglitional 1A algorithm. This is because we recalculatéhbo
multiple signals, which are mutually interfering with eactthe TPC and receive filter matrices to guarantee that theseave
other. As a result, the eavesdropper becomes capabledadpper's MSE is above the given threshold. By contrast, the
wiretapping the transmitted data and hence the achievabbesdropper's MSE decreases upon increasing the SNR in the
secrecy rate becomes zero. traditional IA approach. Numerically, for thef = 2or M =4

Fig.[(b) portrays the variation of the maximum achievabM'MQ interference_ channel, the secrecy rate achieved by the
received rate between the legitimate Transmitter 1 and tff@ditional IA algorithm reduces to zero, when the number of
eavesdropper versus both the SNR and the number of eafR/esdropper antennas. is higher than 2 or 5, respectively.
dropper antennas. It can be seen that this rate increased!@¥ever, in the above MIMO interference channel, the sgcrec
the number of eavesdropper antennas is increased, aleeit'@#€ achieved by the MT-MSE algorithm is reduced to zero
rate increases only slowly when the number of eavesdropf§ten the number of eavesdropper antenkiss higher than
antennas is relatively high. Additionally, this rate firstieases 4 OF 19, respectively. In general, the MT-MSE algorithm has
substantially as the SNR increases, but after reachinggitk p @ More appealing security performance than the traditithal
value the rate is slightly reduced at the high SNRs consitler&/90rithm in the presence of a sophisticated eavesdropper.
This is because the eavesdropper MSE is increased when the
SNR is high. VI. CONCLUSIONS

Fig.[8 shows the secrecy rate comparison between the MT4n this paper, we investigated secure communications for
MSE algorithm and the traditional IA algorithm, when thex K-user MIMO interference channel in the presence of an
number of eavesdropper antenn&g is varied. In Fig.[B, eavesdropper. An iterative distributed total MSE minirtiza
the SNR is fixed to 10 dB and the number of antennas afgorithm, namely the MT-MSE algorithm of Section Ill, has
each legitimate transmitter and receiver is setMo= 2 or been proposed for achieving secure communications. The pro
M = 4. Again, as shown in Fid]6, the MT-MSE algorithmposed MT-MSE algorithm jointly designs the TPC and receive
outperforms the traditional IA algorithm, when the numbgr dilter matrices by minimizing the total MSE of all receivers
eavesdropper antennas is higher than the number of antannasibject to specific secrecy and transmit power constraivgs.
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n+1 n+1 n n+1
3 oyt LU — yVHEUTY, 43
- MIMSE, N =2 whereP "tV s ("t (P("+1)) is the result of the singular
\ -%- traditional TA, N =2
23 B —o—MT-MSE, N; =4 1 value decomposition of the Hermitian matr\B( (n+1)
| -0 traditional IA, Ny =4 Substituting [2F7), [[42) and [(#3) |nt0 the right-

N

‘ ‘ : | hand side of [[41), we get[(#4), where we have
\\ SNR = 10 dB exploited the matrix inversion Iemﬂa to simplify

[chnﬂ-l)zggn-i-l) (ngn-i-l)) )\(n+1)1} . Therefore, it

is found thatS\EC"H) can be easily solved according fo(44).

Secrecy rate (bit/s/Hz)
=
&)

[any

APPENDIX B
CALCULATE i\ ™

In Step 6 of the MT-MSE algorithm, after solvinigf]“rl
we employ the updated, ("+1) and intermediate resul’;’ (re+1)
> A 0 N 16 given by [2B) to solve?jg“rl from the first constraint OECll)
Number of eavesdroppe’s antennas at the (n + 1)-th iteration. Here, we defin@\"*" as [@5),

whereV "™ vt g ("D gnge@ "tV are given byl(28),
Fig. 6: Secrecy rate performance comparison versus the ewafleavesdrop- ! d i oo v, L g
per antennas for the case of SNR=10 dB. (32), (42) and[(4B), respectively. Let

0.5

AREDY {HHU("H) (U("+1))H Hlk} AT (46)
also demonstrated the convergence of the proposed MT-MSE * | ! B
algorithm. Our simulation results demonstrated that secur

communications can be guaranteed by using the proposed MT- MY 2 gE U, (47)
MSE algorithm even in the challenging scenario of having a N("H) o gl U("“) 48
“sophisticated/strong eavesdropper”, while the tradiolA ‘ (48)

algorithm becomes insecure in this scenario. Our simuiatio Then, according t<ﬂ3® (@8) and to the KKT conditions of
results also showed that the proposed MT-MSE algorithyig) ~ (20), the value of; (n+1) Satisfying the MSE constraint
outperforms the traditional 1A algorithm in both the low ang @) can be found agT49), whef! (n+1) 15 g predefined
medium SNR regions when an “unsophisticated/weak eav%l?nstant item with respect t@n+1) V(n+1) is the function

dropper” was considered. In general, the proposed MT-MSE _(,,41) .
algorithm is capable of improving the secrecy rate perfarcea and is given by[(27). For the sake of convenience,

D Qo)
of the MIMO interference channel compared to the tradition'® Ufe“k* Ql ¢, M anci N instead of i Q,
IA scheme. "™, M"Y and N in the followmg mathemat|cal
derlvat|o~ns respect|vely By employing the matrix invens
APPENDIX A lemma, V""" in [@3) can be rewritten as:
CaLcULATE A"TY ~
) AT _ ;H):{i’ L& NT (A7 1)~ ]THNHi’_l}(M—ukN) (50)
In Step 3-ii of MT-MSE algorithm\,, can be derived

from the second constraint df(11) at the + 1)-th iteration, where TATY is the

result of the singular value
i.e. solving the following equation

decomposition of the Hermitian matridN“® 'N. For
. . H solving i, from (49), it is readily observed thdlr[Q?],
Tr (VD (VO T = ke {1,2,.. . KY, (4 - - H ~

r[ V) = ke R A N N (Vi) N], T [N#V(Y] and
(nt1) (n+1)

where V""" is the fur(lﬂlgn of th(en}r'%”ablé‘ and is (V(”“)) N | should be calculated. Furthermore, since
given by [27) In[(2I) U, andU, are updated at the

beainning of th 1)-th iteration wh|I i lculated Tr [2] is a constant item with respect fq., we will elaborate
€9 90 e(n + .) eration, e”’ s calcuiated , he other three items in the following.
during the n-th iteration. For the sake of convenience, we

o2 ' Firstly, upon substituting [(30) into
define: i 1) (i H
Y Tr {NHV,(C"JF ) (V,(C"Jr )) N|, we arrive at [BL).
lI’ECn+1) a Z { kuz(nH) (Uz(n+1)) sz] We" further simplify the first” item of[{81) as[(52), where
k=1 =2 NY® 'MYM& 'N. Furthermore, the second item of
(n)HH U(n+1) (UZ?”)HHek (&) can be simplified ag (53), whefé £ I M” & ~'NT.
a ngn-l-l)zgcn-ﬁ-l) (PECnﬂ))H7 (42) 'We  have (A+CBCT)"! = A1

A-lc(B-l'+cCTA-1lC) 'CcTA L
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12
H
Sr(n41 r(n+1
T {V,ﬁ H(Ve) ]
(nt+1) | 3(nt+1)1) 7! gntD) (n+1) | (D7) T D) "
— Ty (‘Ilkn + )\kn I) @kn |:(‘Ilkn + )\k" I) @kn :|
7 [t st (a0 L smang] T (ot smtn) (pero) 2 L smang] " getD)
—Tr (@k ) [Pk =, (P,C ) + A I} [Pk b)) (Pk ) + Ak I} O
1 -1)?
{(n+1 (n+1) n+1) (n+1 n+1 (1 n+1))
(o e o ]
(n+1) (n+1 (n+1) "+1)
. [(Pk ) oy (e ) LZ_ Z_]
-3 . =i, ke{l,2,... K}. (44)
= {(n+1) (n+1)
[A"’ w (= )[mJ
( (n+1)) f 11 {Heivgn-l-l) <v§n+1)) HH}U(n-‘rl) +o? (U(n+1)) ngkﬂ) 4L k=1,
QD) 2 . . PRY: . weVE 45
( (U +1) 4 {HelVg +1) (VE +1)) HQ}U;;@H) +U§ (Ui,ljl)) Ui.’]:rl) (45)
_ _ H
+ (U(n+1)) Zl k+1 {Heivgn+1) <V§n+1)) Hg} Ug,lk—i_l) + Iv ke {25 ey K} .

e B [0 ()]}

Ty [Q<n+1>+<N<n+1>) S as) (V,ﬁ"*”)HN("“u(N("“)) V("+1>+(V(”+1>) N;"“)] — e (49)

T {NHV,E”” (\7,2”“))}1 N}
=T {N" [@71 - @7'NT (A — i 'T) " T/NA@~! | (M — jiN) (M7 — ji,N") [
~@7'NT (A ;') TN}
=T {M" [®7'N - ®7'NT (A - ;') ' AP7| [N@~' —TA (A - i;'D) ' T/N"@~| M}
T {M" [@7'N ~ ®7'NT (A - i ') ' ATY| [PAD" — PA (A - i 'T) ' AT
— T { [PAT — DA (A - i ') ' AT#] [N7@1 - TA (A~ i 'T) ' T7N" 9! | M}

+ i { [PATY — TA (A - i ') ' AT#] [PAT - TA (A - i '1) ' ATH ]} (50)

Tr {M* [@7'N ~ @7'NT (A - i ') AT?| [N7@ " - TA (A ji;'T) ' T7N" & | M}
=Te (8) - 2Tv [A (A ') I‘HEI‘} +Te [A% (A - ig'T) 7 TPET)

d
S — Zk (rHEr) . Z (r"zr) . (MA;)Q (52)

i=1 i=1 i) — 1
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— T {M7 [@7'N ~ ®7'NT (A - i ')  AT¥| [P7AT - PA (A - i ') " ATH |

-1 -1

= — i Tr {AI‘HMH@’lNI‘ —~ AT"MP®7'NTA (A - 3,'T) — A’TP"MP®7INT (A - 3, 'T)
+ATMPSTINT (A~ i ') T A% (A - i)

:—ﬁk{Tr(AH) r[(A =) T AT =T [(A - )T AT 4 T [A% (A - ') AT

1 2

0,7

— e { [P7AD —TA (A - i ') " ATY| [NF@~ —T7A (A — ;1) TN~ | M}

e, 1 °
=iy (M7A) (m> | "

=1

2T {[P7AT - PA (A - i) ATY] [P7AT - DA (A - i 1) ATH ]}

= {Tr (A%) =2 (AT (A= i) =T [AY (A - ) ) b = 3 (A%, <ﬁ>2 . (55)

=1

Tr {NH Vi (Vi ”)H N}
dp dj, H— e 1 2 _ dp 1 2
-Yma- ), o3 () () R e ()

~ * 1 ’ m
M Z (HHA) [ (W) i

i=1

[I]

dy, 1

2
2 —_—
(A )[i,i] (ﬁk’A[i,i] — 1) . (56)

i=1

Similarly, since the third item of[($1) is the conjugate[4] A. H. Mehana and A. Nosratinia, “Performance of MMSE MIM®-
transpose omg,), we gdﬂl54). The last item[of (51) is derive ceivers in frequency-selective channels,Froc. |EEE Global Telecom-
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