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Abstract

Blind quantum computation (BQC) enables a client without enough quan-
tum power to delegate his quantum computation to a quantum server, while
keeping the input data, the algorithm and the result unknown to the server.
In the studies of practical BQC protocol, the quantum requirement of the
client is regarded as an important aspect. Multi-server BQC protocols have
been proposed to solve this problem. We review the double-server and triple-
server protocols, and propose a modified double-server BQC protocol with a
trusted center. In our protocol, the servers are allowed to communicate mu-
tually, and the client is completely classical. Furthermore, our double-server
protocol can be modified into a single-server protocol by simply combining
the two servers. Compared with the triple-server protocol, our double-server
and single-server protocols are more simple and the client is not required
to have the ability to access quantum channel. So our protocols are very
practical when quantum computer is applied in the ‘cloud’ style.

Keywords:
quantum cryptography, measurement-based quantum computation, blind
quantum computation

1. Introduction

Blind quantum computation (BQC) is a kind of secure computation pro-
tocol involving two roles, where the client has the data and the algorithm, and
the server has a quantum computer. In BQC protocol, the client instructs
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the server to perform quantum computation on his data without leaking any
information about the data, the algorithm and even the final result. BQC
protocol should have the properties of blindness, correctness and verifiabil-
ity. The blindness means that the data, the algorithm and the result are only
known by the client; the correctness means that the client can obtain the cor-
rect outcome after the protocol being finished; the verifiability means that
the client can check whether the server performs the computation following
his instructions.

The research of BQC protocol begins from Ref.[1], which construct some
BQC protocols for each of the basic quantum gates (Hadamard gate, CNOT
gate, and π/8 gate). Because any quantum circuit can be implemented by
an combination of these basic gates, the BQC protocol can implement any
quantum circuit. However, this protocol does not satisfy the requirement of
verifiability. Arrighi and Salvail [2] proposed another BQC protocol, which
is not a universal one since it is only for the computation of some classical
functions. Based on quantum authentication scheme, Aharonov et al. [3]
proposed an interactive proof system for quantum computation, which can
also be used as a BQC protocol. However, the client must perform lots
of quantum computation in the quantum authentication encoding. Based
on measurement-based quantum computation model, Broadbent et al. [4]
proposed the first universal BQC protocol, in which the client only needs
to prepare some single-qubit states. Currently, lots of researches have been
proposed to make the BQC protocols more optimal or practical [5, 6, 7, 8, 9,
10]. For example, Ref.[6] improved the fault-tolerant threshold for BQC by
topological quantum computation, and Ref.[11] studied the optimization of
the BQC protocol from the aspect of quantum communication.

All the mentioned protocols are single-server BQC protocols, in which
the client must have some quantum abilities, such as the ability to prepare
or measure single qubit [4, 12]. An important effort in the researches of
practical BQC protocol is reducing the quantum requirement of the client.
If the client is limited to only be able to carry out classical computation, we
have to increase the number of the servers and devise the multi-server BQC
protocols. Actually, Broadbent et al.[4] proposed a double-server protocol,
where the client is completely classical and the two servers cannot commu-
nicate mutually. The double-server protocols in Ref.[7, 13] also assume the
noncommunicating of the two servers. Later, Li et al.[14] proposed a triple-
server BQC protocol, in which the client is almost classical (the client can
only access the quantum channel) and the servers are allowed to communicate
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with each other.
We review and analyze the main multi-server BQC protocols, and devise

a double-server BQC protocol with completely classical client, where the two
servers are allowed to communicate mutually. In our protocol, the trusted
center should prepare Bell states and send them to the servers. In addition,
it is necessary that there exists a private classical channel from the trusted
center to the client.

2. Reviews and analysis

Before introducing our double-server BQC protocol, we review the single-
server BQC protocol and double-server BQC protocol in Ref.[4], the modified
double-sever BQC protocol in Ref.[13], and the triple-server BQC protocol
in Ref.[14].

Let the set S =
{

0, π
4
, 2π

4
, . . . , 7π

4

}
, φ ∈r S means φ is randomly chosen

from the set S. The notation | ± φ〉 denotes the qubit |0〉 ± eiφ|1〉.

2.1. BFK single-server protocol

Client wants to finish a quantum computation. Assume he has in mind
the quantum computation on the n-qubit graph state corresponding to the
graph G. The quantum operation that Client wants to perform is to measure
the ith qubit in the basis {| ± φi〉}.

S1 Client prepares n qubits and sends them to the Server. The state of each
qubit is |θi〉 = |0〉+ eiθi |1〉(i = 1, 2, . . . , n), where θi is uniformly chosen
from the set S.

S2 Server produces the brickwork state |G(θ)〉 by applying controlled-Z gates
on the received qubits based on the graph G.

S3 For i = 1, 2, . . . , n, Client randomly chooses ri ∈ {0, 1} and computes
δi = (θi+φ

′
i+riπ)mod2π, where φ′

i is obtained according to the previous
measurements and φi, and then δi is sent to Server if Client needs Server
to measure the ith qubit of |G(θ)〉.

S4 Server performs a measurement on the ith (i = 1, 2, . . . , n) qubit in the
basis {| ± δi〉} and informs Client about the measurement result.
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This single-server BQC protocol can be modified to be a BQC protocol
with authentication where a cheating server can be found with probability
exponentially approaching one [4]. All the protocols that are introduced in
this article do not have the property of authentication, however, they can also
be modified to be a BQC protocol with authentication in the similar way.
More details can be found in Ref.[4]. We do not discuss the authentication
here.

Notice that there is no explicit input in the protocol. In fact, the prepa-
ration of the initial input state can be included in the algorithm of quantum
computation. In the steps S3 and S4, Client can instruct Server2 to pre-
pare the input state and perform the quantum computation on the state.
Obviously, the input state is still unknown to Server2.

2.2. Double-server BQC protocols

Broadbent et al.[4] point out an important problem: does there exist a
BQC protocol which permits a completely classical client? They present a
solution which is based on two entangled servers; However, the two servers
are not allowed to communicate with each other. In the following, we firstly
review this double-server BQC protocol [4] (it is named BFK double-server
protocol in this article), and then introduce a modified version [13].

Bell states are used in the protocols. The Bell state of a pair of particles
(a, b) can be denoted by |ϕx,z(a, b)〉 = (I ⊗XxZz) 1√

2
(|00〉a,b + |11〉a,b), where

x, z ∈ {0, 1}.
Initialization: The trusted center distributes Bell states to Server1

and Server2.
The trusted center prepares n Bell states |ϕ0,0(Ai, Bi)〉 (i = 1, . . . , n).

He sends the n particles A1, . . . , An to Server1, and sends the n particles
B1, . . . , Bn to Server2.

Stage 1: Client’s preparation with Server1

D1-1 Client independently chooses n random values θ̃i ∈r S (i = 1, . . . , n),
and sends them to Server1;

D1-2 According to the n bases {|± θ̃i〉}ni=1, Server1 performs quantum mea-
surements on his particles A1, . . . , An and obtains n bits, which is de-
noted as {mi}ni=1. Then he sends these bits to Client.

Stage 2: Client’s computation with Server2
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D2-1 Similar to S2, Server2 produces the brickwork state using all his qubits;

D2-2 Client starts the reviewed single-server BQC protocol with Server2
from step S3, replacing θi with θ̃i +miπ (i = 1, . . . , n).

In this double-server BQC protocol, Client is only required to do classi-
cal computation, and the two servers are not allowed to communicate with
each other. It is worth to notice that, the information {θ̃i}ni=1 and {mi}ni=1

should be transmitted through a private channel (for example, a secure en-
cryption algorithm is used) between Client and Server1; Otherwise, Server2
may obtain the values of {θi}ni=1 and break the blindness of the protocol.

A modified version of the above double-server BQC protocol is proposed
by Morimae and Fujii in Ref.[13]. We briefly review this protocol without
entanglement distillation as follows.

Initialization: The trusted center distributes Bell states |ϕxi,zi(Ai, Bi)〉
to Server1 and Server2, where xi, zi are known by Client and i ∈
{1, . . . , n}.

Stage 1: Client’s preparation with Server1

M1-1 Client independently chooses n random values {θ̃i ∈r S}ni=1, and sends
the messages {θ̃′i = (−1)xi θ̃i + ziπ}ni=1 to Server1;

M1-2 According to the n bases {|± θ̃′i〉}ni=1, Server1 performs quantum mea-
surements on his particles A1, . . . , An, and obtains n bits {mi}ni=1; Then
he sends these bits to Client.

Stage 2: Client’s computation with Server2

M2-1 Same as D2-1.

M2-2 Same as D2-2.

The above protocol is an improved version of BFK double-server BQC
protocol. In the BFK double-server BQC protocol, the shared entangle-
ment between the two servers is 1√

2
(|00〉+ |11〉), and Server1 performs quan-

tum measurement on the first particle according to the basis | ± θ̃i〉; In
the modified version, the shared entanglement between the two servers is
(I ⊗XxiZzi) 1√

2
(|00〉+|11〉), and Server1 performs quantum measurement on

the first particle according to the basis |±((−1)xi θ̃i+ziπ)〉. Actually, they are
equivalent since the measurement outcome of the particle a in |ϕxi,zi(a, b)〉 ac-
cording to the basis |±((−1)xi θ̃i+ziπ)〉 is equal to the measurement outcome
of the particle a in |ϕ0,0(a, b)〉 according to the basis | ± θ̃i〉.
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2.3. Triple-server BQC protocol

In the reviewed double-server protocols, the two servers are not allowed to
communicate with each other. It is unrealistic to forbid two quantum servers
to communicate mutually. So, the researchers try to solve this problem. In
Ref.[14], based on entanglement swapping and the above modified protocol,
Li et al. devised a triple-server BQC protocol in which the three quantum
servers can communicate mutually. However, the client is not completely
classical, and must have the ability to access the quantum channel. The
protocol has the following four stages.

Initialization: The trusted center distributes Bell states to Server1,
Server2 and Client.

T0-1 The trusted center produces n = (2 + δ)m Bell states |ϕ0,0(Ai, B1i)〉
(i = 1, . . . , n). He sends the n particles A1, . . . , An to Client, and sends
the n particles B11, . . . , B1n to Server1.

T0-2 The trusted center produces n Bell states |ϕ0,0(A
′
i, B2i)〉 (i = 1, . . . , n).

He sends the n particles A′
1, . . . , A

′
n to Client, and sends the n particles

B21, . . . , B2n to Server2.

Stage 1: Client’s preparation with Server3

T1-1 For each particle Ak or A′
l arriving, Client randomly chooses one of

the two choices: (a) discarding it, or (b) transmitting it to Server3 and
recording its position.

T1-2 Server3 may receive 2m particles from Client, where the m particles
that are entangled with Server1 are denoted as As1 , . . . , Asm , and m
particles that are entangled with Server2 are denoted as A′

t1
, . . . , A′

tm .
Server3 performs Bell measurement on them pairs of particles {(Asi , A′

ti
)}mi=1,

and sends the result {(xi, zi)}mi=1 to Client.

Stage 2: Client’s preparation with Server1

T2-1 Client chooses n values {θ̃i}ni=1 and sends the values of {θ̃′i = (−1)xi θ̃i+
ziπ}ni=1 to Server1. {θ̃′i}ni=1 is distributed as uniformly as possible over
all the eight elements of the set S.

T2-2 According to the bases {| ± θ̃′i〉}ni=1, Server1 performs quantum mea-
surements on the n particles B11, . . . , B1n, and sends the result {mi}ni=1

to Client. Client only keeps the values of {msi}mi=1.
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Stage 3: Client’s computation with Server2

T3-1 Client asks Server2 to keep the m qubits which are labeled as {ti}mi=1.
Notice that the m qubits can be represented as {|θ̃si +msiπ〉}mi=1 at this
time. Similar to S2, Server2 produces the brickwork state using the m
qubits.

T3-2 Client starts the reviewed single-server BQC protocol with Server2
from step S3, replacing θi with θ̃si +msiπ (i = 1, . . . ,m).

Compared with Morimae and Fujii’s double-server BQC protocol [13], the
above protocol has added another quantum server Server3. Actually, for the
received particles, he just performs some Bell measurements on these parti-
cles. If the ith measurement result is (xi, zi), Client can know that, an entan-
glement has been established between Server1’s particle B1si and Server2’s
particle B2ti , and the combined state of B1si and B2ti is |ϕxi,zi(B1si , B2ti)〉.
Then, Client starts the interactive procedure with Server1 and Server2 that
are similar to Morimae and Fujii’s double-server protocol.

In the triple-server protocol, the three servers are allowed to communicate
mutually, and can be modified to be a single-server BQC protocol, in which
the client is also an almost classical user. More details can be found in
Ref.[15].

3. Blind quantum computation with completely classical client

Generally, single-server BQC protocols require the client to have some
quantum ability, such as the ability to produce single-qubit states or make
quantum measurements. If the client can only perform classical computa-
tion, the BQC protocols require at least two quantum servers. For example,
the double-server BQC protocol in Ref.[4] only requires the client to have a
classical computer. However, all the double-server protocols [4, 7, 13] assume
the servers cannot communicate mutually. Ref.[14] proposes a triple-server
BQC protocl, in which the three servers are allowed to communicate mu-
tually. However, the client is almost classical because he needs to access
quantum channel.

In this section, we will propose a new modified double-server BQC proto-
col, which allows a completely classical client and the two servers are allowed
to communicate mutually. In our protocol, the client and the servers are con-
nected by the bidirectional classical channels, and there exists an one-way
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classical channel from the trusted center to the client. There are an one-way
quantum channel from the trusted center to each server. See Figure.1.

Figure 1: The diagram of our modified double-server BQC protocol. In the diagram,
‘CC’ and ‘QC’ represent the classical channel and the quantum channel, respectively. The
trusted center and each server are connected by an one-way quantum channel. The trusted
center and the client are connected by an one-way classical channel. The client and each
server are connected by the bidirectional classical channel.

The protocol has the following three stages: Initialization, Stage 1 and
Stage 2.

Initialization: The trusted center distributes Bell states to Server1
and Server2, and sends classical secret information to Client.

P0-1 The trusted center randomly chooses n pairs of bits {(xi, zi)}ni=1 and
a n-ary permutation P , and sends them to Client through the classical
channel in a secure way;

P0-2 The trusted center prepares n Bell states |ϕxi,zi(Ai, Bi)〉, i = 1, ..., n,
and sends the particles A1, . . . , An to Server1 in sequence. Then he
sends the particles BP−1(1), . . . , BP−1(n) to Server2 in the order which
depends on the permutation P .

Stage 1: Client’s preparation with Server1

P1-1 Client independently chooses n random values {θ̃i}ni=1 from the set S,
and sends the values of {θ̃′i = (−1)xi θ̃i + ziπ mod2π}ni=1 to Server1;
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P1-2 According to the n bases {|± θ̃′i〉}ni=1, Server1 performs quantum mea-
surements on the n particles {Ai}ni=1 and obtains n bits. Denotes the
n bits as {mi}ni=1. He sends these bits to Client.

Stage 2: Client’s computation with Server2

P2-1 Similar to S2, Server2 produces the brickwork state using the n parti-
cles BP−1(1), . . . , BP−1(n).

P2-2 Client starts the reviewed single-server BQC protocol with Server2
from step S3, replacing θi with θ̃P−1(i)+mP−1(i)π (or let θP (i) = θ̃i+miπ),
i = 1, . . . , n.

According to the step P2-2, it is obvious that Client can run the correct
single-server blind quantum computation with Server2.

Next, we show that the above modified double-server BQC protocol is
secure even if the two servers communicate mutually.

Suppose Server1 and Server2 can communicate with each other, they
may cooperate and attempt to obtain the information related to Client’s
quantum computation, such as something about {θi}ni=1 or {φi}ni=1. Assume
that Server2 who knows {δi}ni=1 is chosen to do such thing. Server1 tells
his information {θ̃′i}ni=1 and {mi}ni=1 to Server2. Server2 still cannot learn
anything about {θi}ni=1 or {φi}ni=1. The analysis is as follows.

1. Server2 cannot know the values of {(xi, zi)}ni=1 and the permutation P
since they are Client’s secret information which are transmitted from
the trusted center through a secure channel. Though the Bell mea-
surement on the pair of particles (Ai, Bi) can result the values of xi
and zi, Server2 cannot know which particle is Bi since the order of the
particles {Bi}ni=1 has been rearranged by the unknown permutation P .

2. Without the knowledge of {(xi, zi)}ni=1, it is impossible for Server2 to
compute the values of {θ̃i}ni=1 from {θ̃′i}ni=1.

3. Even if Server2 had gained the information about {θ̃i}ni=1, he still can-
not know the values of {θi}ni=1 since he does not know the random
permutation P .

4. From Server2’s information {δi}ni=1, he cannot obtain any information
about {φi}ni=1 without the knowledge of {θi}ni=1.

Compared with the case that the servers communicate mutually, less in-
formation can be known by each server when the servers do not communicate
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mutually. Thus, our protocol is also secure if the two servers do not commu-
nicate with each other. Notice that the reviewed BFK double-server BQC
protocol [4] is just a special case of our protocol: let all of {(xi, zi)}ni=1 be
zeroes, and P be the identity permutation.

In our double-server BQC protocol, the servers are allowed to communi-
cate mutually. If the two servers are joined together (the steps of Server1 and
Server2 are finished by one server), we can get a single-server BQC protocol.
It is obvious that the single-server protocol is as secure as our double-server
protocol.

Compared with the triple-server protocol in Ref.[14], the client here is
completely classical; However, the client in the triple-server protocol must
have the ability to access quantum channel, such as the ability to receive and
forward the qubits.

4. Discussions

In our protocol, there needs a secure classical channel between the trusted
center and the client. This channel can be ensured by certain cryptosystem
(block cipher or public-key encryption) in modern cryptography. Moreover,
it can also be ensured by ‘QKD+OTP’ (quantum key distribution [16] plus
one-time pad). If the latter is chosen to protect the classical channel, the
client is required to finish the procedure of QKD. We should stress that, our
BQC protocol itself does not required the client’s quantum ability.

In our protocol, the client is completely classical, then its output is also
completely classical. It is worth to notice the following two points. Firstly,
the input of the computation can be a quantum state. Though the client
cannot send quantum input to the servers directly, his quantum input can be
generated during the process of quantum computation. Secondly, the client
delegates the quantum computation to the quantum servers, so the computa-
tion is a quantum algorithm. For example, the client cannot perform Shor’s
quantum algorithm, but he can finish the algorithm through the interaction
with the quantum servers.

Our protocols (double-server protocol and single-server protocol) are very
practical for its application in the cloud quantum computation. In our pro-
tocols, the client is completely classical and no quantum channel is needed
between the client and the servers. So the widely used classical comput-
ers and communication network can satisfy the client’s requirement in the
implementation of cloud quantum computation. That means, in order to
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implement cloud quantum computation, the users (acts as the client) is not
required to add new equipments. We only need to manufacture one (or
two) universal quantum computer(s) being used as the server (or Server1,
Server2), and set up a trusted center which can prepare Bell states.

The role of the trusted center is very similar to the role of certificate au-
thority (CA) in public-key infrastructure (PKI). In our protocols, the trusted
center is needed to prepare Bell states and change the positions of the qubits.
In addition, a private classical channel is necessary between the client and
the trusted center. Compared with the triple-server protocol in Ref.[14], the
trusted center in our protocols is more powerful. However, it is realizable
using current quantum technologies.

5. Conclusions

This paper reviews the BFK single-server and double-server BQC pro-
tocols, the modified double-server protocol in Ref.[13] and the triple-server
protocol. In these double-server protocols, the client is completely classical,
but the servers are not allowed to communicate mutually. In the triple-server
protocol, the servers are allowed to communicate mutually, but the cost is
higher and the client must have the ability to access quantum channel. Then
we modify the double-server BQC protocols and get a more practical pro-
tocol, in which the client is completely classical and the servers are allowed
to communicate mutually. We also point out that the double-server proto-
col can be easily changed to be a single-server protocol without any loss of
security.
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