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ABSTRACT Connectivity in secure WSNs employing the EG scheme

In wireless sensor networks (WSNs), the Eschenauer—Gligoras been extensively studied in the literature [2[10,11
(EG) key pre-distribution scheme is a widely recognized way L7/18/22]. However, most existing research [2/[17,18,22]
to secure communications. Although the connectivity prop- realistically assumes unconstrained sensor-to-sensor
erties of secure WSNs with the EG scheme have been extenOMMmMunications; 1.e., any two sensors can communicate
sively investigated, few results address physical tragsion ~~ regardless of the distance between them. Only two re-
constraints. These constraints reflect rea-world impteme ~ cent results [LOJILI] take transmission constraints into
tations of WSNs in which two sensors have to be within a consideration, but do not provide zero-one laws for con-
certain distance from each other to communicate. In this pa-*¢CtIV1ty: .

per, we present the firstero-one laws for connectivity in In this paper, we establish the first and also sharp
WSNs employing the EG scheme under transmission con-2¢70 one laws for connectivity in WSNs using the EG
straints. These laws improve recent resufs [10, 11] signifi Scheme under practical transmission constraints. We
cantly, are sharp, and help specify thetical transmission present §1gn1ﬁcantly 1mprove(.1 conditions for asymptotic
ranges for connectivity. Our analytical findings, which are ~ connectivity over those of Krishnan et al. [10] and Krzy-
also confirmed via numerical experiments, provide precise Wdzitiski and Rybarczyk [11], and also demonstrate that

guidelines for the design of secure WSNs in practice. The 5 the parameters move further away from these condi-

application of our theoretical results to frequency hoppmih
wireless networks is discussed in some detail.

Categories and Subject Descriptors

C.2.1 [Computer-Communication Networks|: Net-
work Architecture and Design— Wireless communica-
tion; G.2.2 [Discrete Mathematics]: Graph Theory—
Network problems

General Terms
Theory

Keywords

Connectivity, key predistribution, random graphs, secu-
rity, transmission constraints, wireless sensor networks.

1. INTRODUCTION

The Eschenauer—Gligor key pre-distribution scheme
[7] is regarded as a typical approach to secure commu-
nications in wireless sensor networks (WSNs). In this
scheme (referred to as the EG scheme hereafter), each
sensor is independently assigned the same number of
distinct cryptographic keys selected uniformly at ran-
dom from a key pool before deployment. After deploy-
ment, any two sensors establish a link between them, if
they share at least one key.

tions, the network rapidly becomes asymptotically dis-
connected. Our results provide useful guidelines for di-
mensioning the EG scheme and adjusting sensor trans-
mission power to ensure network connectivity. More-
over, our zero—one laws enable us to determine the crit-
ical transmission ranges for connectivity. Intuitively,
as the transmission range surpasses (resp., falls below)
the critical value and grows (resp., declines) further,
the network immediately enters an asymptotically con-
nected (resp., disconnected) state.

To model transmission constraints, we use the pop-
ular disk model [8,12HI4,[20], in which each sensor’s
transmission area is a disk with a uniform distance as
its radius; i.e., two sensors have to be within the radius
distance to communicye directly. The network area in
our analysis is either a torus or a square. The square ac-
counts for the real-world boundary effect whereby some
transmission region of a sensor close to the network
boundary may falls outside the network field. In con-
trast, the torus eliminates the boundary effect.

The rest of the paper is organized as follows. In Sec-
tion[2l we describe the system model. Section[3]presents
the main results, leading to the discussion of critical
transmission ranges in Section @l Afterwards, we ex-
plain the practicality of theorems’ conditions in Section
We provide numerical experiments in Section In
Section [[, we discuss the application of our results to
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frequency hopping in detail. Section [] reviews related
work; and Section@lconcludes the paper. The Appendix
contains the zero—law proofs and the sketch of the (sim-
pler) one-law proofs.

2. SYSTEM MODEL

In a WSN with size n and sensor set V={v1,v2,...,0, },
the EG scheme independently assigns a set of K, dis-
tinct cryptographic keys, which are selected uniformly
at random from a pool of P, keys, to each sensor node.
The set of keys of each sensor is called the key ring
and is denoted by S, for sensor v,. The EG scheme
is modeled by a random key graph [I0,I722], denoted
by Grra(n, Ky, P,) in which an edge exists between
two nodedl v, and v, if and only if they possess at
least one common key; i.e., the event [S, NS, # 0], de-
noted by K, holds. As for the sensor distribution, we
consider that the n nodes are independently and uni-
formly deployed in a network area A. The disk model
induces a random geometric graph |8L[10L1TL13]14,20],
denoted by Graa(n,rn, A), in which an edge exists be-
tween two sensors if and only if their distance is no
greater than r,. In a secure WSN using the EG scheme
under the disk model, two sensors v, and v, establish
a direct link between them if and only if they share at
least one key and are within distance r,,. We denote
the event establishing this direct link by Eg,. If we let
graph G(n, 6, A) model such a WSN; it is straightfor-
ward to see G(n, 0, A) is the intersection of random key
graph Grra(n, K,, P,) and random geometric graph
Grea(n,ry,, A); namely,

G(TL, 9117-/4) = GRKG(nu Kn7 Pn) N GRGG(nu ’f'n,A),

where parameters K,, P, and r, are together repre-
sented by 6,,. Also, if we let region A be either a torus
T or a square S, each with a unit area, we obtain the
two graphs

G(TL, 9117 T) = GRKG(nu Kn7 Pn) N GRGG(nu Tn, T)u
and
G(”a ena 8) = GRKG(nu Kn7 Pn) N GRGG(nu Tn, 8)

We let ps be the probability of key sharing between
two sensors and note that ps is also the edge probability
in random key graph Grrxa(n, K,, P,). It holds that
ps = P[K,,] = P[S; NS, # 0]. Clearly, if P, < 2K,,
then ps = 1. If P, > 2K, as shown in previous work
[21722], we have ps = 1— (P"I;j(")/(?;) If P, >2K,,
by [l Lemma 6], it further holds that

ps < K./ P,. (1)

By [24, Lemma 8], () implies that if K,%/P, = o(1),
then

ps = K,* /Py [1 = O(K.?/P,)] ~ K,* /P (2)

!The terms sensor and node are interchangeable.

We will frequently use () and (@) throughout the pa-
per

Let p. be the probability that a link exists between
two sensors in the WSN modeled by graph G(n, 0, .A);
i.e., pe is the edge probability in G(n,6,,.A). It holds
that p. = P[E;,]. When A is the torus T, clearly pe
equals 77,2 - ps; and if KnQ/Pn =o0(1), then p ~ 77,2 -
K,?/P, by @). When A is the square S, it is a simple
matter to show p. < 71,2 ps and pe > (1—27,)2% 7,2
ps, yielding p. ~ 7r,? - ps if 7, = o(1). Therefore, on
S, if r, = o(1) and K,,*/P, = o(1), we further obtain
Pe ~ T2 - KnQ/Pn in view of (2)).

In addition to random key graphs and random geo-
metric graphs, the Erdés-Rényi graph [6] has also been
extensively studied. An Erdés—Rényi graph Ggr(n, p,)
is defined on a set of n nodes such that any two nodes es-
tablish an edge in between independently with probabil-
ity pn. As already shown in the literature [2L[17,[1822],
random key graph Grig(n, K, P,,) and Erdds-Rényi
graph Ggr(n,p,) have similar connectivity properties
when they are matched through edge probabilities; i.e.
when ps = p,. Hence, it would be tempting to ex-
ploit this analogy and conclude that connectivity in
G(n,0,,A) (i.e., Grrc(n, Kn, P,) N Graa(n,mm, A)) is
similar to that of Ggr(n,pn) N Graa(n,ry, A), which
was recently established [15]. However tempting, such
heuristic approaches do not work as graphs Ggr(n,ps)
and Grra(n, K, P,,) (and their respective intersections)
are quite different. For instance, in Gggr(n,ps), for
any three nodes v;,v, and v,, the event that v, has
edges with both v, and v,, is independent of the event
that v, and v, has an edge between them. However, in
Grra(n, Ky, P,), these two events are not independent
from each other, since the event that v, has edges with
both v, and v, means that the key rings S, and S. of v,
and v, respectively both have intersections with the key
ring S, of v,. This has an impact on whether Sy and
S intersects. In fact, it has been formally proven [3}22]
that graphs Gggr(n,ps) and Grra(n, Ky, P,) exhibit
different characteristics in terms of properties including
clustering coefficient, number of triangles, etc.

3. THE MAIN RESULTS

We detail the main results below. The notation “In”
stands for the natural logarithm function.
3.1 Connectivity in a Secure WSN on a Torus

Theorem [ presents a zero—one law for connectivity in
G(n,0,,T), which models a secure WSN working under
the EG scheme and the disk model on a unit torus.

Theorem 1 Let graph G(n,0,,T) be the intersection
of random key graph Grra(n, K., P,) and random ge-

*We use the standard Landau asymptotic notation
0(+),0(-),w(-),(:),O(-) and ~; in particular, for two pos-
itive functions fi(n) and f2(n), the relation fi(n) ~ fa(n)
means lim, o f1(n)/f2(n) = 1.
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ometric graph Grae(n, rn, T) on a unit torus T, where
there exist some p, = w(1l) and constant c¢1 such that
Inn

P,1 P,
max —,un-\/ﬂ <K, <ci\/— (3)
Inlnn n Inn

for all n sufficiently large.
an be defined through

For all n, let the sequence

K,* 1 n
s e = n”:a . (4)
Then
0, i lim a, = —o0,
tim p | G0 T) e
n—00 is connected. 1, 4f lim a, = .
n—roo

Remark 1 Under (3), we obtain I;”2 < % = o(1).

2 K,”
P

Then as noted in Section[d, wry, in (4) asymptot-
ically equals the edge probability in graph G(n,0,,T).

3.2 Connectivity in a Secure WSN on a Square

Theorem [2] gives a zero—one law for connectivity in
G(n,0,,S), which models a secure WSN working under
the EG scheme and the disk model on a unit square.

Theorem 2 Let graph G(n,0,,S) be the intersection
of random key graph Grxc(n, Ky, P,) and random ge-
ometric graph Graa(n, 1, S) on a unit square S, where
there exist some constants co > 0,0 < c3 <1, ¢4 >0
and v, = o(1) such that

P,Inn

nes

Pn C4Pn
—_— 5
Inn’ nlnn } (5)

for all n sufficiently large. Assume that KP—"Z n'/31nn
either is bounded for all n or converges to co asn — oo,
and for all n let the sequence cv, be defined through

2, Kn?
Pn

C2

<K,< min{yn-

TTrn

In ;L(i" Inln "P" + an

for 5= = w (o).

— n ’
4ln =5 —4Inln 7% + an 2
Kn® 1
n , for Py _O(nl/glnn)'
(6)
Then
fim p| G008 JO I e = o0
n—00 is connected. 1, 4f lim «, = co.
n—oo

< ml = o(1). Ifit
further holds rn, = o(1) (this is true with confined o, ),
then as established in Section[d, wr,?- 52— in (@) asymp-
totically equals the edge probability in grnaph G(n,0,,S).

4. CRITICAL TRANSMISSION RANGES

4.1 The Critical Transmission Range for Con-
nectivity in a Secure WSN on a Unit Torus

By Theorem[I] under condition (B]), we can determine
the critical transmission range 7 (7) for connectivity
in a secure WSN on a unit torus modeled by graph
G(n,0,,T) through

. 2 K2 _Inn
ﬂ-[rn (T)} ! P—n - n
inducing the following expression of 7} (T ):
Inn P,
* = _ _n . 7
= @

By (@), it is clear that with n fixed, 7} (7") decreases as
Ky?
P,

increases. This is expected since as mentioned in

Remark [ after Theorem [I1 P"2 asymptotically equals
the probability that two sensors share at least one key;
and 77,2 - KP—T; asymptotically equals the edge proba-
bility in G(n,6,,7T). As the probability of key sharing
increases, sensors can reduce their transmission ranges
to maintain network connectivity.

We explain 77 (7T) = o(1), which is anticipated as the

node density n grows to co. From K, > /f=lnn .,
in @, where s, = (1), ity (nn).
which along with (@) leads to 7} (7) = o(1).

4.2 The Critical Transmission Range for Con-
nectivity in a Secure WSN on a Unit Square

By Theorem 2, under condition (&), we can determine
the critical transmission range r}(S) for connectivity
in a secure WSN on a unit square modeled by graph
G(n,0,,S) through

2
2 K,
* S .
In "P” —Inln ”P’é 2
K 1
Kn?2 . Kn , for —P:LL :w(nl/?’lnn)’

4111%5 —41nln%§

n )

2 1
Pn O(nl/Slnn)’
so r*(8) is specified by

P P
In & :é —Inln ;27—:5 " K2 ( 1 )
7\'7lKn2 ’ or Pn =w n1/3 Inn/’

Pn,
=0 (smmm)-

In =25 2
Kn n
2 \/ KD , for P
Pn,
9)

First, we show that for fixed and sufficiently large
n, the critical transmission range 7% (S) decreases as
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2 . . . . . .
I;" increases. Similar to the discussion on % (7), this

is also expected in that as the probability I;"2 of key
sharing increases, sensors can reduce their transmission
ranges to maintain network connectivity. For the for-
mal argument we note that f(z) = Inz —Inlnx is an
increasing function of z for z > e since its derivative
f'(x) = (1 — &) is positive, where e is the base of

In. From condition (B]), we hav 'z = -z, which im-
plies that ;:2 > e for all n sufficiently large. Hence,
for fixed and sufficiently large n, ( ;;‘2)
and (ln"Pn lnan 2) I?:g i

. 2 .
creases, and hence decreasing as I;" increases. Hence,
n

(8) also decreases as I;"2 increases by (@).
Second, we show that the critical transmission range

*

ri(S) = o( ), which is anticipated as the node density

n
n grows to co. From condition (IH) for all n sufficiently

*
n

r

2
co”lnn nlnn nPy,
large, we have 2 < e < hm, or == < &% <
ne3tl .. . . K2 _ 1
TR This implies that in the case P =w (m)
* 2 K,% . Inn
of (), the term w[rn(S)] . T is ©(122). The sec-

=0 (m) or gty =
Q (n/3Inn), and condition KP—:Q < % derived from
@) imply that term 7[r* (S)]?- Kfj of ([B) is also ©(7).
Hence, the term [r¥ ( )2 ’:L is ©(22) in (). This

> & “lnn _ w(h‘") imply that

nes

fact and condition &
ra(S) = o(1).
Third, we relate the critical transmission ranges of
the unit square S and torus 7, namely 7 (S) > r:(T)
for all n sufficiently large. Intuitively, this relationships
is caused by the boundary effects of S. Specifically, two
sensors close to opposite edges of the square may be
unable to establish a link on the square & but may have
a link in between on the torus 7 because of possible
wrap-around connections on the torus. In view of (1)
and (@), to prove r%(S) > r%(T), we only need to show
for all n sufficiently large that
(i) (ln"P" lnln"Kig Zlnn) for I;2 zw(anllnn)
and
(i) ( )for 55 =0 (o)

To prove (1) we recall that condltion (|5]) implies 72

Iy and 28 < 22 where v, = o(1). It follows that,

Vp 2 — c32Inn”’
cg+1
for all n suﬂimently large L fok > lnno> gy oo >
Vn co?Inn

nbP, nP
K, K,

Inln "P" >0, which proves (1).
To prove (ii), recall that If,!; =0(

Pn

>

—Inn =

In

Pr,
K,?

1 . .
T ) implies

= = Q (n1/3 1nn), and hence ;:2 > ¢;nt/31lnn for
3

Kp,2 — czglnn’

this implies that, for all n sufficiently large, 41n 4 Pu,

41nln I?:g > Inn, which proves (ii).

4.3 Phase Transition in the Critical Range-* (S)

Corollary 1 Under the conditions of Theorem 2, a

phase transition occurs for r:(S) when 1;,;2 is of the
order of m, namely
9 Kn2 Inn
1. * S . [
Jm { e ] /(50
. an 1
_ 1+nll_)H;O(hl )’fOTP—:w(n1/3lnn)’
. P Kn? _ 1
471131;0(111 )a for P, _O(nl/?’lnn)'

(10)

To prove this corollary, we recall that KP—“2 > 012%
in (&), which implies that
n62+1

Py
1nln% <Inln = o(lnn). (11)

2
" ci?lnn

2 .
I;’:l =w (m) of [®) and given (I,
if lim (ln If“g /lnn = a, we obtain

fcor ) (2)
_<1n”KZZ —Inln ”KIZ )/lnn

—a+1, asn — oo. (12)

Condition (@) implies ;"2 > lg‘TQ, which along with

If" zo(n1/3lnn) leads to a € [0, ].

=0 (n1/3lnn) of ) and given (),
;72 /lnn) = a, we have

if lim (ln

fsor 57} /()
(0 Py i )

— 4a, as n — 0. (13)

Condition (@) implies Py 2y < % where 0 < c3 < 1.
This and 72 = Q (n'/?Inn) show a € [4, c3].
Finally, (IIZI) and (I3) together yield (I0). To under-

stand lim (ln Pn /lnn = a, it is a simple matter to
n—oo

check that such condition means for arbitrary € > 0,

K2

n ¢ < < n~ %t for n sufficiently large. (14)

n

“%(lnn)e
csn”*(Inn)®(Innln n)clU where c¢g, ¢7, cg, ¢cg and c1g are
all arbitrary constants (of course, the coefficients ¢g and
cs should be positive).

Corollary[lenables us to compare our results with the
best known to date (viz., Section Bl), where the upper
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;(8)}2 : KP—’f (=)} are 8 and 27,

respectively [TO[IT]. Note that phase transitions are not
observed for the critical range 7 (7) of a torus 7.

bounds on lim {w[r
n—00

5. PRACTICALITY

In practical implementations of WSNs, K, controls
the number of keys in each sensor’s memory, and should
be small [7] compared to both n and P,, due to limited
memory and computational capability of sensors.

5.1 Practicality of the Theorem[1 Conditions

By (IEI) we obtain constraints (i) I;f = w(22) and
(i) 8= = O(gk;), in view of £~ > 4,2 01 with
tn = w(l), and I;:l < % In addition, (@) enforces
(ili) K, > $22. All these contraints (i), (ii) and (ii)
hold in real-world WSN applications.

5.2 Practicality of the Theorem[2 Conditions

We first discuss the relationship enforced between P,
and K, by (). It is a simple matter to see (@) is equiv-

alent to the combination of (iv) % < = and (v)

e’lnn o I‘Ifgl < ”" both for all n sufficiently large.

ne3
We then derlve the constraint on P,,. From condition

@), weobtamcm/P—i’" Vn ,/— and ¢y «/m

C4P © both for all n sufficiently large. The former con-
stramt leads to v, > C; Inn - which with v, = o(1) can be

c3/2
easily satisfied by finding suitable v, (e.g., v, = %)

in view of ¢g > 0. It is easy to see that the latter con-
straint yields (vi) P, > ca?cs 2n?7%(Inn)3, for all n
sufficiently large.

We now present the constraint K,. From condition

(vi) and 5= > <7 1nn (derived from (H), it holds that

(vii) K,, > cm/% > ccy It (Inn)? for all n

sufficiently large.

To explain the practicality of (@), it suffices to show
constraints (iv)—(vii) above are all satisfied in practice.
As long as c¢o,c4 > 0 and 0 < ¢3 < 1 hold, constants
c2, c3 and ¢4 can be specified arbitrarily. For cs close to
1, we know that by (vi), the key pool size P, can be the
node number n multiplied by a small fractional power
order of n; and by (vii), the key ring size K,, can have a
small fractional power order of n. These K,, and P, are
practical. In addition, the condition that K“ -n'/31nn
either is bounded for all n or converges to oo asn — oo

is imposed to avoid the degenerate situation where as
K,?
P

n — o0, the sequence n'/31Inn does not approach
to oo yet has a subsequéﬁce tending to oo.

In particular, for P, = ©(n'**") and K,, = ©(n®2)
with £ and &5 satisfying 0 < g7 < 1 and %1 < egg9 < €1,
we can ensure (iv)—(vii) with suitably selected co,c3
and cy; i.e., (@) holds. Such values of P, and K, are
very practical with €, and €9 arbitrarily small. We set
c3 > 1+ &1 — 2e9, and specify co and ¢4 appropriately

'g “““““ /‘;—__A‘ A--A
2 .
S 08f
2
g
S

0.6
R
<
< 0.4
& &
i o [—— A=T,P=10,000and K =45
5 02r F e A= 8P =10,000 and K = 45
& g -8~ A=T,P=10,000 and K = 37
~. A “A- A=8,P=10,000 and K = 37
By 0 o L Poa L

0.11 0.12 0.13 0.14 0.15 0.16 0.17

r

Figure 1: A plot of the empirical probability that graph
G(n,K,P,r, A) (ie., G(n,0, A)) is connected as a func-
tion of r with n = 2,000, where A is either the unit
torus 7 or the unit square S.

(recall that 0 < ¢35 < 1 and ¢a,¢4 > 0 also have to
be hold as conditions in Theorem [2). As (vi) and (vii)
are implied by (B), which is equivalent to the combi-
nation of (iv) and (v), we only need to show (iv) and
(v) as follows. For P, = ©(n'™*1) and K, = O(n®?),
with €2 < €1, then ’;: = ©(n~'%27¢1), so (iv) holds
for arbitrary constant c¢4. Moreover, due to 2e5 > &
and c3 > 1+ &1 — 2e9, then I;"2 = @(n_(“‘gl_%?)) SO
K,,2

> %ﬂ for all n sufficiently large with arbitrary
constant 02, and because of 1 +¢e1 — 252 > 1-— ey > 0, it
holds that £ B = O (n~(+e17222)) 50 Ko < ”" for all
n sufficiently large after we find su1table Vn = 0(1) e.g.,
v, = 6(n‘<1+51_252)/3). Therefore, we have demon-
strated both (iv) and (v), thus validating (&]).

6. NUMERICAL EXPERIMENTS

We present numerical simulation in the non-asymptotic
regime to support our asymptotic results. We write
graph G(n,0,,A) as G(n, K, Py, r,, A). In Figure [
we depict the probability that graph G(n, K, P,r, A)
(i.e., G(n, 0, A)) is connected, where A is either the unit
torus T or the unit square S; and the subscript n is re-
moved since we fix the number of nodes at n = 2,000
in all experiments. For each pair (A, K, P,r), we gen-
erate 500 independent samples of G(n, K, P,r, A) and
count the number of times that the obtained graphs are
connected. Then the count divided by 500 becomes the
empirical probability for connectivity. As illustrated, we
observe the evident threshold behavior in the probabil-
ity that G(n, K, P,r, A) is connected as such probability
transitions from zero to one as r varies slightly from a
certain value.

7. APPLICATION IN FREQUENCY HOPPING

Frequency hopping is a classic approach for trans-
mitting wireless signals by switching a carrier among
different frequency channels. Frequency hopping offers
improved communication resistance to narrowband in-
terference, jamming attacks, and signal interception by
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eavesdroppers. It also enables more efficient bandwidth
utilization than fixed-frequency transmission [9]. For

these reasons, military radio systems, such as HAVE QUICK

and SINCGARS [I], use frequency hopping extensively. A
typical method of implementing frequency hopping is
for the sender and receiver to first agree on a secret seed
and a pseudorandom number generator (PRNG). Then
the seed is input to the PRNG by both the sender and
the receiver to produce a sequence of pseudo-random
frequencies, each of which is used for communication in
a time interval [9].

We consider a wireless network of n nodes where nodes
establish shared secret seeds for frequency hopping as
follows. Each node uniformly and independently selects
K, secret seeds out of a secret pool consisting of P, se-
cret seeds. Two nodes can communicate with each other
via frequency hopping if and only if they share at least
one secret seed and are within each other’s transmission
range. Two nodes can derive a unique seed from the
shared seeds in several ways. For example, the unique
seed could be the cryptographic hash of the concate-
nated seeds shared between two nodes [5]. Alternately,
if two nodes u and v share a seed ky, (which might
also be shared by other pairs of nodes), they can estab-
lish a probabilistically unique secret seed H (u,v, kys, ),
where the two node identities are ordered and H is an
entropy-preserving cryptographic hash function.

The above way of bootstrapping seeds has the follow-
ing advantages. First, without knowledge of a PRNG
seed, an adversary cannot predict in advance the fre-
quency that two nodes will use. In addition, each com-
municating pair of nodes can generate a secret seed that
differs from the seed that another nearby node pair uses.
Then it is also likely that distinct communicating node
pairs located in the same vicinity utilize different fre-
quencies. Thus, without any additional coordination
protocol to avoid using the same frequency, distinct
communicating node pairs nearby could work simulta-
neously without causing co-channel interference.

Now we construct a graph G ¢ based on the above sce-
nario. Each of the n wireless nodes represents a node
in Gy. There exists an edge between two nodes in Gy if
and only if they can communicate with each other via
frequency hopping; i.e., they share a secret seed and are
in communication range with each other. Therefore, if
all n nodes are uniformly and independently deployed
in a network area A, which is either a unit torus 7 or
a unit square S, and all nodes have the same trans-
mission range r,,, then Gy is exactly G(n,6,,,7) when
A =T and G(n,0,,S) when A =S. Our zero—one laws
on connectivity of G(n,0,,7T) and G(n,0,,S), allow us
to find the network parameters under which G is con-
nected. This provides useful guideline for the design of
large-scale wireless networks with frequency hopping.

8. RELATED WORK

Jim {x (o] 57/ () }

A
Upper bounds of MFCS result [IT]
8
Upper bounds of ISIT result
2m

] ] 0

\ 4

-1 —1/3

nlgn (ln Kn /ln n)

Figure 2: A comparison of the connectivity results
for graph G(n,0,,S), the intersection of random key
graph Grra(n, K,, P,) and random geometric graph
Grac(n,ry, A), where r} (S) is the critical transmission
range for connectivity in G(n,0,,S).

Yi [23] et al. consider graph G(n,0,,.A), where the
network region A is either a disk D or a square S, each
of unit area. They show that for graph G(n,6,,D) or
G(n,0,,8S), if mry? - KP—"Q = lnnto and I;Z =w(),
the number of isolated nodes asymptotlcally follows a
Poisson distribution with mean e™®. Pishro-Nik et al.
[16] also obtain such result on asymptotic Poisson dis-

tribution with condition £z = w( n) generalized to

P,
K " = Q( lnn) They further investigate connectivity in

graph G(n,0,,S). In practical WSNs, K, is expected to
be several orders of magnitude smaller than P, , so it of-
» o(lnln) which is not addressed in
the two work above [I6L23] and is addressed in our the-
orems. Recently, for graph G(n,6,,S), Krzywdzinski

and Rybarczyk [11] and Krishnan et al. [I0] obtain con-

nectivity results, covering the case of I;Z = o( 1 )

We elaborate their theoretical findings below ancliméx—
plain that our results significantly improve theirs. Krzy-
wdziniski and Rybarczyk [11] present that in G(n,6,,S)
on S, if wr, 2 - Bam > 800 with K, > 2 and P, = w(1),
then G(n, GH,S) is alrnost surelyf] connected. Krish-

nan et al. [10] demonstrate that if wr,2 - % > Zrlnn

with K, = w(1) = o(1), then G(n,0,,S)

3An event occurs almost surely if its probability approaches
to 1 as n — oo.
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is almost surely connected. Both only provide upper
2
z. % (1“7")}, with one be-

ing 8 and the other being 27, where 77 (S) is the critical
transmission range for connectivity in G(n,6,,S). In
this paper, we determine the exact value of this limit
by deriving 7} (S). As illustrated in Figure 2] we plot

the term nh_}rrgo {m[r:(S)] 2. KP—’f (22)} with respect to

bounds on nh_)rrgo {m[r:(S)]

Jim, (1 55
based on our result (I0) in Section [l

For random key graph Gria(n, K, P,,), Blackburn
and Gerke [2], Rybarczyk [17], and Yagan and Makowski
[22] establish zero—one laws for its connectivity. In par-

ticular, Rybarczyk’s result is that with K, > 2 for
. 2

all n sufficiently large and % = 1“"%, then graph

Grrc(n,K,, P,) is almost surely connected (resp., dis-

connected) if lim «, = oo (resp., lim «a;, = —o0). Ry-
n—oo n—oo

barczyk [18] also shows zero—one laws for k-connectivity,
where k-connectivity means that the graph remains con-
nected despite the removal of any (k — 1) nodes.
Random geometric graph Grge(n,r,,A) has been
widely studied due to its application to wireless net-
works. Gupta and Kumar [§] show that when A is a
unit-area disk D and 77,2 = Bodan GLo0(n,r,, D) is
almost surely connected if and only if lim,,, o, au, = 0.
Penrose [13] explores k-connectivity in Graa(n,r, A),
where A is a d-dimensional unit cube with d > 2. For
A being the unit torus 7, he obtains that with p,
denoting the minimum r,, to ensure k-connectivity in
Gree(n,ry, T), where k > 1, then the probability that
7pn? is at most Inn + (k — 1)Inlnn — In[(k — )Y + «
asymptotically converges to e=¢ . Li et al. [12] prove
that with k& > 2, to have graph Ggrga(n,r,S) asymp-

/ In n) The curve of the exact values is

totically k-connected with probability at least e ¢ * for
some «, a sufficient condition is that the term 77,2
is at least Inn + (2k — 3)Inlnn — 21n[(k — 1)!] 4+ 24
and a necessary condition is that 7r,? is no less than
Inn + (k— )lnlnn — In[(k — 1)!/] + a. For k > 2,
Wan et al. [20] determine the exact formula of 7, such
that graph Graa(n,r,S) or Graa(n,r,, D) is asymp-
totically k-connected with probability e=¢ ~, where as
noted above, D is a disk of unit area.

9. CONCLUSION

We establish the first and sharp zero—one laws for con-

nectivity in WSNs employing the widely-used Eschenauer—

Gligor key pre-distribution scheme under transmission
constraints. Such zero—one laws significantly improve
recent results [T0)11] in the literature. Our theoretical
findings are confirmed via numerical experiments, and
are applied to frequency hopping of wireless networks.

10. REFERENCES

[1] http://jitc.fhu.disa.mil/jtrs/.

[2] S. R. Blackburn and S. Gerke. Connectivity of the
uniform random intersection graph. Discrete
Mathematics, 309(16), August 2009.

[3] M. Bloznelis. Degree and clustering coefficient in
sparse random intersection graphs. The Annals of
Applied Probability, 23(3):1254-1289, 2013.

[4] M. Bloznelis, J. Jaworski, and K. Rybarczyk.
Component evolution in a secure wireless sensor
network. Netw., 53:19-26, January 2009.

[5] H. Chan, A. Perrig, and D. Song. Random key
predistribution schemes for sensor networks. In
Proc. IEEE Symposium on Security and Privacy,
May 2003.

[6] P. Erdds and A. Rényi. On random graphs, 1.
Publicationes Mathematicae (Debrecen),
6:290-297, 1959.

[7] L. Eschenauer and V. Gligor. A key-management
scheme for distributed sensor networks. In Proc.
ACM CCS, 2002.

[8] P. Gupta and P. R. Kumar. Critical power for
asymptotic connectivity in wireless networks. In
Proc. IEEE CDC, pages 547-566, 1998.

[9] D. Herrick, P. Lee, and L. Ledlow. Correlated
frequency hopping-an improved approach to HF
spread spectrum communications. In Proc.
Tactical Communications Conference, 1996.

[10] B. Krishnan, A. Ganesh, and D. Manjunath. On
connectivity thresholds in superposition of random
key graphs on random geometric graphs. In Proc.
IEEE International Symposium on Information
Theory (ISIT), pages 2389-2393, 2013.

[11] K. Krzywdzinski and K. Rybarczyk. Geometric
graphs with randomly deleted edges —
connectivity and routing protocols. Mathematical
Foundations of Computer Science, 6907:544-555,
2011.

[12] X.-Y. Li, P.-J. Wan, Y. Wang, and C.-W. Yi.
Fault tolerant deployment and topology control in
wireless networks. In Proc. ACM MobiHoc, pages
117-128, 2003.

[13] M. Penrose. On k-connectivity for a geometric
random graph. Random Struct. Algorithms,
15:145-164, 1999.

[14] M. Penrose. Random Geometric Graphs. Oxford
University Press, July 2003.

[15] M. Penrose. Connectivity of soft random
geometric graphs. ArXiv e-prints, November 2013.
Available online at
http://arxiv.org/abs/1311.3897v1 .

[16] H. Pishro-Nik, K. Chan, and F. Fekri.
Connectivity properties of large-scale sensor
networks. Wireless Networks, 15:945-964, 2009.

[17] K. Rybarczyk. Diameter, connectivity and phase
transition of the uniform random intersection
graph. Discrete Mathematics, 311, 2011.

[18] K. Rybarczyk. Sharp threshold functions for the


http://dx.doi.org/10.1109/ALLERTON.2014.7028605
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=7028605
http://jitc.fhu.disa.mil/jtrs/

Annual Allerton Conference on Communication, Control, and Computing (Allerton) 2014

http://dx.doi.org/10.1109/ALLERTON.2014.7028605

http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=7028605

random intersection graph via a coupling method.
Electr. Journal of Combinatorics, 18:36-47, 2011.

[19] K. Rybarczyk. The coupling method for
inhomogeneous random intersection graphs. ArXiv
e-prints, Jan. 2013. Available online at
http://arxiv.org/abs/1301.0466 .

[20] P.-J. Wan and C.-W. Yi. Asymptotic critical
transmission radius and critical neighbor number
for k-connectivity in wireless ad hoc networks. In
Proc. ACM MobiHoc, 2004.

[21] P.-J. Wan and C.-W. Yi. Coverage by randomly
deployed wireless sensor networks. IEEE/ACM
Trans. Netw., 14:2658-2669, 2006.

[22] O. Yagan and A. M. Makowski. zero—one laws for
connectivity in random key graphs. IFEE
Transactions on Information Theory,
58(5):2983-2999, May 2012.

[23] C.-W. Yi, P.-J. Wan, K.-W. Lin, and C.-H.
Huang. Asymptotic distribution of the number of
isolated nodes in wireless ad hoc networks with
unreliable nodes and links. In Proc. IEEE
GLOBECOM, Nov 2006.

[24] J. Zhao, O. Yagan, and V. Gligor. k-Connectivity
in secure wireless sensor networks with physical
link constraints — the on/off channel model.
ArXiv e-prints, 2012. Available online at
http://arxiv.org/abs/1206.1531 .

APPENDIX
A. USEFUL LEMMAS

Lemma 1 (Palm’s Theory [14]) Consider a Poisson
process with density A counting the number of events. If
independent of the Poisson process, each event further
does not survive with probability p, then the number of
survived events is a Poisson variable with mean pA.

We defer the proofs of Lemmas 2HA to Appendix
As detailed in Section [B.11] later, we demonstrate the
zero—law for graph G(n,0,,.A) by proving the same re-
sult for its Poissonized version, graph Gpoisson (7, 05, A),
where the only difference between Gpoisson (1, On, A) and
G(n,0,,A) is that the node distribution of the former
is a homogeneous Poisson point process with intensity
n on A while that of the latter is a uniform n-point pro-
cess. Then we present Lemma 2 on Gpeisson (12, O, A).

Lemma 2 In graph G poisson(n, On, A), let I, be the event
that node v, 1is isolated, and D, (V) be the intersection

of A and the disk centered at position v, € A with radius
rn. We have

P[l,] = /A LIS (1)

and with ¢y denoting P[ K, N Ky; | (|Szy| = u)], where

uw=0,1,...,K,, then foru=1,2,..., K,,
P[L, NI, | (S| = u)]

B /A /A\Dm ()

¢ Pe Dy (52 4261 Dr (65) =6l Do (50 Do )1} s, s
(16)

and

]P[Iﬂﬂ me | (lswyl = O)}

-1,

efn{pS|D7'n (Vo) [+Ps | Dryy (V)| =0 | Diryy (V) N Dy (V) [} d’UAx dvAZW
(17)
with ¢, meaning ¢, when u = 0.

Lemma 3 Under (3) and ([4), for all n sufficiently large,

2
with o, < 0, we obtain wr,>n - I;’:l <lnn, r, = o(1),

and 7rp*psn = Inn + a, — O(1).

Lemma 4 Under {3) and (@), we have the following:

In2t = O(Inn); and for |on| = O(lnlnn), then (a)

rn = o(1), mry2- I;:‘f = @(h‘T") and 7ry? - ps = @(1“7");

and (b) with &, for all n be defined via

ln% —lnln%—kdn
n )

4lnLt —4lnln X+ + 6, 1

= n £ 7f0TpS:O(n1/31nn)7

(18)

1
5 fOTps:W(nl/Slnn)u
Trn Ps =

it holds that 6,, = a, + O(1).

Lemma 5 If P, > 3K,, then for any three distinct

nodes vz, vy and v, and for any u=0,1,..., K,,
ukK, 2K,
P(Kez N Ky: | (1S2y| = u)] < P, P

Lemma 6 In graph G poisson(n, On, T) under conditions
(@) and {{)) with |a,| = O(Inlnn), then

nP[I;] = o(n®) for any constant € > 0. (19)

Lemma 7 In graph Gpoisson (1, 0n, S) under conditions
) and (@) with |a,| = O(Inlnn), then

nP[I;] = o(n®) for any constant € > 0. (20)

Lemma 8 For A being T under conditions (3) and (7))
with |ay,| = O(lnlnn), or A being S under conditions
) and (@) also with |a,| = O(Inlnn), then with m
denoting [n — n%*‘c‘)] , where cq is an arbitrary constant

with 0 < co < 5, it holds that
|P[G(n, 65, A) has no isolated node. |

— P [ G poisson(m, 0, A) has no isolated node. ] ’ =o(1).
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Lemma 9 Consider graph Ggr(n,pn) NGraa(n,ra, T),
where Ggr(n,py,) is an Erdés—Rényi graph; and

Grea(n,ry, T) is a random geometric graph on a unit
torus T . Let the sequence v, for all n be defined through

s Inn+u,
TP = —Y
Then as n — oo,
GER(napn) O7 Zf lim Vp = —00,
P | NGrag(n,mm,T) L
. 1, 4f lim v, = oo.
18 connected. n—»00

Lemma 10 ([15, Theorem 2.5 and Proposition 8.5]).

Consider graph Ggr(n,pn) N Grac(n,r,,S) with

Pn =0 (lnln) where Ggr(n,p,) is an Erdés—Rényi graph;
and Graa(n,rm,S) is a random geometric graph on a
unit square S. With p, - n*/3Inn either being bounded
for all n or converging to oo as n — oo, let the sequence
vy, for all n be defined through

2
T Pn

lnpin—lnlnpin—l—un

1
) forpn =w (7) )
nl/31nn

1 1 _ 1
41npn 41n1npn+un7 for p"_o<m>’

n

n and rp, = n~ ),
(22)
Then as n — oo,
Ger(n, pn) 0, if lim v, = —o0,
P ﬂGRgg(’n,Tn,S) — e
) if lim v, = occ.
is connected. n— o0
Lemma 11 If K,, = Q) ((1nn)3) % =0 (nliln) and
KP—: =0 ( ) then there exists p,, with
K,? 1
= 1-0(— 23
p P, { <1nn)] (23)

such that for any topology A and any monotone increas-
ing graph pmpertgﬂ Z,

P[GRKG(R,Kn,Pn) N GRGG(TL,TH,.A) has 9]
> P[Ger(n,pn) N Graa(n,rn, A) has £.] — o(1).

B. ESTABLISHING THE ZERO-LAWS
We first explain the basic ideas of the proofs.

B.1 Basic Ildeas of the Proofs

1A graph property is called monotone increasing if it holds
under the addition of edges in a graph.

B.1.1 Poissonization and de-Poissonization

We demonstrate the zero-laws using the standard
Poissonization technique [I31[14]. The idea is that the
zero-law for graph G(n, 6,,, A) follows once we establish
the result with Poissonization; i.e., once we obtain the
zero—law for graph Gpoisson (1, 05, A). See Lemma [ for
the rigorous argument.

B.1.2 Method of the moments

We reuse the notation in Lemma 2} i.e., here in graph
Gpoisson(n, 05, A), where A is the unit torus 7 or the
unit square S, let I, be the event that node v, is iso-
lated, and D, (u;) be the intersection of A and the disk
centered at position v, € A with radius r,.

We use the method of the moments for the proof.
Note that n is the expected number of nodes in graph
Gpoisson (1, 05, A). By [24] Fact 1 and Lemma 1], the
zero—law is proved once we demonstrate

lim nP[I,] = oo,

n—roo

(24)
and

P[I, N 1,) < {P[L]}* - [1+ o(1)]. (25)

Below we prove [24]) and (), respectively. Note that
given condition lim «, = —oo in the zero-laws, we

n—oo
obtain a,, < 0 for all n sufficiently large.

B.2 Proving the Zero—Law of Theorem1

As just noted, we have a,, < 0 for all n sufficiently
large so we can use results from Lemma [3]

B.2.1 Establishing (24) on the unit torus 7
By Lemma 2] it holds that

P[L,] = / e~ palDrn ()l gy,
T

Since 7 is a unit torus, it holds that D, (v, 2

for any v, € 7. Then

) = @y,

P[I,] = e ™ P | T| = e T P, (26)

Using 7r,,%2psn = Inn+a,, —O(1) from Lemma [Blin (28]

and considering lim «,, = —o0, we obtain
n—oo

nP[I,] = ne~ ™= =00 5 o6 as n — oco.

B.2.2 Establishing (25) on the unit torus 7

By the law of total probability, it is clear that

Kn

=S P[L NI, | (Sayl = w) |P[|Ssy| = ul.
- (27)

P[I, N I,]
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Applying Lemma 2l to (21)), we derive
P[L N1 | (1Sey] = )]

<1,

e_"{PS‘DTn (Vo) [+Ps| Dy (Vy) | = Pu| Dy (V) O Dy (UAy)I}dUAIdUAy.
(28)

Here we consider A as the torus 7. For any v,, € T and
any v, € T, we have D, (v,) = 7r,? and D, (v,) =
nrp?. If U, € A\ Doy, (v;) (ie., U, and v, have a dis-
tance greater than 2r, ), where Dy, (¥,) is the intersec-
tion of 7 and the disk centered at v, with radius 2r,,
then |D,, (Vy) N D, (v,)| = 0; and if v, € Da,, (Vy),
then | D, (v,) N D, (v,)| < r,?. Therefore, from 28],

P[L (1, | (1Su] = w)]

< (1 — dmr,? + 47Trn26”T"2¢“”) e~ 2mn psn (29)
Substituting ([29) into ([27), we obtain
P[I, N I,]

<(1- 47Trn2)672”"2p5"
+ 47r7°n2e_27m‘2p3" Z {]P’HSW| = u]e”T"2¢“"}. (30)
u=0
Applying r, = o(1) from Lemma Bl to B0), then (25)
is proved once we show

K’Vl

S {PlISey| = ulem "} = 0@). @3)

u=0
By [24, Lemma 10, P[|Sq,| = u] < L (552—)" holds,
which along with Lemma [5] gives rise to

S {PlISo| = ulen}

u=0

4 2 arp2nfn
B N U

Given I;’:lz < %, we have I;’:f = O(ﬁ) and thus

2 2
Pf(an < % for all n sufficiently large. In view of

2
Trpln - I;" < Inn from Lemma [l and K, > hﬁ:ﬂ by

condition 7(13[), it holds that for all n sufficiently large,

K _
671'7‘71271?:; S GK" Tlnn S elnlnn

= Ilnn. (33)

. 2 2 2
Using @3), pooe— < 28 77,20 - 5o < Inn and

L O(5%) in B3), we establish @I). As explained

P, Inn

before, the proof of (25)) is now completed.
B.3 Proving the Zero—-Law of Theorem2

We will explain that |a,| can be confined as O(Inlnn).
To see this for the zero—law, it suffices to show

The zero-law of Theorem Plunder |a,| = O(Inlnn) =
The zero-law of Theorem Rlregardless of |a,|=O(Inlnn).

1
< >
< >
A o A
2 S 1
83 83 Tn
S2 Y
S 1 52 82 Sl
1 Tn So Tn
2 2
<> <>
A
Sa
Ss S T
3 S
y i 2 1 Y
< > < >
Tn Tn

Figure 3: We partition the unit square S into Sy, S1, So
and S3. Note that each of S1,Ss and S3 has four parts.

Letting &, be max{«,,, —Inlnn}, we define 7, through

K
a2 Ko
P,
n P n P ~
In _gKnn —Inln _ZKnn + an for K2 w( 1 )
B n ’ P, nt/3lnn/’
o P P ~
4ln—2—K: —41nln—2—K: + an o K2 ( 1 )
n o Tp T = nt/3Inn/"
(34)

It is clear that r, < 7,. We write graph G(n,0,,S)
as G(n, K, P,,r,,S). Then we can construct graph
G(n, Ky, P,,m,S) as follows such that it is a super-
graphof G(n, K, Py, 1, S). InG(n, Ky, Py, 7, S), with
each node increasing its transmission range from 7, to
Tn, then the graph becomes G(n, K, Py, 7, S).

For the zero—law, we consider lim «, = —oo, which
— 00

yields lim &, = —co and |a,| = O(Inlnn). If we have
n—oo

the zero-law of Theorem [ under |a,| = O(Inlnn),

then even |ay,| = O(Inlnn) does not hold, in view of

lim &, = —oc and |&,| = O(lnlnn), we apply the
n—r00

zero—law to graph G(n, K,, P,,7,,S) and obtain that
under (@) and B4), graph G(n,K,, P,,7,,S) is dis-
connected almost surely. Then as a subgraph of graph
G(n, Ky, Py, 7, S), graph G(n, K, Py, 1, S) is also dis-
connected. Hence, we obtain the zero—law of Theorem
regardless of the condition || = O(Inlnn).

B.3.1 Establishing (24) on the unit square S

By Lemma [ P[I,] = [ e "P<Pr (%) dyj, holds. To
compute P[I,] based on this, we partition S in a way
similar to that by Li et al. [12] and Wan et al. [20].
Specifically, S is divided into Sy, S1,S2 and Ss, respec-
tively, as illustrated in Figure[Bl (note that r, < % for all
n sufficiently large due to 7, = o(1) by Lemma H). S
consists of all points each with a distance greater than
rp to its nearest edge of S, whereas Sz is the area in
which each point has distances no greater than r, to at
least two edges of S. We further divide S\ {Sp U S5}
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into & and Sy as follows. In S\ {Sy USs}, S compro-
mise points whose distance to the nearest edge of S is
no greater than 72, while the remaining area is Sy; i.e.,
=S\ {So U8 USs}.
For 1 =20,1,2,3, we define

- s DTn A:n T
Ti::/e"pl @)l 4oj,,.
Si

Then it is clear that P[] = >3° 0T From (I¥) in
Lemma M there exists d,, with d,, = a,, = O(1) such
that (i) if ps = w (735 ), then

(35)

lnpﬂ—lnlng—s—i—én

" g = 2 ; 36
Trp - (36)
and (ii) if ps = O (anllnn)’ then
4In+ —4lnln L+ + 6,
T2 ps = Ps Ps . (37)

n

We explain below in detail that in case (i), lim 77 = oo
n—>00

).

To evaluate T7, we introduce some notation as follows.
For any position v, € S, we let the distance from v, to
the nearest edge of the square S be g, where 0 < g < =2
For v, € &y, clearly |D,, (v,)| is determined given g;
and we denote it by H(g). As used before, we have
Lagrange’s notation for differentiation; namely, the first
and second derivatives of a function f are denoted by

follows, yielding lim P[I,;] = oo (i.e.,
n—roo

f"and f”, respectively. It is easy to derive
H(g) = [r — arccos(g/m)]r? + gv/ra? — g2, (38)
H'(g) = 2v/n? — ¢2, (39)
and
H"(g) = =29/V/rn® = g°. (40)

Since S consists of four rectangles, each of which has
length 1 — 27, and width 7, it follows that

Tn

Tl :/ _psnlDTn (Um)‘ d'U _4(1 2rn / _pan(Q) dg
S

(41)
For simplicity, we write H(g) as H. Then
e psnH dg
—(ps )71(H/)71
= —(pen) " {d[(H
— G- a1
From ([@2) and H"” <0,
/ R dg > e Pt e_pan(%).
0 psnH'(0)  ponH' (%)
From @8) and @), then H(0) = 7r,2/2, H'(0) =

21, H(%‘) = ( T+ ‘/_)rn and H’(%") = /3r,.

d(f]”an

6 pan} e—pan d(

H/)_l }
) 1 —pSnH]
(42)

(43)

—(H")2H"e P dg}.

11

Using these and 7r,,?psn = O(Inn) from Lemma @ in
[@3), we derive

Tn

2
—psnH(g) 3g > & 1= o(1
| 92 G o)

which along with 7, = o(1) from Lemma[dlis applied to

I so that

—WT712PSH/2

PlL,] =T > 2(Tnpsn)7leiﬂ”2psn/2 ‘1 —o(1)]. (44)

From B3G), we get

e—wml2psn — e In 2 +Inln 2 —6n _ &6_5” In 27 (45)
n Ps

and with A denoting 77,,?psn (note that A = O(Inn)
from Lemma []),

1

e =7 2py 2nTTAZ. (46)
Then using [@3) and [@6) in @), it follows that
nlP[I,]
1
2
> n~2ﬂ'%p57%n7%A7%~p§n7%ef% <1n i) [1—0(1)]
Ps
2
> on% (A-lm ﬁ) e~ % [L—o(1)].
Ps
From A = ©(Inn) and In* = ©(Inn) in Lemma H]
with lim «,, = —oco producing lim §,, = —oo, we have
n—oo n—roo
nh_)rrgo {nP[L,]} = .

With ps = O (m) by [15l Equation (8.21)], it
follows that

lim {nIP’

n—oo

B.3.2 Establishing (25) on the unit square S

Clearly, ([271) and (28) still hold. Here we consider the
network area A4 as the unit square S. For any v, € S
and any v, € S, we have |D,. (v;) N D, (v,)] < 7ry2,
which is applied to (28] so that

P[Iw NI, | (|Sﬂcu| = u)}
< T bun / e—:1Drn ()] gy, / el Den ()] s,
s s ‘

— et dun (P[]}, (47)

where we use the result that [ e~ Ps|Dr (V)| dait, and
S e~ P:|Pr (Wl dyj,, both equal P[I,] in the last step of

[ T). Then using {7) in (1), we obtain
P[I, N 1,) < {P[1,]}? Z{ (150, | = 1] m%un} (48)

Since ([B2) also holds here, we know from ([B2]) and (@S]
that the proof of (Z5) on § is completed once we prove
, K, K,? 2, Kn

27T’I°n n- P—:2 + m . eTrT" "Pn — 0(1)

2} = oo if nh_)rrgoén = —o0.

(49)
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Under ([{) with v, = o(1), we have I;’f < % =o(:),
so (@) holds. From Lemma M it is always true that
Ty - I;"z = O(lnn),

= o(mr)

and condition K, > cay/ % in (@) with c3 > 0 leads

4
to mrp?n - 1;:2 =0(1) and
2, Kn 2, EKn® p -1
TPy =™ R K ] asn 00, (50)

Then (3] is proved, completing the proof of ([25) on S.

C. ESTABLISHING THE ONE-LAWS
From (@), we have K,, = Q ((Inn)?), % =0 (-55)

nlnn
and £ B 2 =0 ( lnln). Therefore, in view that all con-
ditions of Lemma [[T] are sat1sﬁed and considering that
connectivity is a monotone increasing graph property,
we apply Lemma [Tl to obtain for some p,, with (23]),

PGrrc(n, Kn, P.)NGraa(n,mm,S) is connected.]

o(1).
(51)

>P[Ger(n,pn)NGraa(n,m,S) is connected.] —

Here we also define v, through @2)). We will show
that under (@) and (@), v, specified in (22)) of Lemma
equals a, = O(1), where a,, is set in (@)).

In order to assess v, we see from ([22]) that it is useful
to evaluate In ﬁ and Inln ﬁ. Given (23)), we obtain

In

1 P, 1
Dn, K, Inn

In —

P, 1
and with K“ O lnn
lnln— = { <L>}
Inn
1
Innlnlnn
P, 1
=lInln K2 ) (lnnlnlnn) . (53)

By (23)), it holds that

K2
p,’

Pn ~

so we have

1 , K2 1
Pn =W (m) if and Only if ?n =w <m) y

(54)
and
1 . I !
p":O(mﬁaz)ﬁ”“Omyﬁ7Z“‘OCFEB?)
(55)

12

Now it is ready to compute v, according to ([22)). On
P ES— (W) which is equivalent

t0 pn = w (m) in view of (54)), we apply 22) (E2)
and (B3) to derive

n n
Vp = wrn2pn -n — (ln— — 1n1n—>
Pn Pn

e 8 o]
Pn 1
— [ln 7;(”2 -0 (m>}
+Inln KIZ’; 0 (W) (56)
With 77,2 - 1;::2 = g(lun),
Up = Trp2 - lgj ‘n—1In 1;(51; +Inln ni’;
—O(nn)-0O <ﬁ> +0 (ﬁ) ~-0 <m>
=a, £0(1). (57)

On the other hand, for I}f;f =0 (M) that is
equivalent to p, = O (m) in view of (B5), we use

22) B2) and B3) to obtain

1 1
Vp = ﬂ'rn2pn -n — <4ln— — 4111111—)
Pn Pn

K,? 1
f— 2 . n . _— —_— .
=nry, P, [1 O(lnn)} n
_4{1n i —0< ! )]
K,? Inn
P, 1
+4[1n1n K. _O<7lnnlnlnn)] (58)
Then
K,? P,
Up = T2 - P, -n—4In K’n,2 +41Inln Kn2
1 1 1
—O(nn)-0 <M> +O (M) -0 <1nn1n1nn>
=a, +0(1). (59)

Summarizing (57) and (9), with @) and (@), v, de-
fined in [22)) equals o, £ O(1) specified in (@). Then by
Lemmas [I0] and [[1] the result follows.

D. ESTABLISHING THE LEMMAS
D.1 The Proof of Lemmal2

When node v,, is at position v, the number of nodes
within area D, (v,) follows a Poisson distribution with
mean nD, (v,); and to have an edge with v, in graph
Gpoisson (1, 05, A), a node not only has to be within a
D, (v;) but also has to share at least a key with node
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vz. Then by Lemmal[Il, the number of nodes neighboring
to v, at v, follows a Poisson distribution with mean
nps| Dy, (U;)|; and the probability that such number is
0 equals e ~"PsIPra ()| Integrating v, over A, we derive
the probability that node v, is isolated (i.e., P[I;]) via

MM:n/ewmmme%;
A

namely, (8] follows.
Below we demonstrate (I8 and (7). For the ease of
explanation, we define

5[(% at Uy) M (vy at vy) N (|Sey| = u)]

as the event that
e nodes v, and v, are at positions v, and 4, respec-
tively;
e and v, and v, share a certain number u of keys,
where u =0,1,..., K,.
Conditioning on & [(vy at v;) N (v, at ¥,) N (|Sey| = u)],
we further define N (&) as the number of nodes different
from v, and v, and neighboring to at least one of v, and

vy. By Lemma[Il N(E) follows a Poisson distribution
with mean

n (UI is at UAI),

-P|E.; UE,;
" [ 7 v n (Uy is at UAy).

(|Sayl = w) , (60)

which we denote by Ay, 4« below.

Conditioning on €[ (v, at v,) N (v, at v,) N (|Sey| =u)],

event I, N1, (i.e., the event that nodes v, and v, are
both isolated) is equivalent to N (&) N E,,. Condition-
ing on event (|Sgy| = w), for event E,, to occur, the
distance between v, at v, and v, at v, has to be greater
than distance r, for v = 1,2,..., K,,; and there is no
such requirement for u = 0 as (|Syy| = 0) already im-
plies E,. Therefore, we obtain

PP;O@‘EW@at@)ﬂ@yuﬁwﬂﬂka:m”
=P[N(£) = 0]
— e*nAv‘z,ﬁy,o’

(61)

where Ay, v,.0 stands for A « when v = 0; and for

u=1,2,...,K,,

e if ¥, and vy, has a distance greater than r,, then

Va,Vy,

PL N1, | €] at ) N (v, at 6,) 0 (|Say| = w)]]
=P[N(&) =0

_ efn)\

v*z-,ﬁy,u.
’

(62)

e and if ¢, and 9, has a distance no greater than
distance r,, then

5[(1}1 at Uy) M (vy at vy) N (|Sgy| = u)]}
(63)

ﬂgm@

=0.

13

Foru=0,1,...,
IP’[ - E[(ve at vy) N (vy at vy) N (|Say| = U)H

with v, over A and v, also over A, we then obtain
P[I. NI, | (]Seyl = u)]. Hence, in view of [GIHGI),
it is easy to establish

Pl NI, |(|Smy|:u)]

K, integrating

/ / Avw iy dei, Aoy ; (64)
A\D,.(vy)
and
P[L: N1y | (|Say| = 0)]
:L/(/‘e’”“m%”(h&dv@ (65)
AJA

To evaluate (64)) and (GH), we calculate Ay, .5, . below
based on its expression in (60). By (@0), it is clear that

A'fo Uy, U
n (’Um is at ’lfm),

=n-P|E, Sey| = .
- [ 9 | yl u) ﬂ(vy is at ’Uy). :|
N (vz is at ’UAI),

P|: le| ) ﬂ( . ~ :|
Uy is at Uy).
| ) n (’Um is at UAI),
i n (’Uy is at vAy). '

(66)

To further assess (66), we have the following observa-
tions. To begin with,

Each of K,; and K,; is independent of (|S;,| = u), but
K,; N K,; is not independent of (|Sgy| = u). Clearly,

P[Kyj | (|Sey] = )] = P[K,;] = ps, (68)
and
P[Kyj | (lS:Eyl = u)] = P[Kyj} = Ps- (69)
We also recall
$u = P[Kqyj N Ky; | (|Sayl =) ]. (70)

Then we use ([@HQ) in (66]) to derive
nps - [|Dr, (62)] + Dr, ()]
—ny - | Dy, (V) N Dy, ()] (71)

Substituting (1) into (64]) and (G3]), we establish (8]
and (7)), respectively. O

D.2 The Proof of Lemmal3
2 K,2

Given @) and o, < 0, we obtain 7r,* - 52

2
which together with KP—"2 > ””—nl“" = w(lr‘") resulted

)‘v; Uy u

-n <lInn,

- n

from condition (@) brings about r,, = o(1) because of
nr = O(ln—") . [w(ln—")} t= o(1). With condition (3I),

n n


http://dx.doi.org/10.1109/ALLERTON.2014.7028605
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=7028605

Annual Allerton Conference on Communication, Control, and Computing (Allerton) 2014

http://dx.doi.org/10.1109/ALLERTON.2014.7028605

http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=7028605

it follows that £z~ < & — O(:L). Then from @) @)
2, Ky?

p— -1 < Inn, we obtain
)]
=Inn+a, —O(1).
D.3  The Proof of Lemmal4
From @ and (@), there exists

©n with hm ¢n = 1 such that 2% ln” o <ps < 7R

Then ln(n/ps) <(1+c¢3)Inn— lnlnn —Ing, —2Ilnc
and In(n/ps) > lnn + Inlnn — 21nv, hold, leading to

and 7,

n

K,
T psn = 71y % - o {1 — O(

—

n

—lnn+an—0(lnn)~0(

[} lnn < Kn < Vn2

ne3 P, — Inn’

In(n/ps) = ©(Inn). Similarly, In "P" = O(Inn). For
% = O (=51 ), then in view of In "P" = O(lnn),
T2 - ’;n ‘n=1In "P” —Inln "P” L+, resulted from (@),
and |ay,| = (lnlnn) we obtam 2 Pn =o(kn).

On the other hand, for K“ = w (%), then we
nl/3Inn

apply In -2 = ln[ ( 1/3 lnn)] = O(Inn) and condi-

tion 7,2 - ’;2 -n4l % +a,, from (@) and

O(Inln n) to derive 77,2 - %ﬁ = ©(122). Hence,

2

=0 (n1/3lnn) or I;:l = w( 1/'311nn)

it holds that g2 % = 0O(!21), which along with ()

and Sz -ps = O(21) and
Ty = 0(1) respectively.

In order to assess 6, we see from (IEI) that it is useful

< e > and @,
( ) which leads to

o | =

under either "
n

2 .
> ‘2211% resulting in 77,2

then we obtain ln -
-=In [

NOW it is ready to compute d,. In view of (@), clearly
ps =0 (anllnn) (resp., ps = w (m)) is equivalent
to ps = w (=) (resp., 1}:37;2 = w (=), We

apply the expressions of In pis and Inln pis above, 77,2 -

I}ff ‘n=060(Inn), @) and [I8) to show that under either
=0 (m) Or ps = w (Wllnn), we always have

1 1 1
On=an=6(Inn)-O (ﬂ) +0 (ﬂ) -0 (lnnlnlnn>

=, £0(1).

In ln

D.4 The Proof of Lemma5
To begin with, it holds that
PlKo: N Ky. | (|Sey] = w)]
=P[Koz | (|Sey| = )] + P[Kyz | (|Sey| = u)]
— (1 =P[Kpz N Ky | (|Say| = w)])

=2, — 1+ (P" ~ (2K _“))/<§:)

Kn (72)

(lnn)}—lnan 2 =0 (G-

14

By [22] Lemma 7.1] and [24, Fact 2], it follows that

() () (-5

K,
2
(2Kn—U)Kn.Kn+E[M] . (13)

P, 2 P,

I;"Q) and ([3) to ([72)), we have
ukK, 2K,'

P, P2

<1-

Applying [@) (i.e., ps <

Pl(Kzz N Kyz | (1Szy] = w)] <

D.5 The Proof of Lemmal®
From (26), it follows that

2
n]P’[Ix] — e~ TR P — e~ lnnfocn:i:O(l)'

With |a,,| = O(Inlnn), we have for any constant € > 0,
nlP[I,] = o(nf).
D.6 The Proof of Lemmal®

As in Section B3] we partition S according to Fig-
ure Bl and define T; for i = 0, 1,2,3 according to (B5);

ie.,

Ti L= / e_npSIDTn (V)] d'UAw.
Si

Then
3
=Y T. (74)
1=0
To compute Ty, we use D, (v,) = 7r,? for any posi-
tion v, € Sy, and |Sp| = (1 — 27“") <1 to derive

To = / e PP (Bl gy, < e Pem, (75)
So
We present below an upper bound on 7j. In view of
([#2), we further have
_ (H/)72H//efpan dg
=—(H")PH"e P dH
—(psn) " N(H)PH" A(— e P, (76)
For 0 < g < %, it holds from (BJ) and (@Q) that
H" g = 2
- = < 2 = . (77)
(H')?  A(r® = ¢%)* 7 ax (3p,2)° 9

By (@) and (1), it follows that

Tn

_/02

(H) QH// 7pandg<

2 /7 d( = e PenH),

= 9r,3psn
(78)
Applying ([78) to ({2,
™ —psnH(0)  9,—psnH(0)
—penH(g) g < £ . (79
A € 9= pSTLH/(O) + 9Tn3ps2n2 ( )
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Using (T3) in (@D,

4e—p3nH(O) 86_pSnH(O)
T, < . 80
b= psnH'(0) + 9r,,3ps2n? (80)
From (B8) and 39), then H(0) = 7r,%/2 and’ H'(0) =
2r,. Using these and 77, 2psn = O(Inn) from Lemma

@in @), we derive

Ty < 2(rnpsn) " Le™ ™ P2 (1 4 o(1)]. (81)

Now we assess Ty. For v, € S, when the distance

from v, to the nearest edge of S equals 3, the area
|D,.. (v,;)| reaches its minimum co7r,?, where ¢ := % +

Y3 Then with [Sa| = 27, (1 — 2r,,) < 21, it follows

Tg:/ e P Drn ()| qo7, §2rne*C°”T"2p5”, (82)
Sa

To evaluate T3, we apply 77,2/4 < D, (¥,) < 7ry,>

for any v, € S3, and |S3| = 4r,,% to obtain

T3 :/ e—p3n|D”l ()] d’UAw < 4Tn26—FT7l2psn/4' (83)
Ss

Substituting (78) 1) 82) and [B3) into [T), we de-
rive
BlL:] < 7™ P 4 2rapan) e P 1 4 o(1)

+ 27‘n6760ﬂ-7ﬂ"2p5n + 4Tn2ef7rrn2psn/4' (84)

We discuss the following cases (i) and (ii), in which
I;" = w(inl,;lm) or K” = O(il/glnn) holds.
We also let A denote 77y, 2psn

(i) We consider ’;2 =w (W) which also yields

Ps = w(nl/slnn) by [@). Using {@3) and (46]) in ([84),

we obtain

either

n
" ln —
S

1
+ ImE Az <1n ﬁ) 26_%” .
Ds

nlP[I,] < psef‘s

co
Sl el 1ooad n _
+ 27 2p, 0T 2N C“A?(ln—) e codn

1
<1n i) .
Ds

Fromp, = w (Wllnn)’ A = 0O(Inn) and In o= O(Inn)
by Lemma M with |a,| = O(Inlnn) producing |4,| =
O(Inlnn), we have

+4dn " tp, —ipTTAe T

nlP[I,] = o(ne) for any constant € > 0.
(11) =0 (W) which also yields
=0 (m) by (IZI) We obtain

(85)

~i 1 _1 .1
rn =T 2ps 2n 2 A2,

15

and from (37),

4
2 4ln L 1 1 _
e~ TR Ps — o 41n e +41nln P2 on :ps4(1n_) e 6n'

Applying ([BE) and (B4l) to ([B4), we derive

n 1
S 4r Ae™F In—.
Ps
From A = ©(Ilnn) and In i = O(lnn),
2(dco — %) > 3, Wlth || =
O(Inlnn), we have
nlP[I;] = o(n

D.7 The Proof of Lemmal3

We will establish Lemma [8 using the standard de-
Poissonization technique [I3|T4l21]. Let M be the num-
ber of nodes in graph Gpoisson (M, 05, A). Clearly, M fol-
lows a Poisson distribution with mean m. From Cheby-
shev’s inequality, for any positive t,

PIM —m| = ty/m] <

Without loss of generosity, we regard n — nzte as an
. . — . . 1
integer. With t := %, substituting m = n — n21¢
into (R7),

ps = O (7mm)

and O(Inlnn) producing

|0n] =

€) for any constant ¢ > 0.

t2. (87)

P[MSn—Qn%J“cO orMZn} <

Hence, n — 2n2+t% < M < n holds almost surely.

When M < n, we construct a coupling C between
graphs G(n,0,,A) and Gpoisson (M, 0n, A), by letting
the former be the result of adding to the latter graph
(n — M) nodes uniformly distributed on A. Then Vp
denoting the node set of Gpoisson (M, 0n,A) is a sub-
set of V being the node set of G(n,0,,A4). In addi-
tion, it is straightforward to see that the edge set of
Gpoisson (M, 0, A) is also a subset of that of G(n, 6,,.A).
Then under coupling C, graph Gpoisson(m,0,,.A) is a
subgraph of G(n,6,,,.A).

We denote by Dx (resp., Dp) the set of isolated nodes
in G(n,0,,A) (resp., Gpoisson(m, 0, A)). To establish
Lemma [§] we prove

IP[Dx # 0] = P[Dp # 0]| = o(1),

which follows once we demonstrate P[Dx # Dp] = o(1)
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in view of
[PIDx # 0] - P[Dp # 0]
= |P[(Dx # 0)N(Dp = 0)] = P[(Dp # 0) N (Dx = 0)]]
<P[Dx # Dp].
It is straightforward to see
P[Dx +# Dp]
<P[(Dp\ Dx #0)N(n— 202+ < M < n)]
+P[(Dx \ Dp #0)N(n 202 < M < n)]
—I—]P[M < n—2n2te or M > n],

then given (B8], we will prove P[Dx # Dp] = o(1) and
thus establish Lemma [ once showing

P[(Dp \ Dx # @)ﬂ(n—%ﬁ*m <M <n)] =

and

P[(Dx \ Dp #0) N (n—2n2+0 < M < n)] =

In proving 89) and (@), with n — 2n2+% < M < n,

we consider the coupling C under which Gpoisson (M, 0, A)

is a subgraph of G(n, 0, A).

D.7.1 The Proof of (89)

Event (Dp \ Dx # 0) happens if and only if there
exists at least one node wv; such that v; € Dp and
v; & Dx; ie., v; is isolated in Gpoisson(m, 0p, A) but
is not isolated in G(n,6,,.A) since v; € V by v; € Dp.
Then there exists at least one node v in Vg :=V\ Vp
such that v and v; are neighbors in G(n,6,,.A). Due
toVg=n—-—M < 2n21e  considering that p, is the
edge probability in G(n,0,,.A), then with L denoting
the number of isolated nodes in Gpoisson (M, 05, A), it
follows via a union bound that

P[(Dp\ Dx #0) N (n — 203+ < M < n)]
<L- onzteo ‘ Pe. (91)

For A = T, we will prove that under conditions (B
and ) with |a,,| = O(Inlnn); i.e., with some p,, = w(1)
and constant ¢y,

Inn [P, Inn | P,
maxq ———, fn -\ — ¢ < K, <1y —,
Inlnn n Inn

for all n sufficiently large, and
2 K,? ~ Inn+ay,
n Pn - n Y
then there exist some i, = w(1) and constant ¢; such
that

Inm P,Inm _ - P,
max A/ g S Kp <
Inlnm m Inm

(92)
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for all m sufficiently large (i.e., for all n sufficiently
large) and

, K,2 Inm+a,+o(l)
T = ,
P, m
in order to apply Lemmal[d to Gpoisson (1, O, T).
We establish ([@2)) as follows. First, with m < n, it
follows that 3 < nn for a]] p sufficiently large

Inlnm
since function f(x) =

(93)

%n Inn
= —2Z is monotone increasing with
Inlnz

x for x > e® by f(z) = % > 0. Thus, under
K, > 22 it holds that K, >

m=mn-—nzto and 0 < ¢y <
which along with K, > w <y and py, = w(l)
leads to that there exists some [, = w(1) such that
K, > 1/13"1% - lln. Third, with m ~ n, for all n

sufficiently large, we obtain from K, < ¢ 11;—’;1 that

Inm
Inlnm

%, then m
m

. Second, with

Inn
n b)

Pn

K, < ¢/ 2. Summarizing the three points above,
[@2) holds for all m sufficiently large.
We demonstrate (@3) in view of

2

m-mr,? - —— — (Inm + ay,)

1 n
:m'inn—l-oz —(Inm + )
n
=(1- ncO_%)(lnn—i— o) —Inn—1In (1 - nCU_%) — ay,
= to(1).
Then with ([©@2)) and ([@3)), we use Lemma [0l to derive

(94)

L = o(m*) for any constant € > 0.
For A = S, we will prove that under conditions (&)
and ([6) with |a,| = O(Inlnn); i.e., with constants ¢y >
0,0<c3<1,¢cq>0and v, =o0(l),
Pn C4Pn
Inn’ ninn

for all n sufficiently large, the condition that KP—“2 n/31nn
either is bounded for all n or converges to oo as n — oo,
and

P,Inn
nes

Co SKngmin{un~

2 - En®
n P
n P n P
an—n"g—lnan—n"g—b-an for K2 *w( 1 )
n ’ P, nt/3lnn/’
o P P
4an—:2——4lnan—:2—+o¢n for K2 70( 1 )
n ’ P, nt/3Inn/’

then there exist some constants ¢o > 0, 0 < ¢3 < 1,
¢4 > 0 and 7, = o(1), such that

- /P,Inm o~ P, cP,
Co = < K, <min< v, - ,
mes Inm’” mlnm
(95)
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for all m sufficiently large (i.e., for all n sufficiently
large); and KP—"Z m'3Inm either is bounded for all
m or convergéls to oo as m — oo (i.e., as n — 00);
and &, = a, + O(1) with sequence a,, for all n defined

through

T 2 . an
n Pn
m Py, mPp ~
In i Inln y + an for K2 w( 1 )
m ’ P, ml/31Inm/’
41n —41In ln s + an 2
) fOI' Kn = O( 1 31 )7
m Py ml/31Inm
(96)

in order to apply Lemma [7 to Gpoisson(m, by, S).
We establish ([@3]) as follows. First, due to K, >

021/—3;;‘3‘" and —I;LZ;‘ ~
exits some ¢ > 0 such that K, > ¢4/ P"ml%. Second,
from Inm ~ Inn and K,, < v, -4/ IIZ”;, there exists

Inn
nes

then with ¢3 = c3, there

2 Third,

, there exists some

some 7, = o(l) such that K, < v, -

C4Pn

from mInm ~nlnn and K,, <
¢4 > 0 such that K,, < n‘i“lf S Summamzmg the three
points above, ([@8) holds for all m sufficiently large.

We demonstrate ([@@) below. Clearly, it holds that
K2
e =
=0 (1/+ln1n)) is equivalent

= =0 ().

m!/3Inm ~ n'/3Inn. This implies that condition
K'Vl
w(ml/;lnm) (resp, P,

2
to I;Z =w (7n1/311nn) (resp.,

On the one hand, for I;’f =w (Wllmn) equivalent
to I;’:f =w (m), we obtain
Qn,
K,? p, p,
=m-7r,> - — lnm2 llnm
P, K, K,?
In "KP"—lnln "P”—i—an mP, mP,
=m- — | In 5 —Inln 5
n K, K,
=a, £0(1).
On the other hand, for *; =0 (m) equiva-
=0 (m), we obtain
Qn,
2
P, P,
=m -7, - <4 In—s —4lnln —= )
Pn K,? K,?
41 +an P, P,
—m- o (41 —4Inln )
n Kn Kn
=a, £ O(1).
Then with ([@3]) and (@0), we use Lemma [7] to derive
L = o(m*®) for any constant € > 0.
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To summarize, for either A = T or A = §, it al-
ways holds that L = o(m®) = o(n®) for any constant
€ > 0, where L is the number of isolated nodes in
GPpoisson (M, 0, A). For A =T, we have p. = 7,2 - ps.
For A = S, we obtain p, < mr,% - ps. Also, we have
e’ - ps = @(1“7") Then from (@II), with e set as
0<e< % — ¢p, it follows that

P[(Dp\ Dx #0) N
<o(n)- opzteo . ®<ln_n>

n

(n— it < M < n)]

o(1).

D.7.2 The Proof of (©0)

Event (Dx \ Dp # 0) occurs if and only if there exists
at least one node v; such that v; € Dx and v; ¢ Dp.
With v; € Dy, then v; is isolated in G(n, 6,,.A), which
along with v; ¢ Dp leads to v; ¢ Vp and v; € Vp
(i.e., v; is not a node in graph Gpoisson (1, O, A)). This
can be seen by contradiction. Supposing v; ¢ Vp, since
v; is isolated in G(n,6,,.A), then v; is also isolated in
Gpoisson(m, Oy, A), contradicting v; ¢ Dp. Then with
q denoting the probability that a node is isolated in
G(n,0,,A), it follows via a union bound that

B[(Dx \ Dp # 0) N
< opzteo. q.

(n— opzteo < M < n)]

Due to ¢ = 6(1“”) and ¢y < %, then

P[(Dx \ Dp #0)N

D.8 The Proof of Lemmal9

By [15, Theorem 2.3], if there exists some 8 € [0, o]
such that

(n— opzteo < M < n)]

o(1).

lim n/ e s Drn (W)l Qo = B, (97)
n— o0 T
then
lim P ,GER(n’pn) NGraa(n,m, T) 1 =e P, (98)
n— 00 is connected.

Given |D,. (V)| = mr,2 for any v, € T, we obtain

~ 2
n/ e_npnIDTn (Um)‘ de:E =n - e_wrn Pnn | |T|
T

= ne TR Pnn

(99)
Applying condition 77, 2p,n = In n+v, to (@), we have

lim e "
n— o0

lim n/ eI Drn (V)| Qo5 =
T

n—r00

oo, if lim v, = —o0,
— n—oo
0, if lim v, = oco.
n—oo
(100)
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In view of (@) [@8) and (I00), it follows that

lim P 'GER(napn)mGRGG(narmT)
is connected.

n—r00

e >, if lm v, =
p— n—00

el if lim v, = oo,
n—oo

—0Q0,

0, if lim v, = —o0,
= L e (101)
1, if lim v, = oco.
n—oo

Hence, Lemma [ is proved.

D.9 The Proof of Lemmalll

We first explain the idea of coupling between random
graphs. As used by Rybarczyk [18], a coupling of two
random graphs G; and G2 means a probability space on
which random graphs G and G}, are defined such that
G’ and GY have the same distributions as G; and Ga, re-
spectively. We denote the coupling by (G1, Ga, G}, G%).

Following Rybarczyk’s notation [18], we write

G1 21-01) G2 (102)

if there exists a coupling (G1, G2, G, GY), such that un-
der the coupling G is a subgraph of G, with probability
1—o(1).

We then describe a graph model called random in-
tersection graph, which has been extensively studied in
the literature. A random intersection graph denoted by
Gric(n, Py, py) is defined on n nodes as follows. There
exist a key pool of size P,; and each key in the pool is
added to each sensor with probability p,,.

In view of [4, Lemma 4], if

PPy =w (Inn) (103)
and for all n sufficiently largeﬂ
Ky > puPn+ /3Py +1nn)lnn, (104)
then
Gric(n,pn, Pn) 21-0(1) Grrc(n, Ky, P,).  (105)
By [18, Lemma 3], if
pn=o0(1/n), (106)
and for all n sufficiently large,
pu2P, <1, (107)
with s, defined through
Sp = pn>Py - <1 — npp + 2py — pn22pn> . (108)
then
GEer(n,sn) 21-0(1) GRIG(N, Py ). (109)

5The term “for all n sufficiently large” means “for any n >
N, where N is selected appropriately”.

By [19], the relation of “=1_o(1)” is tranmsitive. In
other words, for any three graphs G,, Gy and G, if
Ga jl—o(l) Gy and Gy, jl—o(l) Gc; then G, jl—o(l) Ge.
Then given (I08) and (I09), we obtain that under (I03)
(I04) (I06) (I07) and (108, it follows that

GER(nu Sn) jlfo(l) GRKG (TL, Kn7 Pn)
By [19], from (II0)), it further holds that
Ger(n, s,) NGrag(n,mm, A)
jlfo(l) [GRKG(n7 Knu Pn) N GRGG(nu Tn, A)} . (111)

By [19], from (III)), it is easy to see that for any mono-
tone increasing graph property &2,

P[Grirc(n, Kn, P) N Graa(n, ry, A) has 2]

> P[Ger(n,q,) N Graa(n,rm, A) has £ — o(1).
(112)

(110)

In view of ([I12]), the proof of Lemma [l is completed
with ¢, set as s,, if we show that given some appropri-
ately selected p, and the conditions in Lemma [I1] then

(I03) (I04) (I0G) (I0T) and

K,? 1
n = |J1-0— 113
’ P, { <1n n)] (113)
with s, defined in (I08) all follow.
We will do so by setting p,, via
K, 3lnn
n=—_1-— . 114
=3 (1- ) (114

To begin with, from ([I4) and condition K,, = Q ((Inn)?),
it is clear that

K,
Pn = /—

o o),
which along with K,, = Q ((Inn)?) further leads to
pnPn =K, - [1—0(1)] =Q((Inn)*) =w(lnn).

Given ([[I4) and condition K, = Q ((Inn)?), we obtain
([I04) in that for all n sufficiently large,

(115)

K, — [pnPn + \/3(pnPn +1lnn) 1nn}

K, (1 — 3lnn> +1Inn

K,
_m_\/g (1 VIm (Vi — V3K, ) |1

> \/3Kn1nn— \/3Knlnn
=0.

3lnn
=K\/— —,13
K,

Inn

From (II5) and condition 7* = O (=), it is clear to
see (I0G) due to

Ky

PnZ?n'

1 - o(1)] :o(nﬁm) (116)
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From (IIH) and condition I;’f =0 (), then (I07) is

Inn
true
K,? 2 1
2 = n_, — — -
Pn”Pp = . {[1-0(1)]} =0 <1nn) .11
Below we will show (I13)), where s,, is specified in (I0F]).

2
Owing to p,2P, ~ 52— given in (IIT), we obtain from

(D) that

K, P
s = 2= [ oV 1= (0= 2+ 2, — P22
which will result in (II3]) once we derive
2
Pn” P 1
—(n—2)p, — =-0|— . 118
(n—2)p, ~ P2 (n)-

(1Y) clearly follows from (II6]) and (II7).
We have proved that (I03) (I04) (I06) ([I07) and
([II3) all hold with p,, and s,, set in (IT4)) and (I0F), re-

spectively, provided the conditions in Lemma [I1I} Then
as noted before, with ¢, set as s,, we have established
Lemma [l in view of (I12)). O
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