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Abstract. We consider the related notions of two-prover and of relativistic commitment schemes.
In recent work, Lunghi et al. proposed a new relativistic commitment scheme with a multi-round
sustain phase that enables to keep the binding property alive as long as the sustain phase is running.
They prove security of their scheme against classical attacks; however, the proven bound on the
error parameter is very weak: it blows up doubly exponentially in the number of rounds.

In this work, we give a new analysis of the multi-round scheme of Lunghi et al., and we show a
linear growth of the error parameter instead (also considering classical attacks only). Our analysis
is based on a new and rather general composition theorem for two-prover commitment schemes.
The proof of our composition theorem is based on a better understanding of the binding property
of two-prover commitments that we provide in the form of new definitions and relations among
them. These new insights are certainly of independent interest and are likely to be useful in other
contexts as well.

Finally, our work gives rise to several interesting open problems, for instance extending our results
to the quantum setting, where the dishonest provers are allowed to perform measurements on an
entangled quantum state in order to try to break the binding property.

1 Introduction

Two-PROVER COMMITMENT SCHEMES. We consider the notion of 2-prover commitment schemes, as
originally introduced by Ben-Or, Goldwasser, Kilian and Wigderson in their seminal paper [BGKWSS]. In
a 2-prover commitment scheme, the prover (i.e., the entity that is responsible for preparing and opening
the commitment) consists of two agents, P and @, and it is assumed that these two agents cannot
communicate with each other. With this approach, the classical and quantum impossibility results for
unconditionally secure commitment schemes can be circumvented.

A simple 2-prover bit commitment scheme is the scheme proposed by Crépeau et al. [CSSTT1], which
works as follows. The verifier V' chooses a uniformly random a € {0,1}" and sends it to P, who replies
with z := y @ a - b, where b is the bit to commit to, and y € {0,1}" is a uniformly random string known
(only) to P and Q. Furthermore, “@®” is bit-wise XOR, and “-” is scalar multiplication (of the scalar b
with the vector a). In order to open the commitment (to b), @ sends y to V, and V' checks if t y = a-0.
It is clear that this scheme is hiding: the commitment x = y @ a - b is uniformly random and independent
of a no matter what b is. On the other hand, the binding property follows from the observation that in
order to open the commitment to b = 0, @ needs to announce y = x, and in order to open to b = 1, he
needs to announce y = = @ a. Thus, in order to open to both, he must know = and = @ a, and thus a,
which is a contradiction to the no-communication assumption, because a was sent to P only.

In the quantum setting, where the dishonest provers are allowed to share an entangled quantum state
and can produce x and y by means of performing measurements on their respective parts of the state, the
above reasoning for the binding property does not work anymore. Nevertheless, as shown in [CSSTT1],
the binding property still holds (though with a weaker parameter).

RELATIVISTIC COMMITMENT SCHEMES. The idea of relativistic commitment schemes, as introduced
by Kent [Ken99], is to take a 2-prover commitment scheme as above and enforce the no-communication
assumption by means of relativistic effects: place P and @ spatially far apart, and execute the scheme
fast enough, so that there is not enough time for them to communicate. The obvious downside of such a
relativistic commitment scheme is that the binding property stays alive only for a very short time: the
opening has to take place almost immediately after the committing, before the provers have the chance
to exchange information. This limitation can be circumvented by considering multi-round schemes, where
after the actual commit phase there is a sustain phase, during which the provers and the verifier keep



exchanging messages, and as long as this sustain phase is running, the commitment stays binding (and
hiding), until the commitment is finally opened. Such schemes were proposed in [Ken99| and [Ken05],
but they are rather inefficient, and the security analyses are somewhat informal (e.g., with no formal
security definitions) and of asymptotic nature.

More recently, Lunghi et al. [LKB™14] proposed a new and simple multi-round relativistic com-
mitment scheme, and provided a rigorous security analysis. Their scheme works as follows. The actual
commit protocol is the commit protocol from the Crépeau et al. scheme: V sends a uniformly random
string ag € {0,1}" to P, who returns zg := yo @ ao - b. Then, to sustain the commitment, before P
has the chance to tell ag to @, V sends a new uniformly random string a; € {0,1}"™ to @ who replies
with z1 := y1 ® a; - yo, where y; € {0,1}" is another random string shared between P and @, and the
multiplication aj - Yo is in a suitable finite field. Then, to further sustain the commitment, V' sends a
new uniformly random string as € {0,1}" to P who replies with 25 := ys @ as - y1, etc. Finally, after

the last sustain round where x,, := Y ® Gm - Ym—1 has been sent to V, in order to finally open the
commitment, y,, is sent to V' (by the other prover). See Figure [1l In order to verify the opening, V'
computes Ym_1,Ym—2, - - - , Yo inductively in the obvious way, and checks if g ® yg = ag - b.
P 1% Q
commit: —  ao
To = Yo D ao - b —
sustain: a1 —
— xT1:=y1dar Yo
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Fig. 1. The Lunghi et al. multi-round scheme (for m = 3).

What is crucial is that in round ¢ (say for odd i), when preparing x;, the prover ) must not know
a;_1, but he is allowed to know ay, ..., a;_o. Thus, execution must be timed in such a way that between
subsequent rounds there is not enough time for the provers to communicate, but they may communicate
over multiple rounds.

As for the security of this scheme, it is obvious that the hiding property stays satisfied up to the open
phase: every single message V receives is one-time-pad encrypted. As for the binding property, Lunghi
et al. prove that the scheme with a m-round sustain phase is ¢,,-binding against classical attacks, where
em satisfies g9 = 27" (this is just the standard Crépeau et al. scheme) and e,, < 277! + VEm—1 for
m > 1. Thus, even when reading this recursive formula liberally by ignoring the 2="~! term, we obtain

m —
fn S Ve =2

i.e., the error parameter blows up doubly exponentially in mE| In other words, in order to have a non-
trivial €, we need that n, the size of the strings that are communicated, is exponential in m. This means
that Lunghi et al. can only afford a very small number of rounds. For instance, in their implementation
where they can manage n = 512 (beyond that, the local computation takes too long), asking for an
error parameter ¢, of approximately 2732, they can do m = 4 roundsﬂ This allows them to keep a
commitment alive for 2 ms.

! Lunghi et al. also provide a more complicated recursive formula for &, that is slightly better, but the resulting
blow-up is still doubly exponential.

2 Note that [LKB™ 14| mentions e,, ~ 10™° ~ 276, but this is an error, as communicated to us by the authors,
and as can easily be verified. Also, [LKB™14] mentions m = 5 rounds, but this is because they include the
commit round in their counting, and we do not.



OUuR REsuLTs. Our main goal is to improve the bound on the binding parameter of the above multi-
round scheme. Indeed, our results show that the binding parameter blows up only linearly in m, rather
than doubly exponentially. Explicitly, our results show that (for classical attacks)

em<m 27" 427 D .27
Using the same n and error parameter as in the implementation of Lunghi et al., we can now afford
approximately m = 2224 rounds. Scaling up the 2ms from the Lunghi et al. experiment for 4 rounds
gives us a time that is in the order of 106 years.

We use the following strategy to obtain our improved bound on &,,. We observe that the first sustain
round can be understood as committing on the opening information gy, of the actual commitment,
using an extended version of the Crépeau et al. scheme that commits to a string rather than to a bit.
Similarly, the second sustain round can be understood as committing on the opening information y; of
that commitment from the first sustain round, etc. Thus, thinking of the m = 1 version of the scheme,
what we have to prove is that if we have two commitment schemes S and §’, and we modify the opening
phase of S in that we first commit to the opening information (using S’) and then open that commitment,
then the resulting commitment scheme is still binding; note that, intuitively, this is what one would indeed
expect. Given such a composition theorem, we can then apply it inductively and conclude security (i.e.
the binding property) of the Lunghi et al. multi-round scheme.

Our main result is such a general composition theorem, which shows that if S and S’ are respectively
e- and d-binding (against classical attacks) then the composed scheme is (¢ 4 6)-binding (against classical
attacks), under some mild assumptions on S and &’. Hence, the error parameters simply add up; this is
what gives us the linear growth. The proof of our composition theorem crucially relies on a new definition
of the binding property of 2-prover commitment schemes, which seems to be handier to work with, but
is actually equivalent to the pg + p; < 1 + ¢ definition as for instance used by Lunghi et al.

One subtle issue is that the extended version of the Crépeau et al. scheme to strings, as it is used in
the sustain phase, is not a fully secure string commitment scheme. The reason is that for any y that may
be announced in the opening phase, there exists a string s such that x @ y = a - s; as such, the provers
can commit to some fixed string, and then can still decide to either open the commitment to that string
(by running the opening phase honestly), or to open it to a random string that is out of their control (by
announcing a random y). We deal with this by also introducing a weak version of the binding property,
which captures this limited freedom for the provers, and we show that it is satisfied by the (extended
version of the) Crépeau et al. scheme and that our composition theorem also holds for this weak version;
finally, we observe that the composed weakly-binding string commitment scheme is a (strongly) binding
bit commitment scheme in the natural way (i.e., when restricting the domain to a bit).

As such, we feel that our techniques and insights not only give rise to an improved analysis of the
Lunghi et al. multi-round scheme, but they significantly improve our understanding of the security of
2-prover commitment schemes, and as such are likely to find further applications.

OPEN PROBLEMS. Our work gives rise to a list of interesting and challenging open problems. For in-
stance, our composition theorem only applies to pairs S, S’ of commitment schemes of a certain restricted
form, e.g., only one prover should be involved in the commit phase (as it is the case in the Crépeau et al.
scheme). Our proof crucially relies on this, but there seems to be no fundamental reason for such a
restriction. Thus, we wonder if it is possible to generalize our composition theorem to a larger class of
pairs of schemes, or, ultimately, to all pairs of schemes (that “fit together”). Another open problem is
to prove the security of the Lunghi et al. multi-round scheme for a stronger notion of security than the
po + p1 < 1+ € notion (e.g., as considered in Definition .

In another direction, some of our observations and results generalize immediately to the quantum
setting, where the two dishonest provers are allowed to compute their messages by performing mea-
surements on an entangled quantum state, but in particular our main result, the composition theorem,
does not generalize. Also here, there seems to be no fundamental reason, and thus, generalizing our
composition theorem to the quantum setting is an interesting open problem. Finally, in order to obtain
security of the Lunghi ef al. multi-round scheme against quantum attacks, beyond a quantum version
of the composition theorem, one also needs to prove security against quantum attacks of the (extended
version of the) original Crépeau et al. scheme as a (weakly binding) string commitment scheme.

CONCURRENT WORK. In independent and concurrent work, Chakraborty, Chailloux and Leverrier
[CCLI5| showed (almost) the same linear bound for the Lunghi et al. scheme. Their approach is more
direct and tailored to the scheme; our approach is more abstract and the result applies more generally.



2 Preliminaries

2.1 Basic Notation

PROBABILITY DISTRIBUTIONS. For the purpose of this work, a (probability) distribution is a function
p: X —[0,1], 2 — p(x), where X is a finite non-empty set, with the property that > _, p(z) = 1. For
specific choices z, € X, we tend to write p(z = x,) instead of p(z,). For any subset A C X, called an
event, the probability p(A) is naturally defined as p(A) = »_ ., p(v), and it holds that

p(A) +p(I") =p(AUT) +p(ANT) <1+p(ANT) (1)

for all A,I" C X, and, more generally, that

k
D p(A) Sp(A UL UA) 4 p(Ain ;) 14> p(AinAy) (2)

=1 1<j 1<j

for all Aq,..., A C X. For a distribution p : X x ) — R on two (or more) variables, probabilities like
p(x=y), plx=f(y)), p(x#y) etc. are naturally understood as

pe=y)=p{@y) eXxV]jz=y})= > plzy)

TEX ,Yyey
s.t. z=y

etc., and the marginals p(z) and p(y) are given by p(z) = >_, p(z,y) and p(y) = >_, p(z,y), respectively.
Vice versa, given two distributions p(x) and p(y), we say that a distribution p(x,y) on two variables is a
consistent joint distribution if the two marginals of p(x,y) coincide with p(x) and p(y), respectively. We
will make use of the following property on the existence of a consistent joint distribution that maximizes
the probability that x = y; the proof is given in the appendix.

Lemma 2.1. Let p(x) and p(y) be two distributions on a common set X. Then there exists a consistent
joint distribution p(x,y) such that p(x =y = z,) = min{p(x =1x,),p(y=1uo)} for all choices of x, € X.
Additionally, p(x,y) satisfies p(x,ylz # y) = p(zlz # y) - plyle # y).

ProTOCOLS. In this work, we will consider 3-party (interactive) protocols, where the parties are
named P, @ and V' (the two “provers” and the “verifier”). Such a protocol protpgy consists of a triple
(protp, protg, proty,) of L-round interactive algorithms for some L € N. Each interactive algorithm takes
an input, and for every round ¢ < L computes the messages to be sent to the other algorithms/parties
in that round as deterministic functions of its input, the messages received in the previous rounds, and
the local randomness. In the same way, the algorithms produce their respective outputs after the last
round. We write

(outploutq|louty) < (protp(inp)||proty (ing)|proty (iny))

to denote the execution of the protocol protpgy on the respective inputs inp,ing and iny, and that the
respective outputs outp,outq and outy are produced. Clearly, for any protocol protpgy and any input
inp,ing, iny, the probability distribution p(outp, outg,outy) of the output is naturally well defined.

If we want to make the local randomness explicit, we write protp[{p](inp) etc., and understand
that &p is correctly sampled —without loss of generality, we may assume it to be a uniformly random
bit string of sufficient length. Furthermore, we write protp[{p =7](inp) to express that protp uses the
specific choice r for its local randomness, and we write protp[{pq](inp) and protg[pg](ing) to express
that protp and proty use the same randomness, in which case we speak of joint randomness.

We will often consider protocols where P and ) do not communicate with each other. In other cases,
P and @Q may communicate, but in a restricted way.

We can compose two interactive algorithms protp and prot’s in the obvious way, by applying prots to
the output of protp. The resulting interactive algorithm is denoted as prot’, o protp. Composing the re-
spective algorithms of two protocols prot pgy = (protp, protg, proty,) and prot’sqy, = (prots, protg,, proty,)
results in the composed protocol protﬁDQV o protpgy . If protp is a mnon-interactive algorithm, then
protpgy © protp is naturally understood as the protocol prothy, o protp = (prots o protp, protg, proty, ),
and similarly prot’PQV o protg,y, in case protyy is a protocol among () and V' only.



2.2 2-Prover Commitment Schemes

Definition 2.2. A 2-prover (string) commitment scheme S consists of two interactive protocols compgy =
(comp, comq, comy ) and openpgy = (openp,openg,openy,) between the two provers P and Q and the
verifier V', with the following syntactics. The commit protocol compqgy uses joint randomness Epg for
P and Q and takes a string s € {0,1}™ as input for P and Q (and independent randomness and no input
for V), and it outputs a commitment com to V and some state information to P and Q:

(statep||stateg|com) < (comp[Epe](s)|comgEpg](s)|lcomy (0)) .

The opening protocol openpy outpuls a string or a rejection symbol to V', and nothing to P and Q:

(0[10}s) < (openp[Epq(statep)|lopeng[€pq](stateq)|lopeny (com))

with s € {0,1}" U{L}. The set {0,1}" is called the domain of S; if n = 1 then we refer to S as a bit
commitment scheme instead, and we tend to use b rather than s to denote the committed bit.

Remark 2.5. Note that we assume that openp and open, have access to the same joint randomness {pq
as comp and comg. This is not strictly necessary since the randomness {pg could be “handed over” via
statep and stateg, but this convention will be convenient later on.

Whenever we refer to such a 2-prover commitment scheme, we take it as understood that the scheme is
sound and hiding, as defined below, for “small” values of 17 and 4. Since our focus will be on the binding
property, we typically do not make the parameters n and § explicit.

Definition 2.4. A 2-prover commitment scheme is n-sound if in an honest execution V'’s output s of
openpqy equals P and Q’s input s to compqy except with probability n, for any choice of P and Q’s
input s € {0,1}"™. A 0-sound scheme is also called perfectly sound.

A 2-prover commitment scheme is 6-hiding if for any commit strategy comy,, the distribution of the
commitment com, produced as (statep| stateg|lcom) + (comp[Epg](s)|lcomg[Epg](s)|[comy (D)), is J-
almost independent of P and Q’s input s, in the sense that the distributions p(s,com) and p(s) - p(com)
are §-close in terms of statistical distance. A 0-hiding scheme is also called perfectly hiding.

Defining the binding property is more subtle. First, note that an attack against the binding property
consists of an “allowed” commit strategy compg = (¢omp,comg) and an “allowed” opening strategy
openp = (openp,openy) for P and Q. Any such attack fixes p(s), the distribution of s € {0,1}" U {1}
that is output by V after the opening phase, in the obvious way.

What exactly “allowed” means may depend on the scheme and needs to be specified. Typically, in the
2-prover setting, we only allow strategies compg and openpg with no communication at all between the
two provers, but we may also be more liberal and allow some well-controlled communication, as we will
see later. Furthermore, in this work, we focus on classical attacks, where comp,comg,openp and openg,
are classical interactive algorithms as specified in the previous section, with access to joint randomness.
But one might also consider quantum attacks, in which case these algorithms produce their messages by
performing measurements (that depend on the input and previous incoming messages) on an entangled
quantum state. Our main result holds for classical attacks only, and so the unfamiliar reader can safely
ignore the possibility of quantum attacks, but some of our insights also apply to quantum attacks.

A commonly accepted definition for the binding property of a 2-prover bit commitment scheme, as it
is for instance used in [LKB™14] (up to the factor 2 in the error parameter), is as follows. We assume it
has been specified which attacks are allowed (e.g. those where P and @ do not communicate at all).

Definition 2.5. A 2-prover bit commitment scheme is e-binding (in the sense of pg + p1 < 1 + 2¢) if
for every allowed commit strategy compg, and for every pair of allowed opening strategies open%Q and
open})Q, which fix distributions p(by) and p1(b1) for V'’s respective outputs, it holds that

p(bo=0)+p(by=1) <1+ 2¢.

In the literature (see e.g. [CSST11] or [LKB™14]), the two probabilities p(bg=0) and p(b; =1) above are
usually referred to as pg and p1, respectively.



2.3 The CHSH"™ Scheme

Our main working example is the bit commitment scheme by Crépeau et al. [CSST11] we mentioned
in the introduction, and which works as follows. The commit phase compgy instructs V' to sample and
send to P a uniformly random a € {0,1}", and it instructs P to return « := r ®a-b to V, where r is the
joint randomness, uniformly distributed in {0, 1}", and b is the bit to commit to, and the opening phase
openpgy instructs @ to send y :=r to V, and V' outputs the (smaller) bit b that satisfies x @y = a - b,
and b := L in case no such bit exists. It is easy to see that this scheme is 27"-sound and perfectly hiding
(soundness fails in case a = 0).

For classical provers that do not communicate at all, the scheme is % - 27"-binding in the sense of
po +p1 < 14277 ie. according to Definition As for quantum provers, Crépeau et al. showed that
the scheme is 2="/2-binding; this was recently minorly improved to 2~(*+1)/2 by Sikora, Chailloux and
Kerenidis [SCK14].

We also want to consider an extended version of the scheme, where the bit b is replaced by a string
s € {0,1}™ in the obvious way (where the multiplication a- s is then understood in a suitable finite field),
and we want to appreciate this extension as a 2-prover string commitment scheme. However, it is a priori
not clear what is a suitable definition for the binding property, especially because for this particular
scheme, the dishonest provers can always honestly commit to a string s, and can then decide to correctly
open the commitment to s by announcing y := r, or open to a random string by announcing a randomly
chosen y—any y satisfies * @y = a - s for some s (unless a = 0, which almost never happens)ﬂ

Due to its close relation to the CHSH game [CHSH69], in particular to the arbitrary-finite-field version
considered in [BS15], we will refer to this string commitment scheme as CHSH"

3 On the Binding Property of 2-Prover Commitment Schemes

We introduce a new definition for the binding property of 2-prover commitment schemes. In the case
of bit commitment schemes, it is equivalent to Definition [2.5] as we will show. Although not necessarily
simpler, we feel that our definition is closer to the intuition of what is expected from a commitment
scheme, and as such it is easier to work with. Indeed, the proof of our composition result is heavily
based on our new definition. Also, our new notion is more flexible in terms of tweaking it; for instance,
we modify it to obtain a slightly weaker notion for the binding property, which captures the binding
property that is satisfied by the string commitment scheme CHSH".

Throughout this section, when quantifying over attacks against (the binding property of) a scheme, it
is always understood that there is a notion of allowed attacks for that scheme (e.g., all attacks for which
P and @ do not communicate), and that the quantification is over all such allowed attacks. Also, even
though our focus is on classical attacks, much of Sections [3.1] and [3:2] hold in case of quantum attacks
too, and we make it explicit when we (have to) restrict to classical attacks.

3.1 Defining The Binding Property

Intuitively, we say that a scheme is binding if after the commit phase there exists a string § so that no
matter what the provers do in the opening phase, the verifier will output either s = § or s = L (except
with small probability). Formally, the definition is not in terms of §, but in terms of its distribution.

Definition 3.1 (Binding property). A 2-prover commitment scheme S is e-binding if for all commit
strategies compq there ezists a distribution p(8) such that for every opening strategy openpg (which
then fizes the distribution p(s) of V'’s oulputl s) there is a consistent joint distribution p(8,s) such that
p(s#8Ns+# L) <e. In short:

Vcompg 3p(8) Vopenpg Ip(3,8) ip(s #5As# L) <e. (3)

The string commitment scheme CHSH™ does not satisfy this definition (the bit commitment version does,
as we will show): after the commit phase, the provers can still decide to open the commitment to a fized
string, chosen before the commit phase, or to a random string that is out of their control. We capture
this by the following relaxed version of the binding property. In this relaxed version, we allow Vs output

3 This could easily be prevented by asking @ to also announce s (rather than letting V' compute it), but we want
that the information announced during the opening phase fits into the domain of the commitment scheme.



s to be different to § and L, but in this case the provers should have little control over s: for any fixed
target string s., it should be unlikely that s = s,. Formally, this is captured as follows; we will show in
Section that CHSH" is weakly binding in this sense.

Definition 3.2 (Weak binding property). A 2-prover commitment scheme S is weakly e-binding
if for all commit strategies Compg there exists a distribution p(8) such that for every opening strategy
openp( (which then fizes the distribution p(s) of V'’s output s) there is a consistent joint distribution
p(8,s) so that for all so € {0,1}™ it holds that p(s # § N s = so) < e. In short:

Vcompg 3p(8) Vopenpg 3p(3,5) Vso :p(s #58 N s=s,) <¢. (4)

Remark 3.3. For weakly binding string commitment schemes (with large enough n), we may actually
assume that V' never outputs L, since he may output a randomly chosen string s instead.

Remark 3.4. For the (weak or ordinary) binding property, when considering classical attacks, it is suffi-
cient to consider deterministic attacks, i.e., where comp, comc,openp and openg, all consume no (joint)
randomness. To see this, note that every possible value 7 of the (joint) randomness pg induces a de-
terministic attack (given by comp[{pg = r] etc.). The binding property for deterministic attacks then
implies the existence of distributions p,.(§) and p, (8, s) as required (in particular, p,(§) does not depend
on opeNpg, ). It is then straightforward to verify that the distributions p(s) = >, p(€pg=7) - pr(8) and
p(8,8) =, p(€pg=7) - pr(3, s) are as required for the original (randomized) attack.

Remark 3.5. Clearly, the ordinary binding property (i.e., binding in the sense of Definition implies
the weak binding property. Furthermore, in the case of bit commitment schemes it obviously holds that
p(b # bAb # 1) =pb# bAb = 0) + p(b # bAb = 1), and thus the weak binding property implies
the ordinary one, up to a factor-2 loss. Furthermore, every weakly binding string commitment scheme
gives rise to a ordinary-binding bit commitment scheme in a natural way, as shown by the following
proposition.

Proposition 3.6. Let S be a weakly e-binding string commitment scheme. Fiz any two distinct strings
50,51 € {0,1}™ and consider the bit-commitment scheme S’ obtained as follows. To commit to b € {0,1},
the provers commit to s, using S, and in the opening phase V' checks if s = sy for some bit b € {0,1}
and outputs this bit if it exists and else outputs b= 1. Then, 8’ is a 2e-binding bit commitment scheme.

Proof. Fix some commit strategy compg for S’ and note that it can also be used to attack S. Thus,
there exists a distribution p(§) as in Definition We define a distribution p(l;, §) by letting b=0if
§ = so and b = 1 otherwise. This defines p((g) by taking the corresponding marginal. Now fix an opening
strategy openpg for &', which again is also a strategy against S. Thus, it gives rise to a distribution
p(8, ) such that p(§ # s = s,) < € for any s, (and in particular s, = sg or s1). We define the distribution
p(b,b, 3, s) :=p(3,5) - p(b|s) - p(b|3) which gives us the desired distribution p(b, b). Indeed:

pb#£b# L) =pb=1Ab=0)+plb=0Ab=1)

(
=p(§#soNs=s0)+p(§=s0Ns=51)
<p(§#£soNs=59)+p(§#£s1Ns=s1),
< 2¢
and thus &’ is a 2¢ binding bit-commitment scheme. O

3.2 Relation To The Standard Definition
For bit commitment schemes, our binding property is equivalent to the (po + pi)-definition.

Theorem 3.7. A 2-prover bit-commitment scheme is e-binding in the sense of pg + p1 < 1+ 2¢ if and
only if it is e-binding (in the sense of Definition ,

Proof. First, consider a scheme that is e-binding according to Definition Fix a commit strategy
compg and opening strategies W%Q and W};Q so that pg = p(bp = 0) and p; = p(by = 1) are
maximized, where b; € {0,1, L} is V’s output when the dishonest provers use opening strategy W}Q.
Let po + p1 = 1 + 2¢’. Since the scheme is e-binding, we have ¢’ < . We define the distribution p(b) as



p(b=0) :=py—e" and p(b = 1) := p; —e’. To see that this is indeed a probability distribution, note that
po,p1 > 2¢’ (otherwise, we would have pg > 1 or p; > 1) and that p(@ =0) +p(3 =1)=po+p1—2 =1.
Now we consider an arbitrary opening strategy openpg which fixes a distribution p(b). By definition of
po and py, we have p(b = i) < p; and thus p(b=14) < p(b=1) +¢&’ <p(b=1i)+e. By Lemma we
conclude that there exists a consistent joint distribution p(lA), b) with the property that p(l; =b=1) =
min{p(b = i), p(b = i)} > p(b = i) — ¢, and thus that p(b £ b=1i) = p(b=1i) —p(b =b = i) < ¢ for
i € {0,1}. This proves one direction of our claim.

For the other direction, consider a scheme that is e-binding. Fix compg and let p(B) be a distribution
such that for every opening strategy openp,, there is a joint distribution p(l;, b) with p(l; #b+#1)<e.
Now consider two opening strategies W%Q and opW}DQ which give distributions p(by) and p(by). We
need to bound p(by = 0) + p(by = 1). There is a joint distribution p(b,by) such that p(b # by # 1) < e
and likewise for by. Thus,

p(bo = 0) +p(by = 1) = p(b=0,bg = 0) + p(b = 1,bg = 0) + p(b = 0,b1 = 1) +p(b = 1,by = 1)
<pb=0)+pb=1)+pb#bo# L) +pb#b # 1)

which proves the other direction. a

3.3 Security of CHSH"

In this section, we show that CHSH" is a weakly binding string commitment scheme against classical
attacksﬂ To this end, we introduce yet another version of the binding property (which is meaningful
only for classical attacks) and show that CHSH"™ satisfies this property. Then we show that this version
of the binding property implies the weak binding property (up to some loss in the parameter).

Our new binding property is based on the intuition that it should not be possible to open a commit-
ment to two different values simultaneously (except with small probability). For this, we observe that for
classical attacks, when considering a commit strategy compg, as well as two opening strategies open pg,
and W’PQ, we can run both opening strategies simultaneously on the produced commitment with two
(independent) copies of openy,, by applying openpg and W}Q to two copies of the respective internal
states of P and Q). This gives rise to a joint distribution p(s, s’) of the respective outputs s and s’ of
the two copies of openy,.

Definition 3.8 (Simultaneous opening). A 2-prover commitment scheme S is e-binding in the sense
of simultaneous opening (against classical attacks) if for allcompg, all pairs of opening strategies openpg
and OpeN’pg, and all pairs s., s, of distinct strings, we have p(s = s, A8’ = s,,) < €.

Proposition 3.9. CHSH" is 27" -binding in the sense of simultaneous opening against classical attacks.

Proof. Fix a commit strategy comp and two opening strategies open, and opW'Q This then fixes the
distribution p(a, x,y, s,v’, s’). Note that y and y’ are produced by open, and openg, by means of acting
on the joint randomness alone. As such, the pair y,y’ is independent of a. Furthermore, s and s’ satisfy
r®y=a-sand x By =a-s. Thus, for any pair s., s, of distinct strings, it holds that

pls=scANs =s))<plxBy=a-sc NzDYy =a-s))
=pla-so®y=z=0a-5,0Y)
(

a= Y ®y) - (soBs,)")

which proves the claim. a

Remark 3.10. It follows directly from that every bit commitment scheme that is e-binding in the
sense of simultaneous opening (against classical attacks) is £/2-binding in the sense of pg +p; < 1+¢

4 Tt is understood that the allowed attacks against CHSH" are those where the provers do not communicate.
5 Note that @ is inactive during the commit, and P during the opening phase.



(and thus also according to Definition [3.1). The converse is not true thoughﬂ For string commitments,
we have a similar implication, except that there may be a substantial loss in the security parameter, as
we show in the following.

Theorem 3.11. Every 2-prover commitment scheme S that is e-binding in the sense of simultaneous
opening (against classical attacks) is weakly \/2e-binding (against classical attacks).

Proof. Fix a commit strategy compg against S. Enumerate all strings in the domain {0,1}"™ of S as
S1y...,82n, and for every i € {1,...,2"} let opWépQ be an opening strategy maximizing p; := p(s = s;),
where s is the output of the verifier when P and () use this strategy. We assume without loss of generality
that the p;s are in descending order. We define p($) as follows. Let N > 2 be an integer which we will
fix later. By Definition and inequality , it holds that

N

N N(N —1
> pi§1—|—< >~5=1+()-5
i=1 2 2

where we let p; = 0 for ¢ > 2" in case N > 2". We would like to define p(§) as p(§ = s;) :=p; — (N —1)e/2
for all ¢ < N,2"; however, this is not always possible because p; — (N — 1)e/2 may be negative. To deal
with this, let N’ be the largest integer such that N/ < N and pq,...,pns > (N — 1)e/2. Tt follows that

ol N'(N' — 1) N'(N — 1) i N(N-1) _

;nglJr 5 e <1+ 5 -¢ and thus ;p,—1+ 5 - €
for some £ < e. We now set p(§) to be p(§ = s;) := p; — (N —1)/2 > p; — (N — 1)g/2 > 0 for all
i < N'. Now consider an opening strategy openp, and let p(s) be the resulting output distribution.
By definition of the p;, it follows that p(s = s;) < p; for all ¢ < 2™, and p; < p(§ = s;) + (N — 1)e/2
for all 7+ < N’. By Lemma we can conclude that there exists a consistent joint distribution p(8, s)
with p(§ = s = s;) = min{p(s = s;),p(§ = 8;)} > p(s = 8;) — (N — 1)e/2 for all i < N’, and thus
p8#s=s)=p(s=s)—-p=s=s) < (N —1)/2 for all i < N’ Furthermore, when N’ < i < N,
we have p(§ # s = s;) = p(s = 8;) < p; < (N —1)g/2 by definition of N’. Since the p; are sorted in
descending order, it follows that for all ¢ > N

N
1 1 N-1
g = o = = , < y < —— y < h—— N
p(S # s Sz) p(S 51) SPi PN > N i§=1 Pi > N + 2 €
and thus, we have shown for all s, € {0,1}" that
1 N-1
5 = < 4l
PEF#s=5) S m+—5—¢

We now select N so that this value is minimized: it is easy to verify that the function f : Rso — Rso,
x+— 1/x 4+ (x — 1)e/2 has its global minimum in y/2/e; thus, we pick N := [4/2/e], which gives us

N-1 1 V2
+ e < + 2/5-5:\/%

1
§£85=58,) < — €=
p(s # )= & 5 I

for any s, € {0,1}", as claimed. 0

Combining Proposition |3.9|and Theorem we obtain the following statement for the (weak) binding
property of the 2-prover string commitment scheme CHSH"™.

Corollary 3.12. CHSH" is weakly e-binding against classical attacks with € = 2",

Remark 3.13. Tt is not too hard to see that Corollary above implies an upper bound on the classical
value w of the game CHSHa» considered in [BSI5] of w(CHSHgn) < 272 427", As such, Theorem 1.3
in [BS15| implies that the above e is asymptotically optimal for odd n, i.e., the square root loss to the
binding property of the bit commitment version is unavoidable (for odd n).

As for security against quantum attacks, we point out that [BS15/RAMI5| provide an upper bound
on the quantum value w*(CHSH,) of general finite-field CHSH; however, this does not directly imply
security against quantum attacks of CHSH™ as a (weakly binding) string commitment scheme.

5 Consider the following (artificial and very non-sound) scheme: during the commit phase, V' chooses a uniformly
random bit, and then accepts everything or rejects everything during the opening phase, depending on that
bit. Then, po + p1 = 1, yet a commitment can be opened to both bits simultaneously with probability %



4 Composing Commitment Schemes

4.1 The Composition Operation

We consider two 2-prover commitment schemes S and S8’ of a restricted form, and we compose them to
a new 2-prover commitment scheme §” = § xS’ in a well-defined way; our composition theorem then
shows that 8" is secure (against classical attacks) if S and §” are. We start by specifying the restriction
to S and &’ that we impose.

Definition 4.1. Let S and 8’ be two 2-prover string commitment schemes. We call the pair (S,S’)
eligible if the following three properties hold, or they hold with the roles of P and @) exchanged.

1. The commit phase of S is a protocol compy = (comp,comy ) between P and V only, and the opening
phase of S is a protocol opengy, = (openg,openy,) between @ and V' only. In other words, comg and
openp are both trivial and do nothing. Similarly, the commit phase of 8" is a protocol com’QV between
Q and V only (but both provers may be active in the opening phase).

2. The opening phase opengy of S is of the following simple form: Q sends a bit string y € {0,1}™
toV, and V computes s deterministically as s = Extr(y, a,x), where a is V'’s local randomness for
comy and x collects the messages that P sent to V' during the commit phase[]

3. The domain of 8" contains (or equals) {0,1}™.

An example of an eligible pair of 2-prover commitments is the pair (CHSH", XCHSH"), where XCHSH"
coincides with scheme CHSH™ except that the roles of P and Q are exchanged.

Remark 4.2. For an eligible pair (S,8’), it will be convenient to understand openg, and openy, as non-
interactive algorithms, where openy, produces y as its output, and openy takes y as additional input
(rather than viewing the pair as a protocol with a single one-way communication round).

Finally, for an eligible pair (S,S8’), we take it as understood that when considering attacks against
the binding property of S, the allowed attacks are so that () is inactive in the commit and P is inactive
in the opening phase (and thus an attack is specified by comp and openg), and thus in particular no
communication is allowed between P and Q. Similarly, for S’, we take it as understood that in any
allowed commit strategy P is inactive, and thus in particular there is no communication before the start
of the opening phase.

We now define the composition operation. Informally, committing is done by means of committing using
S, and to open the commitment, () uses open(, to locally compute the opening information y and he
commits to y with respect to the scheme &', and then this commitment is opened (to y), and V' computes
and outputs s = Extr(a, z,y). Formally, this is captured as follows (see also Figure .

Definition 4.3. Let S = (compy,opengy ) and 8’ = (comg,y,,openpqy) be an eligible pair of 2-prover
commitment schemes. Then, their composition S x S’ is defined as the 2-prover commitment scheme
consisting of compy = (comp[{pg], comy ) and

openpgy = (open’s[€pg], openg, o comp[Epg] © openg[Epq], openy o openy, o comy,),

where we make it explicit that comp and openg, use joint randomness, and so do comé2 and open’p.
Furthermore, when considering attacks against the binding property of S x 8', we declare that the
allowed attacks are those of the form (Comp, open’ 0 ptoqp, 0Comy, ), where comp is an allowed commit
PQ PQ O COMQ
strategy for S, com/Q and open’PQ are allowed commit and opening strategies for S', and ptoqpg is a
one-way communication protocol that allows P to send a message to Q) (see also Figure @ﬁ

7 This restriction on S is actually without loss of generality: we may always assume that the commitment com
consists of V’s randomness and the incoming messages, and we may always assume that in the opening phase
the provers just announce the joint randomness.

8 This one-way communication models that in the relativistic setting, sufficient time has passed at this point for
P to inform @ about what happened during the execution of comp.
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comy X comp
T
eeeedememenenes oPefieg
I
I
open
| PeNq
! openy
| Y o
(a,x) | . .
| comg comy,
|
r—---- >
Y
open'PQ openy,
y
openy s := Extr(y, a, x)

Fig. 2. The composition of § and &’ (assuming single-round commit phases and that V’s message equals its local
randomness). The dotted arrows indicate communication allowed to the dishonest provers.

Remark 4.4. It is immediate that S S’ is a commitment scheme in the sense of Definition and that
it is sound and hiding if S and S’ are (in both cases, the error parameters add up). Also, it is intuitively
clear that S x S8’ should be binding if S and S’ are: committing to the opening information y and then
opening the commitment allows the provers to delay the announcement of y (which is the whole point of
the exercise), but it does not allow them to change y, by the binding property of &’; thus, S *S” should
be (almost) as binding as S. This intuition is confirmed by our composition theorem below.

We stress that the composition & x 8’ can be naturally defined for a larger class of pairs of schemes
(e.g. where both provers are active in the commit phase of both schemes), and the above intuition
still holds. However, our proof only works for this restricted class of (pairs of) schemes. Extending the
composition result in that direction is an open problem.

Remark 4.5. We observe that if (S, X'S) is an eligible pair, where XS coincides with S except that the
roles of P and @) are exchanged, then so is (XS, S*XS). As such, we can then compose X'S with SxX'S,
and obtain yet another eligible pair (S, X¥S+S*X'S), etc. Applying this to the schemes & = CHSH", we
obtain the multi-round scheme from Lunghi et al. [LKB™14]. As such, our composition theorem below
implies security of their scheme —with a linear blow-up of the error term (instead of doubly exponential).

Before stating and proving the composition theorem, we need to single out one more relevant parameter.

Definition 4.6. Let (S,S’) be an eligible pair, which in particular means that V'’s action in the opening
phase of S is determined by a function Extr. We define k(S) := max, » s [{y | Extr(y,a,x) = s}|.

Le., k(S) counts the number of y’s that are consistent with a given string s (in the worst case). Note
that k(CHSH") = 1: for every a,z,s € {0,1}" there is at most one y € {0,1}" such that t ®y =a - s.

4.2 The Composition Theorem

In the following composition theorem, we take it as understood that the assumed respective binding
properties of S and 8’ hold with respect to a well-defined respective classes of allowed attacks. Further-
more, these allowed attacks need to be classical attacks; thus, our composition theorem only works for
classical dishonest provers —extending it to quantum provers is left as an open problem.

Theorem 4.7. Let (S,8’) be an eligible pair of 2-prover commitment schemes, and assume that S and
S’ are respectively weakly e- and weakly §-binding against classical attacks. Then, their composition
S§" =88 is a weakly (¢ + k(S) - 0)-binding 2-prover commitment scheme against classical attacks.

11



Proof. We first consider the case k(S) = 1. We fix an arbitrary attack (Comp, opens ) against S”, where
W’{;Q is of the form opﬁﬁéQ = opWQDQ o ptoqpg © ch’Q Without loss of generality, we may assume
the attack to be deterministic; as such, x is a function z(a) of a. Such an attack fixes the distribution
p(a,y), and thus the distribution p(s) for V’s output s = Extr(y, a, z(a)).

Note that comp is also a commit strategy for S. As such, by the (weak) binding property of S, there
exists a distribution p($§), only depending on ¢omp, so that the property specified in Definition is
satisfied for every opening strategy openg, for S. We will show that it is also satisfied for the (arbitrary)
opening strategy opﬁﬂéQ for S”, except for a small increase in ¢: we will show that there exists a
consistent joint distribution p(8, s) so that p(§ # s A s = s,) < € + ¢ for every fixed target string s,. This
then proves the claim.

To show existence of such a joint distribution, we “decompose and reassemble”’ the attack strategy
(comp,Openpg © ptoqpg o comg,) for §” into an attack strategy (Comy,, newopenpg(a)) for 8" with

NEWOPEN'p) (a) 1= OPeNpg © ptodpg o Comp(a),

and where comp(a) locally runs (¢omp||comy [y = a]) using the specific choice a for V’s randomness
(see also Figure ﬂ Thus, we actually consider a fixed commit strategy and one opening strategy
newopenp, (a) for every possible choice of a. Note that the resulting distribution of y is p(y|a). It follows
from the weak binding property of S’ that there exists a distribution p(g), only depending on coim’Q so that
for every choice of a there exists a consistent joint distribution p(g, yla) so that p(§ #y A y = yola) <4
for every fixed target string y,. Note that here, consistency in particular means that p(g|a) = p(g). This
joint conditional distribution p(g, y|a) together with the distribution p(a) of a then naturally defines the
distribution p(a, g, y), which is consistent with p(a,y) considered above.

.......................................

a
com,, X comp
comg comy,
openpq : openy,
newopen,, (a) y

Fig. 3. Constructing the opening strategy newopen;gQ (a) against S'.

The existence of p(§) now gives rise to an opening strategy open, for §; namely, sample § according
to p(§) and output g. Note that the joint distribution of @ and § in this “experiment” is given by
p(a) - p(9) = p(a) - p(jla) = p(a, §),

i.e., is consistent with the distribution p(a,¥,y) above. By Definition we know there exists a joint
distribution p(8, 5), consistent with p(3) fixed above and with p(5) determined by § := Extr (g, a, z(a)),
and such that p(§ # SA 5 = s,) < ¢ for every s,. We can now “glue together” p(s, 5) and p(a, 9, y, 3), i.e.,
find a joint distribution that is consistent with both, by setting

p(a,@y, §a §) = p(a7g7 Y, §) : p(§|8) .

We now fix an arbitrary target string s,. Furthermore, for any a we let yo,(a) to be the unique string
such that Extr(y.(a),a,z(a)) = so (and to some default string if no such string exists); recall, we assume

® We are using here that Q is inactive during compg and P during ComMpg, and thus the two “commute”.

12



for the moment that k(S) = 1. With respect to the above joint distribution, it then holds that

PE8#SANs=5.) =P(EFSNS=5ANs=8)+p(s=5cN5=5N5F#3)
<p8#5ANs=5cANs=8)+p(s#S5Ns=5)
< p(8 # 5N S = so) + p(Extr(y, a, z(a)) # Extr(g,a,z(a)) A Extr(y,a,z(a)) = so)
<p(B8#ENS=50)+py#JNy=1yo(a))
S pB#SNS=s0)+ 2, pla) ply #§ Ay =yo(a)la)
<e+9.

Thus, the distribution p(8, s) is as required.
For the case where k(S) > 1, we can reason similarly, except that we then list the k < k(S) possibilities

yi(a),...,yk(a) for yo(a), and conclude that p(s # §As = o) < >, p(y # 9§ Ay =yi(a)) < k(S) -0,
which then results in the claimed bound. O

Remark 4.8. Putting things together, we can now conclude the security (i.e., the binding property) of
the Lunghi et al. multi-round commitment scheme. Corollary [3:12] ensures the weak binding property
of CHSH™, i.e., the Crépeau et al. scheme as a string commitment scheme, with parameter 2~ ("=1/2,
The composition theorem (Theorem then guarantees the weak binding property of the (m + 1)-fold
composition as a string commitment scheme, with parameter (m+1)- 2= (n=1)/2 Finally, Proposition
and Theorem [3.7] then imply the standard binding property as a bit commitment scheme with error
parameter e, = 2(m 4 1) - 2-(»~1/2, Below, we show how to avoid the factor 2 introduced by invoking

Proposition [3.6]

4.3 Variations

We show two variations of the composition theorem. We start by proving the following two properties for
weakly binding commitment schemes. The first property shows that one may assume the joint distribution
p(8, s) to be such that s and § are independent conditioned on s # §.

Lemma 4.9. Let S be a weakly e-binding commitment scheme. Then, for any compgq and openp, there
exists a joint distribution p(8,s) as required by Deﬁm’tz’on but with the additional property that

p(8,8[s # 3) = p(8[s # 3) - p(s|s # 3) .

Proof. Since the scheme is weakly e-binding, it follows that there exists a consistent joint distribution
p(8, s) such that p(s # § A s = s,) < € for every s,. Because of this, we have

p(s=50) =p(s=5cAN5=5,) +D(s=8c AN5F5.) =p(s=8c N5=350) + p(s#5N5=5,) < p(§ = 50) + €.

We apply Lemma to the marginal distributions p(8) and p(s). The resulting joint distribution p(8, s)
satisfies p(§ = so A s = So|s = §) = min{p(s = s5),p(5§ = so)} and p(8, s|s # §) = p(§|s # §) - p(s|s # §).
It remains to show that p(s # § A s = s,) < ¢ for all s,. Indeed, we have

P(s #8Ns=s50) =p(s=5) =P

as claimed. O

The second property shows that the quantification over all fized s, in Definition [3.2] of the weak binding
property can be relaxed to s, that may depend on §, but only on §. Note that we can obviously not allow
So to depend (arbitrarily) on s, since then one could choose s, = s.

Proposition 4.10. Let S be a weakly e-binding commitment scheme. Then
Vcompg Ip(8) Vopenpg Ip(3,s) Vp(sols) :p(s #5 N s=s,) <e,
where it is understood that p(8,s,ss) := p(8,s) - p(so|§). Thus, the joint distribution p(§,s) is such that

p(s £ 8 N s =55) < e holds in particular for any function s, = f(8) of 8.
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Proof. For given compg and openpg, let p(3,s) be as guaranteed by the weak binding property. By

Lemma we may assume without loss of generality that p(3,s|s # §) = p(8|s # 5) p(s|s # §). Then,
by Lemma we also have that p(s, so|s # §) = p(s|s # 8) p(so|s # §). It follows that

pls £ 8 A5 = 50) = pl5 £ 8) - (5 = sl5 # )
=p(s #8) > _pls=siAso=si|s#3)
=p(s#8) D> _pls = st|s #8) - p(so = st|s # 8)

:Zp(s;é§/\s=s§)'p(80 = s5ls # 8)

*
So

<e Y plso=s3ls #9)

So

=
where the inequality follows from the fact that p(s # § A s = s%) < e for every fized s%. a

For the rest of the section, in order to contrast it clearly to the weak binding property of Definition [3.2] we
sometimes speak of strongly binding when we refer to the (ordinary) binding property of Definition
Also, we take it as understood that we only consider classical attacks.

Theorem 4.11. Let (S,8’) be an eligible pair of 2-prover commitment schemes, where S is strongly
e-binding and S’ is weakly §-binding, and let {0,1}™ be the domain of S. Then, the composition S * S’
is a strongly (¢ + (2™ —1) - k(S) - §)-binding commitment scheme.

In particular, if S is a bit commitment scheme then S xS’ is a strongly (e + k(S) - §)-binding.

Proof. We follow the proof of Theorem [£.7, up to when it comes to choosing y.. Let us first consider
the case m = 1, i.e., § is a bit commitment scheme. In that case, and assuming for the moment that
k(S) =1, we let y, be the unique string that satisfies Extr(y,, a,z(a)) = so, but where now s, := 1 — 3.
We emphasize that for a fixed a, this choice of y, is not fixed anymore (in contrast to the choice in the
proof of Theorem ; namely, it is a function of § = Extr(§, a,z(a)), which in turn is a function of §.
Therefore, by Proposition it still holds that p(y # § Ay = yo|a) < d, and we can conclude that

p(§#sANs#L)<p(§#sNs#LANs=38)+p(s#5Ns# 1)
(8#5Ns#LAs=5)+p(s#5ANs=1-3)
(

=p
SpBE#SNSF L) +ply#INY=yo)
<p(8#IANS# L)+, p(a)ply # J Ny = yola)
Se+ ), pla)d

=ec+0

In the case that k(S) > 1, we instead randomly select one of the at most k(S) strings y, that satisty
Extr(yo,a,2z(a)) = s = 1 — §. Then, conditioned on a, y, is still independent of y given g, so that
Proposition still applies, and we can argue as above, except that we get a factor k(S) blow-up from
ps#3Ns=1-3)<k(S) ply#9ANy=yo).

Finally, for the case m > 1, we first pick a random s, € {0,1}™ \ {5}, and then choose y, such
that Extr(yo,a,z(a)) = So, uniquely or at random, depending of k(S). Conditioned on a, y, is still
independent of y given g, and therefore Proposition still applies, but now we get an additional
factor (2™ — 1) blow-up from p(s Z5§As# L) < (2™ —1)p(s # § A s = so). O

Remark 4.12. Theorem [L.11] allows us to slightly improve the bound we obtain in Remark [£.8] on the
Lunghi et al. multi-round commitment scheme. By Theorem we can compose m instances of CHSH"
to obtain a weakly m -2~ ("~1/2 _binding string commitment scheme. Then, we can compose the Crépeau
et al. bit commitment scheme (i.e., the bit commitment version of CHSH™), which is 2~(»~D-binding,
with this weakly binding string commitment scheme; by Theorem [£:11] this composition, which is the
Lunghi et al. multi-round bit commitment scheme, is (m Lo~ (n=1)/2 4 2’(”*1))—binding.
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Finally, for completeness, we point out that the composition theorem also applies to two strongly binding
commitment schemes.

Theorem 4.13. Let (S,8’) be an eligible pair of 2-prover commitment schemes, where S is e-binding
and S’ is §-binding. Then, the composition S S’ is (e + 0)-binding.

Proof. Again, the proof is almost the same as in Theorem except that now there are no s, and ys,
and in the end we can simply conclude that

Ps#SNs#L)<p(s#SANs#LANs=58)+p(s#3ANs# 1)
<p(3#SAS# L) +ply#gAy# 1)
<e+9,
where the second inequality holds since y = L implies that s = Extr(y, a,z(a)) = L. O
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A Proof of Lemma 2.1]

We first extend the respective probability spaces given by the distributions p(z) and p(y) by introducing
an event A and declaring that

p(r=2, AN A) = min{p(z = 2,),p(y = )} = ply=2, N Q)

for every z, € X. Note that p(A) is well defined (by summing over all z,). As we will see below,
A will become the event x = y. In order to find a consistent joint distribution p(z,y), it suffices to
find a consistent joint distribution p(x,y|A) for p(z|A) and p(y|A), and a consistent joint distribution
p(z,y|-A) for p(x|-A) and p(y|-A). The former, we choose as

p(x = 2o Ny = 20]A) := min{p(x = x,),p(y = x5)}/p(A)
for all z, € X, and p(z = x5 Ay = yo|A) := 0 for all z, # y, € X, and the latter we choose as
p(r =20 Ny = yo|2A) := p(x = 25[2A) - p(y = yo|2A)

for all z,,y, € X. It is straightforward to verify that these are indeed consistent joint distributions, as
required, so that p(x,y) = p(z,y|A) - p(A) +p(z,y|~A) - p(—A) is also consistent. Furthermore, note that
p(z =y|A) = 1 and p(x =y|-A) = 0; the latter holds because we have p(x =z, A A) = p(x = z,) or
p(y=zo AN A) = p(y = x,) for each z, € X, and thus p(x =2, A 2A) = 0 or ply =2, A =A) = 0. As
such, A is the event = = y, and therefore p(z = y = 2,) = p(x =2, A A) = min{p(z = z,),p(y = x,)}
for every z, € X' as required. Finally, the claim regarding p(z,y|z # y) holds by construction. a

B A Property for Conditionally Independent Random Variables

Let p(x,y, z) be a distribution, and let A C X XY X Z be an event. Then, we write x — y — z to express
that p(x, z|y) = p(z|ly) p(zly), and © — A — y to express that p(z,y|A) = p(z|A) p(y|A), etc.

Lemma B.1. Ifx >y —>zandz —wx#y—y, thenz —x £y — 2.

Proof. We assume that z — y — z and * — = # y — y. We first observe that

p(x,x #y,2ly) = p(z, v # yly) p(z|z, y, © # y) = p(x, # yly) p(z|z,y) = p(z,z # yly) p(z|y),

which means that (z,z # y) = y — z, and, by summing over x, implies « # y — y — z. It follows that

p(zlz,y,x # y) = p(2ly) = p(2ly,z #y),

which actually means that = — (y,2 # y) — 2. Therefore,
plzzlz #y) =Y playzlz #y) = > pl@,yle # y) pzlz, y, ¢ # y)
v v
= plale #y) > plyle # y)p(2ly, x # y)
= plale #y) Y p(y, 2|z # y)

=p(z|lz #y)p(zlr # y),

which was to be proven. a
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