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Abstract—The basic problem of secure bidirectional relaying Here hi,ho € R, and Z is additive white Gaussian noise
involves two users who want to exchange messages via anAWGN) with variances?. The relay computes an integer-
intermediate "honest-but-curious” relay node. There is nodirect linear combination of the messagésX @ k»Y, and forwards

link between the users; all communication must take place this to th des i ‘hmadcast phaself
the relay node. The links between the user nodes and the relay "'S 10 th€ USEr nodes in an ensuibgadcast phaselt ¢

are wireless links with Gaussian noise. It is required that he = does not divideks (resp.k1), thenA (resp.B) can recovery’
users’ messages be kept secure from the relay. In prior work, (resp.X). In this paper, we will be concerned only with the
we proposed coding schemes based on nested lattices for thigAC phase, i.e., we only want to ensure that the relay can
problem, assuming that the channel gains from the two user compute the integer-linear combinatiénX @ kY. In fact,

nodes to the relay are identical. We also analyzed the power- b tricti | to the MAC ph id
rate tradeoff for secure and reliable message exchange usjrour y restricting ourseives 1o the phase, we can consiaer

coding schemes. In this paper, we extend our prior work to the the more general problem where the messageand Y are
case when the channel gains are not necessarily identicahcdare  uniformly distributed over a finite Abelian grou@, with @
known to the relay node but perhaps not to the users. We show denoting addition irz, and the relay must be able to compute

that L_Jsing our scheme, perfect secrecy can be obtained onlgrf an integer-linear combinatioby X @ k»Y. Here, we use the
certain values of the channel gains, and analyze the poweste tation k1 X to d te th & with 't, I 1
tradeoff in these cases. We also make similar observationgrf 0@l0N &1 0 denote the sum OR with Itsell &y —

our strong|y_secure scheme. timeS, |e,2X =X D X, 3X = X D X D X, and so on.
Likewise, k2Y denotes the sum df with itself k5 — 1 times.
I. INTRODUCTION All our results will hold for this general case whexavants to

Lattice codes for Gaussian channels have received a lot@MPutek1 X ©k2Y, whereX andY” are uniformly distributed
attention in the recent past. They have been shown to achi@Yg" & finite Abelian grous.
the capacity of the power-constrained AWGN channel [2], and We impose the additional constraint tikamust not get any
have been used with great success for physical layer netwsHermation about the individual messages. Specificallg, w
coding for Gaussian networks [8]. They have also been usecf@fress the problem under two measures of security:
design coding schemes for secure and reliable commumicatior) perfect secrecyThe received vector is independent of the
over the Gaussian wiretap channel [6] and the bidirectional jndividual messages, i.eW 1. X andW 1L Y.
relay [4], [9]. In this paper, we study secure bidirectiong$2) Strong secrecyThe information leaked bW about the
relaying, where two usersandB want to exchange messages  individual messages must be vanishingly small for large
via an “honest-but-curious” rela. The relay acts as a passive  , j.e., lim,_, o0 [(X; W) = lim,, 00 I(Y; W) =0

eavesdropper, but otherwise conforms to the protocol wiich Th bidirectional relavi bl first studied
is asked to follow, i.e., it does not modify or tamper with € secure bidirectional relaying problem was first studie

the message it has to forward. We also assume that theréni44] and subsequently in [5], where the authors gave a
Hongly-secure scheme for the cake = ho, = 1 using

no direct link between the user nodes, and all communicatifﬂ X L X . :
attice codes and randomization using universal hash ifumet

betweenA andB must happen vi&. ; lat twdied by [9 h di h
We use the two-phase compute-and-forward protocol [7] f%ﬁ's was later studied by [9], who gave a coding scheme

bidirectional relaying, which we briefly describe here. ydte alcsjo for Zl N th — t'l) for §ecrecybuks)!Ptg nestedflatt:_:e
a prime number aneh be a positive integer. User nodesind codes and randomization using probabliity mass TUnctions

B have messageX¥ andY respectively, which are assumed t pmfg) obtained by sampling well—cho§en probability .dBnSi
be uniformly distributed oveF;*, whereF, denotes the finite unctions (pdfs). It was ShOV.V“ that using a pmf obtained t.)y
field with ¢ elements. Lets denote the addition operation insampllng the Gaussian density, strong secrecy can be etitain

F. In the first phase, also called thaultiple access channel(al techn?que that was first used _for the Gaussian V\_/iretap
(I\iIAC) phase the messages are mapped stedimensional channel in [6]). It was also shown in [9] that by choosing a

real-valued codeword¥ andV respectively, and transmitted?lenst!ty function h?\”?g a compactlyé supEprte(cjj charadieris
simultaneously t@, who receives unction, even perfect secrecy can be achieved.

In this paper, we extend the results of [9], and make an
W =mnU+ hyV +Z. (1) attempt to study the robustness of the schemes presented the
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In a practical scenario, the user nodes may not kigvand Il. NOTATION AND DEFINITIONS

ho exactly, since there is always an error in estimation of the

channel gains' In this paper, we assume that the user modes We use the notation followed in [9] For the basic definitions
not knowthe values of the channel gaihs and k.. However, and results related to lattices, see, e.g., [2], [9]. Givéattice
the relay is assumed to knois and ko exactly. We want to A, the fundamental Voronoi region is denoted ByA). The
know if it is still possible to achieve security in this sitigm. Fourier dual lattice ofp is defined as\ := {x e R" : (x,y) €
We split the analysis into two parts: (1) the case wheph, 27Z Vy € A}. If A andB are subsets aR”, then A + B :=
is irrational, and (2) wheth, /h; is rational. We will see that {x+y : x € A, y € B} denotes their Minkowski sum. Also,
no lattice-based coding scheme can guarantee secrecyan ¢85x € R" anda,b € R, ax + bB := {ax + by : y € B}.

(1), and find sufficient conditions to guarantee perfedfsir

security in the latter case. A. The coding scheme

If hi/ho is rational, then we can expreés = hi; and
ho = hls for some real numbeh and co-prime integers
and l5. Therefore, in the first few sections, we will assum
that the channel gaink; and hy are co-prime integers, but
are unknownto both users, and thdk,, k2) = (hy, ha). We
want to ensure that the relay can securely compue® k.Y . o Lattices: The nested latticed and Ay are chosen such
In the specific case of the bidirectional relay problem, we ca  that A/A is isomorphic toG. To ensure that the user
chooseG = F!" to ensure that the user nodes can recover nodes can recover the desired messages frofo k2 Y,

A (A, Ay, f) coding scheme is defined by the following
components: a pair of nested lattice§, Ay) in R", where
?\0 C A, and a well chosen continuous pdfover R". We
assume thab, andhy are integers, ank, ko) = (h1, ha).

the desired messages fromX @ k,Y. Note that ifG is an we could choose\ and A, to be nestedConstruction-A
arbitrary finite Abelian group, then it is not guaranteed thee lattices [2] overF, for a primeg. Specifically, we could
can recoverX (resp.Y) givenY (resp.X) andk; X @ k.Y choose a\ constructed from an linear codeof lengthn

The relay also needs to forward, h, to the users in the and dimensiomn;, andA, from an linear cod€, having

broadcast phase to ensure message recovery, since the userdeéngthn and dimensionng, with Co C C. If m :=m; —

have no knowledge of the channel gains prior to the broadcast ™o, then there exists a group isomorphism fraiAo
phase. to F* [7]. Furthermore, one can recovef (resp.Y)

from k1 X @ koY if Y (resp.X) is known, provided that

q does not divideh; or he. However, we will prove our
results on secure computation/afX ¢ k-Y for the more
general case wherk and A are arbitraryn-dimensional
nested lattices an@ = A/A,.

o MessagesThe messages are chosen uniformly at random
from G. SinceA /Ay = G, each message can be identified
by a coset ofA, in A. We also definél/ := |G|, and the
rate of the code it = L log, M.

Encoding:Given a message/cosete G, nodeA trans-

We will mostly study the noiseless scenario, i.e., the relay
receivesW = h,U + hoV, and find conditions under which
our scheme achieves security. The problem therefore is to
ensure secure computation bfX @ koY from kU + ko V.
We can see that if the order &f dividesk;, thenk1 X © kY
is simply k2Y’, and confidentiality of the messagé is lost.
We will therefore make the assumption that theler of no
element of G divides k; or ky. We will also briefly discuss
achievable rates in presence of Gaussian noise, but withouz

any proofs. ) o . . Mits a vectoru € R™ with probability
We remark that demanding security in the noiseless scenario
is a much stronger condition. Since the additive noke —fW __ ueq
is independent of everything els& — h,U + hoV — pule(u) = {Z“’Em =y . (2)
h1U+heV+Z forms a Markov chain, and hencl,X; h; U+ 0, otherwise.

hoV + Z) < I(X;hU + hoV). Therefore, any scheme
that achieves perfect/strong secrecy in the noiselesmgett The scheme can satisfy an average power constraint:
also continues to achieve the same in presence of noise. ; 9 1 5 ge p '
LEIU[* = ZE[V]* < P.
Furthermore, such a scheme has the added advantage thatB dina-Th lav finds the cl t point i to th
security is achievedtrespective of the distributioon Z, and + ecoding. The refay inds the closest poin o the
R received vectow, and determines; X ¢ hyY to be the
even when this distribution isnknownto the users. ) . .
] ) ) coset to which this point belongs.
The paper is organized as follows: The coding scheme
is described in Section 1I-A. We discuss perfect secrecy in
Section lll, and Theorem 2 gives sufficient conditions for « Density with a compactly supported characteristic func-

Likewise, B transmitsv € y with probability py,(v).

We are mainly interested in two kinds of pdfsover R":

achieving perfect security with integral channel gainsoisy tion for perfect secrecylet ¢ be the characteristic
secrecy is studied in Section IV, and Theorem 5 gives suf- function corresponding tg. Let R(¢)) be the support of
ficient conditions for achieving strong secrecy with inedgr ¥, i.e., the region where is nonzero. We will show that

channel gains. In Section V, we discuss the case where the for certain values ofh1, hz), if R(v)) is supported within
channel gains are not integral and co-prime, and conclutte wi  a certain compact subset Bf*, then perfect secrecy can
some final remarks. be obtained.



» The Gaussian density for strong secreBpr x, w € R™ as a divisor, an@/(|h1| + |h2|) > «. An interesting point to

and P > 0, we define note at this juncture is that the nested lattice pair doehaot
1  lw—x]? to satisfy any additional properties in order to obtain petf
9xvB(W) = (2rP)/? e secrecy. The above result holds for any pair of nested éattic

and for any value of the dimension unlike most results on
andg_, /p(A) = X wer 9« vp(W). For ease of No- gecrecy which usually require the lattices to satisfy sieci
tation, we will use g, p(w) and g,(A) instead of properties ands to be sufficiently large.
90.vp(W) @ndg, /5(A) respectively. We will show that * proof of Theorem 2:Fix any z,y € G. We want to
if Ag satl_sfles certain properties, then with= g 5, we  ghow that P, Ut hevie = PhiU+havs @Nd PrUsnvly =
can obtain strong secrecy. Ph,U+hyv. We only prove the first statement here, and the
We say that a rat& is achievablewith perfect (resp. strong) second can be proved analogously. Lebe the characteristic
secrecy using our scheme if there exigt, Ao, f) coding function corresponding t¢, and ¢y, . be the characteristic
scheme having rat& such that (S1) (resp. (S2)) is satisfiedfunction ofh; U conditioned onX = z. Furthermore, leby,, u
and the probability of error of decodinl X © hoY" at the and ¢,,v be the characteristic functions &f, U and h,V
relay goes td) asn — oo. respectively. We will show thaby,, y.¢n,v = én,Uudh,v-
Let x be the coset representative ofwithin V(Ay). Using

IIl. PERFECT SECRECY WITH INTEGRAL CHANNEL GAINS
Lemma 1, we have

A. The noiseless case

In this section and the next, we assume thatand hy  ¢n,u(t) = Zw <M) . Gnyv(t) = Zw <M) ,
are co-prime integers, angk, k») = (h1,hs). A key tool el [ha el |h2|
in studying the scheme for perfect security is the foIIowingnd
lemma from [9], which we reproduce here: dnupa(t) = Z " (A}j— t) omilA)
Lemma 1 (Proposition 5, [9]) Letx € R™. Let f be a pdf over Aeho [
R™ such that the corresponding characteristic functign,is .
compactly supported withibi(A). Then,p(t) := i Y+ SinceAo C A, we haveA C Ao. Usi_ng this, and the fact that
w)e~ W is the characteristic function of a random vectodA: X) € 27Z for A € A, we can write
supported withinA + x, and having pmf _

PP ? p bh, Ul (t) = dn,u(t) + Z (0 <)\|]Z|t) e AR (3)

o) = {vol(V(A))f(u) ifueA+x ACAA

0 otherwise. _ Therefore,¢p,, ujo(t)Pn.v(t) = dn,u(t)Pn,v(t) is equiva-
In other words, ify) is compactly supported withiv(A), lent to
then ¢(t) is the characteristic function corresponding to the A+t) i
pmf obtained by sampling and normalizirfgover A + x. Pnav (t) Z (G < ] ) e "X =,
Given message (coset) userA transmits a random point A€ho\A !
U in the cosetr according to distributiorpy,, as given by or
(2), and given messageg at B, the user transmit® in the ) (

cosety according to distributiopy; |, (v). The densityf from Z (X +t
which these pmfs are sampled from is compactly supported |ha|
within R(v). The following result gives sufficient conditions

under which perfect security is achieved. It is enough to show that for every; € A\ A, \, € A, and

Theorem 2. If the order of no nonzero element of/A, t€R" ¢ (Aﬁf\t) ¥ (Aﬁ;ﬂt) = 0. Observe that

dividesh; or hy, andR(¢) is contained within the interior of

P

e G)ee) o
1

AEAo\A

200l then (U + hyV) AL X and (b U+ hyV) LY. Supp(zp (Amt)) _ %
If A andA are Construction-A lattices obtained from Iineaand

codes oveif,, then the order of no nonzero element/gfA, A2+t R(¢) — A2

dividesh, or hs iff ¢ does not divideh, or hs. Supp(w ( s )) = s

We can choose a characteristic functignwhich is sup- ] AN .
ported within a ball of radius = arpacc(Ao) (@ < 1), We will show that for every\; € Ag \ A and )\, € A,

where .. (Ag) denotes the packing radius df,. Such Ao+t A+t
characteristic functions indeed exist, and the interestader Squ<w < |hal >) ﬂ Supp<w < | )) ={h
is directed to [9] for examples. #f < 2rpac(Ao)/ (b1 |+ h2l), .

then we certainly hav&® (1) € 2V(Ao)/(Jh1] + |hz|), which  ©" equivalenty,

guarantees perfect secrecy. Therefore, perfect secrecpea R(W) — M ﬂ R(¥) — Ao
attained for allh, ho that have the order of no element Gf |7 | |ha|

={h



where{} denotes the empty set.

Let us assume the contrary, that there ekist, in R(v),
A € Ag\ A and ), € A such thattllm1 = tZI,;A‘?. This can
be rewritten as

Lemma 4 ([6]). For everyz € R™ and# > 0, we have
gao(A) [1 —ea(0) 1}
go(A) 1+ er(6)’

Furthermore, for everys > 6 anda > 0, we havee, (0) >
EA(Ii), andeaA(aO) = EA(G).

|halts = [Pa]te = A2 A1 — |ha|Aa. (4)

Clearly, |ha|t1 —|h1]ts liesin (|ha|+|h1|)R (), which is con-
tained in the interior oRV(Ag). Since|ha| A — k1|2 € Ao,
the requirement (4) can be satisfied only/it|\; — |hi| X2 =
0. To complete the proof, we will obtain a contradiction b
showing that this quantity must in fact be nonzero. To thitheorem 5. Let ¢ := ¢y, (

We will show that if a certain flatness factor df, is
asymptotically vanishing inn, then we can obtain strong
fecrecy. Specifically,

ﬁ). If ¢ < 1/16e, and

end, we writeh; = )\go) + A, where)\io) € AoNV(A), and A/Ag has no nonzero element whose order divilgsor ha,
)\gl) e A. Therefore4h2|/\§1) —|h1]A2 € A. Sinced; € Ag\A,  then
we are assured tha\l(lo) is nonzero. Using the quotient group
duality property of orthogonal subgroups, it can be shovat th
the quotient group\,/A is isomorphic toA /A, [3]. Now, we
have assumed that the order of no nonzero element/of, o )
divideshy or hy. Therefore, the order of no nonzero element !N Most communication problems, we would like to have
of Ao/A divides hy or h. Hence,[|h2|)\§0)] mod A # 0; |G| grqwmg_expor_\e_ntlally in the dimension. In such a
in particular, this means thdh2|)\§0) € Ao\ A. We can Scenario, it is sufficient to have = o(1/n) to ensure that
therefore say thalha|A; — k1|2 € Ag \ A, from which the Z(X;hU + haV) — 0 and I(Y; U + hoV) — 0 as

desired contradiction follows. This completes the prooftef ' - and thus guarantee_lng strong secrecy. In fact,
theorem. O there exist Construction-A lattices for which the flatness

factor e, (f) goes to zercexponentiallyin n for all 6 that

satisfies valV(Ag)) < 276? [6] (also calledsecrecy-good

o ) _lattices). Suppose we choodg which is secrecy-good, and
We choose) to be a characteristic function supported Wlthll’\1/0|(V(A0)) < 27a’P for somea < 1. Then, I(X; W)

a ball of radiusr = arpack(Ao), as discussed in Section 111-A. and I(Y; W) can be driven to zero exponentially in for

For a givenAy, it can be shown that the average transmi co-prime hy, hy that satisfy1/(h? + h3) > a2, thereby

power can be made no less than(1 +o(1)), whereo(1) =  ensyring strong secrecy. Unlike the scheme of Section I

0 asn — oo. See, e.g, [9] for more details, and for th§ynich guaranteed perfect secrecy for any pair of nested

explicit form of the characteristic function that achievbss lattices, this scheme requirds to be secrecy-good to obtain

minimum. The following theorem can be proved analogousls)frong security. Before we prove Theorem 5, we state the
to [9, Theorem 1. following technical lemmas.

Theorem 3. Let (A, Ag) bg a pair of nested lattices such tha'i_emma 6. Let A be a lattice inR", and k1, k» be co-prime
Ag is good for coveringAq is good for packing, and\ is integers. Then{kiu + kov : u,v € A} = A.
good for AWGN channel codihgLet ¢) be supported 2Within Proof: Clearly, {kiu + k;v . w,v € A} C A. The

B _ A a’P
a ball of radiusr = arpaac(Ao). Then, arate of log, 25 — converseA C {kju+ kov : u,v € A} can be proved using

log,(2¢), is achievable with perfect secrecy as long as NRe fact that m. | € Z such thateym + kol = 1 if ki, ko are
nonzero element of /A, has order which divides eithél; co-prime andn;c Ix € A for x € A ’ -

or hg, and2/(|h1| + |h2]) > a.

16¢

I(X;h U+ hoV) < % (10g2 |G| — log, (T)) .

B. Achievable rates in presence of Gaussian noise

Lemma 7. Letky, ko be co-prime integers, ang;, wo € R™.

IV. STRONG SECRECY WITH INTEGRAL CHANNEL GAINS
A. The noiseless case

To obtain strong secrecy, we use the pmf obtained
sampling the Gaussian density, i.£+ g, 5 in (2). Forf > 0,
the flatness factare, (6), is defined as [6]

n() = max NOI(V(A)) gxo(A) ~ 1.

If wo —wy ¢ A, then (k1A + wy) N (koA + wo) is empty.
Otherwise, there exists somé € R” so that(kiA + wy) N
(kQA + Wg) = kleA + w'.

by Proof: Definew = wo —wy. We can write(ky A +wy) N
(kaA4+w2) = (BiAN(k2A+w))+wq. If w ¢ A, then clearly
(kaA) N (koA + w) = {}.

Now suppose thatv € A. We can writew = kju + kov
for someu, v € A. We will prove that(k1A) N (koA +w) =

This parameter will be used to bound the mutual informatidn k2 A +kju. Sinceko A +w = koA +kyu, we havek; ko A +

between the individual messages &t The following prop-
erties ofe, will be useful in the remainder of the paper:

1For definitions of various goodness properties of lattices; e.g. [2].

kiu C koA + w. Since we also havé kA + kju C kA,
we can say thatk koA + kiu) C (k1A) N (k2A + w). To
complete the proof, we need to show thiatA )N (ks A+w) C
(k1koA + kiu).



For every\ € (k1A) N (koA +w) = (k1 A) N (koA + k), Substituting forpy,, ujz, Proviy IN (5) and using this in
there existx,y € A so thatA = kix = koy + kiu. In other  pw.(w) =3 ¢ L PWiz,y, WE get
words, A — kiu = ki(x — u) = koy. Hence,\A — kju €
k1A N kyA. We now claim that sincé; andk, are co-prime e
integers,ky A N koA = kikoA. Clearly, k1 ko A C k1A N koA PWIm(W) = Z Z f (7)
Let G be a generator matrix fak. For everyx € ki AN koA, YEG uehihaAo+w’
there existxi,xs € Z"™ so thatx = k1Gx; = koGxs. In where
other words,k1x; = koxs, Which implies thatx; € koZ", n
andx, € ki Z" sincek;, ks are co-prime. Hencex € ki koA, §:= M@2rhihaP)"g_y, o, vp(M80)G_ g 4, yp(h2 o).
and k1A N koA C kikoA. Therefore, A — kyu € kikaA, or  The remainder of the proof follows that of [9, Theorem 18],
A € kikaA+kyu. Hence (ki A)N(koA+w) C (kikaA+Eiu).  and we only give an outline. A simple calculation tells usttha
This completes the proof. ] 2>

Fix any coset (message) € G. Let W := h1 U + hoV.
We define thevariational distancebetweenpw and pw |, to

be Let h := hihao/\/h% + k3, andk := \/h? + h3. Using this
V(pw, pwe) == Z lpw (W) — pwz(W)], and the above equation in (7), and simplifying, we get

1 2
weA _lwli? e~ anzp Ul
pW\z(W) = e 262P g g _

_ Hu2H2 _ Hw—zuu2
2hlP 2h,2P

h2w
U212
1t+h3

2 2
Clul?  lw—ul? (_ i _ (:§4n3)
2 2
2n3 P 2n3 P —e 2P(h+h3) 2P(h7h3)

e

and the average variational distance as ¥€G uchy hahotw’ £
_ 1 —h%w/h3
V= M ZV(pw,pw|z). Let us definet := w’ — (h?/h3)w. The above equation can

z€G be simplified to

To prove the theorem, we will find an upper bound on (w) (hihaAo)
the average variational distance, and then bound the mutp@lm(w) _ 1 Z IrvP\W 9—t,nypP\M1N2020
information using the average variational distance. Rebat M 2= 9 P 180) 9y hyyp(h280)

€ =€ (\/P/(hz—i-hz)). _
’ ! ? Using Lemma 4, we can show that,n,a, (1/%) =
1 2

Lemma 8. If ¢ < 1/2, and A/A¢ has no nonzero element 7\ q also f L 4
whose order divide®, or hs, then for everyr € A/Ay, we Ao (\/ h§+h§) = ¢, and also irom Lemma 4,

have . s 1—¢ - gft_’h\/ﬁ(h’thAO)
(pwaPW\ac) > 1be. 14e— gh\/ﬁ(hlhaAO)
Similarly,
Proof: Let x andy respectively denote the (unique) coset 1—eny(VP) _ 9 pisn, vBlh1ho)
representatives of andy in AN V(Ay). We have = '
L+ex,(VP) ~ gy, yp(hido)
PW ey (W) = Z Pyl (WPhyviy (W — ). (5) Since/h? + h3 > 1, we havee,, (v/P) < e. Using this, and
uchiAothix the fact that(1 —z)/(1+ x) is a decreasing function af, we

The supports ofp, v, and py,v, are hiAg + hix and have
haAo + hoy respectively. Henceny,, u. (W)pp, viy (W —u) is

nonzero iffu € (hiAg + h1x) andw — u € (haAg + hay), 1-¢ < 9_hyse v (11 80) <
or equivalently, ifu € (hyAg + h1x) N (haAg — hoy + W). 1+e 9p, vB(h1 o)
Using Lemma 7, we have Let us define
(h1Ao + hix) N (haAo — hay + W) p(w) = L 9e/p (W) __Gnypliaizho) ;
M = g, 5(hiho) g_ vp(hao)
B hltho—l-W/ if we AO +h1x—|—h2y 5 yeG ThivP hay,haV P
IR otherwise. ) which is a function independent of. We can therefore say
that
for somevs{’ € R". We can there_fore conclude that the support 1 _ Ep(w) < pwie(w) < 1 + Ep(w)_ (8)
of pw|z,y IS Ao + hix + hay. Since the order of no nonzero te —¢

element ofA/Aq divides h2, we have[hoy] mod Ay # 0 if Sincep(w) does not depend om, we can use the above to
[y] mod Ay # 0. We are therefore assured that\if +y; and boundpw (w) = ﬁ > Pw|z(W) in the same manner, and
Ao + y2 are two distinct cosets ofg in A, thenAg + hoy;  obtaind " . [pwi.(W) — pw(W)| < uf—z)Q. Using the fact
andA + hoy. are also distinct. Thereforelycaqya,) (Ao +  thate < 1/2, we getV(pw, pw),) < 16¢, thus completing
hoy) = A, and henceJy (Ao + hix + hay) = A. Thus, we the proof. [ |

can conclude that the support pf . is A. We now have all the necessary tools to prove Theorem 5.



Proof of Theorem 5:If e < 1/2, we haveV(pw,pw|x) < & € R and co-prime integers; and k. In addition to this,

16e from Lemma 8. Since this is true for evexye ANV (Ay), no element ofA/A, can have its order dividing, or &, if
we also havé/ < 16e. We can then use [Lemma 1, [1]], whichwe want to achieve security. While we have seen that the
says that if{G| > 4, thenI(W; X) < V(log, |G| —log, V).  second requirement is sufficient to guarantee perfectigtro

Since—x log « is an increasing function of for z < 1/e, secrecy, we also claim that it is alson@cessarycondition
we can use the upper bound e for V if ¢ < 1/16e. This for perfect secrecy. To see why this is the case, recall tieat w
completes the proof of the theorem. O wantpy, Uik, vis = Pk U+k,v fOrall z € A/A,. For this, the
supports of the two pmfs must be the same. While the support
Of P, Ut ko V| 1S 1 Ao+ k2 A+ kix, the support 0P, U4k, v

As remarked in the previous section, we chodgeso that is kA + koA = A (since gcdky, k2) = 1). We can write
the flatness factor,, (av/P) goes to zero exponentially inky Ag+ ke A+kix = Uyeanv(ao) (k1Ao+kaAo+kix+kay) =
n, for somea < 1. The following statement can be provedJy ¢y a,) (Ao + k1x + koy). If the order of some element
analogously to [9, Theorem 16]: of A/A, dividesk,, then we can argue using the pigeon hole
rinciple thatUyc xqv(a,) (Ao + k1x + k2y) # A, and hence,
erfect secrecy is not obtained. This justifies our claim.

The requirement ofi; /ho being rational to obtain security
may appear discouraging for a practical scenario, where the
channel gains are almost surely irrational. However, wetmus
note that we have used a rather pessimistic model for the
system. In practice, the user nodes do have a rough estihate o

V. DISCUSSION the channel gains, and the channel is noisy. While it may eot b

So far, we studied the case whebg and h, were co- possible to achieve pe_rfect se(_:urity even in presence @enoi
prime integers. This can easily be extended to the gene‘?ﬁ]en the channel gains are irrational unknown to the user
case wheré, /hs is rational. We can express, — hk, and node_s, we may hope to achl_eve strong secrecy. We observed
hs — hky for someh € R and co-prime integers, and ks. that if we proceed along the lines of Lemma 8,h231t3r02ng secrecy
Then, it is easy to show that perfectly (resp. strongly) secucan be achieved if the flatness factarg, ( Wﬁ,a) =
computation ofk; X @ koY can be performed at the relay as(1/n) for ¢ = 1,2. To achieve this, we could use a secrecy-
long as the order of no nonzero element\gf\, dividesk; or good lattice scaled so that WI(Ag)) < QW% for
ko, and2/([ki[+[kz[) > o (resp.1/(ki+k3) > o®). Further- j — 1 2. However, it turns out that this is in conflict with
more, the achievable rate is given Byog, Aol P —log,(2¢) the requirement of reliable decoding &f andY’, for which

o

B. Achievable rates in presence of Gaussian noise

Theorem 9. If Aq is good for MSE quantization and secrecy-p
good, andA is good for AWGN channel coding, then thé
average transmit power convergesify and any rate less than
3 log, Oi—zp — 3 log, e can be achieved with strong secrecy a
long as the order of no nonzero element/ofA, dividesh,
or hg, and1/(h? + h3) > o2

2 2
(resp.%logQ h2:22P — Llog, e). we need vdlV(A)) to be greater tha@we%. Hence,
) ) it seems that a different approach is required to tackle this
A. Irrational channel gains problem.

We now make the observation thatiif andhs, are nonzero  Before concluding the paper, we make a final remark.
and hy /ho is irrational, then the relay can uniquely recoveAlthough the scheme presented in Section [I-A may not be
the individual messages if the channel is noiseless. optimal if the channel gains are not known exactly at the
user nodes, we demonstrate that there is a scheme with which

Proposition 10. Suppose thak, > are nonzero, andi /hs security can be obtained in such a scenario.

is irrational. Let A be a full-rank lattice inR™. Then, for every
u,v € A, w = hyju + hov uniquely determinegu, v). B. Co-operative jamming: Security using Gaussian jamming
Proof: Consider anyu;,us,vi,ve € A that satisfy Signals
hiuy + hovy = hyjug + hova. If Ais a (full-rank) generator  We can use the following four-stage amplify-and-forward
matrix of A, then we can writen; = ATy, u; = ATy, bidirectional relaying strategy: In the first phase, uger
vy = ATvy, andvy = AT¥,, whereuy, u;, v, andv; belong  transmits its codewordJ;, which is jammed by a Gaussian
to Z". Therefore,h;(a; — iz) = ha(Ve —v1). Forj = 1,2, random vectorV,; generated bys. The relay simply scales
and1 <i <n, letwu;(i) and®;(i) denote theith components the received vector and sends itkpwho knowsV; and can
of ; andv; respectively. Now suppose thai # u,. Then, recoverU;. The channel fromi to B can be modeled as a
there exists somd < i < n such thatu,(i) # d2(i). Gaussian wiretap channel, wheteacts as the eavesdropper.
Rearraﬂg_inq’zlgﬂﬂi) — (i) = ha(2(i) — 01(i)), we get Using a wiretap code [6] folJ, we can achieve strong secrecy.
Z—; = % However, the right hand side is clearly aJserB similarly uses a wiretap code to transmit its message
rational number, which contradicts our hypothesishg@fhs to userA via R in the third and fourth phases.
being irrational. Thereforaz; = us. Similarly, vi =vs. ® A reasonable assumption to make is that the error in the
For our lattice-based scheme to achieve perfect/strong sstimation ofh; and hy at both user nodes is at mast To
crecy it is therefore necessary that/h, be rational, in which keep things simple, let us assume tRaimply forwards the
case we can writehy = hk; and hs = hko for some received signal to the users without scaling. At the end ef th



second phas® receiveshi Uy + ho V1 +Z, whereZ = Z; +

Z- is the sum of the noise vectors accumulated in the first two
phases, and has varianeé + o3. Suppose that the estimates
of h1, he made byB are b} and R}, respectively. Due to the
error in estimation, there would be a residual componenf of
remaining even after the jamming signal has been removed.
ThereforeB “sees” an effective channel &f, U, +Z g, where

the effective noise i€z = (hy — 1)Uy + (he — h) V1 + Z.

On the other handR “sees” the effective channél,U; +

7', whereZ' = Z1 + hoV;. It can be shown that [6] using
the lattice Gaussian distribution for randomization, ig;, | x

iven by (2) withf = tlog, (1+ gy
given by (2) wit f=g,p, arate of; ogg( + 252P+02)—
2
1 log, (1 + %) — 3log, e can be achieved by with
strong secrecy. In fact, the rate can be slightly improved by
using a modulo-and-forward scheme [10] instead of the @mpl

amplify-and-forward scheme for relaying.
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