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Abstract—A smart meter (SM) periodically measures end-user In [3] the authors designed an anonymization system by
electricity consumption and reports it to a utility provider (UP).  introducing two separate SM identities (IDs), and only the
Despite the advantages of SMs, their use leads to serious @ms |,y frequency ID is released to the utility provider (UP).tBio
about consumer privacy. In this paper, SM privacy is studiedby . . : .
considering the presence of an energy harvesting device (W gt glz [4] considered the aggrega‘uon of information to cover
as a means of masking the users input load. The user can individual energy consumption information. Other appiees

satisfy part or all of his/her energy needs from the EHD, and are to mask the data by obfuscating it, aslin [5] and [6], or to
hence, less information can be leaked to the UP via the SM. The yse homomorphic encryption, as [ [7].

EHD is typically equipped with a rechargeable energy storag i
device, i.e., a battery, whose instantaneous energy contdimits However, we note that the above techniques, all based on the

the user's capability in covering his/her energy usage. Pvacy manipulation of the SM readings, suffer from a further peiva
is measured by the information leaked about the user's real risk. The energy consumed by a user is provided directly from
energy consumption when the UP observes the energy requeste tne grid, which is fully controlled by the UP, and hence, the
from the grid, which the SM reads and reports to the UP. UP can easily embed additional meters to monitor the energy
The minimum information leakage rate is characterized as a : X -
computable information theoretic single-letter expressin when requested by a household or a business, in order to receive
the EHD battery capacity is either infinite or zero. Numericd accurate information about the energy consumption without
results are presented for a discrete binary input load to ilustrate  relying on SM readings. To cope with this issue an altereativ
the potential privacy gains from the existence of a storageelice. approach is to directly modify the actual energy consunmptio
profile of the user, rather than simply distorting the datat se
I. INTRODUCTION to the UP. This can be done, for example, by using an energy
The transition from a conventional power distribution nestorage device, as inl[8].1[9] and [10], or by introducing an
work to asmart gridis a necessity, not only to replace a lesglternative energy source (AES), as proposed in [10], [L2],
efficient system, but also to address new environmental adid [13]. We adopt the latter approach, and focus on progidin
societal challenges. Smart grids provide many advantages Privacy by using an energy harvesting device (EHD) with a
energy generation, transmission, distribution and comgiom, rechargeable energy storage component, which we duly call
and also allow the integration of renewable energy sourcedattery. A similar model, studied in [13], imposes only an
into the power network[1]. A key element of a smart grid igverage power constraint on the energy the user can receive
the smart mete{SM), which records minutely the electricity from the AES, which can be a microgrid, capable of providing
consumption of a user, thereby permitting accurate esimatany amount of energy at each time instant. The average power
and control of the smart grid’s behavior. constraint may be imposed to limit the cost of the energy
However, SMs may have unintended consequences regdgfeived from the AES. However, if the AES is an EHD with
ing the privacy of users. The information collected and dig battery, it may not be possible to control the amount of
tributed inside the smart grid, namely thead profile of the energy harvested at each time instant. Hence, since thgyener
users, can potentially be used for other purposes, thergbjgilable in the battery imposes limitations on the cajigbil
raising the question of data security and privacy. From ti#é the energy management unit (EMU) to reduce information
load consumption profiles, i.e., the series of energy usal§@kage to the UP, it is important to take into account the siz
values that are regularly collected from a user, noninteusiand state of the battery when designing an energy management
appliance load monitoring (NALM) techniques can be used fplicy.
identify the user’s habits, such as whether he/she is at homewe study the minimum amount of user's energy con-
the equipment he/she is using, and even the TV channel he/ghption information leaked to the UP, under instantaneous
is watching [[2]. power constraints. We provide single-letter expressiars f
Privacy of SM data has recently become a topic of considgfe minimum information leakage rate when the EHD battery
able research interest and many solutions have been phpoggpacity is either infinite or zero. In the case of discrefitn
This research was supported in part by the U.S. Nationangei€ounda- 10@d distributions, the minimization problem can be shown t
tion under Grant CMMI-1435778. be convex, and hence, it can be solved efficiently by numlerica
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Power 5| Smart Y MU X, | Home divergence between the input and output loads, clustesielas
Crid Meter Appliances |~ fication for the input load and regression analysis. Theasth
7\ 7 7\ in [14] computed the number of features, i.e., the number
X, -V, of events that indicate whether a device is switched on or
off, and the empirical entropy, considered as an upper bound
Utility s, Energy Harvester on the information extractable via a NALM procedure. The
Provider Battery Bax studies in [[9], [10] and[[11] consideremutual information
between the input and output loads as a measure of informatio
TEt leakage. Similarly, we also minimize the mutual informatio

rate betweerX ™ andY ™. We note that mutual information as a
Fig. 1. The system modek,, Y; and E; are the user input load, the output Privacy measure is not limited by technology implementagio
load, and the energy harvested by the EHD at timeespectively. or the complexity of the NALM procedure, and allows us to
provide provable bounds on the achievable privacy.

] ) ) We aim at designing energy management policies that will
methods, such as the Blahut-Arimoto algorithm. Finally, Wgacide on the amount of energy to request from the UP in
provide simulation results for a binary input load disttibua. every time slott, given the input load up to time X*, the

The remainder of the paper is organized as follows. léhergy requested from the UP up to time- 1, Y*~!, and
Section[l we introduce the system model, and in Sectiofgs state sequence of the battéry Our goal is to minimize
[Mand IVIwe consider the case of infinite and zero battefpe information leakage rate, i.e., the average of the nhutua
capacity, respectively. In Sectiof V we simulate the syst§m jnormation between the input and output load sequences.
considering a discrete binary input load distribution. gy

conclusions are drawn in Sectipn]VI.
A. Definitions
Il. SYSTEM MODEL
l'l)efinition 1. A lengthn energy management policy is com-

We consider the discrete time system depicted in Eig'cp(‘)sed of, possibly random, power allocation functions

where each discrete time represents a time slot. The inpdt |
X; € X is the energy requested by the user in time slothile fr: XYL St Y, 2
Y; € Y is the energy received from the UP, i.e., the outpyt

load. We assume that the entries of the input load sequen(?é, =L.,n, .SUCh that) < ¥; < X; and the battery state
{X:}¢2,, are independent and identically distributed (i_i_dsrvolves according td{1).

with distribution Px. In time slot¢ — 1, the EHD harvests Definition 2. The privacy achieved by a |ength_energy

E¢ € € units of energy from the environment, which becomganagement policy is measured via the information leakage
available to the EMU at the beginning of time slotThe (ate defined as

unused energy is then stored in a battery, whose maximum I lI(X"-Y") 3)
capacity isB,,..- The harvested energy sequen¢é&, }5°,, " ’ '
is modelled as having i.i.d. entries with distributipi. We  pefinition 3. An information leakage ratd is said to be

define the average value of the harvested energy in each tijd@ievable if there exists a sequence of energy management

slot asPp = E[E]. _ ~ policies such thatim,, o I,, < I.
The EMU satisfies the user's energy demand in all time

slots from either the UP or the EHD. We do not allow extr®efinition 4. For an SM system with giveny, pr and By,
energy to be drawn from the grid and then wasted. This coulte minimum privacy leakage rafeis defined as the infimum
provide additional privacy to the user, albeit at a signifita Of the achievable information leakage rates.

higher energy cost. Also, the user cannot get energy from thq . . . .
; o n [13] the SM privacy problem is studied with the assump-
grid and store it in the EHD battery. Hence, we hayes X, tion that the EMU is only constrained by the average and

f:]nedgﬁgi?ndt?rzgtzfoi?egpgﬁrg c[>(f) ?:Z{ gheengtl\élgh%ez;{grgeak values of the energy it can request from the AES. Note

of the battery at the beginning of time slotWe have that th.|s- IS a mare reI:_;lxed problem compared to evaluating
the minimum information leakage rate in the presence of

Sir1 = max{min{S; + E; — (X; — Y}), Bmaz},0}, (1) @ battery. Theprivacy-power function I(P,P) is defined
in [11] as the minimum information leakage rate that can
& achieved when the energy management policy satisfies

of time slott + 1. 1 5
E->" (X;—-Y)|<Pand0< X,-Y, <P.
By measuring the privacy of a user, it is possible to [ 2 (X QI = b=

compare effectively different privacy-preserving stgags and Theorem 1. [11, Theorem 1] The privacy-power function
use the best one. However, coming up with a universal privafyP,P) for an i.i.d. input load vectorX with distribution
measure is elusive. Previous works have explored variopg(z), when the average and peak values of the power
measures. Kalogridist al.[8] considered the Kullback-Leibler provided by the AES are limited h§ and P, respectively,

where S;;; denotes the state of the battery at the beginni



is given by is satisfied by taking energy from both the grid and the bgatter
N ) . thus masking the real consumption. We assume &lfa) €
(P, P) = py‘X(y\m):(lJlgE[X—Y]gﬁl (X:Y). ) o(n), with lim,,_, o h(n) = oo, andlim,,_,., n — h(n) = oco.

0<X-Y<P It is noteworthy that no information about the recharge

nProcess of the battery is required, and all the EMU needs to

know is the average power of the harvesting procégs, |t is

then possible to show that the store-and-hide scheme satisfi
I[1l. EHD WITH AN INFINITE BATTERY the constraints i {5) with probability arbitrarily close t as
long asE[X — Y] < Pg. In short, we show that for any> 0

In the following, we compute the minimum informatio
leakage rate for the infinite and zero battery scenarios.

In this scenario we seB,,,, = oco. This is an extreme o - . i
situation that may occur if we consider particularly Iargsmd sufficiently large, the following relation holds:
battery sizes compared to the energy harvestingPataNhen n k k
Bha: = 00, the constraints on the energy management policy Pr (U { E < ZXt - Yt}) <e (7)
are relaxed. In each time slot the EMU is limited by the k=1 1 t=1
available energy in the battery, which is simply the diffeze This condition affirms that, for arbitrarily large, the
between the total harvested energy up to a certain time &nd phobability that, at any time sldt, the amount of energy stored
total energy that has been requested from the EHD up to thatthe battery is less than the energy required by the EMU
time. We have the following cumulative energy constraints:will be arbitrarily small. The proof, analogous to that bB[1
n n Lemma 1], and omitted due to space limitations, requires the
Z(Xt -Y) < ZEt’ vn. (5) application of the weak and the strong law of large numbers

t=1 along with the tail behaviors of sums of i.i.d. random valésb

t=

t=1
The following theorem states that the minimum informatio
leakage rate whem,,,, = oo is equivalent to the averageB' Best-Effort Scheme
power-constrained scenario; that is, the cumulative caimés In the best-effort schemihe EMU does not wait to request
on the EMU policy do not reduce the achievable privacgnergy from the EHD; instead, it follows the same stochastic
compared to the average power-constrained case. policy as in the hiding phase of the store-and-hide scheme,
and whenever the requested energy is not available in the EHD
battery, all the input load is satisfied from the grid.
In each time slot;, the EMU, based on the instantaneous
b input load X, decides on the portion of the input load to be
y P 6 received from the gridY;, using the conditional probability
Too = 1(Pp,00). () distribution py |, which satisfiesE[X — Y] < Pg. Then, if
It is shown in [12] that, when the input load alphabéts there is enough energy in the battery to satisfy the reqdeste
discrete, the output alphabet load alphapatan be restricted energy from the EHD, i.e., if the conditigh + E£; > X;—Y; is
to ) = X without loss of optimality. Given this restriction satisfied, then the EMU gef; —Y; units of energy from the
and the convexity of the privacy-power functioh, can be EHD battery, andy; from the grid; otherwise, all the input
efficiently evaluated. load is satisfied directly from the grid, i.eY; = X;. The
It is easy to see thal(Pg,c0) is a lower bound on the energy in the EHD is thus updated according to the following
minimum information leakage rate under battery constsainfelation:
since this is equivalent to replacing the cumulative enemy _
straints with an average one. Next, we prove the achietabili Ser1 =S+ B = (Xe = Y2) - USe + By 2 X = V2), (8)
part of the theorem, and present two distinct schemes thdterel(S; + E; > X; —Y;)=1if S; + E; > X; — Y;, and

Theorem 2. If B, = oo, the minimum information leakage
rate 7, for an i.i.d. input load X with distributignpx, and
an energy harvesting process with average pofgr is given

achievel. 0 otherwise.
) Note that when there is not enough energy in the battery,
A. Store-and-Hide Scheme the energy request of the user is satisfied completely by the

As the name suggests, tlstore-and-hide schemeonsists UP, leading to the maximum information leakage. To find the
of an initial phase, in which all the energy requests of theverall information leakage rate, we need to show that these
user are satisfied from the grid, while the harvested energyents happen only for a limited number of time slots. This is
is stored in the EHD battery, and a second phase, duripgpven in the following lemma.

which the EMU starts using a stochastic policy to decide hol\p'emma 1. In the best-effort scheme, B[ X — Y] < Py, then

much energy it will request from the EHD. The condition o .
probability specified in Theoreh 2 is used in the second ph;t%e conditions; + F; < X, — Y; holds only for finitely many

Considem time slots. In the firsh(n) time slots, called the Ime slots as: grows to infinity.
storage phaseno privacy is achieved because all the energy The proof, omitted due to space limitations, is an applicati
requested by the user is taken from the grid. In the remainin§ithe strong law of large numbers. It follows from Lemfa 1
n — h(n) time slots, called thaiding phasethe user demand that the leakage of full information takes place only at élyit



. . . Instant s H ted E
many time slots a: — oo. Thus, the information leakage nstantancous Barvested Bnersy

rate is equivalent to that achieved under an average power E,

constraint.

Remark 1. The two energy management policies described Input Load < EMU % Grid
above achieve the same privacy performance even though they K k

have some conceptual differences. It is important to remark
that the initial assumption is to have an i.i.d. energy hatirey
process. However, this condition is typically not satisfieat

instance, if we consider a solar panel as an EHD, the recharggate. In this case, we can identify two different scenarios

process is clearly not i.i.d and varies greatly from day tgased on the information available at the UP regarding the
night, and also over seasons. Thus, an optimal managemsge of the system.

strategy similar to the one described in [15] in the dual

problem of capacity determination, can be derived. In thdt- EHD State Known only by the EMU

paper, the authors divide the energy arrivals and expemelitu  In this scenario, the instantaneous state of the harvested
into periods, consider different average harvesting rafims energy is assumed to be known only at the EMU. However,
every period, and finally maximize the average throughpwe still assume that the UP knows the probability distributi

Fig. 2. EHD state informatiorE; available only to the EMU.

over all the periods. of the states, i.epgr. This scenario can occur, for example,
when the EHD models a connection to a secondary grid or a
IV. EHD WITHOUT A BATTERY microgrid, and the primary UP cannot have any information

Here, we focus on the case in which the EHD has no battedpout the exact amount of energy provided by this AES. Fig.
for energy storage, i.eBmaes = 0. The energy harvested inld depicts this scenario.
time slotz — 1 and available at the beginning of time slotrneorem 3. If Bumes = 0, and the energy available at the
t, E;, can be considered as the state information. Gi#2n gyp in each time slot, E, is i.i.d. with distribution, then
and the input loadX;, the EMU decides on the amount ofina minimum information leakage raf is given by
energy to use from the grid and from the EHD. Thus, this

is an SM system with a stochastic peak power constraint on Ty = inf I(X;Y). (11)
the energy that the EMU can obtain from the EHD. This pyix £yl 0SX-V<E

constraint, represented Wy, is causally known by the EMU, Proof: Achievability We consider a conditional proba-
while the UP may or may not know its realization. bility distribution py|x £ (y|z,e) that satisfies the conditions

In each time slott the energy requested from the EHDOf Theoren(B and we generate eachindependently using
X, —Y,, is limited by the energy harvested in time stot 1, Py |x,z(yt|z,e:). The mutual information leakage rate is
E,, ie., therefore given by (X; Y') whereas the peak power constraint

0< X, -Y, <E,, t=1,..,n. (9) in Theoren(3B are trivially satisfied.
Converse We assume that there is a series of power allo-

Note that, as opposed to the infinite battery scenariglin (Rhtion functions that satisfy the peak power constrainte T

here the past has no influence on the energy constraintg sifgormation leakage rate of the resulting output load serie
there is no battery, and thus no memory in the system.  gatisfies the following chain of inequalities:

We first consider the minimum leakage rate when the EHD

harvests a constant and fixed amount of energy in every time ~ —[(X™;Y") = 1 [H(X") - H(X"|Y")] (12a)
slot, i.e.,& = e. We remark that is not a random variable, e "
and is knovyn by both the EMU and tht_a UP. The privacy- - EZ[H(Xt) —H(X XY (12b)
power function is thus obtained by considering only a peak ni—
power constraint on the amount of energy the EMU can request 1
from the harvester. We denote the corresponding minimum > = [H(X:) — H(X:Y)] (12c)
information leakage rate b¥(e), which can be obtained as "=
a special case of Theordm 1. We state this in the following 1 &
corollary as it will be used later. - n ZI(X“Yt) (12d)
t=1
Corollary 1. If B,,.. = 0 and £ = e, the privacy-power 13 . 15
i iid. | is qi > = in I(X;Y e
functionZ(e) for an i.i.d. input loadX is given by = ;py‘xYE(yh,e):OSXfYSE ( ) (12e)
Z(e) = I(e, ). (10) = inf I(X:Y) (12f)
) . ) py|x,E(ylz,e):0<X-Y<E
Corollary1 follows directly from Theorefd 1, by considering -7 (129)
— £0,

only the peak power constraint.
When the harvested enerdgychanges randomly over time,where [12k) follows as conditioning reduces entropy; (12e)
this corresponds to an SM privacy problem with a randofollows because whatever strategy the EMU adopfsy;; Y;)
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Fig. 3. State informatiornE; available to the EMU and the UP. ud
5 | | -3
- Pe L (€K (148)

can never be smaller than the minimum of the mutual infor- =Eg[Z(E)], (141)

mation over all conditional probability distribution fuens where [14b) follows as conditioning reduces entrofy: {14c)
py|x,e(y|z,e) that satisfy the peak power constraint; angbllows from considering all the states; and [I4t) follows
(I29) follows from the definition of,. B from the definition ofZ(e) in (I0). m
TheoreniB suggests that the minimum information leakageTheoren{# suggests that the minimum information leakage
rate in the absence of a storage device at the EHD canrage 7, is the expected value of the privacy-power function
characterized as the solution of a single-letter inforomati with peak power constraint over the distribution of the estat
theoretic optimization problem. Similarly to the privapgwer  We have the following inequality between the privacy power
function with average and peak power constraint§in (4),.whéunction Z(e) andZ(e, o0), where the latter is the minimum
the input load is discrete, the output load can be limiteche tinformation leakage rate with an average power consteaint
input load without loss of optimality, and the infimum became _
a minimum, which can be computed efficiently. Z(e) =2 Z(e,00). (15)

Similarly, the following inequality also holds:

We now assume that the staf® of the EHD is known Zo =Ep [I(B)] 2 I (P, 00) = Ix. (16)
by the UP as well as the EMU (Fi@il 3). This is a worst-case (I§) states that the minimum information leakage rate when
situation and we expect that the amount of leaked informatithe EHD does not have a battery, and the harvested energy
in this case is greater than or equal to that of the previosgite is random but known at the UP, is greater than or equal
scenario, in which only the EMU knows the current state @ that which can be achieved with an infinite battery.
the harvested energy. This situation can occur, for example From the chain rule of mutual information, we have

if the EHD is a solar panel, and the UP can estimate the
harvested energy accurately from the weather forecasteof th I(X;YE) = I(X; E) + I(X;Y|E) = I(X;Y[E), (178)
area and the specifications of the solar panel. I(X;YE)=1(X;Y)+ I(X; E|Y), (17b)

The privacy-power function when the harvested energy i ; -
i.i.d. with distributionpg and B,,,, = 0, is provided in the Where [L7B) follows sincé and F are independent of each

: Lo other. We havel (X; E|Y) > 0, from the non-negativity of
next theorem. We denote this quantity s mutual information; and thusl(X;Y) < I(X;Y|E). From
Theorem 4. If B, = 0, the input load is i.i.d. with Theorem$B andl4, we hafg < Z.
distribution px and the state of the harvested energy is In the next section we provide numerical results for both
available at the UP, then the minimum information leakagée infinite and zero battery scenarios studied in this paper
rate 7, is given by

B. EHD State Information Known at the UP

V. BINARY INPUT LOAD

Iy = inf I(X;Y|E) =Eg[Z(E)]. (13)  We compare the minimum information leakage rates for the
py|x,e(y|T,e):0<X-Y<E e . . . .
infinite and zero battery scenarios in the binary input load
Proof: Achievability follows trivially, as in Theorerhl3. case, i.e.X = {0,1}. X follows an independent Bernoulli
ConverseWe assume that there is a series of power allocdistribution withPr{X = 1} = ¢,. We also consider a binary
tion functions that satisfy the peak power constraints. Mé®at energy harvesting process, i.€.,= {0,1}, wherePr{E; =
want to show that the information leakage rate of the resgilti1} = p. denotes the probability that the EHD harvests one
output load series is lower bounded by the value givefiih. (13)nit of energy.

The following chain of inequalities applies: If B = oo, the minimum information leakage rate is given
Loy = Lo - moowe ey
n 1 n I(pe, OO) =pe logy pe — ¢z 1085 ¢x
== Z (X.|E)) — H(X,|X"'Y"E™)] (14a) = (1= gz +pe)logy (1 — gz + pe),
" n if pe < ¢q., andZ(p., o) = 0 otherwise.
> % Z[H(thEt) — H(X,|V:E,)] (14b) WhenB,,.... = 0, there are two scenarios. The first is that in

which the state information is known only by the EMU. We
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for evaluating the minimum information leakage rate, which
indicates the optimal level of information theoretic pidya
that can be achieved. Considering the zero battery scenario
we have also studied the information leakage rate when the
UP knows the exact amount of harvested energy in each time
slot. Finally, we have provided some simulation resultstiier
case of a binary input load. In our future work we plan to study
the minimum information leakage rate with a finite capacity
battery, which is a challenging problem due to the memory
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Minimum Information Leakage Rate
o

N
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Energy Harvesting Rate, pe

(2]

Fig. 4. Comparison of the minimum information leakage ratethe
infinite and zero battery scenarios with binary input load arbinary energy
harvesting process. We sgt = 0.7, and plot the minimum information
leakage rate with respect {g.

(3]

[4]
need to identify the optimal conditional distributign | x
with X — Y < F, that minimizesI(X;Y). As mentioned
earlier we can sel = {0, 1} without loss of optimality. In
this scenario, another parameter of interest is the pratyadsi
using the energy available at the EHD when the input load is [6]
and there is harvested energy, i8.= 1. It is possible to show
that the information leakage rate is minimized when we akvay[7;
use the available energy when there is non-zero input load. |
this case the minimum information leakage rate is found to bf?g]
h(1 =gz +pe-qz) — 4z - h(pe), Whereh(-) is the binary entropy
function defined ag(p) = —plog, p — (1 — p) log,(1 — p).

Finally, we consider the zero-battery case when the state [la
known also by the UP. When the peak power constraintis
1, no information is leaked, whereasdf= 0, the input load
is known perfectly by the UP, leading to a leakage/bfX). 10]
Hence, the minimum information leakage rate when the stegte
information is known by the UP is given bl — pe) - h(gz ).

In Fig.[4 we plot the minimum information leakage rate fof*
the three scenarios as a functiongf As expected, the least
information leakage rate is achieved whBp,,, = oo, since [12]
this condition is equivalent to having only an average power
constraint. The worst scenario is wh&h= 0 and the receiver [13]
knows the state, denoted y. The information leakage rate
reduces significantly if the state is not known by the UP. TI1§:4]
difference between the solid and the long-dashed curvéwin
figure illustrates the benefit of having a battery at the EHD.
We can see that the gain from the battery is much high[é?
when the harvesting rate is higher, i.e., whenis high. This
is expected since whep, is low, there is less energy to be
stored for future time slots.

(5]

VI. CONCLUSIONS

We have studied the information leakage in an SM system
by considering an EHD with an infinite or a zero capacity bat-
tery. In both cases, we have provided single letter exprassi

introduced into the system by the existence of the battery.

REFERENCES

Y. Mo, T.-H. Kim, K. Brancik, D. Dickinson, H. Lee, A. Peg, and
B. Sinopoli, “Cyber-physical security of a smart grid irdtaucture,”
Proc. IEEE vol. 100, no. 1, pp. 195-209, Jan. 2012.

I. Rouf, H. Mustafa, M. Xu, W. Xu, R. Miller, and M. Grutese
“Neighborhood watch: Security and privacy analysis of exatic meter
reading systems,” iRroc. ACM Conf. on Computer and Comm. Security
Raleigh, NC, Oct. 2012, pp. 462-473.

C. Efthymiou and G. Kalogridis, “Smart grid privacy vim@nymization
of smart metering data,” iRroc. IEEE Int'l Conf. on Smart Grid Comm.
Gaithersburg, MD, Oct. 2010, pp. 238-243.

J.-M. Bohli, C. Sorge, and O. Ugus, “A privacy model for arn
metering,” inProc. IEEE Int'| Conf. on Comm. WorkshgpSape Town,
South Africa, May 2010, pp. 1-5.

Y. Kim, E. Ngai, and M. Srivastava, “Cooperative statdiraation for
preserving privacy of user behaviors in smart grid,Aroc. |IEEE Int'l
Conf. on Smart Grid CommBrussels, Belgium, Oct. 2011, pp. 178—
183.

L. Sankar, S. Rajagopalan, S. Mohajer, and H. V. Poor, 4d8mmeter
privacy: A theoretical framework,TEEE Trans. on Smart Gridvol. 4,
no. 2, pp. 837-846, Jun. 2013.

F. D. Garcia and B. Jacobs, “Privacy-friendly energytenieg via
homomorphic encryption,” irProc. Int'l Conf. on Security and Trust
ManagementAthens, Greece, Sep. 2010, pp. 226-238.

G. Kalogridis, C. Efthymiou, S. Denic, T. Lewis, and R. g&gla, “Pri-
vacy for smart meters: Towards undetectable appliance dimpthtures,”
in Proc. IEEE Intl Conf. on Smart Grid CommGaithersburg, MD,
Oct. 2010, pp. 232-237.

D. Varodayan and A. Khisti, “Smart meter privacy usingeghiargeable
battery: Minimizing the rate of information leakage,” Proc. IEEE
Int'l Conf. on Acoustics, Speech and Signal ProcessRrggue, Czech
Republic, May 2011, pp. 1932-1935.

O. Tan, D. Gunduz, and H. V. Poor, “Increasing smartenerivacy
through energy harvesting and storage devicédEEE Journal on
Selected Areas in Comymol. 31, no. 7, pp. 1331-1341, Jul. 2013.
D. Gundiz and J. Gomez-Vilardebo, “Smart meter myvan the
presence of an alternative energy source,’Piroc. IEEE Int'l Conf.
on Comm, Jun. 2013, pp. 2027-2031.

J. Gomez-Vilardebo and D. Giindliz, “Privacy of smasten systems
with an alternative energy source,” Rroc. IEEE Int'| Symp. on Inform.
Theory Istanbul, Turkey, Jul. 2013, pp. 2572-2576.

J. Gomez-Vilardebo and D. Gundiz, “Smart meter myvéor multiple
users in the presence of an alternative energy soule&E Trans. on
Inform. Forensics and Securjtyol. 10, no. 1, pp. 132-141, Jan. 2015.
S. McLaughlin, P. McDaniel, and W. Aiello, “Protectingonsumer
privacy from electric load monitoring,” ifroc. ACM Conf. on Computer
and Comm. SecurityChicago, IL, Oct. 2011, pp. 87-98.

] O. Ozel and S. Ulukus, “Achieving AWGN capacity undeodtastic

energy harvestingJEEE Trans. on Inform. Theorwol. 58, no. 10, pp.
6471-6483, Oct. 2012.



	I Introduction
	II System Model
	II-A Definitions

	III EHD with an Infinite Battery
	III-A Store-and-Hide Scheme
	III-B Best-Effort Scheme

	IV EHD without a Battery
	IV-A EHD State Known only by the EMU
	IV-B EHD State Information Known at the UP

	V Binary Input Load
	VI Conclusions
	References

