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Abstract—In this paper, we study resource allocation for a antenna systems for power efficiency FD communicatior.]in [6
full-duplex (FD) radio base station serving multiple half-duplex massive MIMO was exploited to suppress the self-interfegen
(HD) downlink and uplink users simultaneously. The consideed jn FD communication for enhancing the system throughput.
resource allocation algorithm design is formulated as a non |n general, FD systems can serve more users simultaneously
convex optimization problem taking into account minimum re- compared to HD systems$][3]i1[4]. However, this may also

uired receive signal-to-interference-plus-noise ratis (SINRs) for o )
gownlink and uglink communicatior? and maximurr(1 toler;ble Increase .t.he suspept|b|l|ty to eavesdropping as there are m
opportunities for information leakage.

SINRs at potential eavesdroppers. The proposed optimizain oo A L
framework enables secure downlink and uplink communicatio Security is a fundamental problem in wireless communicatio
via artificial noise generation in the downlink for interfering the ~Systems due to the broadcast nature of the wireless medium.
potential eavesdroppers. We minimize the weighted sum of th Traditionally, cryptographic encryption technologiesédeen
total downlink and uplink transmit power by jointly optimiz ingthe used to enable communication security in the applicatigarla
downlink beamformer, the artificial noise covariance matrix, and However, the commonly used encryption algorithms are based
the uplink transmit power. We adopt a semidefinite programmng  on the assumption of limited computational capabilities at
(SDP) relaxation approach to obtain a tractable solution fo the eavesdroppers which may not hold in the future due to
the considered problem. The tightness of the SDP relaxation the development of quantum computers. As an alternative,
is revegled by examining a.sufflc!ent condition for the globk physical (PHY) layer security utilizes the physical prajes
optimality of the solution. Simulation results demonstrae the . - .

of wireless communication channels, such as interferende a

excellent performance achieved by the proposed scheme anbet h | fadi fect] )
significant transmit power savings enabled optimization ofthe ~Cchannel fading, to ensure perfectly secure communicaiipn [

artificial noise covariance matrix. [11], regardless of the potentially unlimited computatibn
capabilities of the potential eavesdroppers. In his pidnge
I. INTRODUCTION work on PHY layer security[]8], Wyner showed that a source

The development of wireless communication networks worl@nd a destination can exchange perfectly secure messages at
wide has triggered an exponential growth in the number ofwirstrictly positive data rate when the source-user chanrjeysma
less communication devices for applications such as atheabetter quality than the source-eavesdropper channel. g ¢me
energy management, and safety management. It is expecpdtial degrees of freedom offered by multiple antennas may
that by 2020, the number of interconnected devices on thige exploited to secure communication systems[In [9], srerg
planet may reach up t80 billion. In response to the resultingefficient optimization for PHY layer security in multi-amiea
tremendous energy and bandwidth consumption, recentt®ffafownlink networks was studied. In[10] anf[11], different
for next generation communication system development haasificial noise based power allocation algorithms werepszd
aimed at providing secure and high speed communication wftr the maximization of the ergodic secrecy capacity and the
guaranteed quality of service (QoS). In particular, midtimput outage secrecy capacity, respectively. However, HD ojoerat
multiple-output (MIMO) full-duplex (FD) wireless communi was assumed in these works and the results obtainéd in1T]-[1
cations has recently received significant attention fronth bomay not be applicable to the case of simultaneous downlidk an
academia and industryI[1]2[6]. In contrast to conventidradf- uplink communication enabled by FD radio BSs.
duplex (HD) transmission, FD operation enables simultaseo Motivated by the aforementioned prior works, in this paper,
downlink and uplink transmission at the same frequency. e study the resource allocation algorithm design for mul-
other words, it can potentially double the spectral efficien tiuser FD wireless communication systems. We minimize the
of existing HD wireless communication systems. [n [1], theveighted sum of the downlink (DL) and uplink (UL) transmit
authors studied the mitigation of self-interference in FIM® powers while ensuring the QoS of both UL and DL users for
relays. In [2], the outage probability of MIMO FD single-secure and reliable communication. In particular, we psepo
user relaying systems was investigated. [In [3], the authassemidefinite programming (SDP) based resource allocation
proposed a polynomial time computational complexity reseu algorithm to obtain the optimal system performance.
allocation algorithm for data rate maximization in multiar
multiuser MIMO FD relaying systems. Ii1[4], a suboptimal Il. SYSTEM MODEL

beamformer design was studied to improve the spectral effi-|n this section, we present the adopted channel model for

ciency of FD radio base stations (BSs) enabling simultaseoskcure simultaneous DL and UL communication.
uplink and downlink communication. Joint antenna selectio
and power allocation was investigated [ [5] for distrimiteA. Notation
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whered?™ € C andwj, € CV*! are the information bearing
vpincwser Signal for DL userk and the corresponding DL beamforming
// vector, respectively.

- s . To provide secure communication in both DL and UL,
N T cavosaronpor artificial noise is transmitted by the FD radio BS and used to
o = // interfere the reception of the potential eavesdroppersicele
pullduplex | Jcosnama the DL transmit signal vectat at the FD radio BS is given by
= / / interference
/ _’ K
Self-interference L:!SI X = Z Xk + \‘f/ ’ (2)
Downlink user 1 k=1 artIfICIal nOIse

desired DL information signal
Fig. 1. Multiuser system model with an FD radio BE, = 1 HD downlink

users,J = 1 HD uplink users, andV/ = 1 HD idle receivers (potential Nx1 : - .
eavesdroppers). The BS is equipped withantennas for facilitating secure Wherev € C is the artificial noise vector generated by the

simultaneous uplink and downlink communication. FD radio BS with distributionv ~ (,’/\/(0, V)_
The received signals at DL usér € {1,...,K}, the FD
radio BS, and idle usem € {1,..., M} are given by
respectively; A~ and AT represent the inverse and Moore-

Penrose pseudoinverse of matri, respectively;A = 0 K
indicates thatA is a positive semidefinite matrixy is the vt = hilx, + thxi + hilv
N x N identity matrix; CN*M denotes the set of alV x M ik artifizi\a/rnoise

matrices with complex entriedf" denotes the set of alV x N

Iti interf
Hermitian matrices{-| and ||| denote the absolute value of a multiuser interference

X . J
complex scalar and the Euclidean vector norm, respectively UL DL
E{-} denotes statistical expectatiop;]t* = max{z,0}; the + Z Vi fikd; T g ©)
circularly symmetric complex Gaussian distribution witkeam J=1
vector . and covariance matri is denoted byCN (p, X); co-channel interference
and ~ stands for “distributed as”. 7 K
UL UL

: = VPjgjd; H X

B. Multiuser System Model Y ; 8%+ SI; b

We consider a multiuser communication system which con-

[f-interf
sists of an FD radio BSK DL users,J UL users, andV/ idle sefi-interierence

users, cf. Figur€]l. The FD radio BS is equipped wih> 1 * ES,I.‘/’ + z and )
antennas for simultaneous DL transmission and UL recejation artificial noise

the same frequency band via a circulafor [12]. The- J + M K J

users are single-antenna HD mobile communication deviges ty;* = > 1lxc + Y /Pit;mdi" + 1l

ensure low hardware complexity. The DL and the UL users are k=1 i—1

scheduled for simultaneous DL and UL transmission while the artificial noise

M idle users are the receivers that are not scheduled in the ~ + 7 (5)
current time slot. The signals intended for the DL users and ) _

the FD BS are overheard by the idle users. If the idle users &épectively. The channel between the FD radio BS and DL
malicious, they may eavesdrop the emitted informationalgn userk is denoted byh, € CV*! and f;; € C represents
Hence, the idle users are treated as potential eavesdeoppetthe channel between UL usgrand DL userk. Variablesd;'™

this paper which is taken into account for providing secuhd P; are the transmit data and the transmit power sent by
communication. Besides, we assume that the global chankél user j to the FD radio BS, respectively. Without loss of
state information (CSI) of all users is perfectly known a¢ thgenerality, we assumé{|dj"|*} = E{|dP"|*} = 1,Vk €

BS for resource allocatifin The number of antennas at the{l,...,K},j € {1,...,J}. Vectorg; € C¥*! denotes the
FD radio BS is assumed to be larger than the number of Whannel between UL usef and the FD radio BS. Matrix
users and the number of idle users (potential eavesdroppeks; € CV*Y denotes the self-interference (SI) channel which
respectively, i.e.N > J and N > M, to facilitate UL signal impairs the UL signal detection at the FD radio BS due to the

detection and to guarantee communication security. concurrent DL transmission. Vectdy, € CV*! denotes the
channel between the FD radio BS and idle usert;,, € C
C. Channel Model represents the channel between Yland idle userm. We

te that variablety, f;x, g, t;.m, andHg; capture the joint
ﬂ ~ Js Jr ©,

We consider a frequency flat fading channel. In each schede ects of path loss and small scale fadiag~ CA’(0, 02Ly),

ing time slot, the FD radio BS transmit& independent

: : PL~ CN(0,02 ), andnP¥® ~ CN(0,03,. ) represent the
signal streams simultaneously at the same frequency to " S g /0 SO m, 7 Ever, ;
K DL users. In particular, the information signal to DL usef ditive white Gaussian noise (AWGN) at the FD radio BS, DL

ke{l,..., K} can be expressed as userk, and idle usern, respegt|_vgly. o
Remark 1: We note that artificial noise is not generated by
xp = widP¥, (1) the single-antenna UL users due to their Iapk (_)f spatiale_e;hvgr
of freedom. However, secure UL communication is facilithte
1This work can be extended to the case of imperfect CSI knayelexf idle by th.e artlflmal n0|se.generated by the FD radio BS in the DL,
users (potential eavesdroppers) by following a similarapgh as in[1B][[14]. as will be illustrated in the next section.



[1l. PROBLEM FORMULATION m for the message of DL usér is given by

In this section, we first introduce the QoS metrics for the-pr, ( DLy )
considered FD radio communication system. Then, we formu-Evem logy (14+T'gy,, ) and (13)
late joint DL and UL power allocation and beamforming design_,; 1wy, |2
as a non-convex optimization problem. Peven = J
S W, 2+ T (Vi) + 32 Pyt 2+ 03,
J#k j=1
A. Achievable Throughput and Secrecy Rate (a) 1w, |?

= Tr(V1,12)+02 (14)
The achievable throughput (bit/s/Hz) between the FD radio mm Evem
BS and DL uset € {1,..., K} is given by

where TRl is the received SINR at idle user (potential

C,?L = log,(1 _|_1“1]€3L), (6) eavesdropp"ér?n, an(_j (a) reflec_ts the aforementioned worst-
InH wy, |2 case assumption which results in an upper bound on the ezteiv
Pt e (7) DL SINR at idle user (potential eavesdropper)
Si v 4oy, Besides, we also consider the worst-case scenario in guar-
DL K " ) J ) anteeing communication secrecy for the UL users. Hence,
SPY = > I wanl? + > Pilfil (8) we assume that the potential eavesdropper first removes all
m#k j=1 UL multiuser interference and DL co-channel interferenize v
successive interference cancellation before attempoiigtode
where'P" is the receive SINR at DL use. the information of UL userj. Thus, the achievable throughput

Furthermore, we assume that the FD radio BS employsPgtween UL usey and idle user (potential eavesdropper)is

linear receiver for decoding of the received UL informatioVen by
for computational simplicity. Then, the achievable thrbpgt

between the FD radio BS and UL usge {1,...,.J} is given Cori = log, (1+Fng ) and (15)
by Ve Vem
UL; Pj|tj’m|2
oL UL Eve,, —
CP = logy(1 4T, ©) 5 [HWe[2 5 Pilti 2+ TH (VL) + 02,
L Pj|g5II‘j|2 (10) Ak e
e R 2 (19)
b, K = T(VialE)+od,,
st = D Bilalnl+ Y e Hawi!, (1)
i#] k=1 where Fg&j is the received SINR at idle user (potential

_ ) ~ eavesdropper), and(b) reflects the aforementioned worst-case
whereT';’" is the receive SINR of UL usef at the FD radio assumption which results in an upper bound on the received UL
BS. Variabler; € CV*! is the receive beamforming vector forSINR at idle user (potential eavesdropper)
decoding the information received from UL ugein this paper,  Thys, the achievable secrecy rates of DL usand UL user
we assume that zero-forcing receive beamforming (ZF-BF) jsare given by
adopted at the FD radio BS. We note that the performance’of
ZF-BF closely approaches that of minimum mean square error

; > ! ; +
beamforming when the noise term is not dominating [15] or the CPLr  — {C,?L — max {Cp=* } and a7)
number of antennas at the FD radio BS is sufficiently large [6] vm " N
Besides, ZF-BF facilitates a computational efficient reseu CYL; {CUL — max {Ch~/ }} (18)
A . 3 . sec J ; Even, ’
allocation algorithm design. Hence, the receive beamforme Vi
adopted at the FD radio BS for decoding the information
transmitted by UL usey is chosen as respectively.
Remark 2: We note that a FD radio BS can provide commu-
rj = (ujQT)H, (12) nication security also to UL users. Specifically, the FD oadi

BS not only decodes the UL information, but also transmits

: H o1~ artificial noise in the DL concurrently to interfere the putiel

whereu; = 10,...,0,1,0,...,01, Q" = (Q7Q)"'Q", and  gayesdroppers, cf{1L6), which is not possible for tradaidJL
(i—1) (J—5) communication served by a HD radio BS.
Q = [gla"'agJ]-
On the other hand, we consider the worst-case scenario for

providing secure communication in the DL. Specifically,liet B. Optimization Problem Formulation
worst case, idle usem € {1,...,M} is able to remove all
DL multiuser interference and UL co-channel interferen@ v The system objective is to minimize the weighted sum of the
successive interference cancellation before attempoinigtode DL and UL transmit powers while providing QoS for reliable
the information of DL usek. Thus, the achievable throughputand secure communication to both DL and UL users simulta-
between the FD radio BS and idle user (potential eavesdrpppeeously. The optimal power allocation and beamformer aesig



are obtained by solving the following optimization probtem C3: M < Tr(Lp, V) 402, ,Vm, k,

DL
K 7 Ftol:L
s 2 2 \ ) .Pj|tj-,m|2 2 ;
H‘lnlllkll‘I,nllgjze a(;|wk| + ||v]] ) +[3;PJ C4: W < Tr(L V) + 05y, YM, 4,
hHwy, |2 C5, C6: W, = 0, Vk, C7: Rank(W,) <1, Vk, (21
st. CL: SDLJr'|1ﬁ:k||2+ — >TR% ., Vk, ke ank(Wy) < (21)
v g
k Hk ) e where W, = 0, W, ¢ HY, and Rank(W;) < 1 in @&I)
bjlgj'r;l UL g are imposed to guarantee th&/, = w,w/ holds after
CSPL o2y 2 T optimization, and
|1HWk|2 DL
C3: m <I' 7% . Vm,k K J
7 S Lol VLR,
TY(VlmI%H;Evem IPY =" Tr(HyW;) + > Pj|f;x/? and (22)
Pjltjm| UL, . itk =
ca: Lo, IR
’I‘I‘(Vlmlﬁ) + U}%Vem - el " UL J al H
C5: P; > 0, V. (9) L= P T(R,Gi)+Tr ((V+ Y Wi)HYR,H ).
i#] k=1

Constant variables, 5 > 0 in the objective function reflect the

preference of the system operator for reducing the DL trmsq'l,’ransformed optimization probleri {21) is a non-convex prob

power and UL transmit power, respectively. Besidé}%gk >0 lem due to the combinatorial rank-one constraint C7. In orde

L : to obtain a tractable solution, we adopt constraint relaraby
UL ;
andI'req, > 0 are the minimum required SINRs for DL userremoving C7 from the problem formulation which yields:

ke{l,...,K}andULuserj € {1,...,J}, respectively. Con-

straints C3 and C4 are imposed such that the maximum received K J

SINR at idle user (potential eavesdroppsr)is less than the minimize a( Tr(Wy) + Tr(V)) +83 P
maximum tolerable received SINRY.;* andT', 7 , when idle Wi, VEHY, P; ; ; !
userm attempts to decode the information of DL usemand sit. Cl-C6 (23)
UL userj, respectively. In practice, the service provider selects

oL >Tor andI'yg > Dol ¥m e {1,...,M},j.k, for The SDP relaxed convex problem i123) can be solved effi-
providing communication security in the DL and UL, respeciently by standard interior point methods. Next, we reveal
tively. In other words, the FD BS is able to guarantee minimusgufficient condition for obtaining a rank-one solutidi;, for
secrecy rates of DL+ > log,(1+TR% ) —log,(1+T*) and (Z3) in the following theorem.

CL? > logy(1 4+ TUE ) — log,(1 + F%j ) for DL and UL, Theorem 1: If the channel vectors of the DL usells;, k €

req.;

respectively. Constraint C5 ifi(19) is the non-negative gow{l:---, K}, the UL users,g;,j € {1,...,J}, and the po-
constraint for UL usey;. tential eavesdroppers,,,m € {1,..., M}, as well as the SI

interference channel matrids; can be modeled as statistically
independent random variables, the solution[of (23) is ramé:
i.e., Rank(Wy) = 1 for Wy, #£ 0, Vk, with probability one.

The optimization problem in{19) is a non-convex problem  Proof: Please refer to the Appendix. L
due to the non-convexity of constraints C1 and C2. In geperal In other words, the optimal beamformer; in (19) can be
there is no systematic approach for handling non-convex opebtained by performing eigenvalue decompositionWf, if
mization problems. In some cases, an exhaustive search dl€rchannels satisfy the condition stated in Theotiem
the feasible solution set is needed to obtain the globat opti
mal solution which often entails an exponential computelo V. RESULTS
complexity. In order to solve the problem efficiently, we ast
(I9) as a convex optimization problem via SDP relaxation and|n this section, we verify the performance of the proposed
verify the optimality of the proposed relaxation. For feteling optimal power and beamforming resource allocation scheme
SDP relaxation, we first define the following auxiliary vdi@ through simulations. The relevant simulation parametees a

IV. SOLUTION OF THE OPTIMIZATION PROBLEM

matrices: summarized in Tablg I. There af€ = 6 DL users,J = 3 UL
" " " users, andV = 5 idle users (potential eavesdroppers) in the
Wi = wiwy, Hp = hihy’, G; = g;g77, cell. All users are randomly and uniformly distributed beém
R, = rjrf L, = 1,17 (20) the reference distance and the maximum service distarig@dof
meters. The FD radio BS is located at the center of the system
and rewrite [(ID) in the following equivalent form: which is equipped withNV antennas. The small scale fading
of the DL channels, UL channels, and inter-user channels is
K J modeled as independent and identically distributed Rgklei
minimize a(ZTr(Wk)—FTr(V)) —1—621?,- fading. The multipath fading coefficients of the SI channel
Wi, VERT.P M =1 are generated as independent and identically distributeidrR
Tr(H, W) DL 5 random variables with Rician factérdB. Besides, we assume
st. Cli—rpp— 2l + Te(HiV) + 0y, Yk, o = 3 = 1 to study the system performance. Also, the UL users
reqy, require a fixed minimum SINR of0 dB, i.e., I’} = 10 dB,
C2: b Tr(R,G)) > IV 4+ 02 Tr(R;), V5, vj € {1,...,J}, while the DL users require identical minimum
rggj J z SINRs, |.e.,1“PCE1k = FPCEl,Vk e{l,...,K}.



TABLE | ‘
SYSTEM PARAMETERS —O— Optimal scheme, N = 10 ’,:‘?
50| = Bl - Baseline scheme 1, N = 10 ‘a—’
Carrier center frequency 1.9 GHz . __2: 222;"2.8 Si‘:;emn: f,:N 1}10 ,_—,'—“ Pt .
System bandwidth 200 KHz & a5 Baseline scheme 1, N = 12 = e ™
Path Toss exponent 3.6 2 |- %-Baseline scheme 2, N=12| _ %" L~
Reference distance 30 m :3; a0k - -8 Fiad
Maximum tolerable receive SINR I'y, = FS)II;Z = Fgf; =-10dB ?, - —::‘ 227 \Baseline schemes
ST cancellation —110 dB [12] §3s) ’,,—:/0' -
Thermal noise power —121 dBm e B .- b Optimal scheme
DL and idle user noise figure 9 dB 2 542° *x’ )
BS noise figure 2 dB 5 . Power saving
BS antenna gain 18 dBi (decibel isotropic) 2 25k Rt
2 ¥
20
A. Average Total Transmit Power q
15F
In Figurel2, we study the average total system transmit pow & ” 16 18 20 2 2 %

versus the minimum required DL SINR;PL, for different Minimum required DL SINR (d8)

1req!?

numbers of antennas at the FD radio BS. It can be observed

from Figure[2 that the total transmit power is a monotonjcallFig. 2.  Average total system transmit power (dBm) versus rtisimum
increasing function with respect to the minimum required Dlequired DL SINR,FE;T(; (dB), for different resource allocation schemes. The

SINR. In particular, as the minimum DL SINR requiremenﬁ’é’suobdfég‘;‘Tl‘écegtrigﬁvssg‘gﬁfée the power saving enabled &ytbpose optimal

becomes more stringent, the FD radio BS allocates more pow=r
to the DL information signals. Meanwhile, more artificialis®

power is also needed to neutralize the information leakagfeet 85 ﬁa
potential eavesdroppers. The higher DL transmit powerdéad ol ]
turn to a higher SI which impairs the UL transmission. Thhs, t /3
UL users also have to increase their transmit power in omer §7'5’ DL secrecy rate e |
meet the minimum UL SINR requirements which results ina ¢ 7| 1
increase of the total system transmit power. On the othed,har  Ses) el 1
Figure[2 reveals that the total average system transmit pow £ | |
decreases with increasing number of FD radio BS antenn g -® 5 opmant
since extra degrees of freedom can be exploited for DL regour ¢ °° ity
allocation and UL signal detection, when more antennas a g 5[ e’ = = - DL minimum required secrecy rate
available. Tast L7 "2 Geseine 11

For comparison, we also consider two baseline resource all -’ ol secrecy ’a‘e\ -é» paseline 2UL ooy ate
cation schemes. For baseline schemeve perform maximum 3% : s
ratio transmission for the artificial noise with respect he t ' ::::F:&:F:::::::F Prrziiipriiiop
virtual channel spanned by the idle users, e= [1; ..., 1] 12 14 16 18 2 2 24 %

.. . T Minimum required DL SINR (dB)
Then, we minimize the total transmit power by optimizivgy,,

the power -Of the ar-tiﬁCial noise, anBj SUbjeC-t to constraints Fig. 3. Average secrecy rate (bit/s/Hz) versus the minimequired DL SINR
C1-C5 as Inﬂp) via SDP .relaxatlon' Baseline SChéh.h_?a-S ng (dB), for different resource allocation schemes. ’

the same structure as baseline schéregcept that the artificial "¢

noise is radiated isotropically. It can be observed thattiiee

baseline schemes requires a significantly higher totaktriin achieve the same secrecy rate. However, the proposed éptima
power than the proposed optimal scheme. Indeed, the prdposgheme consumes much less power than the baseline schemes
optimal scheme fully utilizes the CSI of all communicatiorio achieve this secrecy rate, cf. Figlie 2.

links and optimizes the space spanned by the artificial foise  Remark 3: The performance of DL and UL communication
providing secure and reliable communication. On the coptrawith a HD radio BS is not shown in this paper. In fact, a HD
the direction of the artificial noise signal is fixed in the twgadio BS cannot guarantee secure UL communication due to
baseline schemes leading to a less effective jamming of tiee lack of spatial degrees of freedom at each UL user for
potential eavesdroppers and more severe Sl at the FD radio B®ming with artificial noise. Hence, the optimization plesi

for the HD radio BS corresponding 6 (19) is always infeasibl
B. Average Secrecy Rate

Figure[3 illustrates the average secrecy rate (bit/s/HRus
the minimum required DL SINRFYTC;, for different resource In this paper, we formulated the joint power allocation and
allocation schemes an@& = 8 FD radio BS antennas. It beamforming design for simultaneous DL and UL wireless
can be seen that the average DL secrecy rate, GBL* > communication via an FD radio BS as a non-convex opti-
logy (1 +TR%) — logy(1 4 T'ia), increases witH't: since the mization problem. The problem formulation took into accbun
maximum tolerable SINRs of the idle users are constraineddommunication security for both DL and UL transmission and
be less thad',,, = —10 dB. On the other hand, although theartificial noise injection at the FD radio BS. A power effidien
increased minimum required DL SINR leads to a higher SDP based resource allocation scheme was proposed to obtain
interference power impairing the UL signal detection, th&lt the optimal solution for minimization of the weighted sum of
average secrecy rate for the UL communication still satigfie the DL and UL transmit powers. Simulation results unveileal t
minimum requirement and remains constant due to the prapog®wer savings enabled by optimization of the artificial rois
optimal resource allocation. Besides, all considered reelse covariance matrix. Besides, we showed that unlike a HD BS,

VI. CONCLUSIONS



an FD BS can guarantee communication security for DL and
UL users simultaneously.

APPENDIX - PROOF OFTHEOREM 1

= SiH
- YT (Wewf (Yi+ T5t) ) + A (30)
k=1 redg

Besides, by using a similar approach a<’in [13], it can be show

It can be verified that the problem ii{23) is jointly conveihat constraint C1 is satisfied with equality for the optimal

with respect to the optimization variables and satisfies tf
Slater’s constraint qualification. As a result, the duatjgp is ©

lution and thusg;,. > 0. Furthermore, since the channel vectors
the DL users, i.e. Hy, Vk € {1,..., K}, are assumed to be

zero and solving the dual problem is equivalent to solvirg tistatistically independent of the other channels in theesgsive

primal problem [15]. Hence, we start the proof by writing thebtain—r ;" Tr (Wkﬁ’f (Yi+
Lagrangian function of the primal problem in{23) in terms ofhus, the dual optimal value beco

the beamforming matridvy:

K K
. 0LHy
R Y _; Te(ByWy) — k;ﬂ ((Ve+ wﬁk)wk)
+A (24)
K J
and Bi=aoly + Z 5jHj + ZVngIRjHSI
ik =1
M L
+mX::1 Ak DL (25)

where® £ {W,, V, P;} and® £ {5, 7, A\m.x, Yi} are the

5; H;,
DL
Freqk

)) — —oo forr — oo.

* « Hi
Rank(Yk) —+ Rank (5kFT) (31a)
reqy
() . . Hy
reqy

Rank(B}) = N = Rank(Y}) > N — 1, (31c)

sets of primal and dual variables, respectivély.y;, A\, > 0 where(c) and (d) are due to a basic rank inequality and](28),
andY,, > 0 are the dual variables with respect to constraintespectively. FurthermoréV; # 0 is required to satisfy C1

C1, C2, C3, and C6 iriL(23), respectively.denotes the collec- for TRl > 0. Thus,Rank(Y}) = N — 1 andRank(W3)

tion of variables that are independentWf,. For convenience, hold W(ftkh probability one. [

the optimal primal and dual variables ¢f [23) are denoted by
the corresponding variables with an asterisk superscyifa.

focus on the following Karush-Kuhn-Tucker (KKT) optimalit [1]
conditions:
Y;=0, 6 > 0, Vk, (26)
Y;W;=0, (27)
. . OrH [3]
Yi=Bj - o0 (28)
reqy,

4
where B} in (28) is obtained by substituting the optimal[]
dual variables®* into (23). From [(2IF), we know that the
optimal beamforming matriW?; is a rank-one matrix when (5]

k

Rank(Y}) = N — 1. In particular, W} is required to lie in the
null space spanned By for W} # 0. As a result, by revealing
the structure ofY;, we can study the rank of beamforming
matrix W;. In the following, we first show by contradiction
that B} is a positive definite matrix with probability one. To [7]
this end, we focus on the dual problem bf](23). For a given
set of optimal dual variablesp™ = {6*, A} ,,7;, Y}, and a [g]
subset of optimal primal variablegP;, V*}, the dual problem [°]
of (23) can be written as

(6]

[10]
minimize £ (@, <I>*) . (29)

W, €HN [11]

Supposa3; is negative semi-definite, i.3; < 0, then we can
construct a beamforming matriv,, = sv‘vkvvf as one of the
feasible solutions of (29), where> 0 is a scaling parameter [13]
and w;, is the eigenvector corresponding to one of the non-

positive eigenvalues dB;. We substituteW, = sw,w! into [14]
(29) which yields

(12]

K
L(@, «1>) - kz;: Tr(sBiw, i) EZ

<0
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mes unbounded from below.
Yet, the optimal value of the primal problem ih_{23) is non-
negative which leads to a contradiction as strong dualityld/o
not hold. Therefore, for the optimal solutioB; has to be a
positive definite and full rank matrix with probability onieg.,
Rank(Bj) = N.

Furthermore, we have the following implication:
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