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Abstract

For general exact repair regenerating codes, the optimal trade-offs between storage size and repair
bandwith remain undetermined. Various outer bounds and partial results have been proposed. Using
a simple chain rule argument we identify nonnegative differences between the functional repair and the
exact repair outer bounds. One of the differences is then bounded from below by the repair data of
a shortened subcode. Our main result is a new outer bound for an exact repair regenerating code in
terms of its shortened subcodes. In general the new outer bound is implicit and depends on the choice
of shortened subcodes. For the linear case we obtain explicit bounds.

1 Introduction

Regenerating codes were introduced by Dimakis, Godfrey, Wu, Wainwright and Ramchandran [2]. Their
main application is in large distributed storage systems where they lead to significant savings by optimizing
the trade-off between storage size and repair bandwith. In a distributed storage system (DSS) data is stored
at IV nodes such that it can be recovered from any combination of k nodes. If a node fails it can be rebuilt
by retrieving the information needed for its repair from any combination of d other nodes. An encoding
scheme realizing these parameters is called an (N, k, d) regenerating code.

An (N, k,d) code comes with a secondary set of parameters (B, a, 8). For data of total size B, a part of
size at most « is stored at a single node, and bandwith between a node and any of the d nodes helping in its
repair is limited to 8. The gains in a DSS are obtained by using a bandwith df for the repair of a single node
that is possibly larger than its data size o but much smaller than the total data size B. The challenge is,
given (N, k, d), to optimize the trade-off between the storage « per node and the repair bandwith S between
nodes in order to store data of size B. Constructive solutions that yield lower bounds for B, or inner bounds,
can be found in [8], [10], [I1], [6], [16], [5], [12], [15].

Without the added access and repair constraints, /N nodes will be able to store data of size B = Na. The
requirement that data can be recovered from any k£ nodes reduces this amount to B < ka. The requirement
that a node can be repaired with help from any d other nodes introduces further overhead and reduces the
size of the data. A first upper bound that takes into account both access and repair requirements is

Bg(k—z)a+(§>ﬁ+z(d+1—k)5, 0<l<k (1)

The upper bound holds for functional repair and thus for exact repair regenerating codes. In the exact repair
scenario it is required that a damaged node be rebuilt to its original form. Functional repair uses the weaker
assumption that a node be rebuilt to a form that preserves the functionality of the DSS. The upper bound
(@) is attained in the functional repair scenario [2] (using arguments from network coding) but is not optimal
for exact repair regenerating codes. This was first shown by Tian [I3] for codes of type (n = 4,k = 3,d = 3).
Further results on outer bounds for exact repair are in [9], [4], [7], [14].

In this paper we present a new improved outer bound for exact repair regenerating codes. First we refine
the proof for the outer bound () using a simple chain rule argument. This exposes several nonnegative error
terms. We then focus on one particular error term and as main result we formulate an improved version
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of the outer bound where this error term is bounded from below. Theorems 3.2 and 4.2 in [4] describe two
other improvements of the outer bound (). The arguments that are used in [4] are different from the ones
used in this paper. In Appendix [A] the different improvements are illustrated by three different proofs for
the improved outer bound for the case (n = 4,k = 3,d = 3). Before we describe the main results in more
detail we introduce the notation.

1.1 Notation

We will use the entropy terminology to express the various bounds. When the random variable X corresponds
to the drawing of a vector, uniformly at random, from a finite vector space X we have H(X) = log|X| =
dim X, for the appropriate choice of base in the logarithm. For subspaces X,Y C V, the usual dictionary
between entropy and dimension includes the relations

(joint entropy) H(X,)Y) = dim(X+Y)
(conditional entropy) HX|Y) = dmX/(XNY)=dim(X+Y)/Y
(mutual entropy) I(X;Y) = dimXnNnY

To an exact repair regenerating code of type (N, k, d) with secondary parameters (B, «, 3) correspond random
variables M, {W; : 1 <j <n} and {S;—; : 1 <4,j < n,i# j} that satisfy several entropy constraints.

The variable M describes the data to be stored at the N nodes and has entropy H(M) = B. The variable
W; is a function of M that describes the data stored at node j, and the variable S;_,; is a function of W;
that describes the helper information provided by node ¢ to repair node j. The entropy constraints are the
following.

(Storage) HW;) = a, HW;|M) =0, H(M|Wj;) =0 for |J| > k.
(Repair) H(Sz—U) = ﬁ, H(Sl_>J|WZ) = O, H(W]|S]_>J) =0 for |I| 2 d,] Q/ I.

Here W denotes the joint distribution W; = (W; : j € J) and S;—,; denotes the joint distribution S7_,; =
(Simsj 11 € 1), for j ¢ I. Assuming uniform distributions for each of the variables, the conditions H (M) =
B, H(W;) = o and H(S,-,;) = S describe the size of the underlying space for M, W; and S;_,;, respectively.
The access condition H(M|W;) = 0 for |J| > k says that the data can be recovered from information stored
on any k nodes, and similarly H(W;|S;—,;) =0 for |I| > d,j ¢ I says that node j can be rebuilt with helper
information received from any d remaining nodes.

For a linear regenerating code the above can be restated in terms of generating and parity-check matrices.
The generator matrix is a matrix of size B x Na with B independent rows and N blocks of columns, with
o columns in each block. The variable M corresponds to the columns space of the matrix, the variable W;
to the column space of the jth block of a columns, and the variable S;_,; to a subspace of W;. The access
conditions say that the full column space M is generated by any k of the NV subspaces W}, and that W; is
generated by any d of the subspaces S;_,;, i # j. Details for the parity-check matrix of a linear regenerating
code are in [4, Section 2.1].

1.2 Outline and Results

To describe the main result, consider the data collection scenario in Figure 1. Data is collected from a subset
of n nodes that are numbered 1 to n (out of a total of NV nodes). For a given ¢ with 0 < ¢ < n, the contents
of nodes £ + 1 to n is read from the nodes, an amount of size (n — £)a. The contents of nodes £,¢/ —1,...,1
is recovered in that order using repair information. When it is time to collect repair information for node
7, for 1 < 5 < £, repair information for that node is already available from nodes j + 1,...,n. The missing
repair information can be collected from nodes 1,...,j — 1 and form any d + 1 —n nodes that are not among
nodes 1 to n. Thus, with B(n) = H(W ,,)) the information content of n nodes,

B(n) < By(n) := (n — O)a + (96 +Ud+1-n)B, 0<l<n. (2)
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Figure 1: Data collection from n nodes.

In Section Bl we prove a version of this bound that includes an extra error term.

(Theorem [23) For 0 < £ < n,

Bn)+A < HWigsrm)+ Y. H(Sing)+ Y HWilSapi—j)
1<i<j<t j<t

where A = Zl§i<j§é H(Sij[Wiit1,m) > 0.
In Section [B] we exploit the error term to improve the upper bound.
(Theorem B3) For u=1,2,...,v, let Wy, be such that
H(SijWhiw) < H(SimiWiit1 ntu—1)s for1<i<j<di.
Then

B(n)+vB(n) < HWiprn)+ > H(Sing) + > HW;|Simp)+
1<i<j<t j<t

+Z HWiesr,m) + HWasaWigs1,m) + > HW1S 1,00 Watu)

i<t

In Section M, we give a choice W, 4, for linear regenerating codes such that H(W,,;,) = u(na — B(n)).
With this choice the upper bound becomes

(Theorem [£2) For a linear regenerating code, and for v > 0,

(U;2>B < (v+1)Be(n) + (U—gl)na—v(;)ﬁ

Forn=k+4+1=d+1, and for £ = n,

<U;Q>B < <v;1)na+ (;‘)ﬂ

This bound is Theorem 1.1 in [7]. It is attained by layered codes (defined in [15]).



2 Refinement of the exact repair outer bound

For a regenerating code of length N we fix an arbitrary ordering of the N nodes and denote by B(n)
the amount of data on the last n nodes. For a given n, we number the last n nodes from 1 to n. The
remaining N —n nodes are numbered from 0 downwards. The outer bound (@) is piece-wise linear of the form
B(n) <min{By(n) : 0 < £ < n}, with each of the By(n) a linear combination of the storage per node o and
the helper bandwith between nodes 3. In this section we derive a version B(n)+A < min{By(n) : 0 < ¢ < n}
with an explicit error term A. For n = k, the error term A gives a lower bound for the gap between the
functional repair and the exact repair outer bounds.

In deriving the outer bound we will only refer to helper information S;_,; for ¢ < j. For a given j,

1 < j < n, we consider the sequence X1, Xs,..., X, of n variables
e g
W;, for i > j.

In either of the two cases X; is a function of the information W, at node i. The following lemma is a
straightforward application of the chain rule and holds for an arbitrary sequence of n random variables.
Nonetheless it is at the basis of everything that follows.

Lemma 2.1. For a sequence X1,..., X, of n random variables, and for 1 < j <mn,
H(X5|X 1) + Y HX| X)) = Y HXG Xiprmpg) + HXG| X 10)
i<j i<j

Proof. The claim says that the joint entropy is the same for the sequence 0, Xy, ..., X,, and the permuted
sequence with 0 and X; exchanged. For a formal proof, apply the chain rule j times to H(X}; ,)) and j — 1
times to H (X1 n)\;)s

H(Xp1 ) = H(Xjjs1m) + > H(Xil Xi41,0),

i<
H(X[ ) = H(X jr1,0)) + Z H(Xi| X{ig1,n)\5)-
1<J
Now use H(Xp1nj) = H(Xpn\g) + H (X5 X1,005)- O

We apply the lemma to the sequence (3.
Proposition 2.2.

HWi[Wism) + Y HSis i Wiigr,n) <Y H(Sicss) + HW; ISy jss)

i<j i<j

Proof. In Lemma 211 we replace the second term on the left with a smaller term and the two terms on the
right with larger terms. O

Using the proposition ¢ times we obtain a refinement of the outer bound (2I).

Theorem 2.3. For0</{<n<d+1,

Bn)+A < HWigrrm)+ Y, H(Sing)+ Y HW,[Sumpj—g) (4)
1<i<j<t j<t

< (n—LOa+ (g)ﬁw(dﬂ—n)ﬁ.

where A = ZlSKjgg H(Si—>j|W[i+1-,n]) > 0.



Proof. With B(n) = H(Wj1 ),

B(n)+> Y  H(Sisj|Wiip1.m)
j<ti<i
= HWiepr.) + > HW; Wisim) + Y Y H(Sisi [ Wis1,n))

i<t j<t i<y

HWiggrm) + D H(Sing) + > HW[Supjoss)-

J<E i< Jj<t

IN

For the inequality use the proposition. O

The theorem shows that for a given 0 < £ < n, there is a gap in the upper bound () of size at least

A= Z H(Si~j[Wiit1,m) (5)

1<i<j<e

The terms in the sum capture that part of the helper information S;_,; may be redundant. There are two
important cases with A = 0, Minimum Storage Regenerating codes (MSR codes) and Minimum Bandwith
Regenerating codes (MBR codes). MSR codes have I(W;; W \;) = 0 for |J| = k and H(M) = ka. For MSR
codes, the bound (@) is achieved for £ = 0 and the summation for A is empty. Note that the summation for
A is empty also when £ = 1. MBR codes have I(S;;; Sp\i—;) = 0 for |I| = d and H(W;) = df. For MBR
codes, the bound (2)) is achieved for £ = k and the terms in the summation for A are all zero. For values of
¢ ¢ {0,1,k} we obtain improvements of () from lower bounds for the gap (E). Our approach is to collect
the helper information at a separate node W such that H(S;;|W) < H(S;—;|W[i4+1,n). The same chain
rule argument of Lemma 2.1l goes through if we add W as node W, 1 to the nodes Wy, W, ..., W,,. This is
worked out in the next section.

While Theorem 23] focuses on A as the main gap in the upper bound (2), three other gaps can be pointed
out. They are due to the transition from an equality in Lemma 2] to an inequality in Proposition by
replacing three of the terms. We quantify these gaps but will not consider them further in this paper.

H(Xi|X[i+1,n]) = H(Si—>j|S[i+1,j71]ﬂjW[j,n])
= H(Si-j|[Wiiy1,n)) + Ci(,lj)

c = I(Si—sj3 Wiig1,j—111Sli+1,j-11— i Wjm)) =0

i.j
H(Xi| Xpir1,n)\g) = H(Si=1S141,5-11-i Wit 1.0))
2
= H(S;-;) = C\7)

) = I(Siy; Stit+1,j-1]— Wijt1,n)) 2 0

.3

H (X1 X1m\g) = HW;1S0, -1 Wii1,m))
H(W;[S1,npj—iWig+1,n))

H(W; S jsg) — CF

CJ(-S) = I(Wj; Wiji1,m|Simpg) =0

All three gaps vanish for the important class of layered codes (defined in [15]).



3 Improvement of the exact repair outer bound

Starting point for the outer bound (@) in Theorem 23] is Lemma 211 The identity

H(X5|X 1) + Y HX| X)) = Y HX Xiprmpg) + HXG| X 1)

1<j i<j

holds for any n random variables with a common joint distribution. We applied it ¢ times, for j < ¢. For
each j < ¢ it was used with the choice of variables

W;, for i > j.

To estimate the term A given by (&) we apply the same bound v more times. Each time, before the bound is
applied we add a carefully chosen term X,, 4, = W, 4, to the sequence X1, X, ..., Xy 1y—1, for 1 <u < w.
Here W,, 1, is any function of M such that

H(SimjWhiu) < H(Sim[Wiis1ngu—1)),  for1<i<j</ (7)

The variables W,,1,, may be identified with added virtual nodes. For given j < ¢, the application of Lemma
2Tl to the extended sequence X1, X, ..., X, 1y vields, for 0 <u < v,

H(X| X j1nea) + O HX| X)) = Y HXi X tneuang) + HXG X 1 nraps) (8)

i<j 1<j
In the following lemma we take the sum of these v 4+ 1 equations.
Lemma 3.1. Let Xi,..., X, Xpy1, ..., Xnto be random variables such that
H(Xi| Xnq) < H(Xi| Xjig1,n4u—1]) forl1<i</{,1<u<w.
Then, for 1 < j <,
Z H(XG| X 1n4a) + Z H(X| X[iy1,n40]) < Z H(Xi| Xpip1,0\,) + Z H(X;| X1 ngu)\s)
u=0 i<j i<j u=0
Proof. Take the summation of [8) over 0 < u <wv. For 1 < u < v, the inequality
H(Xi| X(it1,n4u)\g) < H(Xi| Xnpu) < H (X X1, n40-1))
gives a cancellation of terms in the summation. O
We apply the lemma with the sequence (@).
Proposition 3.2. Let W, 1,, 1 <u < v, be such that
H(Sisj[Waiw) < H(SisiWiis1,n4u—1))s Jor1 <i<j<U{.
Then, for 1 < j </,

S HW [ Wisnsa) + D HSiosj Wikrna) < O H(Sing) + > HW;1S 00 Wata)-

u=0 i<j i<j u=0



Proof. In the result of Lemma 3.1l we replace the terms on the left with smaller terms and the terms on the
right with larger terms. Since Xy, = Wy1, and H(X;|W;) = 0 for all i < n + u, the condition in the
proposition guarantees the condition that is needed for the lemma. For 1 <i </,

H(X1|Xn+u) - H(lewn—i-u) S H(Xi|W[i+l,n+ufl]) S H(Xi|X[i+l,n+ufl])'

O
Theorem 3.3. For given 0 < ¢ <n andv >0, let W1y, 1 <u < v, be such that
H(SijWhiw) < H(Si—jIWit1 nqu—1))s for1 <i<j <UL
Then
B(n)+vB(n) < HWipsrm)+ Y, H(Sing)+ > HW,[Su )+
1<i<j<t j<e
+Z HWigt1m) + HWaga Wiean) + > HW; IS0 Wata)
i<e
Proof. The proposition yields, after summation over 1 < 5 </,
H(W{Lg] |W[Z+1-,n]) + Z H(W[l,f] |W[E+1,n] Wn-i—u)
u=1
S Z Z H(S1ﬂg) + Z H(Wj|S[17n]\j) + Z Z H(Wj|S[17n]\jWn+u).
J<t i<y i<t u=1j<¢
So that
B(n) +vB(n ZZH i—j +ZHW|51H]\J +ZZHW|51"]\J Watu) +
I<t i<j j<e u=1 </
+ H [€4+1,n] + Z H [€4+1,n] n+u)
After reordering the terms, the claim follows. O

Corollary 3.4. With notation and conditions as in the theorem,

(v+1)B(n) < (v+1)Be(n Z( Wiu) — (g)ﬁ)

Remark 3.5. If we use Theorem B.3]to obtain an upper bound for the conditional entropy H (Wi ¢|Wie41,n])
we find

(DB = B0 =) < (04 1)) (0= 00+ - (1070~ ()5

Together with B(n — £) < (n — £)« this gives Corollary B4



4 Linear regenerating codes
For linear regenerating codes, Condition ()
H(SijWhiw) < H(Simi Wit ntu—1)s for 1 <i<j <Y,

holds for
Wn—i—u = <Sz—>_] N W[i+1,n+u71] 1<i<y < €>

and thus for
Wn—i—u = <Wz N W[i+1,n+ufl] 21 < £> (9)

Lemma 4.1. For W4, as in (9),

A

¢
HWysa) < u (Y HW:) + HWierrn) = HWi )
i=1
< w min(fa,na — H(Wp )
Proof.

H(Wn-i-U)

IN

Z(H(WZ) — HWilWiit1 ngu—1)))

i<t
Z HW;) + HWig1n+u—1]) — HWp ngu—1))

i<e

Z HW;) + HWig1,m) + HWpngtngu—1]) = HW )

i<e

IN

Now apply induction to complete the proof. o
We apply Corollary B.41

Theorem 4.2. For a linear regenerating code, and for v > 0,

(” ; 2)B(n) < (w+1)By(n) + (” s 1)na _ v(;)ﬁ.

Proof. Use Corollary 3.4 in combination with Lemma [T}

(v+1)B(n) < (v+1)By(n) + uz_:l (u(na — B(n)) - (g) /3) .

For linear regenerating codes with n =k +1 =d + 1, and for £ = n, the bound
v+ 2 v+1 n
B<
(372 ) ()

For a regenerating code with (k = 2p,d = 3p) and (o = 2p, 8 = 1), the functional repair outer bound
yields B < (7p? + p)/2. The minimum in B < min{B,(k) : 0 < £ < k} is attained for £ = p. Corollary 3.3 in
[4] lowers the bound for exact repair regenerating codes by (p? — 1)/16. Theorem .2} with f =n =k = 2p
and v = 1, lowers the same bound by p?/6.

is Theorem 1.1 in [7].
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A Three proofs for (4,3,3) outer bounds

Proofs 1 and 2 are based on [4]. Proof 3 follows the current paper.

(Proof 1)
1 2 3 4 1 2 3 4 1 2 3 4

o *

ENEUCR N

.)(h..

W N

[ENOCR N
o]

4|[W3S152) + H(W3S152)
Wy|S354) + H(W3S1-2)

(W.
(
(S2—3|W1S24834) + H(W152,453-4)
(
(
(

IN I/\

IN I/\

So—y3|WaS34) + HW1Sa4) + H(S3-54)

S1-3|WaS1545354) + H(WaS15453-4)
S1-3]S253WaS54) + H(W2S1545534)

I/\I/\
T DR TS m:::

oo
| /\

(S1535253WySsy4) + H(W3S152) + H(W1S2-54) + H(W2515455-4)
= H(S1535253Wy) + H(W5S512) + H(W1S2-4) + H(W2S515453-4)

3B< > HW;)+ > H(Sis)).

1<j<4 1<i<j<4

(Proof 2)
1 2 3 4 1 2 3 4 1 2 3 4

=~ W N

.)(h..

[ENEGUR N

(oG CR N
>*

< HWsWy) + H(S152)
(S2-352—4) + H(W1S5-.4)
(W3Wy|Wa) + H(Wy) < H(W3Wy|Sa—,3S52-4) + H(W>)

IN

IN

T EnEm R F

B <
B
B
3B (W3WyS238254) + HWsWy) + H(S12) + H(W1S54) + H(W3)

(W3W4SQ*>3) + H(W3W4SQ*>4) + H(SlﬁQ) + H(W183*>4> + H(WQ)
(WyS15352-3) + H(W3S154524) + H(S152) + H(W1S54) + H(W3)

3B< Y HW;)+ > H(Sis).

1<j<4 1<i<j<4

IN A CIA

10



(Proof 3)

1 2 3 4 1 2 3 4
M 0 0 0 0 Wi Wy W3 Wy
Wi Wi Sise Siss Sioa 0 Sis2 Siss Sisa
Wa Wy Wa  Saz Saa Wa 0 Sa3 Soyg
W3 Ws  Wjs W3 S34 Ws Wi 0 S354
Wy Wy Wy Wy W, Wy Wy Wy 0
Wi Wi W Wi W W W Wi Ws

Table 1: Pairs of columns with the same entropy

Table [l contains random variables W; and S;_,; for a regenerating code with four nodes and parameters
(k =3,d = 3). The last row is obtained by adding a node W5 whose contents will be chosen later. Columns
with the same label 1 < j < 4 contain the same variables. For a pair of columns with the same label we
compute the column entropy using the chain rule from the bottom to the top. The computation is done first
for columns from row W, upwards and then for the extended columns from row W5 upwards. By invoking
the chain rule each entry in the table contributes to the entropy of its column with its entropy conditional
on the entries below it.

We compare the sum of the column entropies for the four columns on the left and on the right. First
we ignore the row W5 (or set W5 = 0). The entries below the diagonal produce the same terms left and
right. The four remaining entries with W; on the left (in the diagonal positions) sum to H (W, WoW3Wy).
The four remaining entries with W; on the right (in the top row) all produce 0 terms (using d = 3). The
remaining entries on the right sum to at most >, ;<4 Si—; (With equality if and only if for each term the
conditional entropy equals the actual entropy). We still have to account for the entries with S;_,; on the
left. In each case, an entry contributes at least H(S;_;|W;41,4)). Thus

HWiWoWsWa) + Y H(Sisj|Wiirng) < Y H(Siny)-
1<i< <4 1<i< <4
We repeat the comparison but now include the constant row Wj.
H(W\WoW3sWy|Ws) + Z H(Si-j[Wiig15) < Z H(S;—|Ws).
1<i<j<4 1<i<j<4

For W5y such that
H(Sij|W5) < H(Si—;[Wiit1,4))

we obtain
H(WiWaWsWy) + H (W, Wy Ws W, |Ws)
< HWAWLWsWa) + > H(SioWs) < > H(Sis)).

1<i<j<4 1<i<j<4

In the linear setting it suffices to choose for W5 a vector space that contains W; N W; g 4 for j = 1,2,3.
This results in H(Wg,) = Zl§j§4 H(WJ) — H(W1W2W3W4). And, with B = H(W1W2W3W4), in

3B< Y HW;)+ > H(Sis).

1<j<4 1<i<j<4
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