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We propose the continuous-variable quantum key distobugirotocol based on the Gaussian modulation
of a single quadrature of the coherent states of light, wischimed to provide simplified implementation
compared to the symmetrically modulated Gaussian cohstate protocols. The protocol waives the necessity
in one of quadrature modulations and the correspondingnehdransmittance estimation. The security of the
protocol against collective attacks in a generally phasesisive Gaussian channels is analyzed and is shown
achievable upon certain conditions. Robustness of thegobto channel imperfections is compared to that
of the symmetrical coherent-state protocol. The simplifimitlimensional protocol is shown possible at a
reasonable quantitative cost in terms of key rate and ofdble channel excess noise.

PACS numbers: 03.67.Hk, 03.67.Dd

I. INTRODUCTION cation of the QKD protocols which was startedinl[21], where
the low cost and compact discrete variable QKD system was
Over the last three decades, quantum key distributior?rOposed'

(QKD) [1] has emerged as a way to ensure the security of a se- In Sec:El], we present the UD CV QKD protocql, and we
cret key through the very nature of quantum states dise&tbut analyze. its security in Sed_JII. We ther_1 look at its perfor-
between trusted parties. Recent developments in this field amance in the common case of symmetric quantum channels
concerned with the continuous-variables (CV) coding of key"’lnd compare it to the usual symmetric protocol in §eé. IV.
bits, [2--19] in particular, the Gaussian modulation of tiedfi

quadratures of squeezed [5-10] and coherent states of light

118]. Coherent state protocols are more promising exper Il. UNIDIMENSIONAL PROTOCOL
imentally [14,[17] 18], and the main goal of the present pa-
per is to propose their further simplification. In partiaukl The central idea of the protocol is to modulate a single

published coherent-state protocols suppose a symmaerical quadrature of coherent states, in contrast to the usuateotie
plitude and phase quadrature modulation [with the excaptiostate protocols, where two quadratures are simultaneously
of the binary Zhao-Heid-Rigas-Litkenhaus 2009 (ZHRL0O9)modulated. This should provide simplified implementation,
protocol [19] However, an asymmetric protocol allows Alice at the price of slightly degraded performances, as we show
to use one modulator (e.g. an amplitude modulator) insteatielow. The scheme of the protocol is given in Fig. 1. One
of two. This would reduce the complexity and the cost of Al- of the trusted sides, Alice, produces coherent statgsyvith

ice’s apparatus. Furthermore, the amplitude modulatod usea laser source. Then she applies modulation in one of the
in a symmetric CV QKD apparatus needs to have a stronguadratures (denoted as x), using modulator M, and displace
extinction ratio, in order to avoid creating a "hole” inthene ~ each coherent state according to a random Gaussian variable
ter of the Gaussian probability distribution [20]. On theet ~ with displacement variancg;. With no loss of generality
hand, a simple single-quadrature amplitude modulatiors doewe further assume the modulated quadratute be the am-

not have this need, and the use of more standard (and cheapplifude quadrature. In this case the displacement can be per
modulators becomes possible. formed by an intensity modulator. The mixture of the modu-

Thus, in the present paper we propose the unidimenlated states t_husformsa“sausage” onap_hase-space [see Fig
sional (UD) CV QKD protocol based on the Gaussian singlem (a)]_. Its th|ckne§s is the quadrature_vanance .of a colteren
quadrature modulation of coherent states of light. We shovptate.i.e. 1 shot noise unit (SNU), and its lengthy&/y, + 1
the security of the protocol in a general phase-sensitiamch SNU. The states are then sent to the remote trusted party
nel restricting eavesdropper only by the physicality con-B(_)b through a generally phafse-sen_smve channel with {rans
straints and keeping to the pessimistic worst-case assumplittancen., 7,, and excess noisg, e, in x, andp quadrature,
tions. Then we compare the UD protocol to the standardespectively. Bob performs a homodyne measurement of the
coherent-state protocol and discuss the possible extensio Modulated quadrature, using a homodyne detector, megsurin

Our paper thus continues the tendency of technical simplifilnost of the time thecquadrature, and sometimes measuring
thepquadrature. This basis switching should be performed of-

ten enough to gather statistics on the properties of thereian

in thep-quadrature. However, in the asymptotic limit of many
*Electronic address: usenko@optics.upol.cz repetitions studied here, these measurements can be &-vanis
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In the case of collective attacks the lower bound on the key

rate is given by the difference between classical (Shannon)
A T x mutual information, available to the trusted parties (A 8)d

and the upper bound on the information extractable from the
state possessed by an eavesdropper (E) and conditioneel by th
measurement results of the reference side of the classisal p
Bob processing algorithms, i.e., in the case of reverse retianci
D tion the lower bound reads:

Channel
+ gx,p 5 nx,p
R K =1Iap — xBE, 1)

FIG. 1: (Color online) Scheme of the UD coherent-state mmito  wherexpg = S(E) — 5(E|£CB) is the Holevo quantitm3],
Alice prepares a coherent state using a laser source andrtbén  peing the capacity of a bosonic channel between an eaves-
ulates the state by displacing it along the modulated quadrais-  dropper (E) and the reference side of the information rec-
ing modulator M so that the modulation variancé/ig. The states  gnciliation (B), quantified as the difference of von Neumann
travel through an untrusted generally phase-sensitivereido a re- ntropyS(E) of the state, available to an eavesdropper, and
mote party Bob, who performs homodyne measurement of the mo he entropyS(E|zz) of th’e eavesdropper state conditic;ned
ulated quadrature. (a) Mixture of modulated coherent statea the me);\surenfent results of thepr%mote tr’usted party B

: a. b
phase space (assumingquadrature was modulated). (b) Equiva- [é N
lent entanglement-based scheme using a two-mode squesaathv ,[30]. The positivity of the lower boundl(1) means that

source, mode A is measured by Alice using a homodyne detectofh€ post-processing algorithms are able to distill the secu
mode B is squeezed on the squeezer S and sent to the channel.  key ,], i.e., that the protocol is secure under giveameh
nel conditions. In the cases where channel noise is present,
the collective attack can be accessed through the assump-
on the key ratel [22]. After a sufficient number of runs, Al- tion that the eavesdropper holds the purification of theestat
ice and Bob analyze the security and extract a secret key froshared between A and B, thus the entropies of the sub states
thez-quadrature data using a reverse-reconciliation proeedurof the generally pure state are equalfE) = S(AB) and
[1d,[14). S(E|zp) = S(A|zp). The calculation of the von Neumann
In the following section we estimate the security region ofentropies, contributing to the Holevo quantity, is done; us
the UD protocol and compare it to the standard cohereng-staing the covariance matrix formalism, explicitly descrigithe
based protocol. Gaussian states, through the symplectic eigenvalygsand
Acond Of the respective covariance matricesg prior to and
Y|z after the measurement so that

I11. SECURITY OF THE PROTOCOL

. . _ _ _ XBEZG()\I_l)-i-G()Q_l)—G(Lond_l),
Let us study the protocol in detail and estimate its applica- 2 2 2
bility. )

whereG () = (x4 1) log(x+ 1) — z log z [3€] is the bosonic
entropic function([37].

A. Computing the Key Rate from the Covariance Matrix

) : ) N
The study of security of CV QKD protocols including fi- B. Which Covariance Matrices are Physical 7

nite size effects [23, 24] and coherent attacks is an ongoing ) )
research progran[7} B./25127]. Very recently [28], Lewsrri 10 analyze the security of the protocol we switch to the

has shown for the first time the composable security againgduivalent entanglement-based (EPR) schere [38], which al
general attacks for a CV QKD coherent-state protocol. It Waéows_ the explicit description of trusted modes and their cor
shown that for the symmetrically modulated coherent-statéelations. For the UD protocol such a scheme can be built,
protocol, the optimal attacks are the Gaussian attackshand t Py taking a two-mode squeezed vacuum state of variahce
corresponding secret key rate tends to the one obtained f@nd squeezing one of its modes with the squeezing parameter
Gaussian collective attacks [291-31] for high number ofgsils  — log V'V, resulting in the covariance matrix:

We will compute the asymptotic key rate of our protocol

against collective attacks. An approach similar(to [28] can 4 0 vive—-1) 0
likely be applied to extend this security to a general attack 0 v 0 — /%
but this work is kept for future research. YAB = VVI—1) 0 V2 0

The extremality of Gaussian statés|[32] and subsequent S
optimality of Gaussian attacks [29,]30] allows one to use 0 -/ 5 0 1
the powerful covariance matrix formalism to estimate the 3)

amounts of information leaking to a potential eavesdroppeAs stated above, the modulated quadrature is the intensity
under given channel conditions. quadraturer. If Alice performs a homodyne measurement



3

on the mode A, then the coherent state is conditionally preand, thus, depends on the unknown correlation parargter
pared and is effectively sent to the remote party Bob. ThéHdowever, this unknown parameter is bounded by the require-
EPR-scheme is then equivalent to the Gaussian displacememient of the physicality of the state, which is given by the
of coherent states along thequadrature with the variance Heisenberg uncertainty principle, in terms of the covar@an
Var = V2 — 1. As the states travel through the noisy andmatrices beind [37]

lossy channel, the covariance matrix is transformed adcgrd

to the channel parameters. However, since there is no modula Yap +iQ >0, (9)
tion in thep quadrature, the correlation, and, respectively, the _ .

channel transmittance in cannot be estimated. The remote Where<2 is the symplectic form

party can therefore only measure the variance of the channel n

output inp. Thus, generally, the covariance matrix after the 0= @% w = ( 01 ) . (10)
channelin terms of the modulation variariég has the form: im1 —-10

This equation imposes physical constraints on the possible

!/
Tap = ) values ofC,. Such constraint in the general case of noise
V1+Vuy 0 Ve Var(1+Var)s 0 present in both quadratures is given by the parabolic eguati
0 1+ Vu 0 Cp onthe{V,?,C,} plane:
ViVar(1+Va)i 0 1+ n0:(Vi + €2) OB v
0 Cp 0 |74 _ 2 - M _ By\(1/B _ /B
" (Cp = Co)” < ESTRE (1 =nVg)(V,” = Vo) (A1)

wheren, ande, are, respectively, the channel transmittancewith vertex(V;?, Cy), defined as:
and excess noise, estimated by the trusted parties thrbegh t

measurement of the quadraturel/;)B is the output variance VP = _ (12)

of the mode B in the quadrature, which is measured at the L+ n2€p

remote side, and’, is the correlation between trusted modes , _ ,

in the p quadrature, being unknown due to the fact that the

quadrature is not modulated, which means that the channel V&V Var

transmittance is not estimated;in 0= _m- (13)
The covariance matrix of the state, conditioned by Bob’s

measurement im is given by The first part of the Holevo quantitg( AB), can be calcu-

- MP T lated from the symplectic eigenvalué§2 t.hat are given by
Vales =74 — 0aAB(X1BX)" 0yp, () the square roots of the solutions of equation
where~ 4, v are the submatrices of the covariance matrix 22— Az +dety, 5 =0, (14)

745 @), describing the modes A and B individually; s is
the submatrix of[{4), which characterizes correlation leetw ~ whereA = dety4 + det y5 + 2 det 045 is the second sym-
modes A and B)MP stands for Moore Penrose (pseudo-) in- plectic invariant, the first one beinigt v/, ;. The second part,

verse of a matrix, and S(Alrp), is calculated from\cong = /det y4|,,. This al-
lows one to analytically derive the lower bound on the key
X — ( 1o ) _ (6) rate and find the security bounds in terms of the unknown cor-
00 relationC,, upon given (measured)?”.

. o ) The corresponding physicality region and security within
In the general case the conditional matrix is thus given by physicality in terms of the correlatiofi, are given in Fig[R.
It is evident from the graph, that there exists a region of
The (Var T2 ’ @) VPB, when the protopol is secure for a6y. In this region the .
0 VI+Vy UD protocol can be indeed implemented without the necessity
of the correlation estimation ip, since no physically valid
Now let us estimate the lower bound on the key rhte (1) forcollective attack can break the security. For higher vabfes
our single quadrature protocol. Shannon mutual infornmatio VPB the protocol cannot be implemented, since it would only
between the trusted parties is easily calculated from tke fir be secure for some values 6f,, but Alice and Bob cannot
diagonal elements of the matrices andy ), estimate the latter quantity. Such a behavior can be clearly
observed at the graphs in Fi§]l 3, where dependence of the
1 Va 1 Nz Var lower bound on the key rate on the correlat@nis given for
Iap = 5 log Vas = 5log (1 Tir nzez) (®)  gifferent values of/’?, corresponding to the(c%gspective lines
in Fig.[2.
On the other hand, the estimation of the Holevo quantity When the channel excess noise> 0 increases, the phys-
XxBE, representing the upper bound on information, avail-icality region of the state after the channel expands, which
able to an eavesdropper, should be done from the whole statédlows Eve to perform stronger attacks.

VVi+1(14nz€) 0
/YA'IB -




G . @).
0095 1000 1005 1010 1016 10207 As the noise increases, the pessimistic value’pfgets
_0afb unphysical Iower thanC an_d must be found numerically. We thus
! consider the security region of our protocol as laying along
-04F unsecure the pessimistic value of, (giveq as a bold line i_n Fig[! 2)
from Cy to VpB=max, where physicality and security regions
R Y cross. In this case, a key rate computed 8> is greater
_062 A& secure T than the lower bound on the real key rate and is therefore too
' optimistic. However, when the pessimistic value(gf is in-
_07F : side the parabola, th@//0C,, = 0 at this point and the pes-
unphysical simistic value is usually close tG,"**. This explains why this
-08L upper bound, computed below, is often a good approximation.

The parabola bounding the physicality region corresponds
FIG. 2: Physicality (solid line) and security within the migality ~— to a state saturating the Heisenberg inequality (9). There-
(dashed line) regions of the UD protocol. The pessimistioevaf  fore, one of the symplectic eigenvaluds = 1 and\; =

Cp, which minimizes the key rate, is given as a bold solid lin@d¥ /det~’, , and Eq.[(R) becomes
ulation varianceVy; = 10, channel transmittance in x, = 0.1, AB

noise in x,c, = 5% SNR. PointA = (Co, Vi?) denotes the vertex
of the parabola, described Hy{11). The lines 1, 2, and 3 spored XBE ( \/det vy 5 — %) -G (%1 [det YAz, — %) (15)
to the key rate dependencies given in Elg. 3.

whenC), = C**.
K When Vj; > 1, i.e., in the strong-modulation limit,

ool det+’;5 > 1 and one can use the expansion of the bosonic

h functionG (3(A — 1)) = log A +log & — 222 4+ O (&), to
0.08] derive the following expression for the key rate upper bound

[ i’ 1 Na: _ €
0.06 ) Y —0.3gp Ky, -0 S 5log 2, ¥V, Frees 2D logs  (16)
0.0a] +G(3(/E +e—1) +O0(gn)
0.02:— with D = 1, (1 + nu€z — nz)(VpB(l +neex) — 1), (17)
c wheres can be replaced by whenC}*** is indeed the worst

-0.75 -0.70 -0.65 -0.60 -0.55 -0.50 -0.45 -0.40 Cp. If, furthermore, we are in the strong loss limit, where
1. < 1[89]andV;? is close to 1, one can expand the remain-

FIG. 3: Key rate secure against collective attacks versugledion  jng bosonic function and obtain

C, for different values of variancé’pB, corresponding to the lines

1, 2, and 3 in Fig.[2. The rest of the channel parameters are the - v
same as in the mentioned figure. Inset demonstrates thedEpen  Kv,, oo S Kg + ) Na — \/5} log €+O(77 +WVM)
of line 2 in the smaller scale. For comparison the line cgoesling Ne <1 (18)

to VPB = 1.00535 is given as dashed, demonstrating the particular

case when security is lost and then restored. In the following Section we analyze the security of the UD

protocol in the typical phase-insensitive Gaussian chlanne

C. Worst-Case Cp and Key Rate IV. PERFORMANCE FOR SYMMETRIC QUANTUM
CHANNELS
Counter-intuitively, the key rate is not always a
monotonously decreasing function of the correlation In typical communication channels, one expects values of
|Cy|. Indeed, it can be seen from Fi@] 3 that upon certairloss and excess noise in both quadratures to be symmetric.
values of varlancé/B the lower bound on the key rate can In this regimen, = 7, = n, €, = ¢, = ¢, and therefore,
have a local minimum within the security region. Moreover,VB = 1 + ne. The previous equations then become
the security can be even lost and restored (see the dasked lin

at the inset in Fig.13). _ _ KY™ o Silo 8 s o8 (19)
However, when the channel excess noise addeg-in

quadrature is small (i.e., whé@B is close to 1), the key rate is +G (% w/— +e—1) ) \/—VM

amonotonously decreasing function of the correlafityj (as

can be also seen in Fif] 3) in most of the physicality region, with D = 2r%€(1 +ne —n)(1 + 3ne). (20)

and the pessimistic value f6t, is typically the highest phys- K™ o S (2= V2e)nloge + O(n* + \/_VM) (21)

ically valid negative value”;***, which saturates inequality <1



Note that Eqs.[(19)-(21) describe well the lower bound on K
the key rate if the losses or noise in the channel are low, i.e. .
n — 1ore — 0, otherwise they give the result exceeding the 0100
lower bound on the key rate, and the latter needs to be calcu- | %
lated numerically using the pessimistit, within the physi- 0.001

cality region.
We now compare the UD CV QKD protocol with the stan- 107°F

dard symmetrical modulation protocol GG02][L1], 12,[29, 30]

used over the same channel. We first assume a noiseless lossy 107 -

channel, where = 0.
In this case, Eq.[(11) becomés, = C, and Eq. [(IB) ‘ ‘ :

gives therefore the key rate for oﬁ?protocol. It becomes, fo 0 o 20 30 40 50 60

-

n (dB)

Var = 00 FIG. 4: Typical dependence of the key rate on loss (in dB $cglen
svm 1 1+ 7 symmetric channel excess noise- 5% SNU. (Solid line) Symmet-
y = 1 —loge + O(m) (22)  rical coherent-state protocol; (dashed line) UD protocithworre-

V]u—)OO = Og _
e=0 2y 1=/ lation estimation irp; (dotted line) UD protocol without correlation

Its low transmission limit rate i§ log e, slightly smaller than estimation inp. Modulation variancé’a = 100.

the key rate of the standard coherent-state protocol initite h
modulation limit, given byl[40] €max
Kge% = —1log(l—n) ~ gloge forn< 1. (23) 0l

In the general case, however, the channel noise is present

and reduces the security of the protocol. The results ofdhe ¢

culations in this case are given in Fid. 4 in terms of the lower

bound on the key rate upon fixed channel excess noise and 01

in Fig. 3 in terms of the maximum tolerable channel excess

noise versus channel loss upon strong moduldtign= 100.

Evidently, the UD protocol demonstrates higher sensytitot

channel excess noise, which is the cost of technical simpliFIG. 5: Typical profile of the security region in terms of masil

fication, but still provides the reasonable security region tolerable channel excess noiseersus channel loss (in dB scale).

terms of channel excess noise, even in the pessimistic @ssun{Solid line) Symmetrical coherent-state protocol; (dasliee) UD

tion of the strongest physically possible collective attag/e  Protocol with channel estimation ip; dotted line: UD protocol

also provide comparison with the case when the Worst-cas‘é"thom channel estimation ip; (dot-dashedlllne) optimistic eyal-

C, is not estimated numerically but is optimistically taken asucat'gnccf,fngMprgt?th.’l without (;r/\aniell (;eostmatlon nassuming

a bound to physicality’?** (so that the key rate is approx- —”~ "7 odulation variance/ar = 100.

imately given by[(2l) in the limit of strong modulation), the

respective curve is given as the dot-dashed line in Eig. 5. It

is evident from the plot that the optimistic assumption @ th but some modulation and measurement is performed to esti-

physicality-bounded?"** gives the same security bounds as mate the channel transmittance (and, equivalently, thelzor

the pessimistic one when the channel attenuation goes beldin) in p. This intermediate protocol provides the security re-

few dB. In this regime it is sufficient to bound security by the gion, which lays in between the symmetrical and completely

physicality condition. asymmetrical counterparts, but requires modulation irh bot
Zhaoet al. have also introduced a single-modulation proto-gquadratures. Its main interest it theoretical, since @vadi one

col, ZHRL09. Contrary to our independently developed pro-to split the origin of the performance degradation of our-pro

tocol, it uses a binary modulation, simplifying even more th tocol compared to GGO02 between the degradation due to the

protocol implementation. However, its sensitivity to exge asymmetric modulation and the one due to incomplete chan-

noise is orders of magnitude below the tolerable exces®noidi€l estimation.

of the protocol presented here: An excess noise as small as Another possible option to improve the UD protocol could

e = 3 x 1073 does not allow any positive key rate beyond be the noise addition ip to decouple the eavesdropper from

1 dB losses, and ~ 103 does not allow one to go beyond the remote trusted party. However, it widens the physigalit

4 dB losses. This extreme sensitivity renders ZHRL0O9 useregion, allowing for the stronger collective attacks, amdst,

less in practice. In their conclusion, Zhabal. attribute this  if the noise is strong enough, security is always broken be-

sensitivity to the binary modulation and predict that a Gausfore the physicality bound, meaning that additional noise i

sian modulation would solve this problem. The present papep makes the protocol inapplicable. Additionally, if the chan

indeed proves this conjecture. nel estimation irp is performed, then the protocol shows the
For the sake of comparison we also analyzed the protocokame performance as the standard squeezed-based protocol

in which no information is extracted from thequadrature, [6,[12,129/30], since the homodyne detection on A projects

0.2




the two-mode state on the single-mode squeezed stategettiphase quadrature modulation and full channel estimation at
more squeezed as the noiseimcreases. the cost of lower key rate and higher sensitivity to chanrel e
Further analysis of the protocol will include consideratio cess noise, compared to the symmetrical coherent-state pro
of reduced post-processing efficien¢yl[41], composable sesol. However, the performance of the protocol is still compa
curity [28], and finite-size effect$ [28, [24], which, howeve rable to that of the symmetrical counterpart and allowslier t
depend on the signal-to-noise ratio and number of samplegractical implementation.
rather than the Gaussian modulation profile and thus would
affect the symmetrical and asymmetrical protocols siryilar
The position of the pessimistic bound for the unmeasured
correlation inp in particular does not depend on the post-
processing efficiency.
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