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Detecting Topology Variations in Dynamical
Networks
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Abstract— This paper considers the problem of detecting topol- can be represented via a linear dynamical system. The pnoble
ogy variations in dynamical networks. We consider a network of interest is then that of finding conditions under which it
whose behavior can be represented via a linear dynamical Sgsn. s hossible to detect a node or link disconnection from prior

The problem of interest is then that of finding conditions under .

which it is possible to detect node or link disconnections fsim knowledge of the nominal network topology and m_eas_ure-
prior know|edge of the nominal network behavior and on-line ments Of the network State or a Subset Of It. Contr|but|0ns
measurements. The considered approach makes use of anafysito this topic have been recently proposed. In [14], [15], the
tools from switching systems theory. A number of results are authors address the problem of detecting single and meiltipl
presented along with examples. link failures in a multi-agent system under the agreement

l. INTRODUCTION protocol. A notion of distinguishable flow graphs is intreed

R i h it d ing int 1 ?d sufficient conditions for achieving distinguishableam-
ecent years have witnessed a growing Interest 1owagfls . stated in terms of inter-nodal distances. In [163, th
networks of dynamical systems. There is in fact a trend

. d _authors investigate the problem of detection and isolatibn
build modern infrastructures as large-scale networksclwhi g P

) ; . link failures by exploiting the presence of discontinusti
are possibly geographically distributed [1]-{4]. Netwsrkf the derivatives of the output responses of a subset of nodes.

Qynamllcal systems also arse and pla_y a funde_tmental r?tleis worth noting that the problem of inferring variations
n v_eh|cle formatl_on,_ cooperative robotics, surveillareed of the network topology can also be addresses by means of
environment monitoring, to name a few [5]-[8]. topology identification algorithms [17]-[19]. However,eid-

In many situations, the network behavior is determined Bfication algorithms do not assume prior knowledge of the

strlgtly reIatet_j to its underlying t(_)pol_ogy. This is the_ €3S hominal network topology, which is possible in many praaitic
for instance, in consensus, coordination and synchrdoizat .

bl h he d ical hat d " &g:umstances, and, as such, do not take full advantagecbf su
problems, where the dynamical system that describes ra information, which may be crucial for achieviegrly
evolution of the network is related to the structure of thi
:

h th dels the | . h ) etection of stability and/or performance losses.
graph that models the Interaction among the various nesvork r, approach taken in this paper makes use of analysis tools
components [9], [10]. On the other hand, also the proble,

ffom switching systems theory. Specifically, networks with
L . o gwitching topology can be naturally modeled as a switching
nerork behaylons of paramount |mp0rtancg, and it is thesystem, where the switching signal determines the current
ObJeCF'V? of this paper to explore such a topic. o network configuration (operating mode). Thus, the problem
Variations of the network topology can have a major Impag detecting a node/link disconnection can be naturallyt cas

on stability and/or performance. For example, in consensuss o problem of determining under what conditions the

like networks a link disconnection may slow down Conve%?ﬂaﬂng mode of the system can be uniquely reconstructed

gence or even destroy agreement when the graph connectiylj observations. In the relevant literature, this prable

is lost [7], [9]. More importantly, variaftions of the _top(gjyy is known as thediscernibility, distinguishability or mode-
may affect the network secure and reliable operation. It faBbservabiIityprobIem [20]-[26]

the stron_g interdepende_ncy among the various elemen@of th For linear systems, discernibility can be fully characted
network is such that a failure in one part of the Commun'mt'cfhrough simple algebraic conditions. In fact, it is comelgt

?nfrast_ructure_ can rapidly create gIQbaI cf';lscading e‘-‘feﬂ?is characterized by the eigenspace components related to the
ISSUE IS amplified by the fact that failures in th? °°mm“’_'""“°‘t various operating modes of the system. These conditions are
infrastructure can be caus_ed nOF only by equipment fallmesgenerally difficult to refine because the dynamics related to

human errors but also by intentional attacks [11]-[13] the various operating modes of the system need not be related

fTE'S paper li:onsujlers tfhe proglem OT mfer:(m% varationgii, one another. In the present case, however, the situatio
of the network topology from observations of the networlg yiterent because the dynamics resulting from a node or

behavior. Specifically, we consider a network whose bernaviﬁ)nk disconnection can be related with the nominal one via
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sufficient conditions for detecting topology variations kmth wheree; € R™ denotes the-th versor, andM C V denotes
the cases of node and link disconnections. These conditidhs set of nodes whose state is available for measurements.
are based on simple algebraic tests, which can be easilA variation in the network topology is specified by means of
checked numerically as well as analytically whenever ampair(G, ®), whereG describes the novel topological structure
explicit expression for the eigenspace components turts amd ® describes the novel network behavioe,,
to be available, While the analysis is mainly oriented talgar R
a theoretical characterization of the detection probleme, t L (4)
results also provide several insights on how detection @n [ narticular, we assume thgtis an undirected graph defined
addressed in practice, as well as guidelines for the develop 5 . (v, &), where& C & & = &' with ¢;; # 0 if and
ment of sensor placement algorithms. . only if (i,5) € &, whereg;; denotes the(i, j)-th entry of
The remainder of this paper is as follows. In Section Il, Wg A5 detailed hereafte(G, &) captures several scenarios of
describe the framework of interest and formulate the distect practical relevance.
problem. In Section Ill, the main results of the paper ar@Biv 1) | ink disconnection without dynamics reconfiguration:
Connections with least-square identification are estaddtisn suppose that the link disconnection affects the nadgs V.

Section IV. Finally, Section V ends the paper with concltgzlin—rheng is characterized bf = £\ {(i, ), (j,i)}, and
remarks. For convenience, the proofs are reported in the R

Appendix. D =D — ¢y (eie) + ¢je;) (5)
Il. FRAMEWORK AND PROBLEM FORMULATION In words, the network dynamics remains unchanged with the

We consider a network of. nodes, whose topologicalexceptIon tha;; = ¢;; = 0.

structure is represented by an undirected gréphk= (V, ), 2) Li.nk.dishconnection W:;[h dyna}mics recon.firg];u;]atidnis .
whereV :— {1,2,...,n} denotes the node set afidc v x v  Scenario is the same as the previous one with the exception

g, in addition to havings;; = ¢;; = 0, a variation occurs
S0 in ¢;; and ¢;;. For example, in the linear consensus
problem described above, one has = ¢;; + 1 and¢;; + 1,

T =dx (1) and

denotes the edge set. We assume that the network behavi
can be represented via a linear dynamical system a

wherez € R™ denotes the network state; € R", i € V, P =P + eie; + ej¢ — e — eje] (6)
denotes the state of theth network node® € R"*" is the

matrix that determines the network behavior. We assume that) Node disconnection without dynamics reconfiguration:
& = &' and thatg;; # 0 if and only if (i, j) € £, whereg;, Suppose that the node disconnection affects the riagle/.

denotes thdi, j)-th entry of ®. ThgnG is characterized by¥ = &\ {(i,]), (,1); j € Ni},
As a relevant example, consider a classical agreeméYﬂ'le

problem in a network of_ co_ntinuous-time_ integrators with d—b_ Z bij (ei€; + e¢)) @)

local dynamicst; = u;, which implement a lineaconsensus jen.

protocol with unitary weights, ) ) ) ) ) ] o
4) Link disconnection with dynamics reconfiguratiainis

u; = Z (x; — ;) (2) scenario is the same as the previous one with the exception
JEN; that a variation occurs also in;. In the linear consensus

where \V; denotes the set of neighbors of nodeThis gives Problem described above, one has = 0, and

rise to the linear systerh = — Lz, whereL denotes thgraph = _ o B )
Laplacianinduced byG. The system is therefore in the same D= ) (i +ege) —eicy —ee)) ®)
form as [1) with® = —L, i.e, with ¢;; = 1 for j # ¢ and
¢ij=—|/\fi| for j = i. I1l. MAIN RESULTS

Remark 1:Although this paper is only concerned with |n this section, we first introduce a notion dfscernible
networks whose topological structure is represented by ABtworks We then present the main results of this paper
undirected graph, most of the conclusions can be extendgttl establish a number of connections with several graphs
to directed graphs as well. = of practical interest. To begin with, notice that the proble
of detecting a node or link disconnection from measurements
can be casted as the problem of finding conditions under
We regard the paird, ®) as representative of theominal which ® and & do not give rise to the same dynamics.

behavior of the network. The problem of interest is then thafetworks satisfying this property can be therefore reféte
of finding conditions under which it is possible to detect asdiscernible

variation of the network topology via: i) knowledge of the We formalize these concepts.
nominalmatrix ®; and ii) measurements of

JEN;

A. Problem formulation

Definition 1: A dynamical network is said to described by
y= Mz, M =cole;,ie M} (3) the pair (G,®) if G is the graph describing the network



topology and the network behavior obeys= ¢z, wherex is i) Nonzero indiscernible states exist if and only if there
the network state. n exists some eigenvalug@ common to® and ¢ such
that V(\) N V(\) # (, or, equivalently, such that
Definition 2: Consider two dynamical networks described  rank{[S(\) S(A)]} < u(A) + i&(A).
by (G, ®) and (G, ®), respectively. The networks are said t0 | et ¥(\) be a matrix whose columns form an orthonormal

beindiscerniblewith respect to the statey if e®zy = ™o pasis of 7()) N V(A). Hence, the sef of states for which
forall ¢ € R, Otherwise, they are said to be discernible. We; $) and (G, &) are indiscernible is given by

denote byZ the set of states for whictg, ®) and (G, ®) are -
indiscernible. - T ={z:x €span(¥(\),\ € spe¢®) Nspe¢d))} (12)

Definition 3: Given a matrix/ as in [3), the networks are In view of the above considerations, it is interesting to
said to bel-indiscerniblewith respect to the pair of statesinvestigate under which circumstances the variation in the
(zo,To) if Me®'xg = Me®'z, for all t € R>(. Otherwise, network topology may lead to a new system mafisharing
they are said to bé/-discernible. We denote by (M) the eigenvalue/eigenvector paifs\, z) with the original system
set of pairs of states for whichG, ®) and (G, ®) are M- matrix ®. Clearly, this amounts to searching for necessary and
indiscernible. m sufficient conditions for the existence of pairs ) such that

Both discernibility and)M -discernibility can be viewed as dr = dr = \z
particular observability problems, which can be addredsed
looking at the parallel interconnection of= ®z andi = ®z. With respect to the four scenarios of interest described in
For instance, d|Scern|b|||ty is equiva'ent to the Obsem@mf Section ”'A, the fOllOWiﬂg results can be Stated, whichwsho
the pair(A,T), whereA = diag{®, &} andl’ = [I — I], over that indiscernible states can be readily inferred by inprc
the setX = {(w,£) € R2" : w = ¢}. On the other hand)/- Of the components of the eigenvaluesdaf
discernibility is equivalent to the (standard) obsenigpibf =~ Theorem 1:(Link disconnection without dynamics recon-
(A,T), whereA = diag{®, ®} andl’ = [I — I]. The latter is figuration). Consider a disconnection of lirfk j) as in [3).
the classical condition for reconstructing the active motla Then, the networks are indiscernible with respect to a state
switching linear system from output measurements [20]).[2& € V (), with A € spec(®), if and only if z; =z; =0. =
One sees that both discernibility and-discernibility depend ~ Theorem 2:(Link disconnection with dynamics reconfig-
entirely on the eigenspaces ®fand ®, which are in general uration). Consider a disconnection of link,j) as in [8).
difficult to analyze. With respect to the case of switchinahenv the networks are indiscernible with respect to a state
systems, however, the analysis here considerably sinplifie € V(A), with A € spec(®), if and only if z; = z;. .
since® and® comes with a symmetric structure. For clarify, Theorem 3:(Node disconnection without dynamics recon-

we address the cases of discernibility amftdiscernibility ~figuration). Consider a disconnection of nodeas in [T).
separately. Then, the networks are indiscernible with respect to a state
€ V(A), with A € spec(®), if and only if
A. Discernibility v ) pec(®) y
We first consider the discernibility problem. Notice that 2 > $ij =0, > iz =0. (13)
since® and® are symmetric, there exist orthonormal matrices JEN; JEN;

S and S such that If, in addition, we assume that;; > 0 for anyi # j, then
®— SAS', &= 5AS 9) condition [13) becomes, =0 andz; = 0 for any j € ;.
< . . u
with A and A diagonal matrices. Let spek) denote the  Theorem 4:(Node disconnection with dynamics reconfigu-
spectrum of®. Moreover, for anyA € spe¢®), let u(X) ration). Consider a disconnection of nodas in [8). Then, the

and V() denote its multiplicity and eigenspace, respectivelpetworks are indiscernible with respect to a state V()
Finally, let S(\) be the set of columns of that generate with )\ € spec(®), if and only if

V(A), i.e, V(X)) = sparfS())), where span denotes the linear

span. We then have zj =z, YjeN;. (14)
Pt — Z e”g()\)g'(,\) (10) If, in addition, we assume thab = —L (as in the linear
Acsped®) consensus protocdl](2)) and we consider a non-null Lapiacia
dt M S/ S eigenvalue\, then condition[(1I3) becomes = 0 andz; =0
M=y NSNS D for anyj e A, .
A€speqd)

From the above results, it can be seen that, in general,
From the above expressions, it is straightforward to draav thiode disconnections are easier to detect than link discenne
following conclusions: tions. Similar considerations can be made to conclude that a
i) If speq®) N spec¢®) = (), thenZ = {0}, i.e. the only link/node disconnection without dynamics reconfiguration
indiscernible state is the zero state. This is obviously tleasier to detect as compared to a disconnection with dynamic
smallest indiscernibility set that one may have. configuration.



As an example, consider again the cése —L, whereL is  required by condition (ii) for all the eigenvalues ®f which
the graph Laplacian of. As well known, the all-ones vector are not eigenvalues ob. Finally, condition (iii) amounts to
1 is always an eigenvector @f associated to the eigenvalde requiring that, for any eigenvaluk that is shared by and
After a link/node disconnection with dynamic reconfigusati @, and for any(z,z) € V(\) x V()), one hasMz = Mz if
the novel dynamic matrix will coincide with —L, whereL and only ifz = z.
is the Laplacian of the grap@i. Hence, the all ones vectar Building upon Theorem 5, an expression &M ) can be
will be an eigenvector associated to theigenvalue also for given. To this end, for any € spec(®)\spec(®), let K (A, M)
® = —L. Hence, in this case, the stationary state- 1 turns be a matrix whose columns form a basis of the linear space
out to be indiscernible for any link/node disconnectionisie  {(x,0) € R?>" : = € V(\) and Mz = 0}. Let K(\, M)
consistent with the fact that = 1 satisfies the conditions of be defined in a similar way with respect fo € spec(®) \
Theorem 2 and 4 for anyand any;, being all its components spec(®). Finally, for any\ € spec(®)Nspec(®), let T (A, M)
identical. On the contrary, when a link/node disconnectidie a matrix whose columns form a basis of the linear space
without dynamic reconfiguration occuts= 1is no longeran {(z,z) € R*" : z € V()\),z € V(\), andMz = Mz}.
eigenvector ofb and, hence, is discernible (indeed= 1 does Then, we have
not satisfy the conditions of Theorem 1 and 3). If we further B
assume that the graghis connected, them turns out to be ~ Z(M)=span{T(\, M), \ € spe¢®) N spe¢®)}
the unique eigenvector with eigenvalOe Then, the second Uspan{ K (X, M), X € X € spec(®) \ spec(®)}
part of Theorem 4 can be exploited to conclude that, with Uspan{ K (\, M), A € \ € spec(®) \ spec(®)}
the exception oft = 1, the two cases of node disconnection
with or without dynamic reconfiguration give rise to the same Theorem 5 provides interesting insights on thember of
indiscernible eigenvectors. sensorsneeded so as to have output discernibility. Consider,

. I for example, the ideal situation in which and ® are dis-

B. M-Discernibility cernible from all the states,e, Z = {0}. Then, condition

We now turn the attention to the problem of detecting @ii) becomes
topology variation from observations of an output vegjos ~
Mz. In this respect, notice preliminarily that a states 7 rank {M [S(X) S(N)]} = p(N) + (N
for which (G, ®) and (G, ®) are indiscernible does always _ , _
generate indiscernible output trajectories. Then, if wéneée for anyA & spec(®)Nspec(®). Notice also that the rank in the
the setZp = {(z,z) : = € I}, we have thalp C Z(M) left-hand side cannot exceeshk{ M }, which, in turn, is equal

irrespective of the choice of the output matfik. On the other FO the number of measured nodes. Then, we can conclude that,

hand, by letting/ = I (i.e. by observing all the network N order to have output discernibility, one needs a number

nodes) we clearly havé» — Z(I), where stands for the Of Sensors at least equal to the maximum ameui) for

identity matrix of an appropriate dimension. Hence, a firgt € SPec(®) \ spec(®), i(A) for A € spec(®) \ spec(®), and
important problem is how to choose the matkikso thatZp = H(A) + A(}) for A € spec(®) N spec(®). Note that this is
T(M). This amounts to asking where sensors nodes shoiligt & lower bound, since Theorem 5 does not exclude that a
be placed in order to guarantee that discernibility impliés larger number of sensors may be needed. Nevertheless, such

discernibility. When such a condition holds, we say that tHePnsiderations indicate that, similar to what happens when
matrix M ensuresoutput discernibility Since we have standard observability is addressed [28], the number oésod

that should be available for measurements increases wath th

Me®' = 3" eMMS(N)S'(N) multiplicity of the eigenvalues.
A€espedd) As for the sensor placemenbne can see that in order to
Me®t — Z MME(N)S (N satisfy condition (iii) the sensolisc M must be positioned so

that the rows of the matrixS(\) S()] corresponding to the
indicesi € M contain at least one non-zero minor of order
the following result follows at once. rank {[S(\) S(\)] }. Analogous considerations can be given
Theorem 5:Consider an observation vectgr as in [3). for conditions (i) and (ii).
Then, conditiorZp = Z(M) holds if and only if the following  |n particular, condition (ii) becomes tricky when, stagin
conditions are satisfied: from a connected graply, a topology variation gives rise
(i) rank {MS(\)} = u(\) for any A € spec(®) \ spec(®); to multiple connected components in the gra@h(notice
(i) rank%MS(/\)} = fu(\) for any X\ € spec(®) \ spec(®); that this always happens in the case of node disconnection).
)-

A€Espedd)

i o s
(iii) rank {M [S(X) S(A)]} = rank {[S(X) S(A)]} for any Specifically, letg consist of N mutually disjoints components
\ € spec(®) N spec(d G',...,GN, and letN'* be the set of nodes belonging @

. (Clearly fozl IN*| = n). Then, as well-known,

Notice that condition (i) amounts to requiring that all the N
states belonging t&’(A), with A eigenvalue of® but not of, spec(G) = U spec(GF)
are observable from the outpyt= Mz. The same property is P



and, in addition, for any € spec(G*) there exist eigenvectorshave
x € V(\) such thatz; # 0 if and only if i € N*. As a

consequence, it is immediate to verify that condition (&nc MJZ{I’T M]\;{i’T
be satisfied only by placing sensors in each one of the mytuaIbN — Oy =
disjoints component§*, ..., G"N. : ’ :
Clearly, this latter requirement can be quite restrictie i Me®(N-DT MePWN-1T
practice. For instance, this implies that one can have dutpu (16)

discernibility with respect to any possible node discomioec Notice now that, when the state evolution is generated by the
only by placing a sensor in each network node. Hence, instgz@minal network(G, ®), the sampled outputs are of the form
of requiring complete output discernibility, in many sitisas Znx = Onx(to) + Vv where Viy = col(vo,...,vy—1) and

it may be of interest to restrict the attention only to some(to) is the (unknown) state at timg. Then, the least-squares
of the connected components of the graphThis can be cost function
done in a straightforward way by considering in condition

(i) only the eigenvalues and eigenvectors pertaining ® th

connected components of interest. For example, in the dase 0 . L
disconnection of node, one can restrict the attention to the?™0vides a quantitative measure of how close the observed

component with node set'\ {i} by excluding from condition output behavior is tq the nominal ones. In fact, whenever the
(ii) the eigenvector; pertaining to the trivial componert . output sample¥/y arises from the nominal network, we have
W(ZN) S EU.

Similarly, any output behavior generated {#y, ®) leads to
IV. A LEAST-SQUARES CRITERION FOR DETECTION OF sampled outputs of the fordiy = @Nx(t0)+VN and, hence,

TOPOLOGY VARIATIONS the least-squares cost function

m(Zy) = min [|Zy — On 2|

In the previous section, we have provided conditions under 7(Zx) = min ||Zy — On ||
which it is theoretically possible to detect a topology a&idn vER”
by observing the evolution of the staig in a subsetM of provides a quantitative measure of the distance between the
the network noded/. From a practical point of view, this canobserved outputs and the set of behaviors associated veth th
be done by resorting to a least-squares criterion, as ddtaimodified topology.
hereafter. Then, by computing the quantitiesZy) and7(Zy), the
Suppose that, starting from timg, a certain number, say following conclusions can be readily drawn:
N, of samples of the output vectgr are collected at the (a) whenr(Zy) > E,, the output samples are not consistent
time instantst = to + kT for k = 0,...,N — 1, where with the nominal network; hence we can conclude that a
T € Rso. In particular, to account for the possible presence variation from the nominal behavior has occurred.
of a measurement noise, let each sampléde of the form  (b) whenr(Zy) < E, and7(Zy) > E,, the output samples
are consistent only with nominal behavior; hence we can
z = y(to + kT) + vi, (15) exclude the variation associated wit#i, ®).
(c) when bothn(Zy) < E, and7#(Zy) < E,, we cannot
with v, an unknown but bounded discrete-time noise signal. conclude since the sampled outputs are consistent with
We assume that an upper bout) on the energy of the both the nominal and the modified behavior.

; i N-1 2\1/2 : H
sequencev; } is known,i.e. (3, |[vk[|?)'/? < E, where  of course, the considered framework can be easily exteraied s
||| stands for Euclidean norm. Hereafter, the vector of all thes 1o account for different possible topological variasiom

collected samples will be denoted by particular, the detection of a topological variation asase (a)
requires only the computation of the cost function assediat
Zn = col(zo, ..., 2N-1) with the nominal behavior. On the other hand, a “validation”

test as in case (b) requires, in general, the computatiomef o
cost function for each possible variation. Further, alscase
Remark 2:1t is worth noting that[(15) amounts to making(a), computation of the other cost functions can be useful in
use of synchronous measurements. While this hypothesis neagler to possibly identify the topological variation.
be restrictive in some cases, there are many applicatioesevh  As for case (c), this corresponds to the situation in which
the measurement devices are equipped with global posiionthe information contained in sampled outputs is not sufiicie
system (GPS) units. This is the case, for instance, in magy conclude on the underlying topology. Clearly, this case
smart grid applications where Phasor Measurement Units afgy arise when the measurement noise is sufficiently large
sampled from widely dispersed locations and synchroniz@d o as to mask the data information. However, case (c) is also
a common GPS reference [2]. = inherently connected to the conceptldf-indiscernible states
Let Ox and Oy denote the sampled-data observabilitgs previously defined. In fact, 1&€(M) and Z(M) be the
matrices associated wit§ and G, respectively. Clearly, we projections on the first and, respectively, lastomponents of



the setZ(M), i.e,

I(M) ={z € R":3z € R" such that(z,z) € Z(M)} it L
I(M) = {z € R™ : 3z € R"™ such that(z,z) € Z(M)} /a/ %

Then, it is an easy matter to see that when the output behavi
is generated by the modified network starting from state
z(tg) € Z(M), one hasrt(Zy) < E, andn(Zy) < E, since

both 7(Onx(tg)) = 0 and 7#(Onz(ty)) = 0. In this respect, 7 |
it is worth noting that althougi (M) is defined with respect
to an ideal situationife., assuming to measure the noise-free |
continuous-time evolution of = Mzx), it turns out that such

.

i

SEle
3

a set plays a fundamental role also in the practical sitnatio 0 El 2m
of sampled outputs affected by measurement noises, pbvide
that the sampling is non-pathological [29]. Fig. 1. Indiscernible points for the path graph in case df tilsconnections.

Lemma 1:Let the state trajectory be generated by theetting A := wki/n—mk/2nandB := mki/n+mk/2n, one hasos(A) =
modified network(G, ®). Furthermore, suppose that for an AOSE(% m’leneverA = +mnr - A/2andB = A+ A, wherem € N and
A, A € spec(®@) Uspec(®) with A £ A the following condition ’
holds

. 27h
Im(A —A) # — for h € Z\ {0} We consider first the case of disconnection of a ljikj).
wheneverRe(A — X) = 0. (17) Noti(_:e that we can restrﬁct the attention to the situatioreseh
j =1+ 1 since the casg =i — 1 is specular. In accordance
Finally, let N > 2n. Then, case (c) can occur only if with Theorem 2, the link disconnection is not detectableni a

d(I(fo),i(M)) < aF, (18) Only if

where« is a suitable positive constant an¢,-) stands for cos(wki/n — mk/2n) = cos(wkj/n — nk/2n)
point-set distance. " =cos(mwki/n + nk/2n)

In view of Lemma 1, it can be seen that, when the state
x(to) is far enough from the set d/-indiscernible states (in for somek € {0,1,...,n —1} andi € {1,2,...,n — 1}.
the sense that condition{18) does not hold) and the samigling O convenience, let us defin¢ := 7ki/n — 7k/2n and
non-pathological, then the sampled outputs provide saffici B := 7ki/n + mk/2n. By looking at the cosine function
information for detecting that a topological variation ha&cf. Figure[l), one sees that discernibility is violated when
occurred. Bounds on the constantan be found, as in [25], in 4 and B take the formA = +mr — A/2 and B = A+ A,
terms of the cosine of the smallest non-null angle between ttherem € N := {0,1,2,...} and A € [0, ). The reason
linear subspacespan(Oy) andspan(Oy ). Notice finally that for constrainingA to be Iess_ tham comes frpm_ the fa_ct that
condition [I7) is nothing but the well-known Kalman-Bertra B = A + 7k/n < A 4w sincek < n. This in particular
criterion for the observability of sampled-data systemglid ~ excludes indiscernible points located at the zeros of tiseneo
to the pair(T', A). function as well as indiscernible points of periodicity &f

Notice that a result analogous to Lemma 1 can be derivefhigher. Combining the previous expressions, we then have
also in the case of output behaviors generated by the nomifal= 7k/n Thus discernibility is violated whenever exist
network (G, @), with the setZ(M) replaced byZ(M). k,i,n andm such thatd = wki/n—nk/2n = £mr —7k/2n

or, equivalently,
V. AN EXAMPLE

In order to illustrate some of the previous results in an easy ki =nm (19)
manner, we consider the simple, yet non trivial, case of
linear consensus protocol with unitary weights over the
dimensional path grapf = P, with dynamics reconfigura-
tion, which is standard in consensus-like algorithms. Waifo
on the discernibility problem. Recall that the Laplaciarof
P, has eigenvaluea!*! = 2 — 2cos(rk/n) and eigenvectors

vbheren > 1. The following conclusions can be drawn: i) A
trivial solution to [19) is given byt = m = 0. As previously
noted, this corresponds to the fact that the consensusistate
1 turns out to be indiscernible for any link/node disconratti
i) Nontrivial solutions to [[IP) also exist. Simple examplare
(k,i,n,m) = (2,4,8,1) and (k,i,n,m) = (8,5,10,4); iii)
o = cos(nki/n — wk/2n) Ap?rﬁfrom the case where = m = 0, there is no solution
: to ) wheni € {1,n — 1}. In fact, if i = we obtaink =
BE{0 L n—1}ie{l,2,..n} nm. This has no{solutioni wheh, m > 0 sincek < n. If
where)l*] denotes thé-th eigenvalue andgk] denotesthé-th insteadi = n — 1 we obtaink(n — 1) = nm, or, equivalently,
component of thé-th eigenvector. This describes the nominat — m = k/n. This has no solutions wheh,m > 0 since
network (G, —L). k —m is integer, whereas/n cannot be integer sinde < n.



Point iii) is interesting since it indicates that, apartifrthe from which Theorem 2 follows. As for the case of a node
stationary statec = 1, a link disconnection can always bedisconnection without dynamics reconfiguration, we have
detected if it involves one of the endpoints of the graph. The - , ,
latter situation can also be viewed as a node disconnection, ~ *% = %%~ Z ¢ij (eic +eje)w

and, in fact, it is straightforward to verify that, apartrndhe JEN;
stationary case, node disconnections are always detecibl
see this, notice that, in accordance with Theorem 4, a node =Ar — Z Gij T | €i — T Z Pij €j
disconnection is not detectable if and only if there exist an JEN: JEN:
index ¢ such that which leads to the statement of Theorem 3. Finally, if we
consider the case of a node disconnection with dynamics
cos(mki/n — mk/2n) = cos(mki/n + wk/2n) reconfiguration, we have

=cos(mki/n — 3wk /2n) Bz — b 4+ Z(eie§+ej ¢ +eie,tejel)a

By the point iii) above, one can restrict the attention to the JEN;

case where € {3,4,...,n — 2} since the cases € {1,2}

andi € {n — 1,n} do involve the endpoints of the graph. Let =Ar - Z (@i —5) | e + Z (zj — i) ej
A and B be as before, and lgt := 7ki/n — 37k/2n. Thus, JEN: JEN;

there must exist three points, namely B and C' where the and, hence, conditior_(lL4). Concerning the second part of
cosine function takes on the same value. Apart from the caBeeorem 4, notice that wheh = — L then thei-th row of the

k = 0, this is not possible sinc& = C' + 27k/n < C' 4 2x. condition®z = Az can be written as

Hence, we conclude that, apart from the stationary case, a e .

node disconnection is always detectable. Wil i + Z Ty = AT

=
It is worth mentioning that a very similar analysis could be , o , o

carried out with respect to the grid graph since its eigespal NUS: it can be seen that; = z; for any j € N implies

is completely determined by the eigenspace of the path grapi = 9 Which concludes the proof. .

[28]. Proof of Theorem 5Clearly, conditions (i) and (i) are
necessary because, otherwise, we would have non-nuliliniti
states leading to zero output trajectories and hence indis-

VI. CONCLUSIONS cernible from the output. Further, condition (i) ensureat flor
/ i a
In this paper, we have addressed the problem of detectﬁg tst:?r:i,\?x;g&? 5 (E\/;)feﬁt?a;v I,:Q ;\hg Z%et(;(i) e\vsgil(j(t:igj(l;\) of
topology variations in dynamical networks, consideringhbo G.®) is not null. Since this term is never present in the

the cases of node and link disconnections. The results sh mput evolution ofG, ), we can conclude thdt, ) is M-

that the detection problem can be characterized throug;hlesimdiSCernibIe from(G (f)) ir,1 such a state. Similarl7y condition

algebraic conditions, which depend on the eigenspace co B ensures thai(gJi)) is M-discernible from(G (’I)) in all

ponents related to the nominal and faulty operating mode o statess such ’thatS’()\):c £ 0 for at Ieast’ one\ e

the network. While the analysis is mainly oriented towards =

X o . Spec(®) \ spec(®). Hence, under conditions (i) and (i), a
a theoretical characterization of the detection probleme, tnecessary condition for a pair of statés,z) to be M-

results also provide several insights on how detection @&n ipldiscernible is thals’(A\)z — 0 and §'(\)z = 0 for any A €

addressed in practice, as well as guidelines for the develg = N = :
’ i S P ®)and) €5 P ), or, equivalently,
ment of sensor placement algorithms. bBeC( ) \spec(®) € spec(®)\spec(®) 9 y

that = belongs toU )¢ pec(w)nspec(d) V (A) and z belongs to
Unespec(@)nspec(d) V (A). Consider now two such statesand
APPENDIX Z. Condition (jii) ensures that, for any € spec(®)Nspec(P),

one hasMS(\)S'(Nz = MS(\)S'(\)z if and only if

Proof of Theorems 1-4.et x be an eigenvector od with  g()\)5/(\)z = §(\)§’(\)z. This, in turn, implies thatz, z)
eigenvalue), i.e, x is such thatbz = Az. Then, Theorem 1 gre A/-indiscernible if and only ifr = z € Z, which proves
readily follows from the fact that, when a link disconneatio the sufficiency of conditions (i)-(iii). Finally, the necity of

without dynamics reconfiguration occurs, we have condition (iii) readily follows from the fact that, when dua

_ condition is not satisfied for somg € spec(®) N spec(P),
— / ! — . . .
Dz = Pz — dij(eiej +eje)r = Av — ¢ij(zjei +xi€j).  there exist pairs of stategr,z) ¢ Zp with z € V()),

o _ o _ _ ~ 2 € V() such thatM S(\)S’(\)x = MS(A\)S'(\)z. .
Slmllarly, m_the case of a link disconnection with dynamics proof of Lemma 1Consider the joint observability matrix
reconfiguration we have [On — Op] which coincides with the standard sampled-

- data observability matrix associated with the péir, A).
Pz = Px+gileie;teje;teie;+eje)a Sincespec(A) = spec(®) U spec(®) and A has dimension

= dx+(x;—xj)e; + (z; —xi) ey 2n x 2n, we can apply the Kalman-Bertram criterion for the



observability of sampled-data systems and conclude thanw [22] M. Baglietto, G. Battistelli, L. Scardovi, Active modebservability of
conditions [[IV) andV > 2n are satisfied, the null space of

[On — O] coincides with the set of unobservable states &213]
the pair(I', A), which is precisely the sef(M). Hence, we [24]
have Oxz = Oxz if and only if (z,z) € Z(M). Then, the
statement of Lemma 1 can be proven by proceeding as in {?‘%
proof of Theorem 2 of [25], to which the reader is referred

for details. n
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