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Sequential Aggregate Signatures with Short Public Keys
without Random Oraclés
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Abstract

The notion of aggregate signature has been motivated bycafiphs and it enables any user to
compress different signatures signed by different signardifferent messages into a short signature.
Sequential aggregate signature, in turn, is a special HKiadgregate signature that only allows a signer
to add his signature into an aggregate signature in se@lender. This latter scheme has applications
in diversified settings such as in reducing bandwidth ofiftiesite chains and in secure routing protocols.
Lu, Ostrovsky, Sahai, Shacham, and Waters (EUROCRYPT 20@8ented the first sequential aggre-
gate signature scheme in the standard model. The size ofphigiic key, however, is quite large (i.e.,
the number of group elements is proportional to the secpatameter), and therefore, they suggested
as an open problem the construction of such a scheme withlshys.

In this paper, we propose the first sequential aggregatatsiggrschemes with short public keys
(i.e., a constant number of group elements) in prime ordgmiaetric) bilinear groups that are secure
under static assumptions in the standard model. Furthe;neor schemes employ a constant number
of pairing operations per message signing and messagecaédfi operation. Technically, we start
with a public-key signature scheme based on the recent gst&m encryption technique of Lewko and
Waters (TCC 2010). This technique cannot directly provideggregate signature scheme since, as we
observed, additional elements should be published in aiqpkby to support aggregation. Thus, our
constructions are careful augmentation techniques fodtfa system technique to allow it to support
sequential aggregate signature schemes. We also proposki@ignature scheme with short public
parameters in the standard model.
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tion, Bilinear maps.

*This paper is the combined and extended version of two p§P8j&4] that appeared in PKC 2013 and ACNS 2013, respec-
tively.

TKorea University, Seoul, Korea. Emaffuspin@korea.ac.kr.

*Korea University, Seoul, Korea. Emalionghlee@korea.ac.kr.

8Google Inc. and Columbia University, NY, USA. Emailot i@cs . columbia.edu.


http://arxiv.org/abs/1502.06691v1

Contents

1

Introduction B
1.1 PreviousMethods . . . . . . . . . . e e [@
1.2 OurContributions . . . . . . . . . . e e e Dl
1.3 Additional Related Work . . . . . . . . . . . e e e e e BS
Preliminaries G
2.1 Asymmetric Bilinear Groups . . . . . . . . . e e e e I
2.2 Complexity ASSumptions . . . . . . . . . . e e e (b
Public-Key Signature E]
3.1 Definitions . . . . . . e e e e e D’
3.2 COonStruCtion . . . . . . . . o i e e e e e e [é
321 OUrPKSLSChEME . . o o oo e, 9
322 OUrPKS2SChEME . . o o o oo 10
3.3 Security Analysis . . . . .. e e e [1h
331 Analysis OF PKSL . . . o\ o oo
332 ANalysis O PKS2 . o o o o e [17
Sequential Aggregate Signature @
4.1 DefiNitioNS . . . o v o e 23
4.2 Construction . . . . . . . . e e e @1
421 OUFrSASLSCREME . .« o o o ot e e 24
422 OUFSAS2SCNEME . . v v v o e e e e e e e e, 26
4.3 Security Analysis . . . . . e e e e e [2F
4.4 DISCUSSIONS . . . o v v e e e e e e e e e E(b
Multi-Signature @
5.1 Definitions . . . . . . e e e e e e E_d)
5.2 CONnStruction . . . . . . . . o o o e e e e EJZ
5.3 Security Analysis . . . . .. e e
5.4 DISCUSSIONS . . . o v o o e e e e e e  aa @l
Conclusion @
Lewko-Waters IBE @
Al The LW-IBE SCheME . . o . o o oo e e (38
A2 The LW-PKS SChEME . . . o o o o e e e e e i (38



1 Introduction

Aggregate signature is a relatively new type of public-kgnature (PKS) that enables any user to combine
n signatures signed by different signers om different messages into a short signature. The concept of
public-key aggregate signature (PKAS) was introduced bgdBo Gentry, Lynn, and Shacham [10], and
they proposed an efficient PKAS scheme in the random oracleinging bilinear groups. After that,
numerous PKAS schemes were proposed using bilinear grdijgis 8§/ 15 16, 27, 28] or using trapdoor
permutations [3,29, 31].

One application of aggregate signature is the certificaténshof the public-key infrastructure (PKI)
[10]. The PKIsystem has atree structure, and a certificate @iger consists of a certificate chain from a root
node to a leaf node, each node in the chain signing its predecedf the signatures in the certificate chain
are replaced with a single aggregate signature, then bdtiddar signature transfer can be significantly
saved. Another application is to the secure routing prdtotthe Internet protocol [10]. If each router that
participates in the routing protocol uses a PKAS schemeaisof a PKS scheme, then the communication
overload of signature transfer can be dramatically redu¢edthermore, aggregate signatures have other
applications such as reducing bandwidth in sensor netwaorked-hoc networks, as well as in software
authentication in the presence of software upddte [1].

1.1 Previous Methods

Aggregate signature schemes are categorizddllagggregate signatureynchronizegiggregate signature,
andsequentialaggregate signature depending on the type of signaturegafgrn. They have also been
applied to regular signatures in the PKI model and to ID-tasgnatures (with a trusted key server).

The first type of aggregate signaturefudl aggregate signaturewhich enables any user to freely ag-
gregate different signatures of different signers. Thikdggregate signature is the most flexible aggregate
signature since it does not require any restriction on tlgeeggation step (though restriction may be needed
at times for certain applications). However, there is ong €ull aggregate signature scheme, proposed by
Boneh et al. [1@. Since this scheme is based on the short signature schemanehkit al.[[11], the sig-
nature length it provides is also very short. However, thraisty of the scheme has just been proven in the
idealized random oracle model and the number of pairingadjoers in the aggregate signature verification
algorithm is proportional to the number of signers in theraggte signature.

The second type of aggregate signatursyischronized aggregate signaturehich enables any user to
combine different signatures with the same synchronizifigrmation into a single signature. The synchro-
nized aggregate signature has one drawback: all signewtdsbioare the same synchronizing information
(such as a time clock or another shared value). Gentry ancdz&aifd5] introduced the concept of syn-
chronized aggregate signature. They proposed an iddyggged synchronized aggregate signature scheme
using bilinear groups, and they proved its security in timeloen oracle model. We note that identity-based
aggregate signature (IBAS) is an ID-based scheme and thas om a trusted server knowing all private
keys (i.e., its trust structure is different from that inukg PKI). However, it also has a notable advantage
in that it is not required to retrieve the public keys of signim the verification algorithm since an identity
string plays the role of a public key (this lack of public keyimdicated in our comparison table as public
key of no size!). Recently, Ahn et al.][1] presented a pukég-synchronized aggregate sighature scheme
without relying on random oracles.

1Subsequent to our work, Hohenberger et[al] [19] proposediemtity-based aggregate signature scheme that supptirts fu
aggregation based on the recently introduced candidatéimedr maps of Garg et al. [14].



The third type of aggregate signaturseguential aggregate signatuf8AS), which enables each signer
to aggregate his signature to a previously aggregatedtsigni a sequential order. The sequential aggre-
gate signature has the obvious limitation of signers bendgred to aggregate their signatures in contrast
to the full aggregate signature and the synchronized agtgesignature. However, it has an advantage in
that it is not required to share synchronized informatioroagnsigners in contrast to the synchronized ag-
gregate signature, and many natural applications leadsilers to this setting. The concept of sequential
aggregate signature was introduced by Lysyanskaya, MRelizin, and Shacham [29], and they proposed
a public-key sequential aggregate signature scheme uséngettified trapdoor permutations in the random
oracle model. Boldyreva et al.|[7] presented an identityeloiasequential aggregate signature scheme in
the random oracle model using an interactive assumptidnf tuas shown by Hwang et al. [20] that their
construction is not secure. After that, Boldyreva et/al.d&jposed a new identity-based sequential aggre-
gate signature by modifying their previous constructiod proved its security in the generic group model.
Recently, Gerbush et al. [16] showed that the modified IBA%&Btwe of Boldyreva et al. [8] is secure under
static assumptions using the dual form signatures framewor

The first sequential aggregate signature scheme withodbraroracle idealization was proposed by
Lu et al. [27[28]. They converted the PKS scheme of Waler} 84he PKAS scheme and proved its
security under the well known CDH assumption. However rteelneme has a drawback since the number
of group elements in a public key is proportional to the siéggyrarameter (for a security off2 they need
160 elements, or about 80 elements in a larger group); soléfens an open question how to design
a scheme with shorter public keys. Schroder proposed a P§oh8me with short public keys relying
on the Camenisch-Lysyanskaya signature schéme [33]; lewieg scheme’s security is proven under an
interactive assumption (which, typically, is a relaxatissed when designs based on static assumptions are
hard to findﬂ Therefore, the construction of an SAS scheme with shortiplielys without relaxations
such as random oracles or interactive assumptions wasslaft apen question.

1.2 Our Contributions

Challenged by the above question, the motivation of ourarebeis to construct an efficient SAS scheme
secure in the standard model (i.e., without employing agsioms such as random oracle or interactive
assumptions as part of the proof) with short public keys.(@gonstant number of group elements). To
achieve this goal, we use the PKS scheme derived from thétigdased encryption (IBE) scheme, which
adopts the innovative dual system encryption techniqué¥atérs [26, 35]. That is, an IBE scheme is first
converted to a PKS scheme by the clever observation of NdorTl®e PKS schemes that adopt the dual
system encryption techniques are the scheme of WatersyBijh includes a random tag in a signature, and
the scheme of Lewko and Waters [26], which does not includmdam tag in a signature. The scheme of
Waters is not appropriate to aggregate signatures singaridem tags in signatures cannot be compressed
into a single value. The scheme of Lewko and Waters in conwasder groups is easily converted to
an aggregate signature scheme if an elemeftnis moved from a private key to a public key, but it is
inefficient because of composite order groEps.

2Gerbush et al[T16] showed that a modified Camenisch-Ly$gaessignature scheme in composite order groups is secure
under static assumptions. However, it is unclear whetherctmstruction of Schroder can be directly applied to thislified
Camenisch-Lysyanskaya signature scheme. The reasontiagbeegatingG,, and Gp, subgroups is hard and a private key
elementg; 3 € Gp,p, cannot be generated by the key generation algorithm of aregate signature scheme. Additionally, our
work and findings are independent of the work of Gerbush et al.

3We can safely move the element@yp, from a private key to a public key since it is always given isuamptions. Lewko
obtained a prime order IBE scheme by translating the Lewkadev8 composite order IBE scheme using the dual pairingprect



Table 1: Comparison of aggregate signature schemes

Scheme Type ROM KOSK PKSize ASSize SignTime \erify Time Awsption
BGLS [10] Full Yes No Xy 1kp 1E IP CDH

GR [15] IB,Sync Yes No -  B+A  3E  3P+HE CDH
AGH [1] Sync Yes Yes ko 2kp+32 6E 4P HE CDH

AGH [1] Sync No Yes kp 2kp+32 10E 8P HE CDH
LMRS[29)  Seq  Yes No & 1k IE IE  certTDP
Neven [31] Seq Yes No Kk ki +2A  1E+2M 2IM uncert CFP
BGOY [8] IB, Seq Yes No - By 4P +IE 4P +IE Interactive
GLOW [16] IB, Seq Yes No - [ 10P + 2E 10P + 2E  Static
LOSSW[27] Seq  No  Yes R, 2k, 2P+4IM 2P+2AIM CDH
Schroder([33] Seq No Yes kg 4kp IP+2E IP+IE Interactive
Ours Seq No Yes K, 8kp 8P +3E 8P +4E Static

Ours Seq No Yes B 6kp 6P + 6E 6P +3E  Static

ROM = random oracle model, KOSK = certified-key model, IB =ritiy based
A = security parameteky, k¢ = the bit size of elements for pairing and factorihg,the number of signers
P = pairing computation, E = exponentiation, M = multiplicat

Therefore, we start the construction from the IBE schemeesfko and Waters (LW-IBE) [26] in the
prime order (asymmetric) bilinear groups. However, this-PRIS scheme, which is directly derived from
the LW-IBE scheme, is not easily converted to an SAS scheméa(aas we see). The reason is that we
need a PKS scheme that supports multi-users and publiad®maization to construct an SAS scheme by
using the randomness reuse technique of Lu ef al. [27], lmutWW-PKS scheme does not support these
two properties. Technically speaking, this directly coted LW-PKS scheme does not support multi-
users and public re-randomization since group elemgnish € G cannot be published in a public key.
To resolve this problem, we devised two independent salgticOur first solution for this problem is to
randomize the verification algorithm of the LW-PKS schemeé pnblishg, u,h € G in the public key. That
is, the verification components are additionally multigltey v, V3,9V~ to prevent the verification of invalid
signatures. Our second solution for this problem is to ramide the group elements of the public key. That
it, we publishgw‘f,uvﬁ“, hV\/i“ € G in the public key instead af,u,h € G.

Here we first construct two PKS schemes in prime order (asytrigpbilinear groups that support multi-
users and public re-randomization by applying our two $ohstto the LW-PKS scheme, and we prove their
security by using the dual system encryption technique.tNexconvert the modified PKS schemes to SAS
schemes with short public keys by using the randomness teakrique, and then we prove their security
based on the traditional static assumptions without randmmles. Additionally, we present an efficient
multi-signature scheme based on our modified PKS schemée[Tafives the comparison of past aggregate
signature schemes with ours.

spaces[[25]. One may consider to construct an aggregatatgsignscheme using this IBE scheme. However, it is not easy to
aggregate individual signatures since the dual orthonldpass vectors of each users are randomly generated.



1.3 Additional Related Work

There are some works on aggregate signature schemes thatsadiners to communicate with each other
or schemes that compress only partial elements of a signatuthe aggregate algorithml [2,[4,]12] 18].
Generally, communication resources of computer systemsey expensive compared with computation
resources. Thus, itis preferred to perform several expemsimputational operations rather than one single
communication exchange. Additionally, a signature schentle added communications does not corre-
spond to a pure PKS scheme, but corresponds more to a maditiqm@tocol. In addition, PKS schemes
that compress just partial elements of signatures cannobbgidered aggregate signature schemes since
the total size of signatures is still proportional to the tiemof signers.

Another research area related to aggregate signature tssigulature [[6, 211, 27]. Multi-signature is
a special type of aggregate signature in which all signereigge signatures on the same message, and
then any user can combine these signatures into a singlatsign Aggregate message authentication code
(AMAC) is the symmetric key analogue of aggregate signatkiedz and Lindell[[22] introduced the concept
of AMAC and showed that it is possible to construct an AMACestie based on any message authentication
code scheme.

2 Preliminaries

In this section, we define asymmetric bilinear groups anmdhice the complexity assumptions for our
schemes. The description of LW-IBE and LW-PKS schemes iginr AppendiXA.

2.1 Asymmetric Bilinear Groups

Let G,G andGt be multiplicative cyclic groups of prime ordgx Letg andd be generators db andG,
respectively. The bilinear magp: G x G — Gt has the following properties:

1. Bilinearity: Vue G, e G andva,b e Zp, e(L?, ) = e(u, V).
2. Non-degeneracye(g,§) # 1, that is,e(g,§) is a generator ofst.

We say thqﬁ},@,GT are bilinear groups with no efficiently computable isomaspts if the group opera-
tions inG, G, andGr as well as the bilinear magpare all efficiently computable, but there are no efficiently
computable isomorphisms betwe€randG.

2.2 Complexity Assumptions

We employ four assumptions in prime order bilinear grougse $XDH and DBDH assumptions have been
used extensively, while the LW1 and LW2 assumptions weredhiced by Lewko and Watelis [26].

Assumption 2.1(Symmetric eXternal Diffie-Hellman, SXDH)_et(p,G,@,GT,e) be a description of the
asymmetric bilinear group of prime order p. Letigbe generators d@,@ respectively. The assumption is
that if the challenge values

D= ((p,G,G,Gr,€),9,6,6*,¢°) and T,

are given, no PPT algorithn can distinguish T= To = §2° from T = T, = §° with more than a negligible
advantage. The advantage Bfis defined aAdvz*PH(A) = |P{B(D,To) = 0] — Pr{B(D, Ty) = 0]| where
the probability is taken over the random choice gh@ € Zy,.



Assumption 2.2(LW1). Let (p,G,G,GT,e) be a description of the asymmetric bilinear group of prime
order p with the security parametar. Let g § be generators of, G respectively. The assumption is that if
the challenge values

D=((p,G,G,Gr,€),0.¢°. 6,6 ¢ ¢, 6.6, ¢ 6 8, 6°°,6"°) and T

are given, no PPT algorithn® can distinguish T= Ty = Qabzc from T = T, = g9 with more than a negligible
advantage. The advantage Bfis defined a®\dvig"!(A) = | P{B(D, To) = 0] — P{B(D, T1) = 0]| where the
probability is taken over the random choice obzac,d € Zj,.

Assumption 2.3(LW2). Let (p,G,@,GT,e) be a description of the asymmetric bilinear group of prime
order p. Let gg§ be generators df, G respectively. The assumption is that if the challenge walue

D = ((p7G7@7GT7e)7g7 ga7 gb7 gc7g7 Qa7 Qa27gbx7 gabx7 Qazx) and -I—7

are given, no PPT algorithn$ can distinguish T= Tp = g°¢ from T = T; = g% with more than a negligible
advantage. The advantage Bfis defined a#\dvig"?(A) = | P{B(D, To) = 0] — P{B(D, T1) = 0]| where the
probability is taken over the random choice obzac,x,d € Zp.

Assumption 2.4(Decisional Bilinear Diffie-Hellman, DBDH)Let (p,GL@,GT,e) be a description of the
asymmetric bilinear group of prime order p. Letigbe generators df, G respectively. The assumption is
that if the challenge values

D = ((p7G7@7GT7e)7g7 ga7 gb7 gc7g7 Qa7 gb7 gc) and -I—7

are given, no PPT algorithr8 can distinguish T= To = e(g,§)2° from T = T, = e(g,§)9 with more than a
negligible advantage. The advantagesi defined ag\dv3®°"(A) = | PriB(D, To) = 0] — Pr{3(D, T1) = 0|
where the probability is taken over the random choice,tf@d € Zj,.

The LW1 and LW2 assumptions are falsifiable since they aratertactive (or even-type) assumptions
and they obviously hold in the generic bilinear group mod®e the target polynomial i is independent
of given polynomials irD.

3 Public-Key Signature

In this section, we propose two PKS schemes with short plielys and prove their security under static
assumptions.

3.1 Definitions

The concept of PKS was introduced by Diffie and Hellman [18]PKS, a signer first generates a public
key and a private key, and then he publishes the public keg.sidner generates a signature on a message
by using his private key. A verifier can check the validity lo¢ tsigner’s signature on the message by using
the signer’s public key. A PKS scheme is formally defined #s\ics:

Definition 3.1 (Public-Key Signature) A public key signature (PKS) scheme consists of three PR3- alg
rithmsKeyGen Sign, and Verify, which are defined as follows:



KeyGer{1?). The key generation algorithm takes as input the securitgrpatersl* and outputs a public
key PK and a private key SK.

Sign(M, SK). The signing algorithm takes as input a message M and a grikay SK and outputs a
signatureg.

Verify(o,M,PK). The verification algorithm takes as input a signatarea message M, and a public key
PK and outputs eithet or 0, depending on the validity of the signature.

The correctness requirement is that for aiK, SK) output byKeyGenand any Me M, we haveVerify
(Sign(M, SK),M,PK) = 1. We can relax this notion to require that the verification @rect with over-
whelming probability over all the randomness of the expenitn

The security model of PKS is defined as existential unfordjgabnder a chosen message attack (EUF-
CMA), and this was formally defined by Goldwasser etlal! [1i]this security model, an adversary adap-
tively requests a polynomial humber of signatures on mess#gough the signing oracle, and he finally
outputs a forged signature on a messhbe If the messag®l* was not queried to the signing oracle and
the forged signature is valid, then the adversary wins tama The security of PKS is formally defined as
follows:

Definition 3.2 (Security) The security notion of existential unforgeability undertesen message attack
is defined in terms of the following experiment between damgérC and a PPT adversary:

1. Setup C first generates a key pa{PK, SK) by runningKeyGen and gives PK toA.

2. Signature Query Then A, adaptively and polynomially many times, requests a sigrafuery on
a message M under the challenge public key PK, and receivamatsre o generated by running
Sign.

3. Output Finally, A outputs a forged signature™® on a message M C then outputdl if the forged
signature satisfies the following two conditions, or ousgibtherwise: 1)Verify(o*,M* ,PK) =1
and 2) M was not queried byl to the signing oracle.

The advantage ofl is defined asAdV}{S(A) = Pr[C = 1] where the probability is taken over all the ran-
domness of the experiment. A PKS scheme is existentiatiygeable under a chosen message attack if all
PPT adversaries have at most a negligible advantage in tioe@lexperiment (for a large enough security
parameter).

3.2 Construction

We construct PKS schemes with a short public key that willlgmaented to suppornhulti-usersandpublic
re-randomization To construct a PKS scheme with a short public key, we mayearbiire LW-IBE scheme
[26] in prime order groups to the LW-PKS scheme in prime ogl®ups by using the transformation of
Naor [9]. However, this directly converted LW-PKS schemeslioot support multi-users and public re-
randomization since it is necessary to publish additionddlip key components: Specifically, we need to
publish an elemenq for multi-users and elementsu, h for public re-randomization. Note thgm‘,ﬁ are
already in the public key, b, u,h are not. One may try to publigiu, h in the public key, but a technical
difficulty arises in this case in that the simulator of thews#yg proof can easily distinguish from the normal



verification algorithm to the semi-functional one, withaiging an adversary. Thus the simulator of Lewko
and Waters sets the CDH value into the elemgnish to prevent the simulator from creating these elements.

To solve this problem, we devise two independent solutidrise first solution allows a PKS scheme
to safely publish elementg u, h in the public key for multi-users and public re-randomiaati The main
idea is to additionally randomize the verification compdearsingv; V'3, v~ in the verification algorithm.

If a valid signature is given in the verification algorithnmet the additionally added randomization ele-
mentsv;V3, v~ are canceled. Otherwise, the added randomization comfmpsegvent the verification of
an invalid signature. Therefore, the simulator of the sgécproof cannot detect the changes of the verifi-
cation algorithm even if),u, h are published, since the additional element®3}V~" prevent the signature
verification.

Our second solution for this problem is to publish randomhizemponentgw‘ig,uvff,hw? that are ad-
ditionally multiplied with random elements rather thanedity publishingg, u, h. In this case, the simulator
can create these elements since the random expoagotsc, can be used to cancel out the CDH value
embedded in the elemergsu, h. Additionally, the simulator cannot detect the changesenification com-
ponents for the forged signature because of the added etlew%n/vi“,wih. This solution does not increase
the number of group elements in the signatures, ratherrgases the number of public keys since additional
elementsns?, we, e, we, wi', w should be published.

3.2.1 Our PKS1 Scheme
Our first PKS scheme in prime order bilinear groups is desdris follows:

PKS1.KeyGen(): This algorithm first generates the asymmetric bilinear gsd, G of prime orderp of
bit size®(A). It chooses random elemergsv € G andd,V € G. Next, it chooses random exponents
V1,V2,V3, @1, @, 3 € Zp and sets = @ + Vi@ + Vo @s, TT= @ + V3¢x. It selects random exponents
a,xy € Zpand setsi=g,h=¢", 0= Qx,ﬁ =, w1 =w? wy, = w? w3 = w?, It outputs a private
key SK= a and a public key as

AV V2 AT R RV RV2 AT G gvs o T A\
0,0%,0%,0°7, hA%, A% AT, 00,07 0 =e(g.6)7 ).

PKS1.SignM, SK): This algorithm takes as input a messades {0, 1} wherek < A and a private key
SK= a. It selects random exponemtsg;,c, € Zp and outputs a signature as

g = (Wl,l = ga(uM h)rwilawl.Z — \Ngl,Wl,S — ngywl’4 — \Ncl,
Wo 1 = g'Wi2 Wo o = W2 Wo 3 = W2, Wb 4 = W2 ) .
PKS1.Verify(o,M,PK): This algorithm takes as input a signatureon a messag® < {0,1} under a

public keyPK. It first chooses random exponents;, s, € Zp and computes verification components
as

Vig =@ Vio = (§")V,Viz = (§2) (03)* Via = (§ 1) (V)%
Vo1 = (0MA)', Vo = ((0)MAY)10%2, Vo 3 = ((0"2)MAY2)1(9%2)%2, V4 = (G- )MAT)! (07T,

Next, it verifies thafi, e(Wai, Vi) - [ eWa;, Vai) L 2 Q. If this equation holds, then it outputs
1. Otherwise, it outputs 0.



We note that the inner product 0fn, @, @s,1) and(1,v1,V,, —T) iS zero sincer = @ + Vi@ + Va @,
and the inner product dfp, @, @,1) and(0,1, v3, — ) is zero sincaT = @ + V3. Using these facts, the
correctness of PKS is easily obtained from the equation

4

4
|‘l (WA, Vi) - |‘levvz.,vz. L=e(g"(uMh)".¢")-e(g’, (A"h)Ht=Q"
1 1

3.2.2 Our PKS2 Scheme

Our second PKS scheme in prime order bilinear groups is idbestas follows:

PKS2.KeyGen(?): This algorithm first generates the asymmetric bilinear gsd(ﬂ,@ of prime orderp
of bit size®(A). It chooses random elemergsv € G andg e G. Next, it selects random exponents
V, @1, @ € Zp and setg = ¢ + V. Italso selects random exponentsx,y € Zp and setsi = g,h=
¢¥,0=§h=¢, w; =w? wp, =w?. It outputs a private kepK = (a,g,u,h) and a public key by
selecting random valuesg, ¢y, Ch € Zp as

PK:((D,G@,GT, €), gW%, W, W, UwgY, Wi, wer, hwf, we, wer
W1, W2, W, Qvg\cgirv 070\/7071-7 ﬁvﬁ\aﬁirv Q:e(gvg)a )

PKS2.SignM, SK): This algorithm takes as input a messade= Z, and a private keysK = (a,g,u,h)
with PK. It selects random exponentgy,c, € Zp and outputs a signature as

o= (Wl,l = ga(UMh)rW%L, Wl,2 — W(2:1, Wl,3 — Wcl,
Wo 1= ngiZ’ Wo, = W§2, Ws 3 = w2 >

PKS2.Verify(o,M, PK): This algorithm takes as input a signatureon a messagkl < Z, under a public
key PK. It chooses a random exponérd Z, and computes verification components as

Vig=§, Vig=(§")", iz =(§ )",
Vo1 = (@A), Voo = ((0)MAY)!, Vg = (@ )MAT)

Next, it verifies thad|‘|i:"’:1 e(Wyi, Vi) - |‘|i3:1 e\ ,V27i)71 2 Q. Ifthis equation holds, then it outputs
1. Otherwise, it outputs 0.

We note that the inner product 6§, ,1) and(1,v,—1) is zero sincer = @ + V. Using this fact,
the correctness of PKS is easily obtained from the follovaggation

e(vvz"vz') = e(ga(uM h)l”gt) : e(gr7 (OM ﬁ)t)_l = Qt-

:w

I_il (W1|7V1|)
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3.3 Security Analysis

We prove the security of our PKS schemes without random esachder static assumptions. To prove
the security, we use the dual system encryption techniquesako and Waters [26]. The dual system
encryption technique was originally developed to proveftiienodel security of IBE and its extensions, but
it also can be used to prove the security of PKS by using tmsfiramation of Naor [9]. Note that Gerbush
et al. [16] developed the dual form signature technique ithat variation of the dual system encryption
technique to prove the security of their PKS schemes.

3.3.1 Analysis of PKS1

Theorem 3.3. The abovePKS1scheme is existentially unforgeable under a chosen mesgtagk if the
SXDH, LW2, DBDH assumptions hold. That is, for any PPT adwgrsl, there exist PPT algorithms
B1, Ba, B such thatddv)S(A ) < AdvgPH(A) + gAdvEY2(A) + AdVEEPH (A ) where g is the maximum num-
ber of signature queries oA.

Proof. To use the dual system encryption technique of Lewko and M/g2€], we first describe a semi-
functional signing algorithm and a semi-functional vesdfion algorithm. They are not used in a real system;
rather, they are used in the security proof. When comparurgoooof to that of Lewko and Waters, we
employ a different assumption since we have published iaddit elementsy, u, h used in aggregation (in
fact, direct adaptation of the earlier technique will brdad assumption and thus the proof). A crucial idea
in our proof is that we have added element®’®, V" in the public key that are used in randomization of the
verification algorithm. In the security proof when movingrr normal to semi-functional verification, it is
the randomization elementsy®™s, v~ that are expanded to the semi-functional space; this enadeléving
semi-functional verification as part of the security proafiar our assumption, without being affected by
the publication of the additional public key elements usedafjgregation.

For the semi-functional signing and verification, we tet ¢, f= ¢”" whereys is a random exponent
inZp.

PKS1.SignSF. The semi-functional signing algorithm first creates a ndsigmature using the private key.
Let (W[ 4,...,\W;,) be the normal signature of a messagavith random exponentscy,c; € Zp. It
selects random exponersgz € Zp and outputs a semi-functional signature as

9= <W1»1 =W 4 (FYY37Y2)S Wy 5 = Wi 5 (F7%) 3 Wy g =W 3 S Wy g =W 4,

Wo1 :WZIl( fV1V37V2)S<> Woo = W2/,2(f7V3)SK> W3 :W2/.3f5k7 VV2,4 :W2/4 ) ’

PKS1.VerifySF. The semi-functional verification algorithm first createsmal verification components
using the public key. Letv; 4,...,V;,) be the normal verification components with random exponents
t,51,% € Zp. It chooses random exponerss z. € Zp and computes semi-functional verification
components as

Vit =Vi1, Via=V{5, Vig =V 3% Vig =V (f )%

fr®)s,
Vo1 =V31, Voo =Vyp, Vog=V53f%% Vo4 =V, ,(f~%)%%,

Next, it verifies thafi, e(Wai,Vii) - [ eWa;, Vai) L 2 Q. If this equation holds, then it outputs
1. Otherwise, it outputs 0.
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Note that if the semi-functional verification algorithm s a semi-functional signature, then the left part
of the above verification equation contains an additionatiem elemeneg(f, f)%&(-2%)_|f z = 7., then
the semi-functional verification algorithm succeeds. lis tase, we say that the signaturen@minally
semi-functional.

The security proof uses a sequence of ga®g$1, G2, andGs: The first gamesg will be the original
security game and the last gai@g will be a game such that an adversadyhas no advantage. Formally,
the hybrid games are defined as follows:

Game &. This game is the original security game. In this game, theatiges that are given td are
normal and the challenger use the normal verification algorMerify to check the validity of the
forged signature ofd.

Game G;. We first modify the original game to a new gai@e. This game is almost identical &y except
that the challenger uses the semi-functional verificatigorghm VerifySF to check the validity of
the forged signature ofl.

Game G,. Next, we changde5s; to a new gamés,. This game is the same as tll except that the
signatures that are given td will be semi-functional. At this moment, the signatures aeeni-
functional and the challenger uses the semi-functiondfieation algorithmVerifySF to check the
validity of the forged signature. Suppose tbaimakes at modsf signature queries. For the security
proof, we define a sequence of hybrid gan®s, ...,G1k,...,G1q WwhereGyg = G1. In Gy, a
normal signature is given tal for all j-th signature queries such thpt- k, and a semi-functional
signature is given tod for all j-th signature queries such thiat k. It is obvious thaG 4 is equal to
Go.

Game Gz. Finally, we define a new gam®@3. This game differs fronG, in that the challenger always
rejects the forged signature gf. Therefore, the advantage of this game is zero sit@annot win
this game.

For the security proof, we show the indistinguishabilityeafch hybrid game. We informally describe
the meaning of each indistinguishability as follows:

¢ Indistinguishability ofGo andG1: This property shows thatl cannot forge a semi-functional signa-
ture if it is only given normal signatures. That is, Afforges a semi-functional signature, then it can
distinguishGg from Gj.

o Indistinguishability ofG; and G,: This property shows that the probability @f forging a normal
signature is almost the same when the signatures given adiersary are changed from a normal
type to a semi-functional type. That is, if the probabilify.4 forging a normal signature is different
in G; andG,, thenA can distinguish the two games.

¢ Indistinguishability ofG, andGs: This property shows thad cannot forge a normal signature if it is
only given semi-functional signatures. That isdifforges a normal signature, then it can distinguish
G, from Ga.

The security (unforgeability) of our PKS scheme followsnfra hybrid argument. We first consider an
adversaryA attacking our PKS scheme in the original security ga&sge By the indistinguishability of5q
andG;, we have that4 can forge a normal signature with a non-negligiblprobability, but it can forge
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a semi-functional signature with only a negligible prothifoi Now we should show that the probability
of A forging a normal signature is also negligible. By the inidgtiishability ofG; andG,, we have that
the £ probability of A forging a normal signature is almost the same when the siggmigiven ta4 are
changed from a normal type to a semi-functional type. Rnbl the indistinguishability o5, andGs, we
have that4 can forge a normal signature with only a negligible probsbiSumming up, we obtain that the
probability of A forging a semi-functional signature is negligible (frone indistinguishability ofGy and
G1) and the probability o4 forging a normal signature is also negligible (from the stitiguishability of
G, anng).

Let Advjj be the advantage ofl in G for j =0,...,3. Let Advi1k be the advantage ofl in Gy

fork=0,...,q. Itis clear thatAdv’ AvaKS()\) AdvGlo AdvS, AdvSH = Adv®, andAdv& = 0.
From the following three Lemmas we prove thatitis hal’djﬁCID dlstmgwshG. 1 from G; under the given
assumptions. Therefore, we have that

2
AdVEES() = Adv® + Zl(Adv —AdvG) - AdvF < Z\AdvG' Lo AdVE
= AdvzPH(A) + Z AdvgY?(A) +AdvgePH(A).

This completes our proof. O

Lemma 3.4. If the SXDH assumption holds, then no polynomial-time eshrgrcan distinguish between
Go and G; with non-negligible advantage. That is, for any adversarythere exists a PPT algorithifi;
such thaf Adv® — Adv3! | = AdvEXPH().

Proof. Before proving this lemma, we introduce the parallel-SXDidumption as follows: Léip, G, G,Gr, e)
be a description of the asymmetric bilinear group of primgeop. Letk, k be generators df, G respec-
tively. The assumption is stated as following: given a @raje tupleD = ((p,G, G,Gr, e),k, k@, kd de)
andT = (A1, A), it is hard to decide whethéF = (k2% ia%) or T = (k% kd) with random choices of
a,dy,dy,d3, ds € Zp. It is easy to prove by simple hybrid arguments that if thedsts an adversary that
breaks the parallel-SXDH assumption, then it can break KBEb assumption. Alternatively, we can
tightly prove the reduction using the random self-redditijbof the Decisional Diffie-Hellman assumption.

Suppose there exists an adversatythat distinguishes betwee@, and G; with non-negligible ad-
vantage SimulatoB; that solves the parallel-SXDH assumption usidgis given: a challenge tuple

= ((p,G,G,Gr,e),k k k2, k& k%) and T = (Ag,A2) where T = Tp = (A9, A9) = (k2% ka®) or T =

T1 — (A} A}) = (kaditds, o, face+ d4) Then; that interacts withA4 is described as followsB; first chooses
random exponentsy, Vo, @1, @, @ € Zp, then it setst = @ + vig + Vo¢s. It selects random exponents
a, XY, Yg, W, Yw € Zp and setg) = k%, u = g, h= g%, wy = kKWw® w, = kw® w3 = kW% w= kv §= ke, (=
Qx,ﬁ =§. Itimplicitly setsvs = a, m= @ + a@; and publishes a public keBK as

A AVl AV) AT A oAV V2 n-T
gvuvhv W1, W2, W3, W, gvglvgz7g ) U,Ul,UZ,U )

ﬁ, ﬁw’ ﬁvz’ﬁfr’ ¥— Ry\,’\AIV3 _ (Ra)yvy\rn _ Rfyv@(ka)fyvfps’ Q=e(g,§)%.

It sets a private ke§K = a. Additionally, it setsf =k, f = k for the semi-functional signature and verifi-
cation. .4 adaptively requests a signature for a mes$dgéo response this sign quety; creates a normal
signature by callindPKS1.Signsince it knows the private key. Note that it cannot createnzi-fenctional
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signature since it does not knd#. Finally, A outputs a forged signature* = (Wlfl,...,W2f4) on a mes-
sageM* from A. To verify the forged signature; first chooses a random exponért Z, and computes
verification components by implicitly settirg =d;, s, = d, as

Vi1 =@, Vig = (@) (KW, Vig = (§2) (AW, Via = (§ 1) (K%) W (pg) W,
Vo= (M), Voo = ((QV)M A (k%)% Vo3 = ((0V2)M V2)! (Ag)¥,
Vo = ((A7H)M AT (k%) ez (pg) Ve,

Next, it verifies thaqu‘:le(wl’fi,vm) . ﬂf':le(szi,Vzi)*l 2 Qt. If this equation holds, then it outputs O.
Otherwise, it outputs 1.

To finish this proof, we show that the distribution of the siation is correct. We first show that the
distribution usingD, To = (A%, Ad) = (kadl kadz) Is the same a&o. The public key is correctly distributed
since the random blinding valugg, yw,yv are used. The signatures is correctly distributed sincsei$ the
signing algorithm. The verification components are colyatistributed as

Vig = (§")'(1%)% = (§")' (R*)™ = (") (AD™,
Vig= ('@ M™= (G 0) (kW etag) )y — (§=T)t () Yl (AQ) W
Vag = ((@)" 2)1 (9)% = (@) R%)" (k)% = (@)™ ) (AD)™
Vaa = (071 RTOH@TT)™ = (@M AT (ke

= (@ HMRT) (k) (A e,

We next show that the distribution of the simulation usihgy = (AL A}) = (kd+ds fad+ds) s the same
asG;. We only consider the distribution of the verification compats sincerl is only used in the ver-
ification components. The difference betwekn= (A%, A) and Ty = (A}, A) is that Ty = (A1, A}) addi-
tionally has(kdS kd4) ThusV13,Vi14,V23,V2 4 that haveT = (A,A2) in the simulation additionally have
(ko)W (kds)—Wos (kdaywv (kda)-W@ respectively. If we implicitly set. = yyds, Z. = ds/ds, then the ver-
ification components for the forged signature are semitfanal sinceds,ds are randomly chosen. This
completes our proof. O

Lemma 3.5. If the LW2 assumption holds, then no polynomial-time adrgrean distinguish betwee@;
and G, with non- negligible advantage. That is, for any adversdrythere exists a PPT algorithii, such
that |AdVGH* — Adv| = Adv¥2(A).

Proof. Suppose there exists an adversdrihat distinguishes betwedsy 1 andG1k with non-negligible
advantage. A simulatoB, that solves the LW2 assumption usiggis given: a challenge tupl® =
((p,G,G,Gr,€),k k2, Ko ke, k@ k&’ kP kabx k@) and T whereT = To =k’ or T = Ty = kb°td. ThenB,
that interacts withA is described as follows; first selects random exponems vz, V3, yr, T, A, B, o, Yu, Y,
Y, W € Zp and setg = k& u= (k3)Ak¥ h= (k)Bkh w = ki, § = k2, 0 = (k¥) kW, h = (ka)Bth U=k, It
implicitly setsg = (vivz— vo)b—vimm+ (a+VYr), @ = —vsb+ 11,3 = b, T = a+y; and publishes a public
key PK as

g, U h, wy = ((K°) Y2k TR R )M we —(( )7V, wg = (K, w,
§.6"1,62, T = (R (R) )~ ) a,av, av2 ((ka) ( yu+Ayrkyuyr)
ARV Y2 AT = ((RE)B(RaHBYemyr)~1 g, 9% 0T Q = e(k?, k).
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Additionally, it setsf =k, f = k for the semi-functional signature and verificatiof.adaptively requests a
signature for a messad#. If this is a j-th signature query, thefi, handles this query as follows:

e Casej < k: It creates a semi-functional signature by calllPigS1.SignSFsince it knows the tuple
(fvavs=v2 f-Vs f 1) for the semi-functional signature.

e Casej =k It selects random exponentsc),c, € Z, and creates a signature by implicitly setting
r=—c+r’, ct=c(AM+B)/yw+C}, C2=C/yw+C, as

Wi = g“ (kC)—(yuM+yh) (UM h)r’ (T)(V1V3—V2)(AM+B) (kC)(—v1n+yr)(AM+B)WC'1

1>
Wl,2 — (T)fvs(/-\M+B)(kC) T((AM+B)W;/1’ W1.3 — (T)(AM+B)W§.’ Wl,4 — (kc)(AM+B)WC/1,
Wo 1 = gr’(T)(vlver)(kC)(fvlmyr)W(lé, Wop = (T)fVa(kC)ywnW? Wog = ngdz7 Wg — (KO)nfs,

e Casej > k: It creates a normal signature by callifgS1.Signsince it knowsa of the private key.
Note thatx,y are not required.
Finally, A outputs a forged signatu” = (W', ..., W5,) on a messagkl*. To verify the forged signature,
B3, first chooses random exponetits;, s, € Z, and computes semi-functional verification components by
impIicitIy settingt = bx+t/, s = —a?x, z = AM*+Bas
kabX(ka) (kabX) Vi (ka) vt Vsl
Viz= kabX)vz(ka)vzt Vv3sl(ka X)—l A 4= (kabX)—yr(kaz) (ka) vt/ A—nsl

Voq = [abx AM*+B(ka)yuM*+yh(AM*h)t’

)Vlt VSQ

LM h
X\ (AM*+B) vz(ka) YuM*+yh) vz( M ﬁ)vzt "V3SQ(ka X) AM*+B)
) YuM*

(
(
= (k
= (

k&%)
bX) (AM*+B) vl(ka) YuM*+yh)v
k@ )

b
(kab) (AM*+B)yr — (yyM* +yh( bx +Yh) yr(k ) (AM*+B)t (Ra) (YuM* +yn)t/ (u h) Tt’ TS

Next, it verifies thaf iy e(Wy;, V) - [Ty e(Ws;, Vai) ~2 = e(k?, k37 - e(k?, k&)@, If this equation holds,
then it outputs 0. Otherwise, it outputs 1.

To finish the proof, we should show that the distribution af #imulation is correct. We first show
that the distribution of the simulation usiriy Ty = k°€ is the same aG1x-1. The public key is correctly
distributed since the random blinding valugsyn, yw, Yv are used. Thk-th signature is correctly distributed
as

W (u h)rwcl ( aA+yu MkaB+Yh) C+r/(kyw((Vl\/a*Vz)bfV17T+(a+yr)))C(AM+B)/yW+CéL

=g (kC) yuM-l-yh)(u h) (T)(V1V3—vz)(AM+B)(kC)(—v17T+yr)(AM+B)WC'1

1>

Wio = Wcl (kyw V3b+7T))c(AM+B)/yw+C’1 _ (T)—V3(AM+B)(kC)n(AM-i-B)W‘ZJ’l’

W1.3 = \/\/:C%1 = (kywb) c(AM+B) /yw+c; _ (T)(AM-l-B)WcéL

3

Wig = W — (kYW)C(AM+B)/yw+d — (kc)(AM""B)WC/l‘

The semi-functional verification components are correditgributed as
V2 ( AM* h) (k(aA+yu)M* kaB+yh)bx+t' (kabX)AM*+B(ka)yuM*+yh (OM* h) 7

A~

Voo = (0 )M*hvl)tst ( aA—l—yu)le*k(aB+yh)v1)bx+t'st
_ (kabX)(AM*-i-B)vl(R )(yuM +yh)v1( )vlt VSQ
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~Vo ) M* hvz) (VV3 ) S 1?sczc _ (&(aA-i-yu) voM* R(aB—&-Yh)vz ) bx+t (\7V3 )SQ R— a®x(AM*+B)

(
Rab ) (AM*+B) vz(ka) yuM* +yh)vz(AM*h)vzt V352(ka ) (AM*+B)

@ HVRNOTR(f ) =
k—(8A+YL) (atyr)M k—(aB-‘FYh)(a"FYT))bX-‘rt/(V—T[)SQR—b(—aZX)(AM*-i-B)

)

(
(
(
= (
( ) (AM*+B)y; —(yuM* +yh)(ka) (yuM*+yh)yr(Raz)—(AM*-l-B)t’(Ra)—(yuM*-i-yh)t'(aM*ﬁ)—yrt’v—nsQ.

The simulator can create the semi-functional verificatiomponents with only fixed. = AM* + B since
%, S enable the cancellation &P, Even though the simulator uses the fixgdthe distribution ofz

is correct sincéA, B are information theoretically hidden td. We next show that the distribution of the
simulation usingD, T; = kP4 is the same a61. We only consider the distribution of theth signature
sinceT is only used in thek-th signature. The only difference betwe&nhandT; is thatT; additionally
haskd. The signature componentd 1, W 2,Wy 3, W 1, Wb, Wb 3 that haveT in the simulation additionally
have (kd)(Vivs=V2) (AM+B) - (jd)—vs(AM+B) - (id) (AM+B) - (fd(vavs—va) - (kd)=Vs KO regpectively. If we implicitly
setsc = d,z« = AM + B, then the distribution of thk-th signature is the same &5 x except that thé-th
signature is nominally semi-functional.

Finally, we show that the adversary cannot distinguish thminally semi-functional signature from
the semi-functional signature. The main idea of this is thatadversary cannot request a signature for
the forgery messagh!* in the security model. Suppose there exists an unboundeersaty, then the
adversary can gatheg = AM + B from thek-th signature and. = AM* + B from the forged signature. It
is easy to show tha andz; look random to the unbounded adversary sin@d) = AM + B is a pair-wise
independent function and, B are information theoretically hidden to the adversary. sTéompletes our
proof. O

Lemma 3.6. If the DBDH assumption holds, then no polynomial-time asagr can distinguish between
G, and Gz with non-negligible advantage. That is, for any adversarythere exists a PPT algorithifiz
such thafAdV? — Adv?| = AdvBEPH (2 ).

Proof. Suppose there exists an adversdryhat distinguishG, from Gs with non-negligible advantage. A
simulator B3 that solves the DBDH assumption usingis given: a challenge tuplb = ((p,G,@,GT,e),
k, k2, kP, ke k, k2 kP k°) and T whereT = Ty = e(k,k)2 or T = Ty = e(k,k)9. ThenBs that interacts with
Ais described as followsB; first chooses random exponemts v, @1, @, @3 € Zp and setr= @ + Va@s.

It selects random exponentg X, Y, Yw, Yv € Zp and setg = k%o, u= g*,h = g¥,wy = kK®, w, = k"% w3 =
Kw® w = kW, g = k¥, 0 = g, h =g, v=Kkv. Itimplicitly setsv, =a,T = @ + vig +ags, a = ab and
publishes a public ke?K as

g,u,h, wi,wo, w3, w, §,6"*,§" = (k%)
U, uV17uV2 = (gvz)x 0" (g ) ﬁ ﬁV17
0,0%, 07 Q = e(k3,KP)%.

Additionally, it setsf =Kk, f = k for the semi-functional signature and semi-functionalifieation. A
adaptively requests a signature for a mesddgeTo respond to this query3s selects random exponents
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r,C1,C2,%, % € Zp and creates a semi-functional signature by implicitlyisgtt, = byy/sc+ 7, as

W = (U)W (K2) K03 ()75,
Wi o = W' (KO) Yok VS, W g = g (KP)¥okS, W g = wet,
VV271 — ngizkvlvas‘(ka)fw, VV272 — Wgzkfva% VV273 - Wgsz«7 \/\/274 = wW®

The simulator can only create a semi-functional signatimees,, z enables the cancellation k°. Finally,

A outputs a forged signature* = (W', ..., W;,) on a messagkl*. To verify the forged signatures

first chooses random exponesiss,, .,z € Zp and computes semi-functional verification components by
implicitly settingt = ¢, e = —acyy + S, Z = —acyy(XM* +y)/sc+z./s as

= (K%)Y9, Vyp = (K&)o"10% V3 = 0MS5ik® Vg 4 = (KO) Yol BH Vi) g i~ ot

V2 ( C) (xlv|*+y)7 V272 _ (kC)yg(xm*+y VlVSZ, \/273 — V352&2’c’

A~

Vo g4 = (KO) YaOM ) (@tvie) G- T2 f— oz,

Next, it verifies thaf %, e(Wy;, V) - [Ty €W, Va;) 2 £ (T)Y%. If this equation holds, then it outputs O.
Otherwise, it outputs 1.

To finish the proof, we first show that the distribution of theglation usingD, T = e(k, R)abc is the
same a$5,. The public key is correctly distributed since the randomdhg valuesygy, yw, Yy are used. The
semi-functional signature is correctly distributed as

W1 = g (UMh) Wit (£ V23 — 0ea(uM ) g (ks 2) 300/ 54
_ (u h) Wil(kb)V1V3yng1V35k4(ka) %

The semi-functional verification components are corregdigjributed as

AVZ) (

b1k ) f — (Ryga)cvwslk—acyg-;-sg _ \7"351%,
OO
ﬁ

Vi3

%) — (R—yg((Pl-FVl(Dz-l-a%))C\'}—nslk—%(—acyg-l-s’c) _ (kc) Yo(@u+vig2) Tt~ %gc

N
Il

f-
~VoM ) ( )SQfSch _ (kyga(xM*-i-y)) ( V3)SQR—acyg(xM*—&-y)-i-Z’C _ "V352RZ'C7

A D) (0 )2 (f~ %)% = (K Vol@rtvi@+ags) (XM +y))C (= TTyS2 (= 05) —aCk (XM +Y)+%

~
Il

~

S5 S
w
I
/\/\/-\/-\/-\

0) Yo OM ) (Qu+v1@2) -T2 g~ 0o

(9,6) = e(k, k)%5abe = (To)%.

| |
rD

We next show that the distribution of the simulation usihgl; = e(k,k)? is almost the same &33. Itis
obvious that the signature verification for the forged sigrealways fails ifT; = e(k, k)9 is used except
with 1/p probability sinced is a random value if.,. This completes our proof. O

3.3.2 Analysis of PKS2

Theorem 3.7. The abovePKS2scheme is existentially unforgeable under a chosen mesgtayk if the
LW1, LW2, DBDH assumptions hold. That is, for any PPT advgrs4 there exist PPT algorithms
B1, B2, B3 such thatAdVS(A) < Advg (A) + gAdVE)%(A) + AdvgPP(A) where g is the maximum num-
ber of signature queries oA.
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Proof. Before proving the security, we first define two additiongjomithms for semi-functional types. For
the semi-functionality, we sdt= g¢"", f = § wherey; is a random exponent .

PKS2.SignSF. The semi-functional signing algorithm first creates a ndsignature using the private key.
Let (W ,,...,W;3) be the normal signature of a messadevith random exponentscy, c; € Zp. It
selects random exponersg z < Z, and outputs a semi-functional signature as

9= (Wl’l =Wy - (F7Y)5% W =W, - £ W g =W 5,

Wo 1 =Wo - (V)% Wop =W, %, Wo3 =W 5 )

PKS2.VerifySF. The semi-functional verification algorithm first createsmal verification components
using the public key. LefV;,...,V; ) be the normal verification components with a random ex-
ponentt € Zy. It chooses random exponerssz. € Zp and computes semi-functional verification
components as

Vig=V{q, Vio=V{, % Vig=V{5 (f"®)*

f-e)s,
Vo1 =Vj1, Voo =V, f5% Vo3 =V (f2)%%,

Next, it verifies thad|‘|i:"’:1 e(Wyi, Vi) - |‘|i3:1 e\ ,V27i)*1 2 Qb If this equation holds, then it outputs
1. Otherwise, it outputs 0.

If the semi-functional verification algorithm is used to ifyea semi-functional signature, then an additional
random elemeneg(f, f)%%(%-%) s left in the left part of the above verification equation.zlf= z, then
the semi-functional verification algorithm succeeds. lis tase, we say that the signaturen@minally
semi-functional.

The security proof uses a sequence of ga@gss1, G, andGs. The definition of these games is the
same as that of Theordm B.3. From the following three lemmeagrove that it is hard far to distinguish
Gj_; from G;j under the given assumptions. Therefore, we have that

2 3
AV ) = AdvE + Zx (AdvG —AdvS) — AdvS < Zi |AdvS* — AdvS
i= i=
q
= Advgt(A) + 5 Advg/?(A) +AdvEPH(A).
k=1

This completes our proof. O

Lemma 3.8. If the LW1 assumption holds, then no polynomial-time adrgrean distinguish betwee®g
and G; with non-negligible advantage. That is, for any adversarythere exists a PPT algorithii; such
that |[AdVY — AdVY| = Adv3'2(A).

Proof. Suppose there exists an adversatythat distinguishes betwee@y and G; with non-negligible
advantage. A simulatoB; that solves the LW1 assumption usipgis given: a challenge tupl® =
((p,G,G,Gr,08),k K0,k k2 kP, ka? kb* kb® ke kac kbe kbc kb*c) and T whereT = To=k¥CorT =T, =
kat?e+d, ThenB; that interacts withd4 is described as followd3; first chooses random exponegtsA, B, a <
Zyp, random valuegy, Yu, Yh, Yw € Zp. It computesv; = w® = (KPYw wy = w2 = k¥w® w = k¥ by implicitly
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settingg = b. Itimplicitly setscq = —b/yw + ¢y, Cu = —bA/Yw +C,ch = —bB/yw+ ¢,V =a,T =b+ap
and publishes a public keBK by selecting random valueg, C,,C € Zp as

gwy® = kngl wy' = (k) b2W27 = (k)

unwgt = kyuw1 L WE = (K2) AN W = (KP)Aus,

7 = P, W' = ()P, whr = (k) "Pweh, wa, we, w
6= K (ke P2 o)

RbZRYQ7 gv _ Rabz(ka)yg’ Q T (kb (R ) 9
k2

(= (K™)ARe, 0V = (R AR, 07T = ((R)A( :
h= (K%)BRM, R = (k3%)B(ka)h, AT = ((KX")B(KP)»h (ke )BPe (@)bz) ~L
Q = (e(K ) - (k" k)Ps - e(k, k)%5) 7.

It implicitly sets g = kPK¥%s,u = (K*)Ak¥%, h = (kK”)BK, but it cannot create these elements sik&eis

~

not given. Additionally, it sets = k, f = k for the semi-functional signature and verificatiod adap-
tively requests a signature for a messafyeTo response this sign quel; first selects random exponents
r,C1,C5 € Zp. Itimplicitly setsc; = —b(a + (AM+B)r) /yw + ¢}, ¢ = —br1/yw + ¢, and creates a normal
signature as

W1.1 — kyga+(yuM+yh)r(W1)c’17 Wy, = (Wl 3)@’ W1.3 _ (kb)—(a+(AM+B)r)W61’
W1 = K" (wp)%2, Woo = (Wa3)%, Wo 3 = (K) "W,
Finally, A outputs a forged signatuie* = (Wl’fl, .. ,W2’f3) on a messag®l* from A. To verify the forged
signature B first chooses a random exponért Z, and computes verification components by implicitly
settingt =cas
Vag = REC(ROS, Vi = T (K90, Vag = ((RE%) (ROS) (T) 2 (ke0)e®) ~
V21 — (RbZC)AM*+B(RC)yuM*+yh7 V22 — (T)AM*+B(Rac)yuM*+yh7
Vo3 = ((Rb%)AM*-l—B(RbC)yUM*-l-yh(T)(pz(AM*-i-B)(RaC)q)g(yuM*-;-yh))—1

Next, it verifies thaq‘|i3:1e(wl’fi,vl7i) . ﬂlee(wzi,vzi)*l 2 Qb If this equation holds, then it outputs O.
Otherwise, it outputs 1.

To finish this proof, we show that the distribution of the slation is correct. We first show that the
distribution usingD, To = katc is the same a§o. The public key is correctly distributed as

W = (KO o) (KPY) D% — lon D,

The simulator cannot creatgu, h sincek?” is not given in the assumption, but it can cre@tq?g, UV\F1“, hV\fl’h
sincecy, Cy, Ch can be used to cancel ok, The signature is correctly distributed as

Wl 1= gO( (UM h)rvvgl.l — (kb2+yg)o( (k(b2A+yu)M kb28+yh)r (kbMN)fb(a+(AM+B)r)/yw+C'1
= RIoT BM I 1

Wo = g (W52 = (K7 100) () — 00" (P
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It can create a normal signature singec, enable the cancellation dez, but it cannot create a semi-
functional signature sindé is not given. The verification components are correctlyritiisted as

Vi1= gt = (Rb2+yg)c _ RbZC(RC)YQ V12 — (Q ) _ R(b2+yg)ac _ (Rac)yg

Vig = (@1 = (kK (0ramie) =t — ((070) (kb0 (To) (k%)
Vo1 = (UM ) ( b2A+yu M*kb28+yh) (kb2 )AM*+B(kC)yuM*+yh
Voo = ((UV)M*hV)t _ (k(b2A+yu)aM*k(sz+yh)a)c = (To )AM*+B( aC)yuM*-i-yh’
Vog = (UM h )t = (K b2A+yu)(b+a<02)M*k(sz+Yh)(b+a¢z)) )1
— ((kb3c)AM*+B( KDC)YuM" ¥ (T4 ) 92(AM'+B) (aC) 2 (M +¥n) ) —1

We next show that the distribution of the simulation usbgl; = kat’ed js the same aS;. We only
consider the distribution of the verification componentgsil is only used in the verification components.
The difference betweemy and T; is that T; additionally haskd. ThusVi,,V13,V22,Vo 3 that haveT in
the simulation additionally havie?, (k3)%, (kd)AM'+B_(id)@(AM"+B) respectively. If we implicitly set, =
d,z. = AM* + B, then the verification components of the forged signatusesami-functional sincA& andB
are information-theoretically hidden to the adversaryisTompletes our proof. O

Lemma 3.9. If the LW2 assumption holds, then no polynomial-time adrgrean distinguish betwee@;
and G, with non- negligible advantage. That is, for any adversdrythere exists a PPT algorithii, such
that |AdVGH* — Adv| = AdvY2(A).

Proof. Suppose there exists an adversdrihat distinguishes betweésy 1 andG1k with non-negligible
advantage. A simulatoB, that solves the LW2 assumption usipgis given: a challenge tupl® =
((p,G,G,Gr,0),k k3, kb, ke, k@, k& kP kabx (@) and T whereT = Ty = kP or T = T = kP9, Thens,
that interacts with4 is described as follows; first selects random exponemtsy;, A, B, a,Yu, Yh, Yw € Zp.

It computesw; = w? = ((K?)~Vkaky Yo wy = w® = (kP)Yw w = k¥ by implicitly setting ¢ = —vb+
(a+yr),@ =b. Itimplicitly setst = a+ y; and publishes a public kejK by selecting random values
Cg,Cu,Ch € Zp as

ig = kawig>wgg>wcga UV\f]:_u = (ka)Akquiuvwgu>Wcuv hVVg:_h = (ka)Bthwl » Wo >WC W1, W2, W,
g=k.g" ,@* = (R ) ), = (ko)A 0,07 = (R YAk A 2
h= (k®)Bin Y ™ = (k)R (kapByiomn) =1 Q = e(k® k3)7.
Additionally, it setsf =k, f = k for the semi-functional signature and verificatiof.adaptively requests a
signature for a messadé. If this is a j-th signature query, thei, handles this query as follows:

e Casej < k: It creates a semi-functional signature by calliPi§S2.SignSFsince it knows the tuple
(f~v, f,1) for the semi-functional signature.

e Casej =k It selects random exponentsc},c, € Z, and creates a signature by implicitly setting
r=—c+r’, ct=c(AM+B)/yw+C}, C2=C/yw+C, as

Wl,l = ga(kC)f(yuMerh)(uM h)r’(T)7v(AM+B)(kC)yr(/-\M+B)W§/17 W1.2 — (T)(AMJrB)ng
W173 = (kC)(AMJrB)WC&, VV271 — gi"(-I-)7V(k0)yrw(:l:-/27 VV272 — TWgz, VV273 — kCWdZ

9
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e Casej > k: It creates a normal signature by calliRgS2.Signsince it knows the private key.

Finally, A outputs a forged signature* = (Wlfl,...,W2f3) on a messagM*. To verify the forged signa-
ture, 3 first chooses a random exponéht Z, and computes semi-functional verification components by
implicitly settingt = bx+t’, e = —ax, zz=AM*+Bas

kabX(R ) (kabX) (ka)vt’(kaZX)—l Vig= (kabX)—yr (Q—yr)t”
(kab ) M*-l—B(ka)yuM +yh( ~M* h)t’ V2 (RabX) (AM*+B)v (RbX) (YuM*+yn)v (OM* ﬁ)"t'7
) (A

V2 3= (kabx

A~

M*+B) yr(kabX) (yuM*+Yh)(ka) (yuM*-l-yh)yr((O—T)M*h—r)t’.

Next, it verifies thaf]®_, e(Wy;, Vi) - 170 €Wg,;, Vi) L = e(k?, k3 . e(k?, k&)Y, If this equation holds,
then it outputs 0. Otherwise, it outputs 1.

To finish the proof, we should show that the distribution af 8imulation is correct. We first show
that the distribution of the simulation usiriy To = k¢ is the same a&1_1. The public key is correctly
distributed since the random blinding valugsyn, yw are used. Thi-th signature is correctly distributed as

Wy g = g% (uM h)'wt = g7 (k(aA-i-yu)M kaB+yh)—C+r’(kyw(—vb+a+yr))C(AM+B)/yW+c’1
=q“ (kC)*(yuMwh) (uM h)r/ (T)fV(AM+B)(kC)yT (AM+B)W(i’1’
Wi = WEE = (KWP)SAM+B) Yuter — (T )(AM+B)WC/1

2

W173 =Wt = (kyW) C(AM+B) /yw+cy (kC)(AMJrB)WC’ )

The semi-functional verification components are corredidgributed as

Va1 = (OM*ﬁ)t (k(aA+yu)M*kaB+yh)bx+t/ (kabX)AM*+B(ka)yuM*+yh( h)t/’

Voo = ((AV)M*hV) fsze — (k(aAJrYu)VM*k(aB+yh)V)bx+t/Rfa X(AM* +B)
_ (RabX)(AM*-l-B)v(RbX)(yuM*—&-yh)V((u )M*‘V)t’(ka x)=(AM"+B)

Vag = ((A—T)M*ﬁ—r)t(f“—qog)sczc _ (R—(aA-l-yu)(a—&-yr)M*"—(aB+Yh)(a+yr))bx+t’"—b(—azx)(AM*-i-B)
_ (RabX)—(AM*-l—B)yr—(yuM*-l-yh)(RbX)—(yuM*-&-yh)yr((O—T)M*ﬁ—r)t/'

The simulator can create the semi-functional verificatiomponents with only fixed. = AM* 4 B since
%, S enable the cancellation &P, Even though it uses the fixed, the distribution ofz; is correct since
A, B are information theoretically hidden td. We next show that the distribution of the simulation using
D, T, = kP s the same a1 . We only consider the distribution of theth signature sinc& is only used
in the k-th signature. The only difference betwe&nandT; is thatT; additionally hak®. The signature
component§\Vy 1, W », Wa 1, Wb » that haveT in the simulation additionally havgkd)—V(AM+B) ' (d)(AM+B)
(k)~V, k9 respectively. If we implicitly ses = d,z = AM + B, then the distribution of thk-th signature
is the same a6 1 except that thé-th signature is nominally semi-functional.

Finally, we show that4 cannot distinguish the nominally semi-functional sigmatérom the semi-
functional signature. The main idea of this is tlatannot request a signature for the forgery messége
in the security model. Suppose there exists an unboundeztsaty, then he can gathgr= AM + B from
thek-th signature and. = AM* 4 B from the forged signature. It is easy to show that; look random to
the unbounded adversary sinb@M) = AM+ B is a pair-wise independent function aAB are information
theoretically hidden to the adversary. This completes ooofp O
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Lemma 3.10. If the DBDH assumption holds, then no polynomial-time asiagr can distinguish between
G, and G3 with non-negligible advantage. That is, for any adversarythere exists a PPT algorithifis
such thafAdvy — AdVZ? | = AdVBEPH (A).

Proof. Suppose there exists an adversaryhat distinguishG, from Gz with non-negligible advantage. A
simulatorB3 that solves the DBDH assumption usingis given: a challenge tuplb = ((p,G,@,GT,e),

k, k2, kP, k¢ k, k2 kP k°) and T whereT = To = e(k, k)2 or T = Ty = e(k,k)9. ThenBs that interacts with
A is described as followsss first chooses random exponems ¢, Yq, X,y € Zp and a random element
we G. It computesg = ko, u= g, h=g",§=Kes,0=§ h=¢§, w =w? w,=w? Itimplicitly sets
v=aT=q@+ag,a=ab and publishes a publlc keK by selecting random valueg, c,,cy € Zp as

ng , Wo 7\Ncg U\NC WCu’\NCu’ hV\i]:_hvw(Z:hv\NCh» W1, W2, W,
gV = (ka)YtJ’g* = k*yg‘ﬂl(ka)*yg@7 0,0 = (§"),0 "= (g ),
BV = (@)= (7T, Q=e(k? k0.

A~

o

Additionally, it setsf =k, f = k for the semi-functional signature and semi-functionalifieation. A
adaptively requests a signature for a mesddgeTo respond to this quenys selects random exponents
r,C1,C2, %, % € Zp and creates a semi-functional signature by implicitlyisgt, = byy/sc+ 7 as

Wig = (UM h)rwil(ka)f%2{<7 Wyo = ng(kb)ygksd(’ Wiz = wet,

Wo1 = g'wy? (K) ™%, Wo 2 = Wk, Wo 3 = W2,
It can only create a semi-functional signature sisge enables the cancellation k¥°. Finally, A outputs
a forged signature™ = (W';,...,W; ;) on a messag®*. To verify the forged signature3s first chooses

random exponents;, S, ., %, € Zp and computes semi-functional verification components byliaitly
settingt =, S = —acyy + S, Z = —acy(XM* +y)/sc+z /s as

V11 (& )yg V12 = k% V13 = (kc) ygqolk—qogs’c
Voq = (Q PolXM+Y) s, — K%, Vg = (kc) Yo (XM +Y) 27

Next, it verifies thaﬂ?zle(wlfi,vl,i) . ﬂ?zle(wzi,vz,i)*l Z (T)VS. If this equation holds, then it outputs 0.
Otherwise, it outputs 1.

To finish the proof, we first show that the distribution of theglation usingD, T = e(k, R)abc is the
same as3,. The public key is correctly distributed since the randoduesyy, X, Y, Cq, Cy, Ch are used. The
semi-functional signature is correctly distributed as

Wi = ga(uM h)rvvil(f7V)SKZk _ kygab(uM h)rwil(k*a)&(byg/&+4) _ (UM h)erl:l(ka)*‘%z&

The simulator can only create a semi-functional signatimeez, = byy/sc + 7z, enables the cancellation of
k3, The semi-functional verification components are coryedistributed as

Vg =g = (R0)° = (K%, Vi = (§")! % = (R0 k2% = &,
Vig= (G OHY(f %)%= (k—yg(@+a@))ck—qog(—acyg+§c) — (kc)—Yg%R—@gc7

>

Yg(XM*+y) ) ( )yg xM*+y

Voo = gvM ﬁv)t fS% (kYQa (XM*+y) )ck—acyJ xM*+y +Z kZ'c
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Vo = (G- ™ R (f9)%% = (K Yo(0tag) (M +y) )0 [~ —acy, (M +y)+2
= (K&) Yo OM +y) -~ 2%
Q' = e(g.9)" = e(k k) = (To)%.

We next show that the distribution of the simulation usihgl; = e(k, R)d is almost the same &33. It is
obvious that the signature verification for the forged sigrealways fails ifT; = e(k, k)9 is used except
with 1/p probability sinced is a random value if,. This completes our proof. O

4 Sequential Aggregate Signature

In this section, we propose two SAS schemes with short plblys and prove their security based on that
of our PKS schemes.

4.1 Definitions

The concept of SAS was introduced by Lysyanskaya €t al. JA®AS, all signers first generate public keys
and private keys, and then publishes their public keys. Tegde a sequential aggregate signature, a signer
may receive an aggregate-so-far from a previous signemi@ates a new aggregate signature by adding his
signature to the aggregate-so-far in sequential ordeerAfiat, the signer may send the aggregate signature
to a next signer. A verifier can check the validity of the agate signature by using the pubic keys of all
signers in the aggregate signature. An SAS scheme is forefined as follows:

Definition 4.1 (Sequential Aggregate Signatured sequential aggregate signature (SAS) scheme consists
of four PPT algorithmsSetup KeyGen AggSign and AggVerify, which are defined as follows:

Setug1?). The setup algorithm takes as input a security parameteand outputs public parameters PP.

KeyGer{PP). The key generation algorithm takes as input the public peeters PP, and outputs a public
key PK and a private key SK.

AggSignAS,M,PK, M, SK). The aggregate signing algorithm takes as input an aggeegatfar ASon
messageM = (My,..., M) under public key®K = (PKy,...,PK), a message M, and a private key
SK, and outputs a new aggregate signature AS.

AggVerify(ASM,PK). The aggregate verification algorithm takes as input an eggte signature AS
on messageM = (My,...,M;) under public keyK = (PKjy,...,PK), and outputs eithet or O
depending on the validity of the sequential aggregate sigea

The correctness requirement is that for each PP outpuSktup for all (PK,SK) output byKeyGen
any M, we have thatggVerify(AggSignAS,M’, PK’ M, SK),M’||M,PK’||PK) = 1 where ASis a valid
aggregate-so-far signature on messat'sunder public key®K’.

A trivial SAS scheme can be constructed from a PKS scheme igatenating each signer’s signature
in sequential order, but the size of aggregate signatureogoptional to the size of signers. Therefore, a
non-trivial SAS scheme should satisfy the signature commgas property that requires the size of aggregate
signature to be independent of the size of signers.

The security model of SAS was defined by Lysyanskaya et d], (29 we follow the security model
of Lu et al. [27] that requires for an adversary to register kky-pairs of other signers except the target
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signer, namely the knowledge of secret key (KOSK) settingpeiproof of knowledge (POK) setting. In this
security model, an adversary first given the public key ofgéisigner. After that, the adversary adaptively
requests a certification for a public key by registering tb-gair of other signer, and he adaptively requests
a sequential aggregate signature by providing a previogreggte signature to the signing oracle. Finally,
the adversary outputs a forged sequential aggregate signatt messages under public keys. If the forged
sequential signature satisfies the conditions of the dgaundel, then the adversary wins the security game.
The security model of SAS is formally defined as follows:

Definition 4.2 (Security) The security notion of existential unforgeability undertesen message attack
is defined in terms of the following experiment between damgérC and a PPT adversary:

1. Setup C first initializes a certification list CL as empty. Next, ilnsiSetupto obtain public parame-
ters PP andKeyGento obtain a key paifPK, SK), and gives PK to4.

2. Certification Query .4 adaptively requests the certification of a public key by jliog a key pair
(PK,SK). ThenC adds the key paifPK, SK) to CL if the key pair is a valid one.

3. Signature Query A adaptively requests a sequential aggregate signaturer@iging an aggregate-
so-far ASon messages!’ under public key®K’), on a message M to sign under the challenge public
key PK, and receives a sequential aggregate signature AS.

4. Output Finally (after a sequence of the above queried) outputs a forged sequential aggregate
signature ASon messagels! * under public key®K*. C outputsl if the forged signature satisfies the
following three conditions, or outpu@otherwise: 1)AggVerify(AS,M*,PK*) =1, 2) The challenge
public key PK must exists iRK* and each public key iPK* except the challenge public key must
be in CL, and 3) The corresponding message Mihof the challenge public key PK must not have
been gueried byl to the sequential aggregate signing oracle.

The advantage ofl is defined asAdvy{*SA) = PriC = 1] where the probability is taken over all the ran-
domness of the experiment. An SAS scheme is existentifdhgesble under a chosen message attack if all
PPT adversaries have at most a negligible advantage in tog@kxperiment.

4.2 Construction

To construct an SAS scheme from a PKS scheme, the PKS schemle shipport multi-users by sharing
some elements among all signers and the randomness ofwsigmahould be sequentially aggregated to a
single value. We can employ the randomness reuse technidueed al. [27] to aggregate the randomness
of signatures. To apply the randomness reuse techniquehauddsre-randomize the aggregate signature to
prevent a forgery attack. Thus we build on the PKS schemd®egirevious section that support multi-users
and public re-randomization to construct SAS schemes.

4.2.1 Our SAS1 Scheme

Our first SAS scheme in prime order bilinear groups is desdris follows:

SAS1.Setupf?): This algorithm first generates the asymmetric bilinear gsc(ﬂ,@ of prime orderp of
bit size®(A). It chooses random elemergsv € G andd,V € G. Next, it chooses random exponents
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V1,V2,V3, 0, @, @3 € Zp and SetsT = @ + Vi@ + Vo@s, TT= @ + Va@s. It also setswv; = w#, wy =
w?, w3 = w®._ It publishes public parameters as

PP= < (vav(@vGTve)v g, Wy, W2, W3, W, QvQV1>gvz7g_T> \77\7\/37\7_ >

SAS1.KeyGenPP): This algorithm takes as input the public paramets It selects random exponents
a,xy€ Zpand computes =g, h=g¢,0=§", 0" = (§")*, 0" = (§"2)*, 07" = (§" "), h=§ h*"* =
(§1)Y,hv2 = (§"2)Y,h~T = (§~")Y. It outputs a private kegK = (a,x,y) and a public key as

PK=(uh, 0,0",0%0°7, A" A% AT, Q=e0,6)° ).

SAS1.AggSignAS,M’,PK’,M, SK): This algorithm takes as input an aggregate-sABr= (S, ;,...,S, 4)
on messaged’ = (Mg,...,M;_1) under public key®PK’ = (PKy,...,PK_1) wherePK; = (u,h;,...,Q;),
a messag# < {0,1} wherek < A, a private keySK = (a,x,y) with PK = (u,h,..., Q) andPP. It
first checks the validity oAS by calling AggVerify (AS,M’, PK’). If AS is not valid, then it halts. If
the public keyPK of SK does already exist iRK’, then it halts. Next, it creates temporal aggregate
components by using the randomness of the previous aggregdtr as

T11=81-9"(S)™Y, T2 =S, (S2)™", Tiz =S5 (S5)™M,
Tia=94 (S ™MY, o1 =S4, T2 =S5, oz =3, Toa=Sa

Finally, it selects random exponemtg;,c; € Z,, for re-randomization and outputs an aggregate sig-
nature as
-1

AS= (811 =Tua [ ") (N W S = Tao W Sia = Taa B! S = Taa-w™

S1=To1 W2, S =T W, S3=Toz W2, S4=Tos W? )

SAS1.AggVerifyAS M, PK): This algorithm takes as input a sequential aggregate sighASon mes-
sagesM = (My,...,M;) under public key$K = (PKjy,...,PK)) wherePK; = (u;,h;,...,Q;). It first
checks that any public key does not appear twicBknand that any public key iRK has been cer-
tified. If these checks fail, then it outputs 0.1 = 0, then it outputs 1 i, = S = 1, 0 otherwise. It
chooses random exponeits;, s, € Zp and computes verification components as

Cr1=4 Ciza= (§")'V, Cra= (§)! (%)%, Cra= (@ (4 ™,
| R | R i | ) B )

Coa = [(@"R)', Caz = []UG MRV, Coa = (G MA (@)
|

Coa= _|]<<0rf>“”i o ).

Next, it verifies that[]i, €(Syi,Cui) - [T, €(S2i,Coi) 2 2 M-, QL. If this equation holds, then it
outputs 1. Otherwise, it outputs 0.
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The aggregate signatu/sSis a valid sequential aggregate signature on mesdddgsl under public
keysPK'||PK with randomness =’ +r, € = ¢} +¢,(xXM+Yy)+c1, € = ¢, +cp wherer’, ¢}, ¢, are random
values inAS. The sequential aggregate signature has the following form

sll—rlg“'rl (W) WE, S1p=wS, Si3=wg, Sa=w,
S1=0W2, So=w2, S3=w2 SH4=n2

4.2.2 Our SAS2 Scheme
Our second SAS scheme in prime order bilinear groups is itbestas follows:

SAS2.Setup{?): This algorithm first generates the asymmetric bilinear gm@,@ of prime orderp of
bit size®(A). It chooses random elemergsy € G andg € G. Next, it selects random exponents
V, @, @ € Zp and setg = @ + v, wi = w?, wo = w?. It publishes public parameters by selecting
arandom valugg € Zp as

PP= ((p>G>G7GT>e)> gWi];_g7W2 7WCg W1, W2, W, gvg g_T e(g7g) )

SAS2.KeyGenPP): This algorithm takes as input the public parames It selects random exponents
a,xy € Zpand setsi = §,h=¢. It outputs a private ke$K= (a,x,y) and a public key by selecting
random values,,, ¢, € Zp as

SAS2.AggSignAS,M’,PK’,M, SK): This algorithm takes as input an aggregate-sAfir= (St S3)
on messaged’ = (Mg,...,M;_1) under public key®PK’ = (PKy,...,PK_1) wherePK; = (uiwi“’i,...,Qi),
a messag®/ € Zp, a private keySK= (a,x,y) with PK = (uwf",...,Q) andPP. It first checks the
validity of AS by calling SAS.AggVerify(AS,M’,PK’). If AS is not valid, then it halts. If the public
key PK of SKdoes already exist iRK’, then it halts. Next, it creates temporal aggregate compsne
by using the randomness of the previous aggregate-so-far as

Ti1= Sl,l(gwig)a(slz.l)XMW’ Ti2= S/:L.z(ng)a(%,z)XMHa Tiz= Sl.s(ch)a(%,?,)XMera
T1=51, 2=, T2a3=S3.

Finally it selects random exponentg;, ¢, € Z,, for re-randomization and outputs an aggregate sig-
nature as

~ (51 =T T (o () o

| |
Sz = Taz [ (005 05") W8 s = Tas [ (W) )

S1=To1- (gW]_ ) Wcz &2 _ T22 ( A )rWSZ, S3=Ths- (WC‘J)VWCZ >
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SAS2.AggVerify(AS M, PK): This algorithm takes as input a sequential aggregate sighASon mes-
sageM = (My, ..., M) under public key®K = (PKj,...,PK;) wherePK; = (uiw(l:”‘i,...,Qi). It first
checks that any public key does not appear twic®kh and that any public key ifPK has been
certified. If these checks fail, then it outputs 0. K= O, thenitoutputs 1 i1 =--- =$3=1,0
otherwise. It chooses a random exporteatZ, and computes verification components as

Cii=¢,Ciz=(§")", Cia= (""",
| | |

Coa= [ (@', Caz = [(@)MA)', Caa =[] ™A )

Next, it verifies thatr]2.; e(S.i,Cri) - 12, &(Si,Coi) 2 2 Ml_, Q. If this equation holds, then it
outputs 1. Otherwise, it outputs 0.

Letr’,c},c, be the randomness of an aggregate-so-far. If we impliogtgrS=r"+r, & = ¢} +cga; +
z,: (cuiMi+chi)r+cg, & = c’ +cgr + G2, then the aggregate signature is correctly dlstrlbuted as

Sll_l—!ga.l—l M.hI rW01 S_I_Z—WC 513—WC1
S1= rWiaSZ,ZZWS,&73=W62.

4.3 Security Analysis

Theorem 4.3. The aboveSAS1scheme is existentially unforgeable under a chosen mesgtagk if the
PKS1scheme is existentially unforgeable under a chosen mesdtagk. That is, for any PPT adversary
A for the aboveSAS1scheme, there exists a PPT algoritifior the PKS1scheme such tha&tdv*A) <
AdVES(2).

Proof. Our overall proof strategy for this part follows Lu et al. [2hd adapts it to our setting. The proof
uses two properties: the fact that the aggregated signagsud is independent of the order of aggregation,
and the fact that the simulator of the SAS system possessgsitlate keys of all but the target PKS.
Suppose there exists an adversahthat forges the abovB8AS1scheme with non-negligible advan-
tagee. A simulator B that forges thePKS1 scheme is first given: a challenge public kBipks =
((p,G,G,Gr,€),0,u,h,wi,...,W,§,....47 %, 0,...,07",h,... ,h~7,0,0"3, ™ Q). ThenB that interacts with
A is described as followss first constructPP = ((p,G,G,GT,e),g,wl,...,w,g‘,...,g“T,O,\‘/"3,\7‘") and
PK* = (u,h,d,...,07",h,...,h~7,Q = e(g,§)?) from PKpks Next, it initializes a certification lis€L as
an empty one and giveBP and PK* to A. .4 may adaptively requests certification queries or sequen-
tial aggregate signature queries. Afrequests the certification of a public key by providing a pukey
PKi = (u,h;,...,Q;) and its private keySK = (ai,X,Yi), thenB checks the private key and adds the key
pair (PK;,SK) toCL. If A requests a sequential aggregate signature by providinggegate-so-faAS on
messagedl’ = (My,...,M,_1) under public key®PK’ = (PKy,...,PK_1), and a messagd to sign under
the challenge private key &fK*, then5 proceeds the aggregate signature query as follows:

1. It first checks that the signatufes is valid and that each public key PK’ exits inCL.

2. It queries its signing oracle that simulafsS1.Signon the messagil for the challenge public key
PK* and obtains a signature.
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3. Foreach Ki < -1, it constructs an aggregate signature on messhgsingSAS1.AggSigrsince
it knows the private key that correspondsRE;. The result signature is an aggregate signature for
messageM’||M under public key$K'||PK* since this scheme does not check the order of aggrega-
tion. It gives the result signatuiSto A.

Finally, A outputs a forged aggregate signatii& = (Sil, -.+,S4) on messagelsl* = (My,..., M) under
public keysPK* = (PKj,...,PK)) for somel. Without loss of generality, we assume tifd€; = PK*. B
proceeds as follows:

1. B first checks the validity oAS® by calling SAS1.AggVerify. Additionally, the forged signature
should not be trivial: the challenge public kBX* must be inPK*, and the messagd; must not be
queried byA to the signature query oracle.

2. For each Xi <|, it parsesPK; = (u;,h;,...,Q;) from PK*, and it retrieves the private ke§K =
(ai,x,y;) of PK; from CL. It then computes

Wii=9;- l_L (g% (Skil))inWi)_l? Wiz =Si,- I_L ((3572))(‘Mi+yi)_1,

Wig = sgg-[l(<s;3>wi+yi)l, W4 = SL4-_|1(<8574>*M+M>1,

VV271 = SZI? Vv272 = %727 VV273 = 8237 Vv274 = %74-

3. It outputso = (Wi 1,...,Wo4) as a non-trivial forgery of the PKS scheme since it did not enak
signing query orM;.

To finish the proof, we first show that the distribution of theslation is correct. It is obvious that
the public parameters and the public key are correctlyibiged. The sequential aggregate signatures is
correctly distributed since this scheme does not check fitier @f aggregation. Finally, we can show that
the result signaturer = (Wi 1,...,Wa4) of the simulator is a valid signature for tfRKS1 scheme on the
messag@/1, under the public keyPK* since it satisfies the following equation:

4
I_! (WA, Vi) I_! (VV2|,V2,)
|
—e(Si1,§) &S50 ) €(S15, 670) (50,0 ™) &[] o7
l A~
e(gé,l’ rl( ) ) (SE 25 rL( )vltvdsl) (5;’3’ u(a:\/l. hi)th\A,dsl)fl

(Sha ry Py o) L e(s; ) (M) e(Sp (GMiR) o)
&(Sp 3, (AMHh)219¥2) 1. g(S; ,, (aMeh) T ™2) 1
=e(S11,C11) - &(S12,C12) - €(S3,C13) - (S 4,C14) - I_Lgal g

(Sslvl_l(:vlﬁ)) (SEZ’H( hy)vitv) (353’|_l( ) 2v%2)
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&S, rl(alvl hy) o)

_rl Silacll rl SEHCZI rlgcn g rth rlQ—t Qt
whered = xM; +y; ands; = Zi:z(xi Mi +Vi)s1 + 2. This completes our proof. O

Theorem 4.4. The aboveSAS2scheme is existentially unforgeable under a chosen mesgtagk if the
PKS2scheme is existentially unforgeable under a chosen mesdtaygk. That is, for any PPT adversary
A for the aboveSAS2scheme, there exists a PPT algoritifiior the PKS2scheme such tha!tdviAS()\) <
AdVZES(A).

Proof. Suppose there exists an adversaryhat forges the abovBAS2scheme with non-negligible ad-
vantagee. A simulator B that forges thdPKS2 scheme is first given: a challenge public Keipks =
(PG, G, Gr,€),gwe, W, wWoo, uwf, ..., W, wy, Wz, §,§",677,0,...,h~7,Q). ThenB that interacts with
A is described as followds first construct®®P = ((p, G, G,Gr, ) gw1 Wy 9 WO, Wy, W, W, g,g g‘T N) by
computing/ = e(gwy, §) - e(wy?,§") - e(w,§T) = e(g,§) and PK* = (uwf*,...,we. G,. T Q) from
PKpks Next, it initializes a certification lis€L as an empty one and givés and PK* to A. A may
adaptively requests certification queries or sequentigitea@te signature queries. Afrequests the certifi-
cation of a public key by providing a public k&K; = (uiw‘i“",...,Qi) and its private keysK = (o, %, Vi),
then B checks the private key and adds the key pgRIK;,SK) to CL. If A requests a sequential aggre-
gate signature by providing an aggregate-soA8ron messagedl’ = (My,...,M,_1) under public keys
PK’ = (PKy,...,PK_1), and a messagd to sign under the challenge private keyRit*, thenB proceeds
the aggregate signature query as follows:

1. It first checks that the signatukes is valid and that each public key PK’ exits inCL.

2. It queries its signing oracle that simulatsS2.Signon the messaghl for the challenge public key
PK* and obtains a signature.

3. Foreach K i < -1, it constructs an aggregate signature on messhgsingSAS2.AggSigrsince
it knows the private key that correspondsRHE;. The result signature is an aggregate signature for
messaged!’||M under public key®K'||PK* since this scheme does not check the order of aggrega-
tion. It gives the result signatuksSto A.

Finally, A outputs a forged aggregate signata® = (Sj ;,...,S; 3) on messages!* = (My,..., M) under
public keysPK* = (PKqy,...,PK) for somel. Without loss of generality, we assume tid€; = PK*. B
proceeds as follows:

1. Bfirst checks the validity oAS' by usingSAS2.AggVerify. Additionally, the forged signature should
not be trivial: the challenge public k&3K* must be inPK*, and the messadé; must not be queried
by A to the signature query oracle.

2. For each X i <, it parsesPK; = (uiw(l:”‘i,...,Qi) from PK*, and it retrieves the private ke§K =
(ai,x,yi) of PK; from CL. It then computes
| | |

Wi1=8, I_L (g9 (5571))in+yi)_l, Wi =S, l_L ((Sk;z,z))inWi)_l? Wiz =S I_L ((Sk;z,s))inWi)_l?

Wo1=51, Wopo =5, W3=S53.
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3. It outputso = (Wi 1,..., Wb 3) as a non-trivial forgery of the PKS scheme since it did not enak
signing query orM;.

The public parameters and the public key are correctlyidiged, and the sequential aggregate signa-
tures are also correctly distributed since this scheme doesheck the order of aggregation. The result
signatureo = (Wy 1,..., Wb 3) of the simulator is a valid PKS signature on the mesdédgander the public
key PK* since it satisfies the following equation:

ﬁ oWy, V1)) rl e(Wo;, Vo)t

:e(SfL.1>gAt)'e(Sf,2>gAv) (S14,0~ rlga' )

<szl,|1<AM' ) <s;2,|1< b))~ <szs,|1<a?”iﬁi>-“>-1-
&(Ssy, (M) 7L (S} 5, (AMHR) ) -<$37<M1h> -t
=€(S11,C11) - €(S12,C12) - €(Si3,C13) - rLga' )

e(SE,bil_l_l(O h)') (8527|_l( hi)*) (SE&El(OMﬁi)_n)_l

[0 e o o) 61 - ot ] -

whered = x;M; +Vy; ands; = ZLQ(Xi M; +Vi)s1 + S. This completes our proof. O

4.4 Discussions

Multiple Messages The SAS schemes of this paper only allow a signer to sign @mt¢ke aggregate
algorithm. To support multiple signing per one signer, we gae the method of Lu et al. [27]. The basic
idea of Lu et al. is to apply a collision resistant hash fumttd to a messag®#! before performing the
signing algorithm. If a signer wants to add a signature on ssaigeM, into the aggregate signature, he first
removes his previous signature bi{M;) from the aggregate signature using his private key, and tleen
adds the new signature on théM;||M) to the aggregate signature.

5 Multi-Signature

In this section, we propose an efficient multi-signature J[g&heme with short public parameters and prove
its security without random oracles.

5.1 Definitions

Multi-Signature (MS) can be regarded as a special kind of BKi\which different signatures generated
by different signers on the same message are combined astarshito-signature. Thus MS consists of
four algorithms of PKS and additional two algorithr@®@mbine and MultiVerify for combining a multi-
signature and verifying a multi-signature. In MS, each siggenerates a public key and a private key, and
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he can generate an individual signature on a message byhisipgvate key. To generate a multi-signature,
anyone can combine individual signatures of different sigron the same message. A verifier can check
the validity of the multi-signature by using the public keysigners. An MS scheme is formally defined as
follows:

Definition 5.1 (Multi-Signature) A multi-signature (MS) scheme consists of six PPT algosti®®etup
KeyGen Sign, Verify, Combine andMultVerify, which are defined as follows:

Setur{1}): The setup algorithm takes as input a security paraméteand outputs public parameters PP.

KeyGerfPP): The key generation algorithm takes as input the pytdiameters PP, and outputs a public
key PK and a private key SK.

Sign(M, SK): The signing algorithm takes as input a message M, andater key SK. It outputs a
signatureg.

Verify(o,M, PK): The verification algorithm takes as input a signatar®n a message M under a public
key PK, and outputs eithdror 0 depending on the validity of the signature.

Combindo,M,PK): The combining algorithm takes as input signatueesn a message M under public
keysPK = (PKjy,...,PK), and outputs a multi-signature MS.

MultVerify (MS, M, PK): The multi-verification algorithm takes as input a multsature MS on a mes-
sage M under public keyBK = (PKj,...,PK;), and outputs eithet or 0 depending on the validity
of the multi-signature.

The correctness requirement is that for each PP outp @ty 1% ), for all (PK, SK) output byKeyGeriPP),
and any M, we have thaterify(Sign(M, SK),M, PK) = 1 and for eacho on message M under public keys
PK, MultVerify (Combingo,M,PK),M,PK) = 1.

The security model of MS was defined by Micali et al.|[30], bu¢ ¥ollow the security model of
Boldyreva [6] that requires for an adversary to registeikepairs of other signers except the target signer,
namely the knowledge of secret key (KOSK) setting or the pod&nowledge (POK) setting. In this secu-
rity model, an adversary is first given the public key of a ¢éargjgner. After that, the adversary adaptively
requests the certification of a public key by registering kbg-pair of other signer, and he adaptively re-
guests a signature for the target signer on a message.\i-thalladversary outputs a forged multi-signature
on a messag®* under public keys. If the forged multi-signature satisfies tonditions of the security
model, then the adversary wins the security game. The $gooodel of MS is formally defined as follows:

Definition 5.2 (Security) The security notion of existential unforgeability undertesen message attack
is defined in terms of the following experiment between dengérC and a PPT adversary:

1. Setup C first initialize the certification list CL as empty. Next, uinsSetupto obtain public parame-
ters PP andKeyGento obtain a key paifPK, SK), and gives PRPK to A.

2. Certification Query A adaptively requests the certification of a public key by jaliog a key pair
(PK,SK). C adds the key paifPK, SK) to CL if the private key is a valid one.

3. Signature Query A adaptively requests a signature by providing a message Mgto under the
challenge public key PK, and receives a signatore
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4. Output Finally, A outputs a forged multi-signature M®n a message Munder public key$K*.
C outputsl if the forged signature satisfies the following three cdndi, or output$ otherwise: 1)
MultVerify (MS*,M*, PK*) = 1, 2) The challenge public key PK must exist$K* and each public
key inPK* except the challenge public key must be in CL, and 3) The meddamust not have been
queried byA to the signing oracle.

The advantage ofl is defined ag\dV{> = PrlC = 1] where the probability is taken over all the randomness
of the experiment. An MS scheme is existentially unforgeabter a chosen message attack if all PPT
adversaries have at most a negligible advantage in the abrgeriment.

5.2 Construction

To construct an MS scheme with short public parameters, weus@ our PKS schemes that support multi-
users and public re-randomization. To aggregate the randssnof signatures, we cannot use the technique
of Lu et al. [27] since the randomness should be freely aggeegin MS. Instead we aggregate the ran-
domness of signatures by using the fact that each signerajese signature on the same message in MS.
That is, if group elements, h that are related to message hashing are shared among alfssigimen the
randomness of each signer can be easily aggregated sin@ntl@m exponent in a public key and the ran-
domness of a signature are placed in different positionsis ur two PKS schemes can be used to build
MS schemes sinog, u,h in PKS1 orgw®, unf*, hwf" in PKS2 are published in a public key. Note that it is
not required for a signer to publicly re-randomize a muljasture since each signer selects an independent
random value.

To reduce the size of multi-signatures, we use our PKS2 selienthis MS scheme. Our MS scheme
based on the PKS2 scheme is described as follows:

MS.Setup(?): This algorithm first generates the asymmetric bilinear gsd@,@ of prime orderp of
bit size®(A). It chooses random elemergsy € G andd € G. Next, it selects random exponents
V, @1, @ € Zp and setg = @1 + vy, wp = WP, w, = w. [t selects random exponentsy € Z, and
computesu=g*,h=¢",0d = §,h=¢§ . It publishes public parameters by selecting random values
Cg,Cu,Ch S Zp as
PP= ( (P.G,G,Gr,6), gwi®, Wy’ W, uwi, W, Wi, hwf, wi, we,
W1, W2, W, g> QV’Q—T’ 07 L’]V’O—T’ F‘? ﬁvv ﬁ—T7 A= e(g> g) )
MS.KeyGen(PP): This algorithm takes as input the public paramefePs It selects a random exponent

a € Zp and compute€2 = A%. Then it outputs a private k&gK = a and a public key aBK = Q.

MS.Sign(M,SK): This algorithm takes as input a messades Zy and a private keysK = a. It selects
random exponentscy, C; € Zp and outputs a signature as

0 = (Wi = QW) ()™ () w2,
Wiz = (W) (W5 )MWE")"Wa, WA 3 = (W) (w)Mwo ) wet,
Wa i = (gWE) W, Wap = (W) W, Wh g = (W) W2 )
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MS.Verify(o,M,PK). This algorithm takes as input a signaturen a messag®l under a public keyK.
It chooses a random exponent Z, and computes verification components as

Vii=08Vio=(¢")Viz= ("),
Vo1 = (M), Va2 = ((0)MAY) Vo3 = ((GT)MAT)L

Next, it verifies thad|‘|i:"’:1 e(Wyi, Vi) - |‘|i3:1 e\ ,V27i)71 2 Qb If this eqguation holds, then it outputs
1. Otherwise, it outputs 0.

MS.Combine(o,M,PK): This algorithm takes as input signatur@s= (o1, ...,0;) on a messag®l under
public keysPK = (PKj,...,PK;) wherePK; = Q. It first checks the validity of each signatuse=
(W1i71,...,W2i73) by calling MS.Verify (0;,M,PK;). If any signature is invalid, then it halts. It then
outputs a multi-signature for a messageas

MS= ( Si1= Iljwliﬂl’ S = i|jW1i.z, Siz3= i|jW1i,3,

S1= I]_l‘lwzil, S2= i|_I‘lwzi,2, S5 = i|_I‘lw2‘73, ).

MS.MultVerify( MS M, PK): This algorithm takes as input a multi-signatuvkS on a messag# under
public keysPK = (PKy,...,PK;) wherePK; = Q;. It chooses a random exponémt Z, and computes
verification components as

Vi1=§ Vio=(§")"Viz= (""",
Vaa = (@"0)! Va2 = (@)MR")' Vs = (@ )MA™).

Next, it verifies that ]2, e(Swi,Vai) - 121 &(Sei, Vai) 2 2 M-, Q. If this equation holds, then it
outputs 1. Otherwise, it outputs 0.

5.3 Security Analysis

Theorem 5.3. The aboveMS scheme is existentially unforgeable under a chosen messtagl if thePKS2
scheme is existentially unforgeable under a chosen messi@gpl. That is, for any PPT adversadyfor the
aboveMS scheme, there exists a PPT algoritifrior the PKS2scheme such th#&dvVW{3(A) < AdvZS(2).

Proof. Suppose there exists an adversdrihat forges the abovlS scheme with a non-negligible advan-
tagee. A simulatorB that forges th€KS2scheme is given: a challenge public B¥pks= ((p, G, G, Gr,e),
gw°g, ...,\,Q). ThenB that interacts with4 is described as followds first construct®P= ((p, G, (f}, Gr,e),
gw‘}g, ...,\) by computingh = e(gw;°, §) -e(wy?, 8" ) - e(w, §T) = e(g, §) andPK* = Q from PKpks, Next,

it initialize a certification listCL as an empty one and givé¥ andPK* to .A. A may adaptively request
certification queries or signature queriesAlfequests the certification of a public key by providing a publ
key PK; = Q; and its private keySK = a;, then5 checks the key pair and ad{BK;, SK) toCL. If A re-
guests a signature by providing a messig® sign under the challenge private keyRiK*, then5 queries
its signing oracle that simulaté¥S2.Signon the messagk! for the challenge public keRK*, and gives
the signature tol. Finally, A outputs a forged multi-signatuMS' = (S ,, .. ., 823) on amessagll* under
public keysPK* = (PKj,...,PK)) for somel. Without loss of generality, we assume tifd€; = PK*. B
proceeds as follows:
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1. Bfirst check the validity oMS" by callingMS.MultVerify . Additionally, the forged signature should
not be trivial: the challenge public kdBK* must be inPK*, and the messadd must not be queried
by A to the signing oracle.

2. Foreach Xi <, it parsePK; = Q; from PK*, and it retrieves the private k8K = g% of PK; from
CL. It then computes

Wii=9S" rl (g“i)’l, Wi =S, Wiz =S5,
VV271 = %717 Vv2,2 = %727 VV273 = %73'

3. It outputso = (Wi 1,..., Wb 3) as a non-trivial forgery of the PKS scheme since it did not enak
signing query orM;.

To finish the proof, we first show that the distribution of tlimglation is correct. It is obvious that the
public parameters, the public key, and the signatures areatly distributed. Next we show that the output
signatureo = (Wy 1,..., Wb 3) of the simulator is a valid signature for tRKS2 scheme on the messalyl
under the public kefPK* since it satisfies the following equation

iﬁ e(Wa,i, Vi) Iﬁe%I7V2I

:iue(sii,Vl.i).ilie (S5, V2,) rlgal’Q II_I_!Q%'il_I_LQi_t:Qtl-

This completes our proof. O

5.4 Discussions

Removing the Proof of Knowledge. In our MS scheme, an adversary should prove that he knows the
private key of other signer by using a zero-knowledge prgsfesn. Ristenpart and Yilek [32] showed that
some MS schemes can be proven in the proof of possession §&@iRY instead of the POK setting. Our
MS scheme also can be proven in the POP setting by using #atinique. That is, if our MS scheme is
incorporated with a POP scheme that uses a different hastidonand the adversary submits a signature
on the private key of other signer as the proof of posses#ien,the security of our scheme is also achieved.
In the security proof, a simulator cannot extract the pevay elemeng® from the signature of the POP
scheme, but he can extract other valg%w‘f,wg,vvd and these values are enough for the security proof.

6 Conclusion

In this paper, we first proposed two PKS schemes with shottqkdys that support multi-users and public

re-randomization based on the LW-IBE scheme. Next, we m®gpdwo SAS schemes with short public

keys without random oracles and with no relaxation of assiomg (i.e., employing neither random oracles

nor interactive assumptions) based on our two PKS schentes.piboposed SAS schemes are the first of
this kind that have short (a constant number of group elesheite public keys and a constant number of
pairing operations per message in the verification algorithVe also proposed an MS scheme with short
public parameters based on our PKS scheme and proved itstg@dathout random oracles.
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There are many interesting open problems. The first one i®nstraict an SAS scheme with short
public keys that is secure under standard assumptions wtitandom oracles. A possible approach is to
build an SAS scheme based on the practical PKS scheme ofeBahl[5] that is secure under the standard
assumption. The second one is to build an SAS scheme withhiglic keys that supports lazy verification
and has the constant size of aggregate signatures. Brogle|&f] proposed an SAS scheme with lazy
verification, but the size of aggregate signatures in th& Scheme is not constant.
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Lewko-Waters IBE

In this section, we describe the IBE scheme of Lewko and Wdtalv-IBE) [26] in prime order bilinear
groups and the PKS scheme (LW-PKS) that is derived from the BB/scheme.
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A.1 The LW-IBE Scheme

The LW-IBE scheme in prime order bilinear groups is desdtias follows:

IBE.Setup(1?): This algorithm first generates the asymmetric bilinear gsci@,@ of prime orderp of
bit size®(A). It chooses random elemergss G andg,w € G. Next, it chooses random exponents
V, @, @ € Zp and setsT = @+ vp. It selects random exponentsx,y € Z, and setss = ¢, =
§.h=g’,h=§ W =W" W, =W?. It outputs a master keyIK = (a,d, 0, h, Wy, Wy, W) and public
parameters as

PP: < (p7G7@7GT7e)7 g7gv7gir7 u7uv7u7r7 h7hv7hir7 QZe(Q?Q)a >'

IBE.GenKey(ID,MK): This algorithm takes as input an idently € {0,1}% wherek < A and the master
key MK. It selects random exponems;, ¢, € Zp and outputs a private key as

SKp = ( K1 = 6% (0Ph)WE, Kyp = WE, Kyg = W2, Kop = G2, Koo = W Ko g = W2 )

IBE.Encrypt(M,ID,PP): This algorithm takes as input a message G, an identitylD, and the public
parameter®P. It first chooses a random exponént Z,, and outputs a ciphertext as

CT = (C=e(g.§)™M, Cri=¢Crz= (¢")',Cra= (@'
C2.l — (uIDh)t’CZ2 — ((UV)IDhV)t’CZ3 — ((u—r)th—T)t )

IBE.Decrypt(CT,SKp,PP): This algorithm takes as input a ciphert&T, a private keySKp, and the
public parameterBP. If the identities of the ciphertext and the private key ayead, then it computes

w

3
M=C- rl (Ci,Kyi) L rleC2|,K2|
1= |

A.2 The LW-PKS Scheme

To derive a LW-PKS scheme from the LW-IBE scheme, we applyréresformation of Naor [9]. Addition-
ally, we represent the signature@hinstead ofG to reduce the size of signatures. The LW-PKS scheme in
prime order bilinear groups is described as follows:

PKS.KeyGen(): This algorithm first generates the asymmetric bilinear gsﬁ?u,@ of prime orderp of
bit size®(A). It chooses random elemergsy € G andg e G. Next, it chooses random exponents
V, @, @ € Zp and setsT = @+ vp. It selects random exponentsx,y € Z, and setss = ¢, 0 =
Gh=g",h=§,wi =w?,w, = W®. It outputs a private ke$K = (a,g,u,h) and a public key as

PK = ((p7G>G7GT>e)7 W1, W2, W, Qvg\cgirv 070\/7071-7 ﬁ>ﬁvvh7r7 QZe(Q?Q)a )

PKS.SignM, SK): This algorithm takes as input a message {0, 1}k wherek < A and a private kefsK.
It selects random exponentg;,c, € Zp and outputs a signature as

= <W1.1 = g% (UMh) Wi Wh o = W5 Wi g = W, Wh g = g'WE2, Wb p = W2, Wb 3 = W2 >
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PKS.Verify(a,M,PK): This algorithm takes as input a signataren a messagk! € {0, 1}¥ under a public
key PK. It first chooses a random exponért Z, and computes verification components as

Vii=§Vio=(6")"Vaz= ("),
Vo = (@) Va2 = ((@*)AY) Vg = ((@-T)MAT).

Next, it verifies thad|‘|i:"’:1 e(Wyi, Vi) - |‘|i3:1 e\ ,V27i)*1 2 Q. If this equation holds, then it outputs
1. Otherwise, it outputs 0.

We can safely move the elements, w», w from the private key to the public key since these elements
are always constructed in the security proof of the LW-IBEBesne. However, this LW-PKS scheme does
not support multi-user setting and public re-randomizasince the elementg u,h are not given in the
public key.
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