arXiv:1502.06188v1 [cs.NI] 22 Feb 2015

An Empirical Performance Study of Intra-vehicular
Wireless Sensor Networks under WiFiI and
Bluetooth Interference

Jiun-Ren Lid, Timothy Talty?, and Ozan K. Tonguz
1Carnegie Mellon University, ECE Department, Pittsburgh,13213-3890, USA
2General Motors LLC, ECI Lab, Research and Development, &dal 48092-2031, USA
Email: j.lin.us@ieee.org, timothy.talty@gm.com, ton@ece.cmu.edu

Abstract—Intra-Vehicular Wireless Sensor Network (IVWSN)

is a new automotive architecture that applies wireless teaiolo-
gies to the communications between Electrical Control Ung

(ECUs) and sensors. It can potentially help achieve better

fuel economy, reduce wiring complexity, and support additbonal
new applications. In the existing works, most of the popular

wireless technologies applied on IVWSNs occupy the same 2.4

GHz ISM frequency bands as WiFi and Bluetooth do. It is
therefore essential to evaluate the performance of IVWSNsnder
interference from WiFi and Bluetooth devices, especially Wwen
these devices are inside the vehicle. In this paper, we repothe
results of a comprehensive experimental study of IVWSNs basl
on ZigBee and Bluetooth Low Energy under WiFi and Bluetooth
interference. The impact of the interference from Bluetooh and
WiFi devices can be clearly observed from the experiments. e
results of the experiments conducted suggest that Bluetdot_ow
Energy technology outperforms ZigBee technology in the cdext
of IV'WSNs when WiFi interference exists in the car.

Index Terms—wireless sensor network, vehicular networks,
automotive sensors, ZigBee, Bluetooth, WiFi, interferene
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Fig. 1. An intra-vehicular wireless sensor network

achieve better fuel economy and performance, and support
new applications [2]. An example architecture of IVWSNSs is
shown in Figure 1.

Since most of the wireless sensors in IVWSNs will be
powered by batteries and do not require a high data rate, low-
power wireless technologies, such as ZigBee/IEEE 802.15.4
or Bluetooth Low Energy (BLE), are good candidates to be
used as the physical (PHY) and MAC layer protocols [3][4].
Both of the two wireless technologies operate in 2.4 GHz
ISM band. In the mean time, some car manufacturers currently
have built-in WiFi as an option on their production cars (e.g9
autonet [5]), and most of them provide integrated Bluetooth
handsfree systems. WiFi (i.e., IEEE 802.11b/g) and Bluétoo
also operate in the same 2.4 GHz ISM band, and therefore
the coexistence problem is significant for IVWSNs. Another

Modern vehicles are highly computerized, and most of tlemerging source of WiFi signal is from personal hotspots,
vehicular operations are controlled by sophisticated etmbevhich enable users to share their cellular Internet access
ded systems. As more features are added to the vehickesother WiFi devices. This implies that unexpected WiFi
the number of vehicular sensors keeps increasing. Cuyrenthterference can be also introduced from mobile devices.
almost all of the sensors inside a vehicle connect to theirThe main objective of this paper is to study the impact
destination Electronic Control Units (ECUs) through wiredf WiFi and Bluetooth interference on the performance of

connections. The increasing number of sensors leads to mbrf&/SNs. While there are a number of existing papers that
wires that have to be added into the vehicles. These additiostudy the impact of such interference, most studies focus
wires raise the complexity of the vehicles and increase tba investigating the effect of interference in an office or
cost and complexity for car manufacturers to design amadoor environment. For instance, Shin et al. conducted a
assemble the vehicles. They also contribute to the weigtdacket error rate analysis of ZigBee under WiFi and Bludtoot
of the vehicles, thus limiting the range of possible posiio interference [6]. Shuaib et al. performed some experimients
for installing sensors. Due to these reasons, Intra-Véduicustudy the performance degradation of a ZigBee wirelesosens
Wireless Sensor Networks (IVWSNSs) have recently receiveetwork, Bluetooth, and WiFi devices, when they co-exist in
a great deal of attention in the automotive industry [1]. Bgn office environment [7]. Sikora and Groza reported experi-
utilizing wireless technologies, IVWSNs can possibly helmental results on ZigBee performance under interfererua fr
vehicle manufacturers reduce the design and assembly cU¥it-i (802.11b only), Bluetooth, and a microwave oven [8].
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Chong et al. reported analytical results on the throughput ([ seampie || Access address = A cRe res
ZigBee network when WLAN interference exists [9]. Besides| o« (oCEEH 2 octet) e Be) || Boss)
the aforementioned works, an interesting work done by Fran-
cisco et al. empirically investigates the impact of Bluékoo Fig. 2. The packet format of the BLE platform
interference on ZigBee wireless sensor networks in a static
setting where the experiment was performed when a car
parked in a parking lot [10]. In this paper, we conduct &
comprehensive experimental study that investigates tipadm Fig. 3. The packet format of the ZigBee platform
of both WiFi and Bluetooth interference in two different
types of IVWSNSs, and the experiments are conducted in both
parking and moving scenarios. packet from the slave to the master includes the notification
The rest of this paper is organized as follows. Secticand the data payload is fixed at 8 bytes, which is a typical
Il provides the details of the experimental platform. Satti data size for IV'WSNs. The packet format of the connection
Il introduces the experimental setup. Section IV depitis t event packets from the slave to master is shown in Figure 2.
experimental results and the major observations made in thige total length of a packet including a 1-byte preamble is 20
experiments. Finally, concluding remarks are given in iBact bytes. The transmit power is 0 dBm.
V. Moreover, because no direct control to the PHY layer is
provided by the development kit, a BLE packet sniffer is used
Il. EXPERIMENTAL PLATFORM to overhear the packets in order to measure the RSSI and

In this study, two different wireless technologies (i_e_calculate the Packet Error Rate (PER) and Packet Reception

ZigBee and BLE) are used as the underlying platforms f(l;}ate (PRR). In each experimen_t, the packet sniffgr is used to
IVWSNs and each platform is evaluated under two differeff@Pture the BLE packets, and it stores the received packets
kinds of interference (i.e., WiFi and Bluetooth). Details of® & binary log file, which is offline parsed to collect the

each of the four components are described in the foIIowhﬂj‘Cket information and calculate the statistic. Note that w
subsections. only collect the information of the connection event pasket

sent from the slave to masteiand other packet types can be
distinguished and discarded according to the packet header
A. IVWSN: Bluetooth Low Energy In addition, an u-blox EVK-6P GPS evaluation kit is used
The Texas Instruments CC2540 mini developmentkit [11] & collect the GPS information at a rate of 4 Hz when
used to develop the experimental platform for the BLE-basetke sniffer captures the BLE packets. The GPS information
IVWSNs. This platform consists of three BLE devices: ong synchronized with the captured BLE packets to provide
master device, one slave device, and one packet sniffegr Afimestamps and other information (e.g., vehicle speed and
booting up, the slave device will broadcast advertisemenlscation).
Once the master device hears the advertisements, it will
establish a connection with the slave. After the connectig \aysn: ZigBee

is established, there will be periodic packet exchangdie(ta The ZiaBee IVWSN platf . ¢ FireFl
connection events) between the master and the slave device. € zigbee platiorm consists of two FireFly sensor

The interval of the connection events is set as 0.25 secon&Ode:_ [1§|] — one trar:jsmr:ttlng r_:_Ode alnd one recegl(r:wgzr:l%d;.l:
In the experiments, in order to evaluate the system perf(-)rrh_e IreFly sensor node has a Texas Instruments

mance under interference, it is desired to create a const! g.agd it is gowp“igEVéitgotgelspzw angl I\gACHprotocols.
packet flow from the slave to the master device, and all igbee (and thus 15.4 standard). However, in

the slave-to-master packets have to be of the same len hg;apk))er, wlet?nly ug(_e sta?r(]jard_PHYl of IEEE 802f1251'3 on
However, due to the limitations of the development kit,,i.e. € cigbee piatiorm. Since there 1S only oné pair of zigbee

the BLE protocol stack is provided as object codes, we haggwces in the experiments, we apply a simple TDMA MAC
no direct control to the PHY and MAC layers of the BLE stacRrOt_OC.OI'

and hence cannot modify the packet/frame format directly. O S|m|Iar_ to the BLE-based [VWSNS, the same 8-byte data
solution is to enable the notification feature of the Generﬁ:ayload Is used to represent th_e sensor data._However, _due to
Attribute Profile (GATT) [12]. After the notification of a a Iarge_r packet hea_der (s_ee Figure 3), the size of a Z_|gBee
specific characteristic (i.e., a data field in a GATT profil acket is 25 bytes (including a 4-byte preamble). The Zigbee

on the slave is enabled by the master, every time when %ckets are transmitted at a rate of 4 Hz using channel 17

characteristic is changed, the slave will generate a natifio 435 MHz) and transmitting power of 0 dBm.

packet to the master. The notification is not necessary toThe Zigbee packet receiver is connected 1o a PC through

be included in a connection event, but if the time of th@ serial I|nk._ There are two programs on th? PC; one is the
characteristic change is very close to next connectiontetren Pr09ram which records the received packet information from

notification will be combined into the next connection eve qe receiver and the correspondlng GI.DS information to a log
packet. Therefore, the application layer on the slave @evi e, and the second one is a parser which reads the experiment

is programmed to modify the characteristic value every 0.25:11hjs is because the uplink traffic is sensor data and is tfffictaf interest
seconds, and then we can observe that every connection eweat IVWSN.

Frame
Control Field
(2 octets)
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Address
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Source
Address

Preamble
(2 octets)

(4 octets)

SFD
(1 octet)

PAN ID
(2 octets)

FCS
(2 octet)

Data Payload
(8 octets)

Length
(1 octet)




log and calculates the statistics of the received packe#nin States. To evaluate the performance of the two IVWSNs under

offline manner. interference, we designed comprehensive experiments that
involve 48 different scenarios. Each scenario differs depeg
C. Interference: Bluetooth on the following four parameters (i.€,x 4 x 3 x 2 = 48):

Among the two types of interference considered in thisl) Type of IVWSNs: as mentioned earlier, a total of two
paper, Bluetooth system is more prevalent as many of modern fypes of IVWSNs (i.e., BLE-based and ZigBee-based)
cars have Bluetooth-capable on-board stereo systems, and aré considered. _ _

Bluetooth headsets are typically used by drivers. In ordef) Location of sensors: since effect of interference may var
to emulate the realistic use case, a Bluetooth headset is according to the relative locations of sensors and the
placed inside the cabin, and a smartphone is placed above interference .sourcesllnadg the car, atotgl of four difiere
the center console to emulate the Bluetooth transceiver of SENSor location configurations are considered:

the on-board stereo system. To generate constant intectere a) Engine to engine: the transmitter and the receiver are
the smartphone continuously streams music to the Bluetooth ~ both within the engine compartment.

headset. b) Engine to cabin: the transmitter is in the engine

The Bluetooth headset used here is a Sony DR-BT50 head-  compartment, and the receiver is in the passenger
set, and the smartphone used in the experiments is an Apple =~ compartment.
iPhone 4. Both of the devices support Bluetooth v2.0 stahdar ) Cabin to engine: the transmitter is in the passenger
or above, and hence they support adaptive frequency hopping ~ compartment, and the receiver is in the engine com-
scheme. In other words, the devices can dynamically change  partment.
the frequency hopping sequence during the communication to d) Cabin to cabin: the transmitter and the receiver are both

avoid interference. within the passenger compartment.
The four sensor location configurations are illustrated in
D. Interference: WFi Figure 4. In each sensor location configuration, the sensor

nodes are installed at the positions which are close to the
actual sensor locations in the vehicle.

Type of interference: in our experiments, the effect of

WiFi and Bluetooth interference were accounted for. Note

that another set of experiments without any interference

Most of the in-vehicle WiFi networks in today’s market are
used to provide Internet access to the passengers. Thensyst )
normally consists of a WiFi router and a cellular network
gateway. To emulate an in-vehicle WiFi network, a Linksys
WRT54G2 WiFi router is installed under the rear deck of was also performed for benchmarking purpose.

the vehicle. A laptop is connected to the WiFi router through : o .
Ethernet to emulate a remote server. There is another la toAf) Type of environment: since it has been shown that the
’ P IVWSNs may behave differently when the car is parked

placed inside the cabin to be a WiFi client, which is assedat : : . :
. . : - and is driven, in order to comprehensively study the
with the Basic Service Set (BSS) of the WiFi router. To . . .
enerate realistic WiFi traffic, a File Transfer Protocol i} effect of interference, we investigate such effect on both
generate ' X . parking and driving scenario. For the driving scenario,
session is set up between the server and the client. FTP is . . .
o ) : the experiment was performed in Schenley Park, which
a protocol that is widely used on the Internet to provide file . . .
is close to the CMU main campus. There are one driver

transfer and resource sharing. Actually, the most commen us BT : }
. : - . . and one passenger sitting in the middle of the rear seat;

case of the in-vehicle WiFi is web browsing, but a FTP session .
both driver and passenger have normal body movement

is used here to represent a worst case scenario to the IVWSNs during the entire experiment. For location/speed logging

(i.e., continuous WiFi interference). ;
Filezilla Server v0.9.41 runs on the laptop as the FTP server and time reference purpose, a GPS was also used.

and Filezilla Client v3.5.3 is the FTP client on the WiFi For each of the 48 scenarios, the experiment was carried
client. Furthermore, to make the WiFi traffic more realistie  Out for 5 minutes (i.e., at a packet rate of 4 Hz, a total
downlink speed at the FTP server is limited at 800 kbps, whi@ 1200 packets were transmitted and their statistics were
is a possible download speed of 3G netwdrkshroughout collected). The Average Received Signal Strength Indicato
the experiments, the FTP client will keep downloading lard&®SS!) along with its standard deviation (indicated by erro
files from the FTP server to generate WiFi interference ®RArs) for each of the four sensor location configurations are
the IVWSNs. Note that the WiFi devices use WiFi channdiresented in Figure 5. The x-axis of the figure specifies the
6 (2437 MHz) in order to create interference to the zigBeyPes of IVWSNs and environment considered. For instance,

network, which uses ZigBee channel 17 (2435 MHz) in thé/G/Lotindicates that the results were obtained from a jpayk
experiments. lot scenario with ZigBee-based IVWSNs; BLE/Dyn indicates

the results were from a dynamic driving scenario with BLE-
l1l. EXPERIMENTAL SETUP based [VWSNS.

Th . N ; qi 2008 Ch | tIn the experiments which interference is introduced, the
€ experiments were performed in a 2 Evro verage interference power at the WSN receivers is measured
Impala, which is a common full-size sedan in the Unite

sing a real-time spectrum analyzer in order to calculate
2Most of the in-vehicle WiFi system uses 3G networks to cohnedhe the averagg Slgnal-to-lnterferencg power Rat|_0 (SIR)' As a
Internet. example, Figure 6 shows the locations of the ZigBee and BLE
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The average RSSI of the two IVWSNs in each sensor itotat

configuration

transmitters and receivers in the sensor location confiigura
(i.e., engine-to-engine), which corresponds to the setiopa

in Figure 4(a).
The average interference power of WiFi signal is calculated In this subsection, a set of experiments when no interferenc
by averaging the channel power of 10000 triggered signexists was performed and the results of these experimants se
samples, and the triggered threshold is set at -80 dBm. Tag a benchmark. Figure 8 shows the goodput performance
Bluetooth interference power is calculated by averagirg tiindicated by green bars) as well as the percentage of lost
channel power of 10 frequency hopping components. Thad erroneous packets (indicated by the orange and red bars,
average measured interference power (i.e., of both WiFi argspectively). Four sets of figures are shown for each of the
Bluetooth interference at the four receiving sensor laceti four different sensor location configurations; in each apni
shown in Figure 4) are shown in Table I. Observe that ZigBeation, results of both types of IVWSNs and both parking. (i.e

TABLE |
THE AVERAGE INTERFERENCE POWER AT EACH RECEIVER POSITION

Engine Cabin

WiFi interference power to ZigBee receiver -72 dBm  -40 dBm
Bluetooth interference power to ZigBee receiver  -55 dBm  dBm

WiFi interference power to BLE receiver -71 dBm  -44 dBm

Bluetooth interference power to BLE receiver -58 dBm  -34 dBm

and BLE IVWSNSs receive comparable amount of interference
(caused by either WiFi or Bluetooth) when their receivers ar
in the same compartment. Moreover, much lower interference
power is observed at the sensor located in the engine com-
partment, and this is mainly because the interference esurc
are located in either the passenger or trunk compartment.

IV. EXPERIMENTAL RESULTS

Based on the measured average received power at IVWSN
sensors and average interference power of both WiFi and
Bluetooth interference, one can compute the average Signal
to-Interference power Ratio (SIR) as follows:

Average RSSI of the received packets

Average SIR=
9 The average interference power (Table 1)

The computed average SIR observed under two differentinter
ferences are shown in Figure 7. Observe from the figure that
among the four sensor location configurations, the engine-t
cabin configuration has the lowest SIR; and this is condisten
with the observation made in the previous section. In aoldljti

it is worth pointing out that the SIR values under WiFi
interference are generally higher than those under Bldietoo
interference. In order to analyze implications of the afore
mentioned observations on the performance of the IVWSNSs,
we use the goodput metric which measures the percentage at
which the transmitted sensor packets are successfullyvezte
and decoded at the receiver. To be specific, the goodputanetri
can be defined as follows:

GoodputG £ R;E ,

where T is the total number of packets transmitted by the
transmitter, R is the number of packets received by the
receiver, and E is the number of the received packets which
fail the CRC check. Since we are interested in studying the
performance of the ZigBee and BLE IVWSNs and the impact
of the interference from WiFi and Bluetooth, we will compare
the performance of the two IVWSNs under the following two
assumptions.

A. No interference case
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s IlL = fLebhiocetn in both parking and driving environments with a slightlydar

m o ] degradation in the driving environment.
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In addition, observe from the figure that no degradation in
terms of goodput when the engine-to-engine configuration is
Fig. 7. The average SIR of each sensor location configuration considered. This is not Surprising due to the fact that even
under interference, the measured SIR at the receiversilire st
high (i.e., more than 10 dB for Bluetooth and 25 dB for WiFi).
As a result, engine-to-engine sensor transmissions on both

(b) Under WiFi interference

Engine to Engi i Cabil .
T neine fo Cabin ZigBee-based and BLE-based IVWSNs are not affected by
oodput BCRC Error = Lost packet Goodput mCRC Error = Lost packet B
00 | 100% the interference.
o 4 | . o 98.93% = _ . . . . .
o me ez smesk 3 Besides the engine-to-engine configuration, because of
oa ou% much lower measured SIR values, noticeable goodput degra-
92% 92% . . .
0% oo dation can be observed in the other three sensor location
AGflot - BLEfLot - zG/om - Biow A/OL - BrE/lot - ZG/o - BLE/Dw configurations especially under the WiFi interference. timeo
Cabin to Engine Cabin to Cabin words, up to 28% goodput degradation is a result of WiFi
Goodput MCRC Error » Lost packet Goodput CRC Error  Lost packet interference while the Bluetooth interference leads te than
B S R oo o000k 5% degradation. This observation may be counter-intuitive
N 98.68% 98.28% N 98.37% 98.52% . e s .
se% 965 given that the SIR values under WiFi interference is larger
o o than those under Bluetooth interference. For instancesiden
s0% 50% the parking lot environment, ZigBee-based IVWSN, and the
21G/Lot BLE/Lot ZIG/Dyn BLE/Dyn ZIG/Lot BLE/Lot Z1G/Dyn BLE/Dyn

engine-to-cabin configuration, the WiFi's 26% (as compaoed
Fig. 8. The performance of BLE and ZigBee IVWSNs when no fetence  Bluetooth’s 4%) goodput degradation is observed even thoug
is introduced the measured SIR value under WiFi interference is 4 dB

larger (i.e., -32 dB and -36 dB under WiFi and Bluetooth

interference, respectively).

The above observation is a result of difference in undeglyin

Lot) and driving (i.e.,Dyn) scenarios are presented. Observghysical layer operations of WiFi and Bluetooth systems. In
from the figure that when no interference exists, both ZigBeether words, WiFi uses the Direct Sequence Spread Spectrum
based and BLE-based IVWSNSs perform reasonably well wifpSSS) with 22 MHz channel bandwidth whereas the Fre-
more than 96% goodput. The ZigBee-based IVWSN performgsiency Hopping Spread Spectrum (FHSS) with 1MHz channel
slightly better than the BLE-based IVWSN and this is mainlpandwidth is used in Bluetooth devices. It therefore foBow
due to the fact that the variance of the received signal powat the Bluetooth interference more random as compared
of BLE-based IVWSNSs is larger then that of ZigBee-based WiFi; the interference from Bluetooth only affects the
system (see Figure 5). Higher fluctuation in terms of reckivengoing transmission if it "hops” into the same frequency
power signal leads to slightly lower packet goodput (i.e, ibands used by the IVWSNSs. It is worth pointing out that
most cases, the difference is less than 2%). an adaptive FHSS is also supported where the Bluetooth
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or driven) perform reasonably well (in terms of goodput) whe
no interference or only Bluetooth interference are conside
The performance of both IVWSNs however significantly de-
grades when WiFi interference is introduced. Nevertheless
the BLE-based IVWSN is considerably more robust than the
ZigBee-based network in most of the configurations. Thus,
with the current technology, the BLE seems to be a better
candidate for IV'WSNs when robustness against interference
iS @ main concern.
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Another interesting observation is: when one compares the
performance of two IVWSNs, we can observe that BLE-
based IVWSN performs generally better than the ZigBee-

based system and this phenomenon again arises due to the
fact that the BLE sensor employs the FHSS technique whereas
the ZigBee-based system does not. To conclude, based on
our extensive experimental study, it is shown that the BLE-
based IVWSNSs considerably outperforms the ZigBee-based
IVWSNs in terms of goodput when WiFi interference is
introduced; and comparable performance is observed under
Bluetooth interference.

V. CONCLUSION

In this paper, a detailed and comprehensive experimental
study was performed to investigate the effect of Bluetoaith a
WiFi interference on the performance of the Intra-Vehicula
Wireless Sensor Networks (IVWSNSs). The experiments were
setup to emulate realistic use cases of both Bluetooth afd Wi
devices inside the vehicle. The results of a total of 48 chffé
experimental scenarios suggest that both ZigBee-based and
BLE-based IVWSNs (regardless of whether the car is parked



