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Abstract—We derive an exponentially decaying upper-bound block-length increases. Therefore, it is natural to remihee

on the unnormalized amount of information leaked to the wire  normalization factor in[{2) and ask fstrong secrecy
tapper in Wyner's wire-tap channel setting. We characteriz the

exponent of the bound as a function of the randomness used by I(W;,Z) <e. 3)
the encoder and show examples for which this exponent is | . .
than those that exist in [7]. P P *% " Maurer and Wolf showed that, the highest achievable fate (1)
understrong secrecyequirement does not change [3].
|. INTRODUCTION Classical achievability constructions| [1],| [4] are based o
associating each messagez {1, ..., M} with a sub-code of

Wyner [1] introduced the notion of the wire-tap channglate R’ and transmitting a randomly chosen codeword from
(Fig. ) in 1975: Alice wants to communicate a messagfat sub-code to communicate The reliability of the code

W e {1,..., M} to Bob through a communication channejs guaranteed by keeping the total rdte+ R below I(X;Y).
V: X — ). Eve also has access to what Alice transmits viagyrthermore, by varying the sub-codes’ ra@ from 0 to

wire-tappefs channelW : X — Z and the aim of Alice is to 1(x 7), the upper-bound on the information leakage rate,
keep the message hidden from her while maximizing the ra}LQ(W; Z), is controlled. Particularly, by choosing the raté
of information transmitted to BobR = . log M. justbelowI(X; Z), the weak secrecy is established.

An alternative way to approach the secrecy problem is to

EV:X—W] Y [Bob,s Decodei—» W estabhsh secrecy througthannel re_solvabﬂ_ny[S]—[?]. The
- __ resolvabilityof a channeW : X — Z is the minimum entropy
Z_ e rate required at its input such that its output distribution

approximates a desired (product) distributi@® and is equal

Fig. 1. The Wire-Tap Channel to I(X; Z) if Qz = Pz, the distribution induced by the input
distribution Px [5], [8]-[10].
To this end, Alice encoded’ as a codeworX € X™ and For any fixed message € {1,..., M} the output of Eve’s

sends it vian consecutive uses of the channel. Bob observeBannel has distributiofz|;;—,,. It is not difficult to see that
the output sequence &f, Y € Y™ and estimate$?’ given the secrecy is guaranteedi;y —,, ‘well approximates’ the
Y. On the other side, Eve has acces¥ta Z" (the output product distributionP} by setting the sub-code raté® just
sequence ofV), given which, she attempts to infer abdiit. aboveI(X;Z). In particular, if we measure the quality of
Wyner (in case whel is degraded with respect #) [I] approximation by asking the unnormalized Kullback-Leible
and later Csiszar and Korner (in a more general context ofdivergence betweerPz—,, and Py to be small, strong
being more capable thaw) [2] showed that, given any input secrecywill be established. Indeed inl[5].[[7] it has been shown
distribution Px, Alice can communicate reliably to Bob at any(using random coding arguments) that the information lgaka
rate R up to I(W;Z) will be exponentially small im provided thatr’ is
I(X;Y) - I(X; 2), (1) @above the resolvability of wiretapper's the chanigk’; 7).

Definition 1. GivenR, R’ andW, a numberF is asecrecy ex-
ponentfor the wire-tapper channgV, if there exist a sequence
of reliable coding schemes of rak& requiring the entropy rate
R’ at the encoder, for whictim inf —Llog[I(W;2Z)] > E.

(when (X,Y) ~ Px(x)V(z|y) and (X, Z) ~ Px (x)W(z|z))
while keeping the rate of information leaked to Eve abidut
as small as desired; i.e. guaranteeing

lI(W; Z) <k, (2) Contribution: In this paper, we derive an exponentially
" decaying upper-bound dB[D(Pzw—. | P%)], where the ex-
for any € > 0, using sufficiently largea. pectation is taken over the i.i.d. random coding ensemble,

Wyner's measure of secrecy allows one to investigate thg analyzing the concentration propertiesif|;—,,. It then
trade-off between the message rate and the informatioadgakfollows (by standard expurgation arguments) thatfer> 0,
rate but is too weak from the security point of view; even ithere exist a code of essentially the same rateising which
the amount of information Eve learns about the mesd&ge max,, D(Pzjw—u||Py) < (1 + €)E[D(Pzjw—.|PZ%)]. As
normalized to the number of channel uses vanishes asymafready noted in[[7], this is aorst-casemeasure of secrecy
totically, the amount itself can grow unboundedly as thi@ contrast tol(W;Z) which is an average-case measure of
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secrecy. We finally show examples for which our lower-bounahich is an average of i.i.d. random variables and
on lim —1logE[D(Pgw_.||P2)] is greater than that of [7]. "
A, o8 EID Pa = [P2) ElPaw(ev)] = Pya).,  welMl. @)

II. NOTATION . . )
. . Theorem 1. Using the construction described above, far €
We use uppercase letters (liR€) to denote a random vari- [M]

able and corresponding lowercase versienfor a realization

of that random variable. The boldface letters denote sempsen E[D(Pzjw-u||P%)] < exp[-nEy(Px, W, R').

of lengthn. The i-th element of a sequenceis denoted as .

x;. We denote finite sets by script-style uppercase lettees IiWIth

S. The cardinality of setS is denoted by|S|. For a positive Ey(Px,W,R') = max {\R' — Fy(Px,W,\)}, (8)
integerm, [m] £ {1,2,...,m}. R denotes the set of real 0<A<;
numbers andR = R U {—oc0, +o0} is the set ofextended \ynere

real numbers. We writg'(n) = g(n) (resp.f(n) < g(n)) if

lim,, o0 = log % =0 (resp.< 0). Fo(Px, W, \)

We denote the set of distributions on alphalleasP(X). o 1-23 _ox\ 2
If P cP(X), P* € P(X") denotes the product distribution = 10%{2 PZ(Z)(Z Pxz(x]z) = PX(QE)F“) ]
Pr(x) £ [, P(z;). Likewise, if V: X — Y is a condi- ze2 reX
tional distributionV™ : X™ — )" denotes the conditional If W is a uniform erasure channel, we may take
distribution V*(y|x) = [[i-, V(yilz;). If P,Q € P(X),
P <« @ meanssupp(P) C supp(Q).

We denote theypeof a sequence € X" by Py € P(X)
and theconditional typeof y € Y™ givenx € X" by \A/y|x :
X — Y (seel[1l, Chapter 2] for formal definitions). e Iy

A distribution P € P(X) is an n-typeif nP(r) < Nog 00 X7 WrA) =108 [-c2 Pa) expIAD(Priz= | P
for vz € X. We denote the set oh-types on X as which is a larger exponent compared (g).

C > — | ¥
Pn(X) & P(X) and use the fact thaP, (L) = O(n'™) Remark. Fy(Px, W, \) and F§(Px,W,\) are both convex

[11, Lemma 2.2] repeatedly. ) . .
_If P € P,(X), we denote the set of all sequences of typfﬁgc(t)'ﬁg;%ﬁéifﬁszﬂepld'ce@ ard GiA) passing through

PasT, C X" If V: X — Y is a conditional distribution, t

Es(Px,W,R') = max {/\R’ - Fg(PX,W,)\)}, 9

0<A<:

where

the V-shell of x € A", is denoted agy (x) C V. B Fo(Px W, \)|,_, = ZF5(Px,W,\)|,_, = I(X:2).
. M AIN RESULT HenceE,(Px, W, R') > 0 with equality iff R’ < I(X; Z).
In the rest of the papefX, Z) € X x Z denotes the pair  The only random quantity involved in the divergence
of random variables whose joint distribution 8 7 (z, z) = D(Pzjw—.||P¥) is the conditional distributionPzy—,

Px(z)W(z|z) where Px is a fixed input distribution. For \whose expectation i} as shown in[{7). To prove Theo-
simplicity (and with no essential loss of generality) weuase rem[1 we will show that the random variabldd, vy (z|w)

the supp(Px) = X. We also define concentrate around their meaRy(z), in Section1V. Using
X, 2 {zeX:W(zlz) >0}, Vze Z (4) the concentration results, we then prove the claim in Selifio

L As an immediate corollary to Theordm 1 we have:
and assumeX, # 0 for Vz € Z. This impliessupp(Pz) = £
andsupp(Px|z—.) = X.. Corollary 2. For any input distributionPx and a pair of rates

o . . R and R’ such thatR+ R’ < I(X;Y), there exists a reliable
Definition 2 (Uniform Erasure Channel)Ve say thaW is a qde of rateR using which

uniform erasure channef for Vz € Z,
W(zlz) =€, <1, Vo € A,. (5)

Following [4] we consider the following random cod
construction: for every messagec [M], a codebook of size
M’ £ exp(nR'), denoted byC,,, is constructed by sampling Corollary[2 is proved in AppendixIB.

M' codewords,X,, ., ,w' € [M'] independently from the
product distributionP% . In order to communicate the message IV.  CONCENTRATION RESULTS
w, Alice picksw’ € [M’] uniformly at random and transmits For Vw € [M] andVz € Z" let
Xww- Given such a construction, for every € [M] and Py (z]w)
z € Z™, the conditional output distribution o&V is U, (z|w) £ % (20)
M’ z
Py (z|w) = % Z W" (Z|Xw,w,)7 (6) Using [@), it is easy to see th&{U,, (z|w)] = 1.

w’'=1

I(W;Z) < exp|—nEs(Px,W, R)],

efor any message distributioRy,. Hence, thef; in Theorenf 1L
is a secrecy exponent.



Theorem 3. If W is a uniform erasure channel, for amy> 0, We then observe thatV, — E[N,]| < exp(—nn)E[N,]

P[|U,(zw) — 1| > exp(—nn)] < 2¢”3 expla(Px 2 R Pui)n] implies

for vz € 2" andvw € [M], where Since N, ~ Binomial(M’, p), using the Chernoff bound of
Oc(Px,z,R',pz,n) A p_ D(pX|ZHpX|PZ) —2n. (11) [12, Corollary 4.6], we have:

|Un(z|lw) — 1] < exp(—nn).

M'p exp(—2nn)
3

Proof: Pick anyP € P,,(2) and observe that fas € 75, ]P’[|Na — E[N,]| > eXp(—nn)E[Na]} < 2e”

W (z]x)
Py(2)

For everyP € P(Z) and stochastic matriQ : Z — X define

— exp [n(D(Vx\zllple) _ D(Vx\z|\PX|Z|P))]- The claim follows by observing that
M'pexp(—2nn) = exp[n(R' — D(Px z||Px|P) —2n)]. &

a Remark.W being a uniform erasure channel is sufficient but
Ax,z(P;Q) = D(Q||Px|P) = D(Q|| Px|z|P)- (12) nota necessary condition for Theorem 3 to hold. The argument

Thus, using[(B), is valid as long ag{5) holds forz € supp(B,).
M’ Theorem 4. For everyP € P(Z) and 7 € R let,

Un(z|lw) = ﬁ Z exp[nAx,z(P; Vx 12)] (13) E.(Pxz,P,7)2 Oglaigl{uf — Ko(Px,z, P,p)},  (19)
SpS

w'=1

SinceW is a uniform erasure channel, one can check thgthere

Axz(P;Q) Ko(Px.z, P, 1)
P(2)log(Px(X.)), if PQ < PPz, N o RN
z; (14) = Z;P(Z) 10%(;(Px|z($|2) Px () ) . (20)
—00 otherwise

Then, forvz € Z™ andVw € [M],
Hence the set

1
A2 {Ax z(P;Q) for all conditional typeQ} C R, (15) P“U (zlw) = 1] = eXP(__E (Px,z, Py, T )]

contains only two elements;oo and < exp(—lE (Px,z, P, T)n )
a=a(P) ==Y P(z)log(Px(X.)). for any r satisfying
Define - T+ Eo(Px,z, Py m) < R (21)
Twe U w@cx, ae [ aixkr;lﬂﬁJﬁ'&é%ﬁ%%Péé’i’s“BhiﬁgEvtixe"é’égf?rf Wi the
Q:Ax,z(PiQ)=a slope 5. Ko(Px.z, P, pt)] =0 = D(Px|z||Px|P). Therefore,

where T4 (z) is the Q-shell of z and the union is over itis easy to see that Theordmh 4 gives a non-trivial resuly onl
conditional typesQ : Z — X (thus containsO(n!¥II21) when D(Py 7| Px|F;) < R’ because of (21).

shells). We can hence rewrite {13) as Proof: Pick P € P,(Z) and assumez ¢ Tp. If
1 E.(Px, Z,P 7) = 0 the claim is trivial. Thus, we assume
Un(z|w) = MNa exp(na), 17 E. (Px.z, P,7) > 0 which impliesT > D(PX|Z|\PX|P)

The proof goes along the same lines as that of Thebiem 3,
except that now the sed defined in [IIB) contain® (nl* /121
elements (instead of only two). Let £ {a € A:a > —oc0}
and for eacha € A define7,(z) as in [16). Now we can
rewrite [13) as

p=F(Ti@)= >, Pi(T) (o) — - 3 N, explna) (22)
n M/ a Y

Q:Ax,z(P;Q)=a

where N, £ [{w’: Xy, € Ta(z)}| denotes the number of
codewords irC,, in 7,(z). Since the codewords are indepen;
dent we can conclude thaf, is a Binomial random variable
with parameters\/’ and success probability

acA
= exp {_nQ AXIZD(III} Q=a (QHPX|P)} with N, £ [{w’ : X, € Ta(2)}|. As before N, has a Bino-
mial distribution with parameterd/’ and success probabilit
= exp[—nD(Pyx 7| Px|P)]. (18) P P y
In the above, second equality follows sin€shells are Pa = Px (E(Z)) :QA z(:Q) Px (76(2))
x,z(P;

disjoint, the third equality follows from [11, Lemma 2.6]dn :A A
(18) follows easily by adding and subtractind&Q|| Px| 2| P) = exp [—n ~ min (Q||PX|P)} . (23)
(see Appendix T for details). Q:Ax,z(PQ)=a



Let Furthermore, sinc&[U,,(z|w)] = 1,

Ac2foed:  min  DQIPKIP) <7 (24)  E[Un(zlw)log Un(zlw)]
Q:Ax,z(P;Q)=a - E[y (z|w) log U, (z|w) + (Un(zlw) — 1) log Pg(zﬂ.
and split [22) as
2V, (z|w)
1 1
U (z|w) = 7 Z N, exp(na) + i Z Nq exp(na) . SinceU, (z|w) < 1/P%(z),
a€A\A- ac A,
~ Viu(zlw) < —log Pg(z) = O(n). (31)
AT, =5n

R Now we can rewrite[{30) as
Let 6, £ exp(—%E.(Px,z,P,7)n) for the sake of brevity. [30)

Since1 bothT,, andS,, are non-negativel,, < 6, and|S, — > pezn Py (2)E[Un(z|w)log(Un(z|w))]

1| < 50, imply |Uy(zlw) — 1| < 6,. We will show =Y pep,(2) Luct, PEEEVa(2]w)]. (32)
P[Tn > 554 + P“Sn —1] > 554 < 6, (25) To prove the theorem, we shall first upper-bound

to complete the proof. We, firstly, have E[V,.(z|w)] < exp[-nEy(Px,z, R, P)], (33)

Z Pa exp(na) for Vz € T;. The theorem, then, follows by using the above
aeAA, in (32) and [11, Lemma 2.6] to conclude
= exp [—n min { min D(Q||Px|P) — aH, E[D(Pzw=ullP%)] < exp[—nEs(Px,W,R')],
ac A\ A, Q:Ax,z(ﬁ;Q):a

h
using [23). It can be shown (cf. AppendiX D) that where
. . . Ei(Px,W,R')%2 min {D(P|Pz)+ E,(Px.z,R P)}.
min { min D(Q||PX|P)—a}ZEC(PXZ,P,T). (Px ) PEP(Z){ (PliFz) 1Pz )}

acA\A, LQ:ax , (PQ)=a (34)
(26) _
Thus,E[T,,] < §2, and (by Markov inequality), A. Uniform Erasure Channels
PIT, > 1/26,] £ 6 27) Pick P € P, (Z) andn > 0, define the event
Secondly,E[S,] — 1| = |E[Z,]| < 62 and Kn(2zw) = {|Un(zlw) — 1] < exp(=1n)},
S0 = 11 < |Sp = E[Su]| + [E[S,] = 1] < [Sn — E[S,]] + 7. and split
Hence if|S, — E[S,]| < 14, then|S, — 1] < 15,.. Now, E[Vi(z|w)] = E[V, (z[w)|Ky (z]w)]P[K, (z]w)]
+ E[Va (z|w) | Ky (2]w) | P[Kn (2]w) ] (35)

P[|Sn — 1] 2 1/26,] < P[|Sn — E[Sy]| = 1/46,)]

<P3a€ A, : |N, — E[N,]| > 1/45,E[N,]], (28) Conditioned onk,, (z|w), V,,(z|lw) = O(nexp(—nn)), hence

Since N, ~ Binomial(M’,p,), the Chernoff bound of [12, E[V, (2]w) [KCp (2|w) |P[C, (2|w)] < exp(—nn).  (36)
Corollary 4.6] implies, Additionally, sincez € T, using [31) and Theorefd 3,

P[|N, — E[N,]| > 1/46,E[N,]] < e"wM'Padu_ (29)

E (Vi (zw) Ky (2]w) [P [Kn(2]w) ] < P[K,(z]w)]
Using [23) and[(24) one can verify that fare A, < e s exp(a(Px 2, R Pon) (37)

P[|N, — E[N,]| > 6,E[N,]] < e~ woP[(R=m=BP:m)n] - comnining [36) and(37) we can see

which, due to[(2Il), decays doubly exponentiallyinThus, as n, if a(Pxz, R, P,n)>0
IA| = O(n!®1IZ1), the upper-bound of (28) decays faster than Ei(Px.z, R/, P) = maxq othérv;éze )

any exponential im. This, together with[{27) shows (25m

V. PROOFOF THEOREMI] Consequently, using (111) we can concludeffhat

Using the linearity of expectation, we have: E.(Px 7, R, P)= max{%[R’—D(PX|Z|\PX|P)], O}. (38)
E[D(Pgyw-wllP%)] Using [38), the equivalence of (84) and (9) is shown in
= 30 B[ Papw () log (P2 )| Appendi(E=A. "

= Ysezn Pz (2)E[Un(zlw)log(Un(zlw)) ] (30)  1ger, = H=PEXIZIPXIP) _1oar™) it . p(py,, Py |P).




B. General Channels VIl. CONCLUSION

The proof for general channels is very much similar to that We derived a lower-bound on the secrecy exponent of the
of uniform erasure channels we discussed in Sedfion V-Wire-tap channel using i.i.d. random codes. It is an open
except that we shall use the weaker concentration resultgsfestion whether random constant-composition cades [ilil] w
Theorem 4. For a fixed® € P,(Z) and r satisfying [21), lead to better secrecy exponents.

define the event As shown in[[2], for general channélsandW, any message
1 R rate up to
Ko (afw) 2 {|Un(alw) = 1] < exp( =5 Ee(Px.z, Pirin) }. 1(@5Y) = 1(@; 2),
Following the same steps as [ 13%).1(36), dnd (37) and usiw@ere@—o—X—o—(Y_, Z) form a Markov c_haln, is achievable.
Theoreni# we can conclude that Our results are straightforwardly extensible to the casenwh
the auxiliary random variabl€ is used.
E[Un(z|w) 10g(Un(z|w))} < eXp{—lEC(PX,z,P, T)n} In preparing this manuscript it came to our attention that
2 applying the method described in_[10, Section IlI-B] to the
Therefore, wire-tap setting results in a secrecy exponent that agrées w
A 1 A (9 for the uniform erasure channels and is larger than (8) in
Ei(Px z,P,R') = max —E.(Px z,P,T). general. Nevertheless, we believe that the method deslcribe

7 Be(Px,z, P.r) b <R 2 here has merit in showing the doubly exponential nature of

(39) . A .
Using [39), the equivalence of (34) and (®) is shown itnhe concentration of the output distribution, and beinglgas

Appendix[EB. Furthermore, sinc&,(Py 5, P,7) — 0 for adaptable to other types of random coding.
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APPENDIXA Therefore, there exists a cod& = |J,cpaqCh in the

PROOF OF(7) ensemble using which we simultaneously fiave
i i . . i 2M
The right-hand-side of[{6) is the average of identically e ZPr[W £ w|W = w
distributed random variables. The mean of each of them is 2M 2~
< exp[-nFE,.(Px,V,R+ R')]. (43)
| [TW (10| = T] Bxec W ()] 1 \
11 11 a7 2 PP P2)
- [ 3 PX(x)W(zi|x)} = [[22(0) < exp[-nEy(Px,W, R')]. (44)
=1 xzeX =1

Since each of the summands [n](43) is positive, there exist
In the above, the first equality follows since the codewords a@ SubsedV, C {1,...,2M} of cardinality W;| > 3 M such
sampled from the product distributiaR. m that, forvw e Wy,

Pr[W # w|W = w] < 4exp|—nE,.(Px,V,R+ R')]. (45)

APPENDIXB

PROOF OFCOROLLARY [ Similarly since the summands in_{44) are positive, therstexi

a subsetV, C {1,...,2M} of cardinality|[W,| > 2M such
that, forvVw € W,
Let M £ exp(NR) and construcM i.i.d. codebooks

of size M’ £ exp(nR’'), Cy,w € [2M] by sampling each D(Pgyw—u | P3) < 4exp[—nEs(Px,W, R)]. (46)
codeword independently from the product distributi®f. As
we already described, in order to communicates [2M], Since [W; N Ws| > M there exist a subsaty € W; N

Alice picks w’ € [M’] uniformly at random and transmitsyy), of cardinality |[\W| = M. The sub-code defined by the
X, Over the channel. The union of this codeboajké messages iV, | J,,yy, Cs, has rateR and, using that, for any
UMGHQM]] Cw isarandom i.i.d. codebook of raﬁ+R+%. message distributio®,;; on W, we have:

Hence, using this ensemble for communicating &xeas long

as R+ R < I(X;Y), Bob can decode bothl” and W’ P, = Z Py (w) Pr[W # w|W = w)
reliably. More precisely, for eachv € [2M], the expected wew
decoding error probability is upper-bounded as < exp[-nE,(Px,V,R+ R')]
E[Pr[W # W|W = w]] due to [(45) which is exponentially small insince R+ R’ <
< exp[=nBr (P V. B+ BooD)]. - (40) 1(W:2) = D(Pgw | Pg|Piv) — D(Py|P)
. R , , < Z Py (w)D(Pzjw—wlPy)
In the aboveV and W’ denote, respectively, the maximum weW
likelihood estimations ofit¥’ and W’ given Y, the output < exp[-nEs(R', Px,W)],
sequence o¥, and E,. is Gallager’s random coding exponent
(see[[18, Chapter 5] for details). Consequently, due to [@6). ]
2M 3 . . . . .
1 . Markov inequality implies for at Ieas§ of the codes in the ensemble,
E{m S P # w|W = w]}
w=1 1 2M N 2M R
< exp[-nE, (Px,V, R+ R')] (41)  ga7 2 PV # wlW =l <3B[7 B P £ wlW = wl].
w=1 w=1
Likewise, Theorenill implies Similarly for at Ieas% of the codes in the ensemble,
2M [ 1 % ]
2M = 2 DPzyw=ullPz) <3E|— > D(Pzw=uwllPz)|
1 n 2M ziw Z 2M | z
E{W;D(Pzw_wupz)} w=l w=l

42 Therefore, for at Ieas% of the codes in the ensemble bdihl(43) dnd (44) hold
( ) simultaneously.

é exp[—nES (PX7 W7 RI)]



APPENDIXC
ProoF oF(18)

SinceAx z(P; Q) = a iff QP < Py P (cf. (I3)),

D(Q| Px|P) = D(Q||Px|P)

_ min
Q:Ax,z(P;Q)=a

N min
Q:QP<Px |z P

{P(QIIPx|P) — D(QIIPx|2|P)

=  min
Q:QP<Px |z P

+ D(QIPxiz1P) }
D(QHPX\le) =a

= __ min
Q:QP<Px 7 P

a+

which is attained ifQ = Py n

APPENDIXD
DERIVATION OF E,. (PROOF OF(28))

To prove [(26) we first need to compute the value of

Ey(Px.z,Pa)2  min  D(Q||Px|P).  (47)
Q:Ax,z(P;Q)=a
For P € P(2), let
Go(Px,z, P, p)
23" P()log[ > Pajzlel) 7 Px(2)77).
z€Z reX
The functionG is convex inp (cf. AppendixX(G-B).
Proposition 5.
Eb(PX,Za P’ a) =a+ Izlél’ﬂ%({pa - GO(PX-,Zv P7 P)}
Proof: Let
A Pxﬂz(I,Z)
LX7Z(CC,Z)—1Og <W s V(:C,Z) EXXZ,

denote the information density function for the joint distr
tion Px z for the sake of brevity.

Using [12),
) min D(QHPX|P)
Q:Ax, z(P;Q)=a
—a+ min D(Q”PX\Z|P> (48)

Q:Ax,z(P;Q)=a
Now, we have

D(Q[|Px|z|P)

X min
Q:Ax,z(P;Q)=a

= min{ D(QI|Px|7|P) + max p(a — Ax,7(P; Q) }
Q pER

= minmax{ D(QI|Px|z|P) + p(a — Ax.2(P; Q) }
pER

Q
) max{mm{D Q||PX‘Z|P) pAx. z(P; Q)} + pa}
peER
where (*) follows 5|nceD(Q|\PX|Z|P) is a convex function
of Q and Ax z(P; Q) is a linear function ofQ. Therefore,

D(QHPX|Z|P) — pAx.z(P;Q) is also a convex function of
Q and we can swap thmin and themax. Now,

D(QHPX|Z|P) — pAx 2(P;Q)
Q(z2) )

— Z P(z) Z Q(z|z) log(PX|Z($|Z) exp[pix,z(x, 2)]

z€Z TeEX

> P(z)

z2€EZ

1
IOg(ZM sz<x|z>exp[mx,z<x,z>1>

with equality iff Q(z|z) Px\z(x|z) exp[ptx z(x, z)] (using
the concavity of logarithm). Therefore,

mén{D(QHPX|Z|P) — pAx z(P;Q)} + pa = pa
_ Z P(2) 1og(z Px\z(x|z) explptx, z(x, z)]) ]
z2EZ zeX
Remark.It is easy to verify thatE, (Px,z, P,a) is a convex
function of a. Furthermore,[(48) implies,(Px, 2, P,a) >
max{a,0} with equality ata = D(Px|z||Px|P) anda =
—D(Px||Px|z|P).

Proof of Z8). SinceEy(Px.z, P,a)—a > max{0, —a},

min {Ey(Px.z, P,a)—a} =0,
a€A\ A,

Otherwise, letZ. 2 {a € R : Ey(Px z,P,a) < 7} and
observe thaf; is a convex subset & (i.e. it is an interval).
We also haved \ A, = A\ Z,. Therefore,

min {Eb Px, Z,P a —a}

if 7 < D(Px|z|Px|P).

ac A\ A,
= min {Eb PXZ,P a —a}
ac A\Z-
> min {Ey(Pxz,P,a)—a}
a€R\Z,
= min A {Eb(nyz,I:’,a)—a} (49)
aER:Eb(PX,Z,P,a):T
=74+ min {-a}
a€R:Ey(Px,z,P,a)=T
=7+ min{—a}. (50)

In the above, [(49) follows since the convex function
Eb(PXZ,P,a) — a attains its global minimum at =
D(PX‘Z||PX|]5) inside the convex sét.. Thus, the minimum
outsideZ, must occur on the boundaries of the set. Further-
more, [50) follows since the minimum of a linear function
(—a) inside a convex sef. must happen on the boundaries.
Continuing [5D) we have

T+ min{—a}
=7 +min{- a—i—max{u(Eb(PX z,P,a)—71) )}

a€R
—mlnmax{ 1-— )T—a—i—uEb(PX,Z,P,a)}

a€R p
_ IB&g{mm{uEb(PX z,Pa)—a}+(1— )T} (51)
= I;I}gi({mm{(l — W) Ey(Px.z,P,a) —a} + pr}, (52)



where [51) follows sinceFy,(Px, z, P, a) — a is convex ina
for > 0. Furthermore,

meiﬂ%{(l — wEy(Px.z,P,a) - a}

= Inein{(l ) ma}i{ﬂa — Go(Px.z,P,p)} — pa}

— max{min{(p — pu — pp)a} — (1 — w)Go(Px 2, P, p) }

pER ~a€eR

where again the last equality follows by convexity@§ in p.
We now note that the minimum of the linear tefpp—pp)a
is always—oo unlessp = Consequently,

mei]g{(l — ) Ey(Px.z, P, a) —a}

=-(1- M)GO(PX,Z,P, ﬁ) = —Ko(Px.z, P, ).
Hence, we have
aerﬁl\l}él {Eb (Px, Z,P a) — a}
=0 T < To,

{

wherery, = D(PX|Z|\PX|P). (28) now follows by observing
that Ky is a convex inu for 1 < 1 (cf. AppendiXG-C) passing

> rilg{m — Ko(Px,z, P,p)} 7>,

through the origin with slopey. ]
APPENDIXE
DERIVATION OF Ej
A. Uniform Erasure Channels
We can write [(3B) as
Ei(Pxz, R\ P) = max AR = D(Pxz|[Px|P)] (63)
Plugging the above intd_(B4) we have
Es(Px,W, R
= D(P| P AR — D(P Px|P
pmin, {D(P|Pz)+ max NI = D(Pxz) Px|P)}
@ max {)\R'
0<A<3
D(P|P AD(P Px|P
+ min_ {D(P|P7) = AD(Px|z|[Px|P)}

where (*) follows since D(P|Pz) — AD(Px|z||Px|P) is
convex in P. Now,

D(P||Pz) = AD(Px,z| Px|P)
P(z)
- ;P log( Py (z )exp[AD(PX|Z:z||PX)])

1
>1lo
B g<ZZEZPz(Z)exp[AD(wa_zllPx)]>
with equality iff P(z) oc Pz(2) exp[AD(Px|z—.|Px)] (using
the concavity of logarithm). Hence,

pin {D(P|Pz) = AD(Px 2| Px| P)}

—1og ZPZ

2€EZ

z) exp[AD(Pxz—.||Px)]).

B. General Channels
Proposition 6. DefineEt(PXVZ,P,R’) as in 39). Then,

Ey(Px.zP,R') = max

{)\R’ — Ko(Px.z, P, )\)}, (54)
0<A<!

where
2\

_ 1—
Ko(Px.z,P.\) & ——Ko(Px.2, P (55)

2\
"1 — 2/\)
with K is defined as ir20).

Proof: Since the functiorE.(Px z, P,T) is convex inr,

1 .
max _EC(PX,ZaPaT) (56)
T:Ec(Px,z,P,7)+T<R’ 2
1 A
= min _EC(PX,Z7P77—)
TiEc(PX,Z,ﬁ,T)JrTZR’ 2
1 .
= min _EC(PX,ZaPaT) (57)
T:E.(Px,z,P,7)+7=R' 2
1
= i (R —
rEPx By B T
= (R —1) (58)

min
7:Eo(Px,z,P,7)+T7<R' 2

We then have,

1 1
min —(R' —71)= mln{ (R —71)
rEo(Px.z,P,m)+7<R’ 2 2

—|—max/\( (nyz,P,T) 47— R’)}

A>0

= minmax{(l — AR + (M- %)T + \Ec(Px z, P, 7')}

7€R A>0 2

() 1
= I}\l&())({gg]g{)\E (Px.z,P,7)+ + (A - 5)7’}

+ (% —/\)R’}

= max{min{(% — )\)EC(PXZ, P, T) — )\T}
(59)

where (*) follows by convexity ofE.(Px,z, P,7) in 7. Now

mm{ (— — )\)

TER

(sz, )\T}

1 ~
= mip{(§ - }) maxl{uT — Ko(Px,z, P, )} — )\T}

{mln{( = A — /\)}

TER

- (5 - )\)KO(PX,ZaPMu)}v
where again (*) follows by convexity of (% —
MNKo(Px.z, P,p) in p (cf. Appendix[G-C). The minimum
of the linear terrr( H /\H /\)7— over the ch0|ces of € R
iS —oo unlessy =




This is possible only if\ € [0, 1]. Consequently, APPENDIXG
CONVEXITY PROOFS

mln{(% - A)EC(PX7Z1paT) - )\T}

reR Lemma 7. Leta; > 0, andb; > 0,7 = 1,...,k be arbitrary

~(1 - /\)KO(pX,Z7P7 %)7 Aeo,4] real numbers. Then,
- oo : otherwise (i) The functionf(s) = log(Zf:1 aibf) is convex ins for
. . Vs € R.
Pluggrewgvrtieoﬁb(;)f\g .mtd:(]SQ) completes the proof. " (i) The functiong(s) = 1og(2f:1 aibf) is convex ins for
* s> 0.
i E;(Pxz,P,R)+ D(P|P ) _
PénPI?Z){ i(Px.z ) (PllPz)} Proof: Pick s; < s andt € (0,1). Let# £ 1 —¢ and
= min { max {AR — Ko(Px.z,P,\)} + D(P|Pz)} 3 £ tsy + tsy. Then, Holder’s inequality implies
PEP(Z) 0<A<L ’ . .
(*) / . >~ s tits tits
= AR D(P||Pz) — Ko(Px.z, P,\ b= Lbist x alpt
O?Aagxi{ + Pg%?Z){ (PllPz) o(Px.z, A} ;a ;(a “ )
where (*) follows sincei, (and hgncé?o) is a linear function k s\t k o\
of P (cf. (20) and [5b)) whileD(P| Py) is convex inP and = (Z az‘bil) (Z “ibf) :
we can swap thenin and themax. The claim follows then =1 =1
by observing that Taking thelog(-) of both sides of the above proves (i).
Now assumes, > s; > 0 and leta £ tsfilm € (0,1) and

D(P||Pz) — Ko(Px,z, P, \)

=Y P(2)

z2EZ

a = 1 — a. Once again Holder’s inequality implies

o8 < ote > B k 1 k _
Pz(z) g ab; = (a?bz/s % a?b;&/s)
1-4 - ;::
_log(zPX|Z(I|Z)}:iipx(:E|z) 131\)\) 2 ‘| 1 1

reX

k k _
< (S q, b§/<°‘5>) ° ( o b;?/(as)) o
1 k 1\« k 1\«
> log =1 = (o) (o)
i=1 =1

S P2) 3 (Priatelo) 8 Pr(olz) )
2€Z rEX Raising both sides to the power= ts; + s, and taking the
with equality if logarithm proves (ii). ]
- 52 Lemma 8. Suppos¢;(s),i = 1,2,..., k are convex functions
1-2) 27 2 7 ’ )y ’
P(z) o Pz(2) ) (PXIZ(I|Z) = Py (z]z) 17“) ; insanda; > 0,i=1,2,...,kis a sequence of real numbers.
TEX
. . _ Then,
using the concavity of logarithm. u (i) f(s) 2 Zle aifi(s) is convex ins.
APPENDIXF (i) g(s) = 10g(2§:1 a; exp[fi(s)]) is convex ins.

THE BESTPOSSIBLEEXPONENT OF[[7]

To compare the exponent with that ofl [7] we note that Prqof: The convexity of f(s) is trivial. To prove the
combining [10, Equations (12)—(14)] we have convexity of g(s), let s1 < s2 ands = ts; + tso for some

t € (0,1) (wheret £ 1 —t). Then
D(Pzjw—uwl||P%) < exp[-nEu(Px,W, R')]

k k
where > aiexplfi(s)] <Y aiexpltfi(s1) + (1 — 1) fi(s2)]
EH(PX,W,RI) =1 i =1
=min{R' — I(X; Z) — 2¢H(Z),log(e)2¢’ % 7} = Z(aﬁ expltfi(s1)] x afexp[ffi(SQ)])
With px,z = ming, 2 capp(py o) Px 2(2,2) ande € (0,1). ~ ' )
Thus, the best possible value 6%; is obtained by choosing } } t } ‘ t
¢ such that < (X wemlhitonl) (S aexlh(2))
R =1(X;2)+2eH(Z) +10g(e)252/‘§az (602) \yhere the second inequality follows by Holder’'s inequalit
resulting in Taking the logarithm of both sides of the above proves @).

Convexity of the functionst§, Fy, Go, Ko, and Ky is
/ 2 2 0
Eu(Px, W, R') = log(e)€ ik z- (60b)  established using the above two lemmas as follows:



A. Convexity offF§ is convex ins. So is the function

Take a; = Pz(z) and b; = exp[D(Px|z=.|Px)] in 1 141 11\
LemmalY part (i). - 5 410g(gpx|z($|z)2 i Py (z)2 4&)

B. Convexity oG Replacing the value of and noting that it is a linear function

Seta; = Px|z(z|z) andb; = P’;‘jig)‘z) in LemmalT part of A\ we can see that the function
(i) and then using Lemnid 8 part (i). [ | 142
1-2x —2x \ 3
C. Convexity ofK A IOg(Z Px|z(x|2) 1= Px () 1’“)

The claim is proved by first letting £ 1 — 4, then taking ver

L - Pxjzlala) . is convex in\. Takinga; = P(z) in Lemmal8 part (i) proves
a; = Px(r) andb; = —p5y= in LemmalT part (i), and the claim onK, while settinga; = Pz(z) in Lemma[8 part
finally using Lemma part (i). m oW ga; 7 (2) p
. N (ii) proves the claim onFy. ]
D. Convexity ofKy and Fj
Take s = 52, q; = /Py z(2[2)Px(z) and b; =

Pxi1z(@12) Then, Lemmal? part (i) implies the function

Px(z)
s> log( Y Pxiz(als) Pe(a)d )
TEX
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