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The Arbitrarily Varying Wiretap

Channel—deterministic and correlated random

coding capacities under the strong secrecy

criterion
Moritz Wiese, Janis Nötzel, Holger Boche

Abstract

We give a complete characterization of the secrecy capacityof arbitrarily varying wiretap channels (AVWCs) with

correlated random coding. We apply two alternative strong secrecy criteria, which both lead to the same formula and

which coincide in the case of deterministic codes. On the basis of the derived formula, we show that the correlated

random coding secrecy capacity is continuous as a function of the AVWC. We show that the deterministic coding

secrecy capacity of the AVWC either equals 0 or the correlated random coding secrecy capacity. For the case that only

a weak secrecy criterion is applied, we derive a complete characterization of the corresponding secrecy capacity for

deterministic codes. In the proof of the secrecy capacity formula for correlated random codes, we apply an auxiliary

channel which is compound from the sender to the intended receiver and varies arbitrarily from the sender to the

eavesdropper.

I. I NTRODUCTION

This paper brings together two areas of information theory:the arbitrarily varying channel (AVC) and the wiretap

channel. This leads to the arbitrarily varying wiretap channel (AVWC): A sender would like to send information

to a receiver through a noisy channel. Communication over this channel is subject to two difficulties. First, there

is a second receiver, called an eavesdropper, which obtainsits own noisy version of the channel inputs and should

not be able to obtain any information. Second, the state of the channels both to the intended receiver as well as to

the eavesdropper can vary arbitrarily over time. Neither the sender nor the intended receiver know the true channel

state. For a blocklengthn, this means that the probability of the intended receiver obtaining the output sequence
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yn = (y1, . . . , yn) and the eavesdropper receivingzn = (z1, . . . , zn) given thatxn = (x1, . . . , xn) was input to the

channel is contained in the family

{

Wn
sn(y

n, zn|xn) =

n
∏

i=1

Wsi(yi, zi|xi) : s
n = (s1, . . . , sn) ∈ Sn

}

. (1)

Here,S is the finite state set. Thus, any AVWC is determined by a family {Ws(·, ·|·) : s ∈ S}.

Their generality allows various interpretations of mathematical models. In the AVWC case, one could regard the

varying channel states as determined by nature. However, wewill interpret them as the result of jamming from an

intruder. So henceforth, we shall view the AVWC as a channel under two attacks at the same time: one passive

(eavesdropping), one active (jamming).

We are not the first to study the capacity of the AVWC. Earlier approaches can be found in [4], [16], which

however could not give a complete characterization of the secrecy capacity achieved by correlated random coding.

We give a complete characterization of this capacity. We also discuss the deterministic coding secrecy capacity.

Classical coding is deterministic: Before starting to communicate, sender and receiver agree on a procedure

(f, φ) of data manipulation. Here,f is a possibly stochastic mapping from the messages to the channel inputs of

a fixed blocklength,φ reverts channel outputs into messages. For transmission, each node separately executes its

part of this procedure without relying on any further resources. What we call correlated random coding has been

used as a mathematical tool ever since Shannon’s 1948 paper [17]; it is usually called random coding. Correlated

random coding means that sender and receiver agree on a family of deterministic codes{(fγ , φγ) : γ ∈ Γ}. Before

communication, a random experimentµ on Γ is performed. The outcome, sayγ, is revealed to sender and intended

receiver which then apply the deterministic code(fγ , φγ).

Used as a mathematical tool, a correlated random code usually serves to prove the existence of a good deterministic

code in a class of deterministic codes. But this does not workfor AVCs, as was shown by Ahlswede [1]. This is due

to the fact that one cannot bound the average error of a deterministic code for an AVC in terms of the average error

of the corresponding correlated random code. AVCs exhibit adichotomy [1]: Their capacity for deterministic coding

either equals their capacity for correlated random coding or it equals zero. Csiszár and Narayan have identified the

distinguishing property [12], called symmetrizability. Without the use of correlated random coding, a symmetrizable

AVC is useless; no message transmission is possible.

Thus one is led to regarding correlated randomness as an additional resource for communication. This resource

can make communication possible where it is impossible without. Of course, it is important that the jammer has

no access to this resource. As we shall prove, a similar statement is true for the AVWC.

However, the main result of this paper is the characterization of the capacity for correlated random coding. We

apply two strong secrecy criteria and show that the corresponding capacities for correlated random coding coincide.

The first of these criteria is that

max
sn

∑

γ

I(M ∧ Zγ
sn)µ(γ) (2)

be small, whereM is the message chosen uniformly at random andZγ
sn is the eavesdropper’s output if the state
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sequence issn and the deterministic code(fγ , φγ) has been selected. This criterion was applied in [4], [16]. The

second, stronger one requires

max
sn

max
γ

I(M ∧ Zγ
sn) (3)

to be small. If the second criterion is satisfied, then transmission over the AVWC is secure even if the eavesdropper

knows the realization of the correlated randomness. This means that we have to assume the active and passive

attacks to be uncoordinated in the sense that the eavesdropper does not inform the jammer about its knowledge of

the correlated randomness, if available.

The capacity formula we find for correlated random coding, which is the same for both criteria, is multi-letter.

This formula was found in [4] for special AVWCs where there isa “best channel to the eavesdropper”. It is not

clear whether a generally applicable single-letter formula exists at all.

The converse of the capacity result is a simple application of Fano’s inequality. On the other hand, for its

achievability part, we follow Ahlswede’s strategy of deriving correlated random coding achievability results for AVCs

from deterministic coding capacity results for compound channels. (In contrast to an AVC, a compound channel

does not change its state during the transmission of a codeword.) This technique is known as the “robustification

technique”. Sender and receiver of an AVC randomly permute adeterministic code for a certain compound channel

induced by the AVC and thus obtain a correlated random code with negligibly larger average error.

When applying the robustification technique to AVWCs, one has to take the secrecy criterion into account. As

seen in [4], this requires a “best channel to the eavesdropper” if one assumes the channel to the eavesdropper to be

compound as well. The central idea of our proof is to introduce a mixed channel model, the compound-arbitrarily

varying wiretap channel (CAVWC). This channel is compound from sender to intended receiver and varies arbitrarily

from sender to eavesdropper. We derive the correlated random coding capacity of this channel with secrecy criterion

(3), which remains the same when passing to the AVWC model. Therefore during robustification, only the reliability

of transmission from sender to intended receiver has to be taken care of.

We prove the achievability result for the CAVWC by random coding. The criterion (3) is not treated directly.

Instead, we consider the total variation distance‖·‖ between the eavesdropper’s output probability distribution and

the eavesdropper’s output distribution conditional on a given message. If

‖PZπ
sn
(·)− PZπ

sn
|M (·|m)‖ (4)

tends to zero sufficiently fast for any messagem, any state sequencesn and any code permutationπ, then the

validity of (3) can be inferred. Following Devetak [13], we apply a Chernoff bound to show that the probability of

those codes for which (4) is too large is doubly-exponentially small. Thus a deterministic code can be found for

which (4) is small simultaneously for all possible parametersm, sn, π (note that there are more than exponentially

many, but less than doubly-exponentially many permutations for a given blocklength).

It is interesting to note that for given upper bounds on (2) (or (3)) and the average error, only a finite amount of

correlated randomness is necessary to achieve the corresponding capacity, independently of the blocklength. This is
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a corollary of a result derived in [10] and substantially simplifies the coordination of sender and intended receiver

inherent in the concept of correlated random coding.

An upper bound on the amount of common randomness is necessary even for the converse of the correlated

random coding secrecy capacity theorem for the AVWC. The reason for this is that the use of correlated randomness

prohibits a straightforward application of the data processing inequality. It can only be applied after conditioning on

the correlated randomness. However, as the capacity formula does not contain such a conditioning, the range of the

correlated randomness variable has to be upper-bounded. Once this is established, the influence of the conditioning

can be shown to vanish asymptotically.

In [5], the operational meaning of the secrecy criterion (2)has been discussed. One result is that the average

error of any decoder the eavesdropper might apply has to tendto one if (2) tends to zero. Actually, this is already

true if (4) tends to zero uniformly in the parameters. The natural question arises whether there is any difference

between the two criteria. By analyzing an example of Bloch and Barros [7], we show in a deterministic coding

setting with one channel state that it generally is strictlystronger to requireI(M ∧ Z) to be small (Z being the

eavesdropper’s output) than to require‖PZ(·)− PZ|M (·|m)‖ to be small uniformly in the messages.

More precisely, the statement is that there exists a sequence of codes (one code per blocklength) for which

I(M ∧Z) remains larger than1/2, whereas‖PZ(·)−PZ|M (·|m)‖ tends to zero in the blocklength for all messages.

This is only possible because the total variation decreasesslowly, at the order of1/n. If the decrease were faster,

then the mutual information criterion would be satisfied as well. The proof of our capacity result works despite

of that because it is possible to show the existence of a sequence of reliable codes such that the total variation

converges to 0 at an exponential rate.

A second discussion concerns the robustness of the AVWC model. The correlated random coding secrecy capacity

is continuous in the channel. This was essentially established in [9]. Thus small errors in the description of the

family (1) do not have severe consequences on the capacity.

For deterministic coding, we obtain that the set of all AVWCswith given in- and output alphabets decomposes into

two disjoint sets, and that on each of these sets, the deterministic coding secrecy capacity is continuous. It remains

to be investigated what happens on the boundary between the two sets. We also observe that for the deterministic

coding capacity, the critical channel seems to be that from the sender to the intended receiver, not the one to

the eavesdropper. This view is supported by the fact that thesecrecy criterion (3) guarantees secrecy even if the

eavesdropper knows the correlated randomness. Recall thatthe jammer mustnot know this randomness. Otherwise, it

might be able to symmetrize the channel from sender to intdended receiver and make any communication impossible.

The consequence of this conjectured feature of AVWCs is thatmore care has to be invested into finding the right

model for the channel between sender and intended receiver than into that of the eavesdropper’s channel. This is

a positive result, as it will generally be easier to know the former than the latter channel.

Paper outline: To start with, in the second section, we set the notation and give basic definitions. In Section 3 we

define the AVWC, the secrecy criteria we use with this model, and define the corresponding notions of achievable

rates and secrecy capacities. We also state our main resultsconcerning AVWCs. The subsequent section introduces
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the CAVWC also mentioned in the introduction. The secrecy criteria are defined as well as achievable rates and

secrecy capacities. In Section 5 we justify why it is possible not to directly prove the secrecy criteria formulated in

terms of mutual information, but instead to consider the total variation distance between certain output distributions.

The longest section, Section 6, contains the core of the paper: the proof of the achievability part of the coding

theorem for the CAVWC. This section starts with its own outline, so we do not go into the details here. The

achievability part of the correlated random coding theoremfor the AVWC is derived from the achievability part of

the coding theorem for the CAVWC in Section 7. Section 8 contains the converses. Section 9 contains the analysis

of the example of Bloch and Barros mentioned above, showing that the secrecy criterion of small mutual information

between the message and the eavesdropper’s output generally is stronger than to require a uniformly small total

variation distance between the output distribution and theoutput distribution when conditioned on any message.

We also justify why it is possible in our case to go from the total variation criterion to the mutual information

criterion. Section 10 discusses aspects of the robustness of the AVWC model and the continuity of the secrecy

capacity functions. In the appendix, we prove the dichotomyof the deterministic coding secrecy capacity of the

AVWC: either it equals 0 or the correlated random coding secrecy capacity.

II. N OTATION AND BASIC DEFINITIONS

Logarithms denoted bylog are taken to the base2; correspondingly, we setexp(x) = 2x. The cardinality of

a finite setA is written |A|. For a subsetE of A, the indicator function1E assumes the value1 for arguments

contained inE and0 else. Forn-tuples contained inAn, we writexn := (x1, . . . , xn) ∈ An.

The set of probability measures on the finite setA is denoted byP(A). For p ∈ P(A), we definep⊗n ∈ P(An)

by p⊗n(xn) :=
∏

i p(xi). For a finite setB and a stochastic matrixW : A → P(B) and p ∈ P(A), we define

the probability measurepW ∈ P(B) by pW (b) =
∑

a∈A p(a)W (b|a). We will mostly write entropy, conditional

entropy and mutual information as functions of the involvedprobability measures and stochastic matrices. For

example, we set

H(W |p) := −
∑

a,b

p(a)V (b|a) log V (b|a),

I(p,W ) := H(pW )−H(W |p).

In some places, however, we shall also use the more common random variable notation.

A positive measure onA is a vector(µ(a))a∈A with µ(a) ≥ 0 for all a ∈ A. The total variation distance of two

positive measuresµ, ν on A is defined by‖µ− ν‖ :=
∑

a∈A|µ(a)− ν(a)|.

For a sequencexn = (x1, . . . , xn) ∈ An anda ∈ A, the numberN(a|xn) indicates the number of coordinates

xi of xn with xi = a. The type ofxn is the probability measureq ∈ P(A) defined byq(a) := N(a|xn)/n. The set

of possible types of sequences of lengthn is denoted byPn
0 (A). For δ > 0 andp ∈ P(A), we define the typical
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setT n
p,δ ⊂ An as the set of thosexn ∈ An satisfying the two conditions

∣

∣

∣

∣

1

n
N(a|xn)− p(a)

∣

∣

∣

∣

< δ for everya ∈ A,

N(a|xn) = 0 if p(a) = 0.

For δ > 0, a stochastic matrixW : A → P(B) and an elementxn of An, we define the conditionally typical set

T n
W,δ(x

n) as the set of thoseyn ∈ Bn satisfying the two conditions
∣

∣

∣

∣

1

n
N(a, b|xn, yn)−W (b|a)

1

n
N(a|xn)

∣

∣

∣

∣

< δ for all a ∈ A, b ∈ B,

N(a, b|xn, yn) = 0 if W (b|a) = 0.

III. A RBITRARILY VARYING WIRETAP CHANNELS

Let A,B, C,S be finite sets. For everys ∈ S, let a stochastic matrixWs : A → P(B) and another stochastic

matrix Vs : A → P(C) be given. For a numbern andxn ∈ An, yn ∈ Bn, sn ∈ Sn, define

Wn
sn(y

n|xn) :=

n
∏

i=1

Wsi(yi|xi).

We denote the family{Wn
sn : sn ∈ Sn, n = 1, 2, . . .} by W. In analogy toWn

sn(y
n|xn), we defineV n

sn(z
n|xn) for

zn ∈ Cn and denote the corresponding family{V n
sn : sn ∈ Sn, n = 1, 2, . . .} by V. We sometimes prefer to write

V (zn|xn, sn) instead ofVsn(z
n|xn). We call the pair(W,V) an Arbitrarily Varying Wiretap Channel (AVWC). S

is called thestate setof (W,V).

Remark 1:One checks easily that the representation of an AVWC as a pair(W,V) is possible without losing

generality. In general, any states ∈ S together with an inputa ∈ A will lead to a joint output distributionUs(·, ·|a).

But the performance of any of the codes defined below is measured with respect to the marginal output distributions

Ws(·, ·|a) andVs(·, ·|a). Thus for the framework treated in this paper, all AVWCs withthe same marginalsW and

V are equivalent.

A deterministic(n, Jn)-codeKn for the AVWC (W,V) consists of a stochastic encoderE : {1, . . . , Jn} →

P(An) and a collection of mutually disjoint sets{Dj ⊂ Bn : 1 ≤ j ≤ Jn}. We abbreviateJn := {1, . . . , Jn}. A

codeKn with encoderE defines stochastic matricesEWn
sn : Jn → P(Bn) via

EWn
sn(y

n|j) =
∑

xn

E(xn|j)Wn
sn(y

n|xn),

analogouslyEV n
sn : Jn → P(Cn). The average error ofKn is given by

e(Kn) := max
sn∈Sn

1

Jn

Jn
∑

j=1

∑

xn∈An

E(xn|j)Wn
sn(D

c
j |x

n)

= max
sn∈Sn

1

Jn

Jn
∑

j=1

EWn
sn(D

c
j |j).
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Definition 2: A non-negative numberRS is an achievable secrecy rate for deterministic codes for the AVWC

(W,V) if there exists a sequence(Kn)
∞
n=1 of (n, Jn)-codes such that

lim
n→∞

e(Kn) = 0, (5)

lim inf
n→∞

1

n
log Jn ≥ RS , (6)

lim
n→∞

max
sn∈Sn

I(pJn , EV n
sn) = 0. (7)

Here,pJn denotes the uniform distribution onJn. Thesecrecy capacity of(W,V) is the supremum of all achievable

secrecy ratesRS and is denoted byCS(W,V).

Note the different roles the familiesW andV play. W is an Arbitrarily Varying Channel (AVC)from a sender

with alphabetA to a receiver with alphabetB. Messages are supposed to be sent over this AVC in such a way

that only a small, asymptotically negligible average erroris incurred. This is reflected in condition (5). However,

this communication is subject to an additional secrecy condition. An eavesdropper obtains a noisy version of the

sender’s channel inputs via the AVCV. Condition (7) guarantees secrecy.

A correlated random(n, Jn,Γn, µn)-codeKran
n for the AVWC (W,V) is given by a family of(n, Jn)-codes

{Kn(γ) : γ ∈ Γn} together with a probability distributionµn on Γn. The average errore(Kran
n ) is defined as

e(Kran
n ) := max

sn∈Sn

1

Jn

Jn
∑

j=1

∑

γ∈Γn

∑

xn∈An

Eγ(xn|j)Wn
sn((D

γ
j )

c|xn)µn(γ).

A correlated random codeKran
n induces stochastic matricesµnEWn

sn : Jn → Bn via

µnEWn
sn(y

n|j) =
∑

γ∈Γn

µn(γ)
∑

xn∈An

Eγ(xn|j)Wn
sn(y

n|xn).

One definesµnEV n
sn analogously.

In the case of correlated random codes, we consider two secrecy criteria. This leads to as many different notions

of achievable rate. We again denote the uniform distribution onJn by pJn .

Definition 3: A non-negative numberRS is called anachievable secrecy rate for correlated random codes for

the AVWC(W,V) if there exists a sequence(Kran
n )∞n=1 of correlated random(n, Jn,Γn, µn)-codes such that

lim
n→∞

e(Kran
n ) = 0, (8)

lim inf
n→∞

1

n
log Jn ≥ RS , (9)

lim
n→∞

max
sn∈Sn

∑

γ∈Γn

I(pJn , E
γV n

sn)µn(γ) = 0. (10)

The supremum of all achievable secrecy rates for correlatedrandom codes is called thesecrecy capacity of(W,V)

for correlated random codesand denoted byCS,ran(W,V).

Definition 4: A non-negative numberRS is called anenhanced achievable secrecy rate for correlated random

codes for the AVWC(W,V) if there exists a sequence(Kran
n )∞n=1 of correlated random(n, Jn,Γn, µn)-codes such

that (8) and (9) hold and such that

lim
n→∞

max
sn∈Sn

max
γ∈Γn

I(pJn , E
γV n

sn) = 0. (11)

November 25, 2018 DRAFT



8

The supremum of all enhanced achievable secrecy rates for correlated random codes is called theenhanced secrecy

capacity of(W,V) for correlated random codesand denoted bŷCS,ran(W,V).

Remark 5: It is immediately clear thatCS,ran(W,V) ≥ ĈS,ran(W,V).

The secrecy capacities for correlated random codes are characterized by a multi-letter formula, extending the

results of [4]. We set

R∗
S(W,V) := lim

k→∞

1

k
sup

U⊂N finite
max

p∈P(U)
max

U :U→P(Ak)

(

min
q∈P(S)

I(p, UW k
q )− max

sk∈Sk
I(p, UV k

sk)
)

. (12)

Remark 6: It is shown exactly as in [5], using Fekete’s lemma [15], thatthe limit on the right-hand side

of (12) indeed exists. Further note the equalitymaxsk∈Sk I(p, UV k
sk) = maxq̃∈P(Sk) I(p, UV k

q̃ ), whereV k
q̃ =

∑

sk∈Sk q̃(sk)V k
sk . This equality is due to the convexity of mutual informationin the channel.

Remark 7:For givenk, the cardinality ofU can be restricted to|A|k. This can be proven almost exactly as in

the proof of [11, Theorem 17.11]. The minimum and maximum operations do not pose any problem due to their

being convex/concave. Note that the bound for fixedk does not give a general upper bound on the cardinality of

the auxiliary alphabetU . The bound could still be helpful in calculations if one knows from other arguments that

there exists ak0 such that, fork ≥ k0,

1

k
sup

U⊂N finite
max

p∈P(U)
max

U :U→P(Ak)

(

min
q∈P(S)

I(p, UW k
q )− max

sk∈Sk
I(p, UV k

sk)
)

is sufficiently close toR∗
S(W,V).

Theorem 8:For the AVWC (W,V), we have

ĈS,ran(W,V) = CS,ran(W,V) = R∗
S(W,V).

More precisely, for anyRS < R∗
S(W,V), a sequence of(n, Jn,Γn, µn)-codesKran

n can be chosen which in addition

to (9) satisfies the following: For sufficiently largen and everysn ∈ Sn, there exist a finite measureΘsn on Cn

andβ1, β2 > 0 depending on the channel such that

e(Kran
n ) ≤ 2−nβ1 , (13)

max
sn∈Sn

max
j∈Jn

max
π∈Πn

‖EπV n
sn(·|j)−Θsn‖ ≤ 2−nβ2 . (14)

According to Section V, inequality (14) implies that there exist β3, β4 > 0 such that for largen

max
sn∈Sn

max
γ∈Γn

I(pJn , E
γV n

sn) ≤ 2−nβ3,

max
sn∈Sn

I(µn ⊗ pJn , Usn) ≤ 2−nβ4,

whereUsn : Γn × {1, . . . , Jn} → Zn is the stochastic matrix defined by

Usn(z
n|γ, j) =

∑

xn∈An

Eγ(xn|j)V n
sn(z

n|xn). (15)

So (14) implies more than just the enhanced secrecy criterion. We show in Section IX that this is true only because

of the exponential decrease of the total variation distancein (14).
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Note that the definitions allow every kind of correlated randomness as long as it is finitely supported. In the

achievability proof of Theorem 8, we shall see that the uniform distribution on a set of cardinalityn! is sufficient,

wheren is the blocklength of the code. The size of this set can still be reduced. A central observation here is the

equality of the two secrecy capacities for correlated random codes, whose effect is that we may without loss of

generality assume that the correlated random codes we are dealing with are secure in every deterministic component

code. Thus to decrease the size ofΓn, i. e. of the correlated randomness, of a correlated random(n, Jn,Γn, µn)-code

Kran
n , it is sufficient to find a(n, Jn, Γ̃n, µ̃n)-subcodeK̃ran

n of Kran
n which has a small average error.

This is a typical problem from the theory of AVCs without secrecy constraints. The first of these results is due to

Ahlswede [1]. Formulated in our terminology and taking the secrecy constraints into account, it reads as follows.

Lemma 9:The correlated randomness necessary to achieve any rate below ĈS,ran(W,V) andCS,ran(W,V) can

be assumed to be a uniform distribution on the set{1, . . . , ⌈n1+ε⌉}, for anyε > 0 and sufficiently largen. In this

case, however, an exponential decrease of the average erroras in (13) cannot be guaranteed any more.

An even stronger result has been found recently. Its essenceis that every secrecy rateRS < ĈS,ran(W,V)

is achievable with no more than a finite amount of correlated randomness, given arbitrary upper bounds on the

average error and the “information leakage”. We strengthenthe statement of the result from [10] in order to be

able to prove Theorem 12 by replacing the secrecy criterion by the requirement (14). This can be done because

in upper-bounding the size of the correlated randomness, only the average error is relevant, and it trivially follows

that the smaller correlated random code saitsfies (14) from the fact that the original code satisfies (14).

Lemma 10:Let λ ∈ (0, 1) andδ ∈ (0, 1). Then for everyRS < ĈS,ran(W,V) there exists a sequence(Kran
n )∞n=1

of correlated random(n, Jn,Γn, µn)-codes and a positive integerL such that for everyε > 0 and large blocklengths

n and for everysn there exists a finite measureΘsn on Cn such that

e(Kran
n ) ≤ λ,

1

n
log Jn ≥ RS − ε,

max
sn∈Sn

max
j∈Jn

max
γ∈Γn

‖EγV n
sn(·|j)−Θsn‖ ≤ δ,

|Γn| = L.

µn can be chosen as the uniform distribution onΓn.

See [10] for the proof. Note thatL depends onδ andλ, it cannot be chosen universally. However, finite correlated

randomness is sufficient for all positive error and secrecy bounds, no matter how small they are chosen.

The relation between the deterministic coding secrecy capacity of an AVWC and its correlated randomness coding

secrecy capacity is not completely clear. To understand thecorresponding theorem, we need a definition which is

central to the analysis of deterministic coding both for AVCs and AVWCs.

Definition 11: The AVC W is calledsymmetrizableif there exists a stochastic matrixσ : A → S such that for

everya, a′ ∈ A andb ∈ B
∑

s∈S

Ws(b|a)σ(s|a
′) =

∑

s∈S

Ws(b|a
′)σ(s|a).
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Theorem 12: 1) If CS(W,V) > 0, thenCS(W,V) = CS,ran(W,V).

2) If W is symmetrizable, thenCS(W,V) = 0.

Proof: See appendix.

Remark 13:Assume that we apply a weak secrecy criterion for deterministic codes, i. e. that we require

lim
n→∞

max
sn∈Sn

1

n
I(pJn , EV n

sn) = 0

instead of (7), and denote the corresponding maximal achievable rate byCweak
S (W,V). Then we can reformulate

Theorem 12 as follows: IfW is symmetrizable, thenCweak
S (W,V) = 0. Otherwise,Cweak

S (W,V) = CS,ran(W,V).

This is also shown in the proof of Theorem 12 in the appendix. (Note that it follows from the converse of the proof

of Theorem 8 that weak versions ofCS,ran(W,V) and ĈS,ran(W,V) coincide with their strong counterparts.)

Due to Theorem 8, it is allowed to replaceCS,ran(W,V) by ĈS,ran(W,V). Moreover, it should be mentioned

that the second part of Theorem 12 crucially depends onS being finite. To embed it into its context, we also

mention the deterministic coding capacity of AVCs found by Csiszár and Narayan [12].

Theorem 14 ([12], Theorem 1):The deterministic coding capacity of the AVCW equals0 if and only ofW is

symmetrizable. IfW is not symmetrizable, then its deterministic coding capacity equals

max
p∈A

min
q∈P(S)

I(p,Wq).

IV. A M IXED COMPOUND-ARBITRARILY VARYING WIRETAP CHANNEL

To establish Theorem 8, we use Ahlswede’s robustification technique [2]. It was developed to turn deterministic

codes for compound channels into correlated random codes for AVCs. It has already been noted in [4] that this

technique can also be applied to compound and arbitrarily varying wiretap channels. The difference of this paper’s

approach is that the channel from sender to eavesdropper will always be arbitrarily varying. Therefore it is no

longer necessary to assume the existence of a “best channel to the eavesdropper”, i. e. aq∗ ∈ P(S) such that all

Vq are degraded versions ofVq∗ .

We now formalize the idea of having a compound channel fromA to B and an arbitrarily varying channel from

A to C. Let R be a compact set. Letρ be a continuous mapping fromR to the set of stochastic matrices with

input alphabetA and output alphabetB. Thusρ defines a compact set{Wρ(r) : r ∈ R} of stochastic matrices.

SetWn
ρ(r)(y

n|xn) =
∏n

i=1 Wρ(r)(yi|xi). Note that here, in contrast to the AVC situation, the channel state remains

constant over time. This defines acompound channelWρ := {Wn
ρ(r) : r ∈ R, n = 1, 2, . . .}. Together with the

family V from the previous section, we obtain the mixedcompound-arbitrarily varying wiretap channel(CAVWC)

(Wρ,V).

We apply(n, Jn)-codes for message transmission over(Wρ,V). The main difference to the previous section is

the definition of the average error. For the(n, Jn)-codeKn, it is defined as

ēρ(Kn) := max
r∈R

1

Jn

Jn
∑

j=1

∑

xn∈An

E(xn|j)Wn
ρ(r)(D

c
j |x

n).
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Definition 15: A nonnegative numberRS is called anachievable secrecy rate for the CAVWC(Wρ,V) if there

exists a sequence(Kn)
∞
n=1 of (n, Jn)-codes such that

lim
n→∞

e(Kn) = 0,

lim inf
n→∞

1

n
log Jn ≥ RS ,

lim
n→∞

max
sn∈Sn

I(pJn , EV n
sn) = 0. (16)

The supremum of all achievable secrecy rates is called thesecrecy capacity of(Wρ,V) and denoted byCS(Wρ,V).

We are actually interested in a stronger, “enhanced” form ofsecrecy. This is because we mainly consider CAVWCs

as an auxiliary channel model. We would like to exploit the achievability part of a coding theorem for CAWCs to

find rates that are achievable for the AVWC by correlated random codes. As mentioned above, the way to do this

is Ahlswede’s robustification technique. This technique requires an exponential decrease of the average error.

For a permutationπ contained in the symmetric groupΠn of permutations of{1, . . . , n}, denote byEπ the

stochastic encoder obtained from a stochastic encoderE via

Eπ(xn|j) := E(π−1(xn)|j).

Here,π(xn) = (xπ(1), . . . , xπ(n)) for any xn ∈ An.

Definition 16: A nonnegative numberRS is called anenhanced achievable secrecy rate for the CAVWC(Wρ,V)

if there exists a sequence(Kn)
∞
n=1 of (n, Jn)-codes and aβ > 0 such that

lim sup
n→∞

−
1

n
log ēρ(Kn) ≤ β, (17)

lim inf
n→∞

1

n
log Jn ≥ RS , (18)

lim
n→∞

max
sn∈Sn

max
π∈Sn

I(pJn , E
πV n

sn) = 0. (19)

The supremum of all achievable enhanced secrecy rates is called theenhanced secrecy capacity of(Wρ,V) and

denoted byĈS(Wρ,V).

Remark 17:Note the difference and the similarities in the definitions of ĈS,ran(W,V) and ĈS(Wρ,V). The

former applies to correlated random codes, the latter to deterministic codes. One will see that the randomness of

the former is related to the compound structure ofWρ through the robustification technique. The link is given by

the choice ofWρ which will be applied. Permutations of codewords and decoding sets will be seen to provide

sufficient correlated randomness. The exponential decrease of error in the definition of̂CS(Wρ,V) is necessary in

order to make up for a polynomial degradation of the error in the blocklength when deterministic CAVWC codes

are turned into correlated random AVWC codes.

Theorem 18:The enhanced secrecy capacityĈS(Wρ,V) and the secrecy capacityCS(Wρ,V) of the CAVWC

(Wρ,V) both equal

R∗
S(Wρ,V) := lim

k→∞

1

k
sup

U⊂N finite
max

p∈P(U)
max

U :U→P(Ak)

(

min
r∈R

I(p, UW k
ρ(r))− max

sk∈Sk
I(p, UV k

sk)
)

.
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For any achievable rateRS , a sequence of deterministic(n, Jn)-codesKn can be chosen which in addition to

(17)-(19) satisfies the following: For every sufficiently largen and everysn ∈ Sn, there exist a finite measureΘsn

on Cn and aβ > 0 such that

max
sn∈Sn

max
j∈Jn

max
π∈Πn

‖EπV n
sn(·|j)−Θsn‖ ≤ 2−nβ. (20)

It is shown in the next section that (20) implies (19). We need(20) to obtain (14) for correlated random AVWC

codes, which should have this property for the proof of Theorem 12.

A remark like Remark 7 applies here as well.

Remark 19:The achievability parts of coding results for compound channels are usually such that they are first

done for compound channels with a finite number of states. In asecond step, these results are then extended to

the arbitrary state set case using an approximation argument. Our requirement thatR be a compact set andρ be

continuous restricts the class of possible state sets for CAVWCs. However, this is not necessary, the general case

can be treated by the traditional approximation argument asin [6]. Our approach is justified by two arguments.

First, for the special case we restrict ourselves to, it presents an alternative way of approximating the infinite-state

compound channel. Second, we mainly consider the CAVWC as a preliminary channel for the AVWC, our main

interest. The state set of the CAVWC necessary for this purpose is the compact setP(S) if S is the state set of the

AVWC. Further, the mapping associating to everyq ∈ P(S) a channel is continuous. Thus, the above requirement

is satisfied.

V. THE SECRECYCRITERION, PART I

Theorem 8 follows from Theorem 18 using Ahlswede’s robustification technique. In the achievability part of the

proof of Theorem 18, we will not directly show that the secrecy criteria (16) or (19) are satisfied. Instead, we apply

the following lemma.

Lemma 20:Assume that for everyn there exists an(n, Jn,Γn, µn)-codeKran
n , a family of positive measures

{Θsn : sn ∈ P(S)} on Cn and anα > 0 such that

max
sn∈Sn

max
j∈Jn

max
γ∈Γn

‖EV n
sn( · |j)−Θsn‖ ≤ 2−nα.

Then, withUsn being the channel defined in (15), asn → ∞,

max
sn∈Sn

max
γ∈Γn

I(pJn , E
γV n

sn) −→ 0,

max
sn∈Sn

I(µn ⊗ pJn , Usn) −→ 0.
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Proof: We only prove the first property, the second is shown in a completely analogous way. Assume we have

maxj∈Jn‖E
γV n

sn( · |j)−Θsn‖ ≤ 2−nα for givenn andγ ∈ Γn. Then for everyj ∈ Jn

‖pJnE
γV n

sn − EγV n
sn( · |j)‖

≤ ‖pJnE
γV n

sn −Θsn‖+ ‖Θsn − EγV n
sn( · |j)‖

≤
1

Jn

Jn
∑

j=1

‖EγV n
sn( · |j)−Θsn‖+ ‖Θsn − EγV n

sn( · |j)‖

≤ 2−nα/2,

the last inequality being true ifn is sufficiently large. The uniform continuity of entropy with respect to total

variation distance (see [11, Lemma 2.7]) then implies

I(pJn , E
γV n

sn)

=
1

Jn

Jn
∑

j=1

(

H(pJnE
γV n

sn)−H(EγV n
sn( · |j)

)

≤ 2−nα/2 · n
(

log|C|+ log
α

2

)

, (21)

which tends to0 at exponential speed.

In Section IX we give the example of a stochastic encoder and adiscrete memoryless channelV satisfying

lim
n→∞

‖EV n(·|j)−Θ‖ ∼ cn−1 and I(pJn , EV n) ≥
1

2

with a positive constantc. Comparing with (21), it turns out that total variation distance convergence to 0 of order

n−1 is the critical speed. If the total variation distance converged at ordern−(1+ε) for any ε > 0, then the mutual

information between the message and the eavesdropper output would converge to 0 as well.

In the other direction, Pinsker’s inequality gives an upperbound on the total variation distance in terms of the

mutual information. Hence if the latter tends to0, then so does the former.

VI. A CHIEVABILITY PART OF THE PROOF OFTHEOREM 18

It is sufficient to prove the achievability ofR∗
S(Wρ,V) as an enhanced achievable secrecy rate. An(n, Jn)-code

should have two properties: it should enable reliable data transmission fromA to B and it should ensure that the

channel fromA to C does not give away too much information. We will show that a randomly selected(n, Jn)-

code for sufficiently largen and(log Jn)/n belowR∗
S(Wρ,V) has these properties with high probability. This will

establish the existence of a good(n, Jn)-code.

A. Organization of this section

Until Subsection VI-H, we only work to show that

R†
S(Wρ,V) := max

p∈P(A)

(

min
r∈R

I(p,Wρ(r))− max
q∈P(S)

I(p, Vq)
)

(22)
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is an enhanced achievable secrecy rate. In Subsection VI-H,we use a standard prefixing argument to show the

enhanced achievability ofR∗
S(Wρ,V).

We define the method of random selection of(n, Jn)-codesKn in Subsection VI-B. The structure of every

stochastic encoder is that of a matrix whose entries are codewords. Its columns correspond to messages, i. e. it

hasJn columns. With a message selected for transmission, an element of the corresponding row of lengthLn is

selected uniformly at random as the codeword to be transmitted.

Subsection VI-C contains the general Chernoff bound and some facts on typical sequences.

In Subsection VI-D, we introduce a modified version of the channel fromA to C. For arbitraryπ ∈ Πn, we

permute the randomly chosen input codewords byπ. Then for arbitrarysn, the Chernoff bound is applied to the

corresponding output distribution. This serves to find the size Ln of the stochastic encoder which is necessary to

establish secrecy.

Subsection VI-E treats the following problem: For given input distributionp (corresponding to the random code

choice), we wantlog(Ln)/n ≈ maxq∈P(S) I(p, Vq). To obtain this bound, it essentially has to be shown that

for every messagej, permutationπ and state sequencesn, the joint type of most permuted input wordsπ(xjl)

(1 ≤ l ≤ Ln) with sn is a product type. In order to ensure this, another application of the Chernoff bound is

necessary. This problem is similar to one occurring in coding for AVCs without wiretapper [12], and close to one

occurring in coding for strong secrecy of wiretap multiple-access channels [18].

In Subsection VI-F, we show that reliable message transmission can be ensured with high probability. As usual,

this is done in two steps. First, we define the decoding sets and show reliability for certain finite subsets of the

infinite state set. Then an approximation argument is applied (cf. Remark 19).

Having proved that its probability is positive in the previous sections, in Subsection VI-G we choose a code

Kn which enables reliable transmission overWρ and which satisfies a kind of secrecy criterion for the modified

channel. We show that this code then satisfies the secrecy criterion by reversing the modifications of the channel

made in Subsection VI-D and showing that this does not destroy secrecy.

Subsection VI-H contains the prefixing argument necessary to pass fromR†
S(Wρ,V) to R∗

S(Wρ,V).

B. Setup of the Random Code Selection

Fix a blocklengthn and somep ∈ P(A). To find a good(n, Jn)-code, we choose a family of input words

X := {Xjl : j ∈ Jn, l ∈ Ln} i.i.d. at random according top⊗n, letting Jn = {1, . . . , Jn} andLn := {1, . . . , Ln}.

For arbitraryτ > 0, we set

Jn :=

⌊

exp
{

n
(

min
r∈R

I(p,Wρ(r))− max
q∈P(S)

I(p, Vq)− τ)
}

⌋

, (23)

Ln :=

⌊

exp
{

n max
q∈P(S)

I(p, Vq) +
τ

4

}

⌋

.

Further, for someδ > 0 to be chosen later, we define

P[Xjl = xn] := p′(xn) :=
p⊗n(xn)

p⊗n(T n
p,δ)

1T n
p,δ

(xn).
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Recall that we use the conventionexp(x) = 2x.

Via X , we obtain a randomly selected(n, Jn)-code with encoderEX . Suitable decoding sets{DX
j : j ∈ Jn}

depending onX will be specified in Subsection VI-F. We set

EX (xn|j) :=
1

Ln

Ln
∑

l=1

1{xn=Xjl}. (24)

The randomly chosen(n, Jn)-code thus obtained is denoted byKX
n .

C. Some Preliminaries

The main ingredient for the proof of secrecy is a Chernoff-Hoeffding bound.

Lemma 21:Let b be a positive number. LetZ1, . . . , ZL be i.i.d. random variables with values in[0, b] and

expectationEZl = ν, and let0 < ε < 1
2 . Then

P

{

1

L

L
∑

l=1

Zi /∈ [(1 ± ε)ν]

}

≤ 2 exp

(

−L ·
ε2ν

3b

)

,

where[(1± ε)ν] denotes the interval[(1 − ε)ν, (1 + ε)ν].

Proof: The proof can be found in [14, Theorem 1.1] and in [3].

For further bounds, we also need the following well-known facts (cf. [11]). Here,A,B and the channelsW, W̃

are generic sets/stochastic matrices, they do not have to bethe sets/stochastic matrices from our AVWC definition.

Lemma 22:Let xn ∈ T n
p,δ. Then for anyW : A → P(B),

|T n
pW,δ | ≤ exp{n(H(pW ) + f1(δ))},

Wn(yn|xn) ≤ exp{−n(H(W |p)− f2(δ))} for all yn ∈ T n
W,δ(x

n)

with universalf1(δ), f2(δ) > 0 satisfyinglimδ→0 f1(δ) = limδ→0 f2(δ) = 0.

Lemma 23:Let δ > 0. For everyp ∈ P(A) andW : A → P(B) andxn ∈ An, we have

p⊗n(T n
p,δ) ≥ 1− (n+ 1)|A|2−ncδ2,

Wn(T n
W,δ(x

n)|xn) ≥ 1− (n+ 1)|A||B|2−ncδ2

with c = 1/(2 ln 2). In particular, there is ann0 = n0(|A|, |B|, δ) ≥ 1 such that for eachp ∈ P(A) andW : A →

P(B)

p⊗n(T n
p,δ) ≥ 1− 2−nc′δ2 ,

Wn(T n
W,δ(x

n)|xn) ≥ 1− 2−nc′δ2

holds with c′ = c/2.

Lemma 24:The cardinality ofPn
0 (S) is upper-bounded by(n+ 1)|S|.

A proof of the next lemma can be found in [5].
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Lemma 25:Let p, p̃ ∈ P(A) and two stochastic matricesW, W̃ : A → P(B) be given. For sufficiently small

δ > 0 and any positive integern,

(pW )⊗n(T n
W̃ ,δ

(x̃n)) ≤ (n+ 1)|A||B| exp{−n(I(p̃, W̃ )− f3(δ))} (25)

for all x̃n ∈ T n
p̃,δ holds for a universalf3(δ) > 0 with limn→∞ f3(δ) = 0.

Note that the right-hand side of (25) does not depend onp nor W , so one might wonder how sharp this bound

is. But we will apply the lemma in a case wherep = p̃ and whereW andW̃ may be close (see Subsection VI-F).

Thus it turns out to give the correct upper bound.

D. Secrecy for a Modified Channel

For π ∈ Πn andxn ∈ An and j ∈ Jn, we write EX ,π(xn|j) := EX (π−1(xn)|j). Following Lemma 20, our

goal is to show that there exists a sequence(εn)
∞
n=1 tending to0 at exponential speed asn tends to infinity such

that

P
{

∥

∥EX ,πV n
sn( · |j)−Θsn

∥

∥ ≤ εn for all j ∈ Jn and allπ ∈ Πn and allsn ∈ Sn
}

is large for sufficiently largen, whereΘsn is a suitable positive measure onCn. Applying the union bound, the

probability of the complement of the above event can be upper-bounded by

∑

sn∈Sn

∑

π∈Πn

Jn
∑

j=1

P
{

∥

∥EX ,πV n
sn( · |j)−Θsn

∥

∥ > εn

}

.

Note that

EX ,πV n
sn(z

n|j) =
1

Ln

Ln
∑

l=1

V n
sn(z

n|π(Xjl)).

This form suggests applying the Chernoff-Hoeffding bound Lemma 21. However, before this can be done in a

useful way, the channelV n
sn has to be modified. These modifications will be shown to not perturb the channel too

much in Subsection VI-G, so that secrecy will also be guaranteed for the original channel.

For some positiveα to be chosen later, letεn := 2−nα. Fix sn ∈ Sn of type q ∈ Pn
0 (S) and letπ ∈ Πn. For

xn ∈ An, define

E1(x
n, sn) :=

{

zn ∈ T n
pVq,4|A||S|δ : V

n
sn(z

n|xn) ≤ exp{−n(H(Vq|p)− f2(3|S|δ))}
}

,

wheref2 is the function from Lemma 22. Further, set

Θ̃sn(z
n, π) := E[V n

sn(z
n|π(X11))1E1(π(X11),sn)(z

n)]. (26)

Note that the distribution of the familyX is identical to the distribution of the familyπ(X ) := {π(Xjl) : j ∈

Jn, l ∈ Ln}. This implies in particular that (26) does not depend onπ and we can definẽΘsn(z
n) := Θ̃sn(z

n, id) =

Θ̃sn(z
n, π), whereid is the identical mapping on{1, . . . , n}. Further define

E2(s
n) :=

{

zn ∈ T n
pVq ,4|A||S|δ : Θ̃sn(z

n) ≥ εn|T
n
pVq ,4|A||S|δ|

−1
}
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and set

Θsn(z
n) := Θ̃sn(z

n)1E2(sn)(z
n),

which does not depend onπ either. Note that by definition,Θsn(z
n) > 0 only if zn ∈ T n

pVq,4|A||S|δ.

With the sets just defined, we obtain a modification ofV n
sn by setting

Qsn,zn(xn) := V n
sn(z

n|xn)1E1(xn,sn)(z
n)1E2(sn)(z

n).

Note that this is not an actual “channel” as in general
∑

zn Qsn,zn(xn) < 1. We are now ready to lower-bound the

probability of the event

ι1(j, z
n, sn, π) :=

{

1

Ln

Ln
∑

l=1

Qsn,zn(π(Xjl)) ∈ [(1± εn)Θsn(z
n)]

}

.

Lemma 26:There exists aτ2 > 0 such that for everyj ∈ Jn, z
n ∈ Cn, sn ∈ Sn andπ ∈ Πn,

P
[

ι1(j, z
n, sn, π)c

]

≤ 2 exp
{

− exp
{

nτ2
}

}

.

Proof: Due to the fact that everyπ(X ) is distributed identically toX , we can assume thatπ is the identity.

The claim then follows from an application of Lemma 21. Due tothe definition ofE1(xn, sn), the random variables

Qsn,zn(Xjl) are upper-bounded byexp{−n(H(Vq|p)− f2(3|S|δ))} and have meanΘsn(z
n). Lemma 22 implies

that Θsn(z
n) ≥ εn exp{−n(H(pVq) + f1(4|A||S|δ))}. Inserting this into the right-hand side of Lemma 21 and

recalling the definition ofεn gives the desired bound, withτ2 = τ/5 − 3α − f1(4|A||S|δ) − f2(3|S|δ). This is

positive if α andδ are sufficiently small.

E. Sufficiently many good codewords

Note thatLn is defined by a maximum overP(S), not oversn or even joint types ofsn and input wordsxn. It

is possible to chooseLn in this way because we can show for every permutationπ of {1, . . . , n}, messagej and

state sequencesn that there are suffiently manyl with T n
V,δ(π(Xjl), s

n) ⊂ E1(π(Xjl), s
n). This is based on two

lemmas only concerning the relation between an arbitrary state sequencesn and the familyX . It has to be shown

that for a givensn, the joint type of most codewords with this state sequence isclose to being a product type.

For q ∈ Pn
0 (S), let Uq : A → P(S) be the channel defined byUq(s|a) = q(s).

Lemma 27:For sufficiently largen and everysn of type q,

P[sn ∈ T n
Uq,2δ(X11)] ≥ 1− 2−nc′δ2 .

Proof: Define the stochastic matrixU∗
p : S → P(A) by U∗

p (a|s) = p(a). We first show

T n
U∗

p ,δ/|S|(s
n) ⊂ {xn ∈ T n

p,δ : s
n ∈ T n

Uq,2δ(x
n)}. (27)
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Let xn ∈ T n
U∗

p ,δ/|S|(s
n). Note thatT n

U∗
p ,δ/|S|(s

n) ⊂ T n
p,δ becauseqU∗

p = p. Then
∣

∣

∣

∣

1

n
N(s, a|sn, xn)− Uq(s|a)

1

n
N(a|xn)

∣

∣

∣

∣

=

∣

∣

∣

∣

1

n
N(s, a|sn, xn)−

1

n
N(s|sn)

1

n
N(a|xn)

∣

∣

∣

∣

≤

∣

∣

∣

∣

1

n
N(s, a|sn, xn)− U∗

p (a|s)
1

n
N(s|sn)

∣

∣

∣

∣

+
1

n
N(s|sn)

∣

∣

∣

∣

p(a)−
1

n
N(a|xn)

∣

∣

∣

∣

≤
δ

|S|
+ δ ≤ 2δ.

This proves (27). Forn large, we can use this to continue with

P[sn ∈ T n
Uq,2δ(X11)]

(i)

≥ P[T n
U∗

p ,δ/|S|(s
n)] =

∑

xn∈T n
U∗
p ,δ/|S|

(sn)

p′(xn)

(ii)

≥
∑

xn∈T n
U∗
p ,δ/|S|

(sn)

p⊗n(xn)

= (U∗
p )

n(T n
U∗

p ,δ/|S|(s
n)|sn)

(iii)

≥ 1− 2−nc′δ2 ,

where we used (27) in(i), T n
U∗

p ,δ/|S|(s
n) ⊂ T n

p,δ in (ii) and Lemma 23 in(iii).

The definition ofι2 in the next lemma is reminiscent of requirement (3.2) in [12]. An analogous definition was

made in the setting of the wiretap multiple-access channel [18, Lemma 6], where the second sender’s codewords

played to role of the state sequences. The form of this lemma suggests another application of the Chernoff bound

Lemma 21.

Lemma 28:For everyj ∈ Jn, sn ∈ Sn andπ ∈ Πn, the probability of the complement of the event

ι2(j, s
n, π) :=

{

|{l ∈ Ln : sn ∈ T n
Uq,2δ(π(Xjl))}| ≥ (1 − εn)(1− 2−nc′δ2)Ln

}

(28)

is upper-bounded by

2 exp
{

− exp
{

n max
q∈P(S)

I(p, Vq) + τ5}
}

for someτ5 > 0, provided thatn is sufficiently large.

Proof: Here we again use the equality of the distributions ofX andπ(X ) to restrict the proof to the case of

π being the identity. Letj ∈ Jn. The i.i.d. random variables1Tn
Uq,2δ(Xjl)(s

n) (l ∈ Ln) are upper-bounded by1.

Their expectationν was lower-bounded in Lemma 27 by1− 2−nc′δ2 . This implies thatι2(j, sn, id)c is contained

in the event
{

1

Ln
|{l ∈ Ln : sn ∈ T n

Uq,2δ(Xjl)}| ≤ (1− εn)ν

}

.
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Lemma 21 thus implies that the probability of the above eventis upper-bounded as claimed ifn is large enough

upon settingτ5 := τ/4− 3α and lettingα be small enough. (As one only considers a one-sided deviation from the

mean, the 2 in front of the probability expression could actually be omitted here.)

The next two lemmas are connected to the previous one. They are needed when going back from the modified

channelQsn,zn(xn) to Vsn(z
n|xn). Recall the convention that we sometimes writeV (c|a, s) instead ofVs(c|a).

Also recall thatUq(s|a) = q(s).

Lemma 29:Let xn ∈ T n
p,δ and letsn have typeq ∈ Pn

0 (S). If sn ∈ T n
Uq ,2δ

(xn), thenT n
V,δ(x

n, sn) ⊂ E1(x
n, sn).

Proof: For xn ∈ T n
p,δ, we haveT n

Vq ,3|S|δ(x
n) ⊂ T n

pVq,4|A||S|δ. Thus due to Lemma 22, it suffices to show that

if sn has typeq, thenT n
V,δ(x

n, sn) ⊂ T n
Vq,3|S|δ(x

n). For a ∈ A andc ∈ C, we calculate
∣

∣

∣

∣

∣

1

n
N(c, a|zn, xn)−

∑

s∈S

q(s)V (c|a, s)
1

n
N(a|xn)

∣

∣

∣

∣

∣

≤
∑

s∈S

∣

∣

∣

∣

1

n
N(c, a, s|zn, xn, sn)− q(s)V (c|a, s)

1

n
N(a|xn)

∣

∣

∣

∣

≤
∑

s∈S

∣

∣

∣

∣

1

n
N(c, a, s|zn, xn, sn)− V (c|a, s)

1

n
N(a, s|xn, sn)

∣

∣

∣

∣

+
∑

s∈S

V (c|a, s)

∣

∣

∣

∣

1

n
N(a, s|xn, sn)− q(s)

1

n
N(a|xn)

∣

∣

∣

∣

≤ |S|(δ + 2δ) = 3|S|δ.

Corollary 30: If n is sufficiently large, then everysn ∈ Sn satisfies

Θsn(C
n) ≥ 1− 2 · 2−nc′δ2 − εn

Proof: Let sn have typeq ∈ Pn
0 (S). By the definition ofΘsn , we haveΘsn(C

n) = Θsn(E2(s
n)). As the

support ofΘ̃sn is contained inT n
pVq,4|A||S|δ, we haveΘsn(E2(s

n)) ≥ Θ̃sn(T
n
pVq ,4|A||S|δ)− εn = Θ̃sn(C

n)− εn. By

definition,

Θ̃sn(C
n) = E[V n

sn(E1(X11, s
n)|X11)]

≥ E[V n
sn(E1(X11, s

n)|X11)|s
n ∈ T n

Uq ,2δ(X11)]P[s
n ∈ T n

Uq ,2δ(X11)].

For sufficiently largen

E[V n
sn(E1(X11, s

n)|X11)|s
n ∈ T n

Uq,2δ(X11)]

(i)

≥ E[V n(T n
V,δ(X11, s

n)|X11, s
n)|sn ∈ T n

Uq,2δ(X11)]

(ii)

≥ 1− 2−nc′δ2 ,

where we used Lemma 29 in(i) and Lemma 23 in(ii). Lemma 27 provides a lower bound onP[sn ∈ T n
Uq,2δ

(X11)],

so altogether,

Θsn(C
n) ≥ Θ̃sn(C

n)− εn ≥ (1− 2−nc′δ2)2 − εn ≥ 1− 2 · 2−nc′δ2 − εn. (29)

November 25, 2018 DRAFT



20

F. Reliability of Message Transmission

The fact that the probability of̄eρ(KX
n ) being small is large is well-known, cf. [11]. We give a proof to make

the paper self-contained and to draw the reader’s attentionto two non-standard features of our proof.

First, the receiver does not decode the randomization indexl generated by the stochastic encoder. This is unusual

for standard wiretap decoding strategies. The present decoding method was developed in [5]. One could actually

design the decoder to be able to decode even the randomization indexl. However in [5], an example of a compound

wiretap channel with channel state information at the encoder was given where this was not possible.

The second non-standard feature of our proof is the approximation argument used to pass from a compound

channel with finitely many states to one with an arbitrary number of states. Cf. Remark 19.

We will first define decoding sets depending on the random family X of codepwords and show that the probability

of finding good codes for finite subsets ofR is large. Then we need an approximation argument to obtain

the statement forR. This exploits the assumptions ofR being compact and the continuous dependence of the

determining stochastic matrices on the parameter.

Lemma 31:Let R′ ⊂ R be finite and letΞ := {ρ(r) : r ∈ R′}. With

D̂X
j :=

⋃

ξ∈Ξ

Ln
⋃

l=1

T n
Wξ,δ

(Xjl),

define

DX
j := D̂X

j ∩
(

⋃

j′∈Jn\{j}

D̂X
j′

)c

.

TheDX
j (j ∈ Jn) are pairwise disjoint. Forτ ≥ τ0(δ), with τ0(δ) → 0 as δ > 0, there exists ana = a(τ, δ) > 0

such that the event

ι̃3 :=







max
ξ∈Ξ

1

Jn

Jn
∑

j=1

∑

xn∈An

EX (xn|j)Wn
ξ

(

(DX
j )c|xn

)

≤ 2−na







has probability at least1− 2−na.

Proof: For givenr ∈ R′, we first show an upper bound on the mean error incurred byKX
n whenξ is the state.

More precisely, setting

eξ(K
X
n ) :=

1

JnLn

Jn
∑

j=1

Ln
∑

l=1

Wn
ξ ((D

X
j )c|Xjl),

we claim

E
[

eξ(K
X
n )

]

≤ 2−na′

(30)
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for somea′ = a′(τ, δ) > 0 and forn sufficiently large. The left-hand side of (30) equals

E

[

1

Ln

Ln
∑

l=1

Wn
ξ ((D

X
1 )c|X1l)

]

≤
1

Ln

Ln
∑

l=1

E
[

Wn
ξ ((D̂

X
1 )c|X1l)

]

(31)

+
1

Ln

Ln
∑

l=1

Jn
∑

j=2

E
[

Wn
ξ (D̂

X
j |X1l)

]

. (32)

For each of the terms in (31), we have

E
[

Wn
ξ ((D̂

X
1 )c|X1l)

]

≤ E
[

Wn
ξ ((T

n
Wξ,δ

(X1l))
c|X1l)

]

,

which by Lemma 23 is upper-bounded by2−nc′δ2 . Thus (31) is upper-bounded by the same number. For each of

the terms in (32), we obtain

E
[

Wn
ξ (D̂

X
j |X1l)

]

≤
∑

ξ′∈Ξ

Ln
∑

l′=1

E
[

Wn
ξ (T

n
Wξ′ ,δ

(Xjl′ )|X1l)
]

.

For sufficiently largen, the terms on the right-hand side can be written (recall thatj 6= 1)

E
[

Wn
ξ (T

n
Wξ′ ,δ

(Xjl′ )|X1l)
]

=
∑

xn,x̃n∈T n
p,δ

Wn
ξ (T

n
Wξ′ ,δ

(x̃n)|xn)p′(xn)p′(x̃n)

(i)

≤ (1− 2−nc′δ)−2
∑

x̃n∈Tn
p,δ

(pWξ)
⊗n(T n

Wξ′ ,δ
(x̃n))p⊗n(x̃n), (33)

where we used the definition ofp′ and Lemma 23 in(i). By Lemma 25,

(pWξ)
⊗n(T n

Wξ′ ,δ
(x̃n)) ≤ (n+ 1)|A||B|2−n(I(p,Wξ′)−f3(δ)).

This immediately gives

(33)≤ (1 − 2−nc′δ)−2(n+ 1)|A||B|2−n(I(p,Wξ′)−f3(δ)),

and we can upper-bound (32) by

|Ξ|JnLn exp
{

−n(min
ξ′∈Ξ

I(p,Wξ′)− 2f3(δ))
}

.

If one choosesδ so small thatτ ≥ 4f3(δ) > 0, this tends to0 exponentially. Combining the bounds on (31) and

(32), we thus obtain (30) for some appropriatea′ > 0.

Using the Markov inequality and settinga := a′/3, we obtain from (30)

P

[

⋂

ξ∈Ξ

{

eξ(K
X
n ) ≤ 2−na

}

]

≥ 1−
∑

ξ∈Ξ

P[eξ(K
X
n ) > 2−na]

≥ 1− 2na
∑

ξ∈Ξ

E[eξ(K
X
n )] ≥ 1− |Ξ|2na2−3na ≥ 1− 2−na
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for sufficiently largen. Thus the probability thatmaxξ∈Ξ eξ(K
X
n ) ≤ 2−na is lower-bounded by1− 2−na. Together

with the definition ofEX , this completes the proof.

Now the complete set{Wρ(r) : r ∈ R} and the corresponding average error is approximated by suitable finite

subsets. We do not use the method of [6], which extends to noncompact state setsR. Instead, we use an alternative

approach which exploits the compactness ofR.

For r ∈ R andη > 0 define the set

Bη(r) :=
{

r′ ∈ R : max
a∈A

‖Wρ(r)( · |a)−Wρ(r′)( · |a)‖ < 2−nη
}

.

Due to the continuity ofρ, these sets are open. The compactness ofR thus implies that there arer1, . . . , rN ∈ R

such that
⋃N

i=1 Bη(ri) = R.

Now let Kn be an(n, Jn)-code with stochastic encoderE and decoding sets(Dj)
Jn

j=1. Assume that there exists

a positive numberβ such that

max
i=1,...,N

1

Jn

Jn
∑

j=1

∑

xn

E(xn|j)Wn
ρ(ri)

(Dc
j |x

n) ≤ 2−nβ.

Recall the equality‖p − p′‖ = 2maxE∈B|p(E) − p′(E)|, which holds forp, p′ ∈ P(B). We thus have for every

i = 1, . . . , N and everyr ∈ Bη(ri)

Wn
ρ(ri)

(Dc
j |x

n) ≥ Wn
ρ(r)(D

c
j |x

n)−
1

2
‖Wn

ρ(ri)
( · |xn)−Wn

ρ(r)( · |x
n)‖.

As for everyr ∈ R there exists ani with r ∈ Bη(ri), we can conclude by the definition ofBη(ri) and Lemma 32

below that

ēρ(Kn) ≤ max
i=1,...,N

1

Jn

Jn
∑

j=1

∑

xn

E(xn|j)Wn
ρ(ri)

(Dc
j |x

n) + n2−nη ≤ 2−nβ + n2−nη. (34)

Lemma 32:Let Wi : A → P(B) (i = 1, 2) be two stochastic matrices satisfying

max
a∈A

‖W1( · |a)−W2( · |a)‖ ≤ ε

for someε > 0. Then

max
xn∈An

‖Wn
1 ( · |x

n)−Wn
2 ( · |x

n)‖ ≤ nε.

Proof: The proof goes by induction, we only show the claim forn = 2. For x2 ∈ A2, we have

‖W 2
1 ( · |x

2)−W 2
2 ( · |x

2)‖

=
∑

y2∈B2

|W 2
1 (y

2|x2)−W 2
2 (y

2|x2)|

≤
∑

y2∈B2

(

W1(y1|x1)|W1(y2|x2)−W2(y2|x2)|+W2(y2|x2)|W1(y1|x1)−W2(y1|x1)|

)

=
∑

y2∈B

|W1(y2|x2)−W2(y2|x2)|+
∑

y1∈B

|W1(y1|x1)−W2(y1|x1)|

= ‖W1( · |x2)−W2( · |x2)‖+ ‖W1( · |x1)−W2( · |x1)‖

≤ 2ε.
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Altogether, we have proved above the following lemma.

Lemma 33:For the random encoderEX defined in (24), there exist random decoding sets(DX
j )Jn

j=1 such that

the following is true: Forτ ≥ τ0(δ), with τ0(δ) → 0 asδ > 0, there exists aτ6 = τ6(τ, δ) > 0 such that the event

ι3 :=
{

ēρ(K
X
n ) ≤ 2−nτ6

}

has probability at least1− 2−nτ6 .

G. Choice of a good realization

Fix τ > 0. Chooseα and δ so small thatτ2 from Lemma 26 andτ5 from Lemma 28 andτ6 from Lemma 33

are positive. Then for every choice(j, zn, sn, π), the probabilitiesP[ι1(j, zn, sn, π)c] andP[ι2(j, sn, π)c] decrease

at doubly-exponential speed. Now note that there exists a constantc such that|Πn| = n! ≤ cnn for sufficiently

largen, which grows faster than exponentially, but not doubly-exponentially. By the union bound,

P





⋃

j,zn,snπ

ι1(j, z
n, sn, π)c ∪

⋃

j,sn,π

ι2(j, s
n, π)c ∪ ιc3





≤ 2Jn|C|
n|S|nn! exp

{

− exp{nτ2}
}

+ 2Jn|S|
nn! exp

{

− exp{nτ5}
}

+ exp{−nτ6}.

This tends to0 in n at exponential speed. We conclude that there exists a realizationx := {xjl : j ∈ Jn, l ∈ Ln}

of X which has the following properties: For allj ∈ Jn andzn ∈ Cn andq ∈ Pn
0 (S) andsn ∈ Sn andπ ∈ Πn,

1

Ln

Ln
∑

l=1

Qsn,zn(π(xjl)) ∈ [(1± εn)Θsn(z
n)], (35)

|{l ∈ Ln : sn ∈ T n
Uq,2δ

(π(xjl))}|

Ln
≥ (1 − εn − 2−nc′δ2), (36)

ēρ(Kn) ≤ 2−nτ6 , (37)

where we denote the(n, Jn)-codeKx

n by Kn. We will also use the notationEπ := Ex,π for the corresponding

(permuted) stochastic encoder andDj := Dx

j for the corresponding decoding sets.

We now prove that this realization is a good choice for an(n, Jn)-code. The property of establishing reliable

transmission is (37). The next lemma shows that it is a good choice in terms of secrecy.

Lemma 34:Every codeKn satisfying (35) and (36) satisfies

‖EπV n
sn( · |j)−Θsn(·)‖≤ 4(εn + 2−nc′δ2).

for everyj ∈ Jn andsn ∈ Sn andπ ∈ Πn.
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Proof: We decompose the total variation distance as follows:

‖EπV n
sn( · |j)−Θsn(·)‖

≤

∥

∥

∥

∥

∥

1

Ln

Ln
∑

l=1

Qsn, · (π(xjl))−Θsn(·)

∥

∥

∥

∥

∥

(38)

+

∥

∥

∥

∥

∥

1

Ln

Ln
∑

l=1

V n
sn( · |π(xjl))1E1(π(xjl),sn)(·)(1(·) − 1E2(sn)(·))

∥

∥

∥

∥

∥

(39)

+

∥

∥

∥

∥

∥

1

Ln

Ln
∑

l=1

V n
sn( · |π(xjl))(1(·)− 1E1(π(xjl),sn)(·))

∥

∥

∥

∥

∥

. (40)

The term in (38) is upper-bounded byεn, because due to (35)
∥

∥

∥

∥

∥

1

Ln

Ln
∑

l=1

Qsn, · (π(xjl))−Θsn(·)

∥

∥

∥

∥

∥

=
∑

zn

∣

∣

∣

∣

∣

1

Ln

Ln
∑

l=1

Qsn,zn(π(xjl))−Θsn(z
n)

∣

∣

∣

∣

∣

≤ εn
∑

zn

Θsn(z
n)

≤ εn.

Next, applying (35) in(i), we upper-bound (39) as

1

Ln

Ln
∑

l=1

∑

zn

Vsn(z
n|π(xjl))1E1(π(xjl),sn)(z

n)

−
1

Ln

Ln
∑

l=1

∑

zn

Vsn(z
n|π(xjl))1E1(π(xjl),sn)(z

n)1E2(sn)(z
n)

≤ 1−
∑

zn

1

Ln

Ln
∑

l=1

Qsn,zn(π(xjl))

(i)

≤ 1− (1− εn)Θsn(C
n).

Upon application of Corollary 30, we obtain that (39) can be upper-bounded by

1− (1− εn)(1− 2 · 2−nc′δ2 − εn) ≤ 2(2−nc′δ + εn).
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It remains to upper-bound (40). We have
∥

∥

∥

∥

∥

1

Ln

Ln
∑

l=1

V n
sn( · |π(xjl))(1(·) − 1E1(π(xjl),sn)(·))

∥

∥

∥

∥

∥

=
1

Ln

Ln
∑

l=1

V n
sn(E1(π(xjl), s

n)c|π(xjl)) (41)

=
1

Ln

∑

l∈Ln:
T n
V,δ(π(xjl),s

n)⊂E1(π(xjl),s
n)

V n
sn(E1(π(xjl), s

n)c|π(xjl))

+
1

Ln

∑

l∈Ln:
T n
V,δ(π(xjl),s

n)*E1(π(xjl),s
n)

V n
sn(E1(π(xjl), s

n)c|π(xjl)).

If T n
V,δ(π(xjl), s

n) ⊂ E1(π(xjl), s
n), then by Lemma 23, we have

V n
sn(E1(π(xjl), s

n)c|π(xjl)) ≤ V n(T n
V,δ(π(xjl), s

n)c|π(xjl), s
n) ≤ 2−nc′δ2 .

By Lemma 29 and (36), the proportion of thosej for which T n
V,δ(π(xjl), s

n) * E1(π(xjl), s
n) holds is upper-

bounded byεn + 2−nc′δ2 . We can thus bound (41) by

2−nc′δ2 + εn + 2−nc′δ = εn + 2 · 2−nc′δ2 .

Collecting the bounds on (38), (39) and (40) completes the proof.

Lemma 34 shows that the(n, Jn)-codeKn satisfies the conditions of Lemma 20. This shows that for every p ∈

P(A) and arbitrarily smallτ , (n, Jn)-codes exist withJn given by (23), with an exponentially small average error

and withmaxsn maxγ I(pJn , E
γV n

sn) also exponentially small. ThusR†
S(Wρ,V) defined in (22) is an achievable

enhanced secrecy rate for the CAVWC(Wρ,V).

H. Prefixing more randomness

Here we complete the proof of Theorem 18 by showing thatR∗
S(Wρ,V) is an achievable enhanced secrecy rate

of the CAVWC (Wρ,V). Choose a positive integerk. Let U be a finite subset of the positive integers and let

U : U → P(Ak) be a stochastic matrix. For everyr ∈ R andsk ∈ Sk, this induces channelsUW k
ρ(r) : U → P(Bk)

and UV k
sk : U → P(Ck), and hence, one obtains a CAVWC denoted by(UWk

ρ, UV
k). The compound part of

this channel also hasR as its state set, the state set of the channel to the eavesdropper equalsSk. All the above

calculations can be performed for this channel in the same way as for the original channel(Wρ,V), and we

conclude that

R†
S(UWk

ρ, UV
k) = max

p∈P(U)

(

min
r∈R

I(p, UW k
ρ(r))− max

q̃∈P(Sk)
I(p, UV k

q̃ )
)

is an achievable enhanced secrecy rate for(UWk
ρ, UV

k), where we setV k
q̃ =

∑

sn∈Sk q̃(sk)V k
sk . We know from

the proof that for everyε > 0 and sufficiently largen, one obtains an(n, Jn)-codeK∗
n for (UWk

ρ, UV
k) satisfying

1

n
log Jn ≥ R†

S(UWk
ρ, UV

k)− ε
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whose encoderE∗ has the form

E∗(un|j) =
1

Ln

Ln
∑

l=1

1{un=ujl}.

The decoding setsD∗
j of K∗

n are subsets of(Bk)n. Further, we may assume that for someβ > 0

max
r∈R

1

Jn

∑

j∈Jn

1

Ln

Ln
∑

l=1

(UW k
ρ(r))

n(Dc
j |ujl) ≤ 2−n(β−ε),

max
skn∈Skn

max
π∈Sn

I(pJn , (E
∗)πUnV kn

skn) ≤ ε. (42)

Now define the stochastic encoderE : Jn → P(Akn) for WR through

E(xn|j) :=
∑

un∈Un

E∗(un|j)Un(xkn|un).

Together with the decoding setsD∗
j considered as setsDj ⊂ Bkn, this defines a(kn, Jn)-codeKkn for the CAVWC

(Wρ,V). It immediately follows that

ē(Kkn) ≤ 2−kn β−ε
k ,

which tends to0 in n at exponential speed becausek is fixed.Jn satisfies

1

kn
log Jn ≥

1

k
R†

S(UWk
ρ, UV

k)−
ε

k
.

Finally, let π ∈ Πn. We claim that(E∗)πUn = Eπ . To see this, letxk
(i) ∈ Ak for i = 1, . . . , n and letxkn be the

concatenationxk
(1) · · ·x

k
(n) ∈ Akn of these sequences. Defineπ(xkn) := xk

(π(1)) · · ·x
k
(π(n)) ∈ Akn. Then we obtain

(

(E∗)πUn
)

(xkn|j) =
∑

un∈Un

E∗
(

π−1(un)|j
)

Un(xkn|un)

=
∑

un∈Un

E∗
(

π−1(un)|j
)

Un
(

π−1(xkn)|π−1(un)
)

(i)
= E(π−1(xkn)|j)

= Eπ(xkn|j),

where we applied the definition ofE in (i). Hence it follows from (42) thatKkn also satisfies the secrecy criterion.

Thus we have shown that

1

k
max

p∈P(U)

(

min
r∈R

I(p, UW k
ρ(r))− max

q̃∈P(Sk)
I(p, UV k

q̃ )
)

is an achievable enhanced secrecy rate for the CAVWC(Wρ,V). As noted in Remark 6, we can replacemaxq̃∈P(Sk) I(p, UV k
q̃ )

by maxsk∈Sk I(p, UV k
sk) due to the convexity of mutual information in the channel argument.

Optimization overU andU : U → P(Ak) now shows thatR∗
S(Wρ,V) is a lower bound onCS(Wρ,V).
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VII. PROOF OF THE ACHIEVABILITY PART OFTHEOREM 8

Here we apply the achievability statement of Theorem 18 in order to prove a lower bound to the correlated random

coding secrecy capacity and the enhanced correlated randomcoding secrecy capacity of the AVWC(W,V). We

apply Theorem 18 to a special CAVWC denoted by(W♯,V). Its determining compound part, the family of stochastic

matrices describing communication between the sender and the legitimate receiver, is given by{Wq : q ∈ P(S)},

whereWq :=
∑

s∈S Wsq(s). Note that this family is the range of the continuous mapping♯ associating to every

q ∈ P(S) the matrixWq and thatP(S) is a compact set. We thus obtainW♯ = {Wn
q : q ∈ P(S), n = 1, 2, . . .}.

Observe that forR∗
S(W,V) defined in (12), we have

R∗
S(W,V) = R∗

S(W♯,V)

Theorem 35:R∗
S(W,V) is a lower bound toĈS,ran(W,V), and by Remark 5 also toCS,ran(W,V).

The proof of Theorem 35 applies Ahlswede’s robustification technique.

Lemma 36 ([2]): If a function f : Sn → [0, 1] satisfies

∑

sn∈Sn

f(sn)q(s1) · · · q(sn) ≥ 1− ε (43)

for all q ∈ Pn
0 (S) and someε ∈ [0, 1], then

1

n!

∑

π∈Πn

f(π(sn)) ≥ 1− 3 · (n+ 1)|S| · ε. (44)

In [4], this lemma was applied to the compound wiretap channel to obtain a lower bound on the secrecy capacity

CS,ran(W,V) of (W,V) for correlated random codes. However, additional assumptions on the AVWC (“best

channel to the eavesdropper”) were necessary in order to control the information leakage. With the introduction

of the CAVWC (W♯,V), these additional assumptions are no longer necessary. Theeffect of Theorem 18 is that

robustification is only needed for the reliability part, whereas the secrecy part has already been dealt with. This

immediately gives the enhanced secrecy.

Proof of Theorem 35:Let ε > 0. By Theorem 18 applied to the CAVWC(W♯,V), for sufficiently largen,

there exist an(n, Jn)-codeKn and aβ > 0 satisfying

max
q∈P(S)

1

Jn

Jn
∑

j=1

∑

xn∈An

E(xn|j)Wn
q (D

c
j |x

n) ≤ 2−n(β−ε),

1

n
log Jn ≥ R∗

S(W♯,V)− ε = R∗
S(W,V)− ε,

max
sn∈Sn

max
π∈Sn

I(pJn , E
πV n

sn) ≤ ε.

We apply Lemma 36 to the functionf defined by

f(sn) :=
1

Jn

∑

j∈Jn

∑

xn∈An

E(xn|j)Wn
sn(Dj |x

n) =
1

Jn

∑

j∈Jn

EWn
sn(Dj |j)
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once we have checked that condition (43) is satisfied forε replaced by2−n(β−ε). To see this, note that for any

q ∈ Pn
0 (S) andxn ∈ An andyn ∈ Bn

∑

sn

Wn
sn(y

n|xn)q(s1) · · · q(sn) = Wn
q (y

n|xn).

Thus

∑

sn∈Sn

f(sn)q(s1) · · · q(sn) =
1

Jn

∑

j∈Jn

∑

yn∈Dj

∑

sn∈Sn

EWn
sn(y

n|j)q(s1) · · · q(sn)

=
1

Jn

∑

j∈Jn

∑

yn∈Dj

EWn
q (y

n|j)

=
1

Jn

∑

j∈Jn

EWn
q (Dj |j)

≥ 1− 2−n(β−ε).

Now define a correlated random(n, Jn,Γn, µn)-codeKran
n by settingΓn = Πn and choosingµn to be the

uniform distribution onΠn. Let Eπ be given byEπ(xn|j) := E(π−1(xn)|j) and letDπ
j := {π(yn) : yn ∈ Dj}.

One has

1− e(Kran
n ) =

1

n!

∑

π∈Πn

1

Jn

∑

j∈Jn

∑

xn

Eπ−1

(xn|j)Wn
sn(D

π−1

j |xn)

=
1

n!

∑

π∈Πn

1

Jn

∑

j∈Jn

∑

xn

E(π(xn)|j)Wn
sn(D

π−1

j |xn)

=
1

n!

∑

π∈Πn

1

Jn

∑

j∈Jn

∑

xn

E(xn|j)Wn
sn(D

π−1

j |π−1(xn))

=
1

n!

∑

π∈Πn

1

Jn

∑

j∈Jn

∑

xn

E(xn|j)Wn
π(sn)(Dj |x

n).

As the conditions are satisfied, by Lemma 36 one can lower-bound the last term by1 − (n + 1)|S|2−n(β−ε) ≥

1− 2−n(β−2ε) for sufficiently largen. This settles the reliability properties of the code.

Its secrecy properties are immediate, as

1

n!

∑

π∈Πn

I(pJn , E
πV n

sn) ≤ max
π∈Πn

I(pJn , E
πV n

sn) ≤ ε

for everysn ∈ Sn.

VIII. T HE CONVERSES

The converse part of Theorem 8 is formulated in the next theorem.

Theorem 37:CS,ran(W,V) and ĈS,ran(W,V), are upper-bounded byR∗
S(W,V).

One unusual difficulty arises in the proof of Theorem 37. Thisdifficulty consists in the fact that the common

randomness prohibits a “naive” application of the data processing inequality. It is thus necessary to limit the amount

of common randomness of an arbitrary correlated random codein order to overcome this difficulty. This randomness

reduction bases on another application of the Chernoff bound and is presented separatelz in the following lemma.
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Lemma 38:Let c > 0. For everyq ∈ P(S) and sN ∈ Sn, let a functionIq,sn : Γn → [0, c] be given. Assume

these functions satisfy for everyγ ∈ Γ andsn ∈ Sn

|Iq,sn(γ)− Iq′,sn(γ)| ≤ f5(δ)

if q, q′ ∈ P(S) satisfy ‖q − q′‖ ≤ δ, for somef5(δ) which tends to 0 asδ tends to 0. Writeµ(Iq,sn) :=
∑

γ∈Γn
µ(γ)Iq,sn(γ). Then for everyε > 0, for sufficiently largen (depending onε, c and |S|), there areL = n2

realizationsγ1, . . . , γL such that
1

L

L
∑

i=1

Iq,sn(γi) ≥ (1− ε)µ(Iq,sn)− ε.

for everyq ∈ P(S) andsn ∈ Sn.

Proof: It is trivial to note that we only have to prove the converse for CS,ran(W,V). Let 0 < δ < 1/2 and

K a positive integer. As in the approximation argument in [6],one can show that everyq ∈ P(S) is at most a

distanceδ away from someq′ ∈ PK
0 (S) if

K ≥ 2(|S| − 1)/δ. (45)

Let K be the minimal integer satisfying (45). Then|PK
0 | ≤ (2|S|/δ)|S|. This approximating set is used to handle

the infinite setP(S).

Now let G1, . . . , GL be i.i.d. random variables with values inΓn and distributed according toµ. Set µ∗ :=

minq∈P(S) minsn∈S µ(Iq,sn). Using the union bound and the Chernoff bound of Lemma 21, we obtain

P

{

1

L

L
∑

i=1

Iq,sn(Gi) < µ(Iq,sn ) for all q ∈ PK
0 (S) andsn ∈ Sn

}

≤ exp

{

|S| log
(2|S|

δ

)

+ n log|S| −
L · ε2 · µ∗

3c

}

This probability is smaller than 1 ifL tends to infinity faster thann, e.g. if L = n2.

Thus we have proved the existence ofγ1, . . . , γL which satisfy

1

L

L
∑

i=1

Iq,sn(γi) ≥ (1− ε)µ(Iq,sn)

for everyq ∈ PK
0 (S) andsn ∈ Sn. Now let q ∈ P(S) be arbitrary and letq′ ∈ PK

0 (S) satisfy‖q− q′‖ ≤ δ. Then

1

L

L
∑

i=1

Iq,sn(γi) ≥
1

L

L
∑

i=1

Iq′,sn(γi)− f5(δ)

≥ (1− ε)µ(Iq′,sn)− f5(δ)

≥ (1− ε)µ(Iq,sn)− (2− ε)f5(δ).

Choosingδ sufficiently small proves the claim of the lemma.

Proof of Theorem 37:Let Kran
n be a correlated random(n, Jn,Γn, µn)-code for(W,V) satisfying

e(Kran
n ) ≤ ε, (46)

max
sn∈Sn

∑

γ∈Γn

I(pJn , E
γV n

sn)µn(γ) ≤ ε. (47)
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By [11, Lemma 12.3], the average error incurred by an(n, Jn)-codeKn transmitted over the AVCW equals

the average error ofKn over the AVC determined by the convex hull of{Ws : s ∈ S}, i. e. the AVC{Wn
qn : qn ∈

P(S)n, n = 1, 2, . . .}, where

Wn
qn(y

n|xn) :=
n
∏

i=1

∑

si∈S

Wsi(yi|xi)qi(si).

This is a simple consequence of the fact that the average error is affine in the channel, which carries over to

correlated random codes. Hence (46) implies

max
qn∈P(S)n

1

Jn

Jn
∑

j=1

∑

γ∈Γn

∑

xn∈An

Eγ(xn|j)Wn
qn
(

(Dγ
j )

c|xn
)

µn(γ) ≤ ε, (48)

From (48), one infers that the average error ofKran
n for transmission over the compound channelW♯ is upper-

bounded byε as well, i. e.

max
q∈P(S)

1

Jn

Jn
∑

j=1

∑

γ∈Γn

∑

xn∈An

Eγ(xn|j)Wn
q

(

(Dγ
j )

c|xn
)

µn(γ) ≤ ε, (49)

In this proof, we use the random variable representation of entropy and mutual information. LetM be uniformly

distributed onJn and letG be distributed according toµ. Let Xn be the random codeword, obtained by selecting a

messageM , a code realizationG, and encoding withEG. For everyq ∈ P(S) let Y n
q be the output corresponding

to the compound stateq at the legitimate receiver and let̂Mq be the message the intended receiver decides for upon

receivingY n
q using the decoding rule of the code realizationG. For every state sequencesn ∈ Sn, let Zn

sn be the

corresponding output at the eavesdropper. The joint distributionsPMGXnY n
q M̂q

andPMGXnZn
sn

are given by

PMGXnY n
q M̂q

(j, γ, xn, yn, ̂) =
1

Jn
µn(γ)E

γ(xn|j)Wn
q (y

n|xn)1Dγ
̂
(yn),

PMGXnZn
sn
(j, γ, xn, zn) =

1

Jn
µn(γ)E

γ(xn|j)V n
sn(z

n|xn).

Due to Fano’s inequality [11, Lemma 3.8], (49) implies for every q ∈ P(S)

H(M |M̂q, G) =
∑

γ∈Γn

H(M |M̂q, G = γ)µ(γ)

≤ 1 +
∑

γ∈Γn

P[M 6= M̂q|G = γ]µn(γ) log Jn

= 1 + ε log Jn.

Hence the independence ofM andG yields

log Jn = H(M) = H(M |G) = I(M ∧ M̂q|G) +H(M |M̂q, G) ≤ I(M ∧ M̂q|G) + 1 + ε logJn,

so by rearranging and taking (47) into account, we have for every q ∈ P(S) andsn ∈ Sn

(1− ε) log Jn ≤ I(M ∧ M̂q|G)− I(M ∧ Zn
sn |G) + 1 + ε.
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Now defineIq,sn(γ) := 1
n (I(M ∧ M̂ |G = γ) − I(M ∧ Zn

sn |G = γ)). On account of Lemma 2.7 in [11], the

special structure of these functions and the continuity of entropy yield for everyq, q′ ∈ P(S) with ‖q− q′‖ ≤ 1/2,

|Iq,sn(γ)− Iq′,sn(γ)| ≤ −2‖q − q′‖ log
‖q − q′‖

|S|
.

The right-hand side tends to zero as the total variation distance tends to zero. Thus Lemma 38 can be applied,

yielding
1

n
log Jn ≤

1

n(1− ε)

(

I(M ∧ M̂q|G
′)− I(M ∧ Zn

sn |G
′) + 1 + ε

)

+
ε

1− ε
, (50)

whereG′ is defined viaP[G′ = γ] := 1
L1Γ′(γ) for some subsetΓ′ ⊂ Γ of size bounded byn2.

In order to prove the converse, we have to get rid ofG′ in some way. The only reasonable way to achieve this

seems to be through the use of the convexity of the mutual information in the channel argument. But while this

is a valid choice for the “secrecy term”, it is certainly invalid for the “legal” term. This is due to the fact thatG

is independent ofM , but not ofM̂q or Y n
q . An application of the data processing inequality is thus only possible

conditioned onG′. But as we have bounded the size of the range ofG′, we can write

I(M ∧ M̂q|G
′) = H(M)−H(M |Y n

q , G′)

≤ H(M)−H(M |Y n
q ) +H(G′)

≤ H(M)−H(M |Y n
q ) + 2 logn,

where we employed the fact thatH(S) ≤ H(S, T ) = H(S|T ) +H(T ). Thus if n is sufficiently large, we obtain

that

1

n
log Jn ≤

1

n(1− ε)

(

min
q∈P(S)

I(M ∧ M̂q|G
′)− max

sn∈Sn
(M ∧ Zn

sn |G
′) + 1 + ε

)

+
ε

1− ε

≤
1

n(1− ε)

(

min
q∈P(S)

I(M ∧ Y n
q |G′)− max

sn∈Sn
I(M ∧ Zn

sn |G
′) + 1 + ε

)

+
ε

1− ε

≤
1

n(1− ε)

(

min
q∈P(S)

I(M ∧ Y n
q )− max

sn∈Sn
I(M ∧ Zn

sn) + 1 + ε
)

+
2ε

1− ε
.

The joint distributions

PMXnY n
q
(j, xn, yn) =

1

Jn

∑

γ∈Γn

µn(γ)E
γ(xn|j)Wn

q (y
n|xn),

PMXnZn
sn
(j, xn, zn) =

1

Jn

∑

γ∈Γn

µn(γ)E
γ(xn|j)V n

sn(z
n|xn)

have the form required in the definition ofR∗
S(W,V), the shared randomness is now completely reduced to

randomness at the encoder. This completes the proof of Theorem 37.

Thus Theorem 8 is proved. We still need to prove the converse for Theorem 18. But the above converse almost

literally carries over to CAVWCs(Wρ,V). The analog to Theorem 37 for the CAVWC stated below thus also

completes the proof of Theorem 18.

Theorem 39:The secrecy capacity of the CAVWC(Wρ,V) is upper-bounded byR∗
S(Wρ,V).
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IX. T HE SECRECY CRITERION, PART II

The analysis of an example constructed by Bloch and Barros in[7] shows that the requirement that the variational

distance between output distribution and conditional output distribution given any message tend to zero is strictly

weaker than the requirement that mutual information tend tozero. First we state it as in [7], which is not a

memoryless situation. Then we show how the example can be embedded into a memoryless setting.

Let n be a nonnegative integer. LetMn = (M1, . . . ,Mn) be uniformly distributed on{0, 1}n. Mn is the random

message. It is coded into a codewordXn = (X1, . . . , Xn) using a secret keyKn = (K1, . . . ,Kn) independent of

Mn by setting

Xi = Mi ⊕Ki (1 ≤ i ≤ n).

Let Kn have the following distributionPKn :

PKn(kn) =











1
n if kn = 0n := (0, . . . , 0),

1− 1

n

2n−1 if kn 6= 0n.

Bloch and Barros show that this scheme is weakly secure, i. e.that 1
nI(M

n∧Xn) → 0 asn → 0. On the other hand,

they also show thatI(Mn∧Xn) ≥ 1
2 for n sufficiently large. We will now show that‖PXn−PXn|Mn( · |mn)‖ → 0

asn → 0 for everymn.

The conditional distribution ofXn givenMn equals

PXn|Mn(xn|mn) =
1

n
1{mn}(x

n) +
1− 1

n

2n − 1

∑

x̃n 6=mn

1{x̃n}(x
n).

Due to symmetry,Xn is uniformly distributed on{0, 1}n. Thus

‖PXn − PXn|Mn(·|mn)‖ =
∑

xn

∣

∣

∣

∣

1

2n
− PXn|Mn(xn|mn)

∣

∣

∣

∣

=

∣

∣

∣

∣

1

2n
−

1

n

∣

∣

∣

∣

+
∑

xn 6=mn

∣

∣

∣

∣

1

2n
−

1− 1
n

2n − 1

∣

∣

∣

∣

=

∣

∣

∣

∣

1

2n
−

1

n

∣

∣

∣

∣

+

∣

∣

∣

∣

2n − 1

2n
− 1−

1

n

∣

∣

∣

∣

=

∣

∣

∣

∣

1

2n
−

1

n

∣

∣

∣

∣

+

∣

∣

∣

∣

1

2n
+

1

n

∣

∣

∣

∣

.

This tends to zero. Note that

‖PXn − PXn|Mn(·|mn)‖ ∼
2

n
.

Inspection of the proof of Lemma 20 shows that‖PXn −PXn|Mn‖ tends to zero at a critical speed: if it converged

to zero faster than1/n, then one could apply the technique from Section V and conclude thatI(Mn ∧Xn) tends

to zero as well.

A translation into our memoryless setting is as follows: Letthe AVWC (W,V) be defined byA = B =

{0, 1}×{0, 1} andC = {0, 1}. We set|S| = 1 (no jamming is allowed) and defineW to be the identity onA, i. e.
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Bob gets full information. On the other hand,V transmits the first component of the input perfectly and “forgets”

the second component, meaning thatV (c|a1, a2) = 1{a1}(c) for (a1, a2) ∈ A andc ∈ C.

Then the legitimate parties’ strategy is as follows: Chooseas the message set the setMn := {0, 1}n. The

randomized encoderE maps the message encrypted by the key to the first component ofthe channel input and the

key to the second component, so

E((xn, x̂n)|mn) :=
∑

kn

PKn(kn)1{mn⊕kn}(x
n)1{kn}(x̂

n). (51)

The decoding consists of the setsDmn := {(xn, kn) : xn = mn ⊕ kn}. The average error is

1

|Mn|

∑

mn∈{0,1}n

∑

xn,x̂n

E((xn, x̂n)|mn)Wn(Dc
mn |(xn, x̂n)) = 0, (52)

but Eve’s output given thatmn was sent is described by the probability distribution(EV n)(·|mn) given by the

values

(EV n)(cn|mn) =
∑

kn

PKn(kn)1{m⊕kn}(c
n) (53)

= P(Xn = cn|Mn = mn). (54)

Thus, letting the uniform drawing of the messages be described by the random variableMn, the mutual information

I(pMn , EV n) = I(Mn ∧Xn) > 1/2 by the results of Bloch and Barros. On the other hand and by thevery same

calculation,‖EV n − EV n(·|m)‖ → 0.

The above described coding scheme can thus be used to send information securely with respect to the variational

distance between the distribution ofXn and that ofXn givenmn for every messagemn ∈ Mn at a rateR = 1,

but it is not secure with respect to the strong secrecy criterion.

X. M ODEL ROBUSTNESS ANDCONTINUITY

Here we discuss how robust the AVWC model is with respect to variations of the underlying channel set.

As discussed in the introduction, this question is also connected to the jammer’s power. Small variations in the

underlying model might change the effect of the jammer’s actions dramatically.

More precisely, in this section we investigate the continuity properties of the deterministic and correlated random

capacities as functions of(W,V). Of course, the set of AVWCs with given in- and output alphabets has to be

equipped with a metric for such an investigation. This is what we start with.

Let (W,V) and (W̃, Ṽ) be two AVWCs with input alphabetA and output alphabetsB, C for the legitimate

receiver and the eavesdropper, respectively. Denote the finite state space of(W,V) by S and the finite state space

of (W̃, Ṽ) by S̃. We measure the distance of(W,V) and(W̃, Ṽ) by what is called theHausdorff distanceof two

sets.

For two stochastic matricesW, W̃ : A → B, we define

‖W − W̃‖o := max
a∈A

‖W ( · |a)− W̃ ( · |a)‖.
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Now we define four asymmetric distances which together will ultimately define the (symmetric) Hausdorff distance.

We set

dB,1(W, W̃) := max
s̃∈S̃

min
s∈S

‖Ws − W̃s̃‖o,

dB,2(W, W̃) := max
s∈S

min
s̃∈S̃

‖Ws − W̃s̃‖o,

and analogously definedE,1(V, Ṽ), dE,2(V, Ṽ) by replacingWs, W̃s̃ in the above definitions byVs, Ṽs̃. Then we

put

d((W,V), (W̃, Ṽ)) := max
{

dB,1(W, W̃), dE,1(V, Ṽ), dB,2(W, W̃), dE,2(V, Ṽ)
}

.

One checks easily that this is an actual metric on the set of finite-state AVWCs with the corresponding alphabets

A,B, C.

Building on Theorem 8, we now state the central result concerning the continuity of the correlated random

capacities.

Theorem 40:R∗
S(W,V) is continuous in(W,V) with respect to the metricd. Thus,CS,ran(W,V) andĈS,ran(W,V)

are continuous functions of the channel.

The proof of this theorem is analogous to that of [9, Theorem 2] where the continuity of

lim
k→∞

1

k
sup

U⊂N finite
max

p∈P(U)
max

U :U→P(Ak)

(

min
q∈P(S)

I(p, UW k
q )− max

q∈P(S)
I(p, UV k

q )
)

is shown. The latter quantity has been shown in [5] to be the capacity of the corresponding compound wiretap

channel.

The question of continuity of the deterministic capacityCS(W,V) is more intricate. As the deterministic coding

secrecy capacity is as yet unknown and a-priori approaches are not viable, it is impossible to give the final answer.

It would be desirable to have results like the one in [8], which characterizes the points of discontinuity of the

deterministic coding capacity function of Arbitrarily Varying Quantum Channels (AVQCs). What we can say here

is the following.

Theorem 41:The functionCS(·, ·) is continuous on both the setC= := {(W ,V) : CS(W ,V) = 0} and on the

setC> := {(W ,V) : CS(W ,V) > 0}. Thus, any point of discontinuity has to lie on the boundary between these

two sets.

Proof: The continuity onC= is trivial. The continuity onC> is due to Theorem 12 and the continuity of

CS,ran(·, ·) proved in Theorem 40.

Example 42:In general, the setC= does not have an empty topological interior. In [9, Subsection V.C], an AVWC

(W,V) is constructed such that aε > 0 exists for which every AVWC(W̃, Ṽ) with d((W,V), (W̃, Ṽ)) < ε is

symmetrizable. This AVWC(W,V) is defined as follows: The alphabets and the state set areA = C = S = {0, 1},

B = {0, 1, 2}. V consists of only the useless channel. The set{W1,W2} definingW is given by the matices

W0 :=







1
2

1
2 0

1
4 0 3

4






, W1 :=







0 0 1

0 1 0






.
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APPENDIX

Due to Theorem 14, nothing has to be proved ifW is symmetrizable. We can thus assume thatCS(W,V) > 0.

We shall prove thatCS(W,V) = CS,ran(W,V) using a “secure” version of Ahlswede’s elimination technique [1].

Now choose anyRS < CS,ran(W,V) and 0 < ε < min{1/2, RS}. Let a sequence of correlated random

(n, Jn,Γn, µn)-codesK̂ran
n satisfy

1) lim infn→∞(log Jn)/n ≥ RS ,

2) lim supn→∞ e(K̂ran
n ) = 0,

3) lim infn→∞ maxj∈Jn maxγ∈Γn maxsn∈Sn‖ÊγV n
sn(·|j)−Θsn‖,

for finite measuresΘsn on Cn as in Theorem 8. An inspection of the proof of Lemma 10 shows that there exists

a positive integerL = L(ε) and ann0 = n0(ε, L) such that for everyn ≥ n0, a correlated random(n, Jn, L, pL)-

subcodeKran
n of K̂ran

n exists satisfying

1) pL is the uniform distribution on{1, . . . , L},

2) (log Jn)/n ≥ RS − ε,

3) e(Kran
n ) ≤ ε,

4) lim infn→∞ maxj∈Jn max1≤l≤L maxsn∈Sn‖ElV n
sn(·|j)−Θsn‖ ≤ ε.

The encoders and decoding sets of this code are denoted byEl andDl
j , respectively. By Section V, the fourth

condition onKran
n implies

(5) max1≤l≤Lmaxsn∈Sn I(pJn , E
lV n

sn) ≤ ε,

(6) maxsn∈Sn I(pL ⊗ pJn , Usn) ≤ ε.

Using the fact thatCS(W,V) > 0, the sender can send the correlated randomnessl ∈ {1, . . . , L} securely to

the intended receiver using a prefix code. Let0 < δ < min{1/2, CS(W,V)} andm be so large that there exists a

deterministic(m,L)-codeK̃m satisfying

1) (logL)/m ≥ CS(W,V)− δ,

2) e(K̃m) ≤ δ,

3) maxsm I(pL, V
m
sm) ≤ δ.

We denote this codes’s encoder byẼ and its decoding sets bỹDl.

We now concatenate these codes to a deterministic(m + n, LJn)-codeK∗
m+n. The encoderE∗ : {1, . . . , L} ×

{1, . . . , Jn} is given by

E∗(xm
1 , xn

2 |l, j) := Ẽ(xm
1 |l)El(xn

2 |j),

where(xm
1 , xn

2 ) is considered as an element ofXm+n. The decoding set for message(l, j) is defined to be

D∗
l,j := D̃l ×Dl

j .

It remains to check this code’s performance. First of all, its rate satisfies

logL+ log Jn
m+ n

≥
n

m+ n

log Jn
n

≥
n

m+ n
(RS − ε).
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In addition to the above lower bounds, we can choosen so large that the above chain of inequalities results in

logL+ log Jn
m+ n

≥ RS − 2ε.

It is easy to see thate(K∗
m+n) ≤ δ + ε.

Next, observe thatpL⊗pJn is the uniform distribution on{1, . . . , L}×{1, . . . , Jn}. Let sm1 ∈ Sm andsn2 ∈ Sn.

We define random variables̃M,M,Zm
1 , Zn

2 taking values in{1, . . . , L}, {1, . . . , Jn},Zm,Zn, respectively, with

the joint distribution

PM̃MZm
1

Zn
2

(l, j, zm1 , zn2 ) :=
1

L

1

Jn

∑

xm
1
∈Am

∑

xn
2
∈An

Ẽ(xm
1 |l)El(xn

2 |j)V
m
sm
1

(zm1 |xm
1 )V n

sn
2

(zn2 |x
n
2 ).

To check that the concatenated codeK∗
m+n is secure, we have to upper-boundI(M̃,M ∧ Zm

1 , Zn
2 ) uniformly in

sm andsn (upon whichZm
1 andZn

2 depend!). This mutual information can be written as a sum

I(M̃ ∧ Zm
1 ) + I(M̃ ∧ Zn

2 |Z
m
1 ) + I(M ∧ Zn

2 |M̃) + I(M ∧ Zm
1 |M̃, Zn

2 ). (55)

Given M̃ , the random variables(M,Zn
2 ) andZm

1 are conditionally independent, so the last term in the above

sum vanishes.

The first term in the above sum is upper-bounded byδ, by assumption.

The third term of (55) is upper-bounded bymaxl I(M ∧ Zn
2 |M̃ = l), which by assumption cannot exceedε.

The second term is the least trivial, for which the additional assumption (6) onKran
n was necessary. This is due

to the fact that without this assumption, one only knows thatZn
2 does not give away any information aboutM , no

matter whatM̃ . Assumption (6) ensures thatZn
2 is not just almost independent ofM , but also ofM̃ . To analyze

the second term, we calculate

I(M̃ ∧ Zn
2 |Z

m
1 ) = H(Zn

2 |Z
m
1 )−H(Zn

2 |M̃, Zm
1 ).

Zm
1 andZn

2 are conditionally independent giveñM . Thus using assumption (6) onKran
n , the above can be further

bounded from above by

H(Zn
2 )−H(Zn

2 |M̃) = I(M̃ ∧ Zn
2 ) ≤ ε.

Altogether, we have thus boundedI(M̃,M ∧ Zm
1 , Zn

2 ) by 2ε + δ. As ε and δ can be chosen arbitrarily small,

we have thus shown that any rate belowCS,ran(W,V) can be achieved by deterministic coding as well, provided

thatCS(W,V) > 0. This completes the proof of Theorem 12.

For the proof of Remark 13, asssume thatW is not symmetrizable. We first have to show thatCweak
S (W,V) ≥

CS,ran(W,V). All the above assumptions on the codesKran
n andK̃m can be made except for the third assumption

on K̃m: we cannot assume thatmaxsm I(pL, V
m
sm) ≤ δ, because we do not know whether or notCS(W,V) is

positive. All arguments go through until one arrives at (55), which due to its fourth term’s vanishing reads

1

n
I(M̃ ∧ Zm

1 ) +
1

n
I(M̃ ∧ Zn

2 |Z
m
1 ) +

1

n
I(M ∧ Zn

2 |M̃) ≤
2 logL

n
+

ε

n
.

This obviously tends to 0 with increasingn. ThusCS,ran(W,V) is achievable by deterministic coding ifW is not

symmetrizable and if the weak secrecy criterion is applied,i. e. Cweak
S (W,V) ≥ CS,ran(W,V).
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We also haveCS,ran(W,V) ≥ Cweak
S (W,V). This is due to the fact that the converses carry over to the case

where all secrecy criteria are weak, including those for correlated random coding. ThusCweak
S (W,V) is upper-

bounded by the largest achievable rate for the weak secrecy criterion and correlated random coding, which is the

same asCS,ran(W,V). This proves the claim of Remark 13.
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