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The Arbitrarily Varying Wiretap
Channel—deterministic and correlated random
coding capacities under the strong secrecy

criterion

Moritz Wiese, Janis Notzel, Holger Boche

Abstract

We give a complete characterization of the secrecy capatybitrarily varying wiretap channels (AVWCs) with
correlated random coding. We apply two alternative stragxgyexy criteria, which both lead to the same formula and
which coincide in the case of deterministic codes. On théshafsthe derived formula, we show that the correlated
random coding secrecy capacity is continuous as a functidheoAVYWC. We show that the deterministic coding
secrecy capacity of the AVWC either equals O or the corrdlea@dom coding secrecy capacity. For the case that only
a weak secrecy criterion is applied, we derive a completeacherization of the corresponding secrecy capacity for
deterministic codes. In the proof of the secrecy capacitynéda for correlated random codes, we apply an auxiliary
channel which is compound from the sender to the intendeeivecand varies arbitrarily from the sender to the
eavesdropper.

I. INTRODUCTION

This paper brings together two areas of information thethny:arbitrarily varying channel (AVC) and the wiretap
channel. This leads to the arbitrarily varying wiretap aielnAVWC): A sender would like to send information
to a receiver through a noisy channel. Communication ovisrd¢hannel is subject to two difficulties. First, there
is a second receiver, called an eavesdropper, which oltaing/n noisy version of the channel inputs and should
not be able to obtain any information. Second, the state etttannels both to the intended receiver as well as to
the eavesdropper can vary arbitrarily over time. Neithergénder nor the intended receiver know the true channel

state. For a blocklength, this means that the probability of the intended receiveéaioing the output sequence
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y" = (y1,-..,yn) and the eavesdropper receiviely = (z1, ..., z,) given thatz™ = (z1,...,x,) was input to the

channel is contained in the family
{Wsri (y", 2"a™) = HWSI. (yis zilzi) : 8" = (s1,...,80) € S"}. Q)
1=1

Here,S is the finite state set. Thus, any AVWC is determined by a farfiW(-, ) : s € S}.

Their generality allows various interpretations of matléoal models. In the AVWC case, one could regard the
varying channel states as determined by nature. Howevewilvanterpret them as the result of jamming from an
intruder. So henceforth, we shall view the AVYWC as a chanmelen two attacks at the same time: one passive
(eavesdropping), one active (jamming).

We are not the first to study the capacity of the AYWC. Earlippaaches can be found inl [4],_[16], which
however could not give a complete characterization of tleeesy capacity achieved by correlated random coding.
We give a complete characterization of this capacity. We discuss the deterministic coding secrecy capacity.

Classical coding is deterministic: Before starting to cammicate, sender and receiver agree on a procedure
(f, ¢) of data manipulation. Heref, is a possibly stochastic mapping from the messages to thenehanputs of
a fixed blocklengthg reverts channel outputs into messages. For transmissagh, mode separately executes its
part of this procedure without relying on any further res@s: What we call correlated random coding has been
used as a mathematical tool ever since Shannon’s 1948 pEperit[is usually called random coding. Correlated
random coding means that sender and receiver agree on & faindiéterministic code$(f”,¢”) : v € T'}. Before
communication, a random experimenbn I' is performed. The outcome, say is revealed to sender and intended
receiver which then apply the deterministic cdgé, ¢7).

Used as a mathematical tool, a correlated random code ysealles to prove the existence of a good deterministic
code in a class of deterministic codes. But this does not fi@rRVCs, as was shown by Ahlswede [1]. This is due
to the fact that one cannot bound the average error of a digtistin code for an AVC in terms of the average error
of the corresponding correlated random code. AVCs exhibithotomy [1]: Their capacity for deterministic coding
either equals their capacity for correlated random codinij equals zero. Csiszar and Narayan have identified the
distinguishing propertyi [12], called symmetrizabilityithbut the use of correlated random coding, a symmetrizable
AVC is useless; no message transmission is possible.

Thus one is led to regarding correlated randomness as aticaddliiresource for communication. This resource
can make communication possible where it is impossible aithOf course, it is important that the jammer has
no access to this resource. As we shall prove, a similarrs&teis true for the AVYWC.

However, the main result of this paper is the charactedratif the capacity for correlated random coding. We
apply two strong secrecy criteria and show that the cormedipg capacities for correlated random coding coincide.
The first of these criteria is that

max » (M A Zg)p(7) )
-~

be small, whereM is the message chosen uniformly at random &iid is the eavesdropper’s output if the state
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sequence is™ and the deterministic codg™, ¢”7) has been selected. This criterion was applied’In [4]] [16le T
second, stronger one requires
maxmax (M A ZJ.) 3)

sy
to be small. If the second criterion is satisfied, then trassion over the AVYWC is secure even if the eavesdropper
knows the realization of the correlated randomness. Thianwi¢hat we have to assume the active and passive
attacks to be uncoordinated in the sense that the eavesdrdpps not inform the jammer about its knowledge of
the correlated randomness, if available.

The capacity formula we find for correlated random codingicWhs the same for both criteria, is multi-letter.
This formula was found in[]4] for special AVYWCs where thereaisbest channel to the eavesdropper”. It is not
clear whether a generally applicable single-letter foamepists at all.

The converse of the capacity result is a simple applicatibirano’s inequality. On the other hand, for its
achievability part, we follow Ahlswede’s strategy of denig correlated random coding achievability results for A/C
from deterministic coding capacity results for compoundrofels. (In contrast to an AVC, a compound channel
does not change its state during the transmission of a cadéwbhis technique is known as the “robustification
technique”. Sender and receiver of an AVC randomly permutetarministic code for a certain compound channel
induced by the AVC and thus obtain a correlated random codte magligibly larger average error.

When applying the robustification technique to AVWCs, one tmtake the secrecy criterion into account. As
seen in[[4], this requires a “best channel to the eavesdrbffpmne assumes the channel to the eavesdropper to be
compound as well. The central idea of our proof is to intrelaamnixed channel model, the compound-arbitrarily
varying wiretap channel (CAVWC). This channel is compourmihf sender to intended receiver and varies arbitrarily
from sender to eavesdropper. We derive the correlated nardoing capacity of this channel with secrecy criterion
(3), which remains the same when passing to the AVYWC moderéfbre during robustification, only the reliability
of transmission from sender to intended receiver has to kentaare of.

We prove the achievability result for the CAVWC by random ioad The criterion [(B) is not treated directly.
Instead, we consider the total variation distafidebetween the eavesdropper’s output probability distrdsuind

the eavesdropper’s output distribution conditional on\egimessage. If
HPZ;‘H(') —PZ;fn\M('|m)H (4)

tends to zero sufficiently fast for any message any state sequenc€’ and any code permutation, then the
validity of (3) can be inferred. Following Devetak [13], wemy a Chernoff bound to show that the probability of
those codes for whicH{4) is too large is doubly-exponelgtiall. Thus a deterministic code can be found for
which (4) is small simultaneously for all possible paramete, s, = (note that there are more than exponentially
many, but less than doubly-exponentially many permutation a given blocklength).

It is interesting to note that for given upper bounds[dn (2)@) and the average error, only a finite amount of

correlated randomness is necessary to achieve the congisgaapacity, independently of the blocklength. This is
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a corollary of a result derived in [10] and substantially gliftes the coordination of sender and intended receiver
inherent in the concept of correlated random coding.

An upper bound on the amount of common randomness is negesgan for the converse of the correlated
random coding secrecy capacity theorem for the AYWC. Theaedor this is that the use of correlated randomness
prohibits a straightforward application of the data preass inequality. It can only be applied after conditioning o
the correlated randomness. However, as the capacity farduds not contain such a conditioning, the range of the
correlated randomness variable has to be upper-bounded. Bis is established, the influence of the conditioning
can be shown to vanish asymptotically.

In [5], the operational meaning of the secrecy criterioh {2y been discussed. One result is that the average
error of any decoder the eavesdropper might apply has tottende if [2) tends to zero. Actually, this is already
true if (4) tends to zero uniformly in the parameters. Theuratquestion arises whether there is any difference
between the two criteria. By analyzing an example of BlocH &arros [7], we show in a deterministic coding
setting with one channel state that it generally is stristiyonger to requird (M A Z) to be small ¢ being the
eavesdropper’s output) than to requiBz(-) — Pz (-[m)|| to be small uniformly in the messages.

More precisely, the statement is that there exists a sequehcodes (one code per blocklength) for which
I(M A Z) remains larger thai/2, whereag| Pz (-) — Pz (-|m)|| tends to zero in the blocklength for all messages.
This is only possible because the total variation decresieedy, at the order ofl /n. If the decrease were faster,
then the mutual information criterion would be satisfied adlwlrhe proof of our capacity result works despite
of that because it is possible to show the existence of a sequef reliable codes such that the total variation
converges to 0 at an exponential rate.

A second discussion concerns the robustness of the AVWC Iniblake correlated random coding secrecy capacity
is continuous in the channel. This was essentially estaddisn [9]. Thus small errors in the description of the
family (@) do not have severe consequences on the capacity.

For deterministic coding, we obtain that the set of all AVWI@#h given in- and output alphabets decomposes into
two disjoint sets, and that on each of these sets, the detistinicoding secrecy capacity is continuous. It remains
to be investigated what happens on the boundary betweenvthsets. We also observe that for the deterministic
coding capacity, the critical channel seems to be that frobensender to the intended receiver, not the one to
the eavesdropper. This view is supported by the fact thasézeecy criterion[{3) guarantees secrecy even if the
eavesdropper knows the correlated randomness. Recaththgmmer mustot know this randomness. Otherwise, it
might be able to symmetrize the channel from sender to imteléneceiver and make any communication impossible.
The consequence of this conjectured feature of AVYWCs istii@ie care has to be invested into finding the right
model for the channel between sender and intended recéigarinto that of the eavesdropper’s channel. This is
a positive result, as it will generally be easier to know tbefer than the latter channel.

Paper outline: To start with, in the second section, we set the notation aretmasic definitions. In Section 3 we
define the AVWC, the secrecy criteria we use with this moded] define the corresponding notions of achievable

rates and secrecy capacities. We also state our main resuiterning AVYWCs. The subsequent section introduces
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the CAVWC also mentioned in the introduction. The secredieida are defined as well as achievable rates and
secrecy capacities. In Section 5 we justify why it is possitdt to directly prove the secrecy criteria formulated in
terms of mutual information, but instead to consider thalteariation distance between certain output distribigion
The longest section, Section 6, contains the core of therpépe proof of the achievability part of the coding
theorem for the CAVWC. This section starts with its own méli so we do not go into the details here. The
achievability part of the correlated random coding theofenthe AVWC is derived from the achievability part of
the coding theorem for the CAVWC in Section 7. Section 8 cimistéhe converses. Section 9 contains the analysis
of the example of Bloch and Barros mentioned above, shovhiagthe secrecy criterion of small mutual information
between the message and the eavesdropper’s output ggrisrattonger than to require a uniformly small total
variation distance between the output distribution anddhiput distribution when conditioned on any message.
We also justify why it is possible in our case to go from thealtotariation criterion to the mutual information
criterion. Section 10 discusses aspects of the robustrfegse AVWC model and the continuity of the secrecy
capacity functions. In the appendix, we prove the dichotahyhe deterministic coding secrecy capacity of the

AVWC: either it equals O or the correlated random coding eegcicapacity.

II. NOTATION AND BASIC DEFINITIONS

Logarithms denoted bjog are taken to the bas& correspondingly, we seixp(z) = 2*. The cardinality of
a finite set.A is written |A|. For a subsef of A, the indicator functionle assumes the valug for arguments
contained in€ and0 else. Forn-tuples contained ind”, we write 2™ := (z1,...,x,) € A™

The set of probability measures on the finite deis denoted byP(A). Forp € P(A), we definep®” € P(A")
by p®"(z™) := [1, p(z;). For a finite setB and a stochastic matrik’ : A — P(B) andp € P(A), we define
the probability measurgWW € P(B) by pW(b) = > . 4 r(a)W (bla). We will mostly write entropy, conditional
entropy and mutual information as functions of the involy@dbability measures and stochastic matrices. For

example, we set
H(Wlp) := =Y _p(a)V(bla)log V(bla),
a,b

I(p,W) := H(pW) — H(W|p).

In some places, however, we shall also use the more commadiomanariable notation.

A positive measure ol is a vector(u(a))q.e4 With u(a) > 0 for all a € A. The total variation distance of two
positive measures, v on A is defined by||u — v| := 3", 4lu(a) — v(a)|.

For a sequence” = (x1,...,z,) € A" anda € A, the numberN (a|2z™) indicates the number of coordinates
x; of 2™ with z; = a. The type ofz™ is the probability measurg € P(.A) defined byg(a) := N(a|z™)/n. The set
of possible types of sequences of lengtlis denoted byP['(A). Ford > 0 andp € P(A), we define the typical
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set7,’s C A" as the set of those™ € A" satisfying the two conditions
1
’—N(a|$") —pla)| <o for everya € A,

N(alz™) =0 if p(a) = 0.

For § > 0, a stochastic matri¥t : A — P(B) and an element™ of A", we define the conditionally typical set
w.s(z") as the set of thosg" € B" satisfying the two conditions
‘EN(a, blz", y") — W(b|a)l]\7(a|:17") <0 foralla € A,b € B,
n

N(a,blz",y™) =0 if W(bla) = 0.

IIl. ARBITRARILY VARYING WIRETAP CHANNELS

Let A, B,C,S be finite sets. For every € S, let a stochastic matri¥Vs : A — P(B) and another stochastic

matrix V5 : A — P(C) be given. For a numbet andz™ € A", y" € B", s € S", define

Wa(y |x HW& yz|xl

We denote the famil{ V7, : s" € S™,n = 1,2,...} by 20. In analogy toW. (y"|«"), we defineV (z"|z™) for
2™ € C™ and denote the corresponding fam{iy” : s € S",n =1,2,...} by . We sometimes prefer to write
V(z"|z™, s™) instead ofVin (2™|2™). We call the pair(20, %) an Arbitrarily Varying Wiretap Channel (AVWCY
is called thestate setof (20, ).

Remark 1:0One checks easily that the representation of an AVYWC as a(P8ify) is possible without losing
generality. In general, any statec S together with an input € A will lead to a joint output distributiod/; (-, -|a).
But the performance of any of the codes defined below is medswith respect to the marginal output distributions
Ws(-,+la) and V4 (-, -|a). Thus for the framework treated in this paper, all AVWCs wiltle same marginalB0 and
U are equivalent.

A deterministic(n, J,,)-code K,, for the AVWC (20, ) consists of a stochastic encoder: {1,...,J,} —
P(A™) and a collection of mutually disjoint se{D; € 5" : 1 < j < J,}. We abbreviate7,, := {1,...,J,}. A

code/C,, with encoderE defines stochastic matricdgW'?. : 7, — P(B™) via
EWZ.(y"5) ZE 2" )WE (y" "),

analogouslyEV%: : 7, — P(C™). The average error of,, is given by

J
1 - n n C n
e(Ky) := Inax —- E E E(x"[j)Wa (D5|z")
" oj=1zneAn
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Definition 2: A non-negative numbeRs is an achievable secrecy rate for deterministic codes for the BVW

(20,9) if there exists a sequencé,,)>> , of (n, J,)-codes such that

lim e(KC,,) =0, (5)
n—r00
hmmf—logJ > Ry, (6)
n—roo
lim max I(py,, EV) = 0. )

n—oo steSn
Here,p;, denotes the uniform distribution Qf,. Thesecrecy capacity a0, ) is the supremum of all achievable
secrecy ratefs and is denoted by's (20, ).

Note the different roles the familie®J andU play. 20 is an Arbitrarily Varying Channel (AVCYfrom a sender
with alphabetA to a receiver with alphabdf. Messages are supposed to be sent over this AVC in such a way
that only a small, asymptotically negligible average eisomcurred. This is reflected in conditionl (5). However,
this communication is subject to an additional secrecy itmmd An eavesdropper obtains a noisy version of the
sender’s channel inputs via the AG. Condition [T) guarantees secrecy.

A correlated randontn, J,,, I, u,,)-code K22 for the AVWC (20, ) is given by a family of(n, J,,)-codes

{K.(7) : v € T, } together with a probability distributiop,, onT',,. The average errar(K}*") is defined as
J’Vl

e(lcran — S{}?g& J_Z Z Z E'V n|j ((D7)0|xn),un(7)

j=1~€rl,, zre A"
A correlated random codk}*" induces stochastic matrices, EW. : 7, — B" via

P EWE (") = Y ma(y) D EY@"H)Wh(y"a").

~ET, €A
One defines:,, EV,. analogously.

In the case of correlated random codes, we consider twoecrieeria. This leads to as many different notions
of achievable rate. We again denote the uniform distriloutga 7,, by p, .

Definition 3: A non-negative numbeRg is called anachievable secrecy rate for correlated random codes for
the AVWC(23,90) if there exists a sequendg&’**)> , of correlated randonfn, J,,, 'y, i, )-codes such that

lim e(lCran) =0, (8)
n—oo
lim 1nf — log Jn > Rg, (9)
n—oo
nh_)ngo ax I(ps,, "V ) pn(y) = 0. (10)
yely,

The supremum of all achievable secrecy rates for correlaiedom codes is called tlsecrecy capacity of2, 1)
for correlated random codeand denoted by’'s ;an (20, ).

Definition 4: A non-negative numbeRgs is called anenhanced achievable secrecy rate for correlated random
codes for the AVWQ, ) if there exists a sequen¢&>")>2, of correlated randonin, J,,, 'y, 1, )-codes such
that [8) and[{(P) hold and such that

li 1 EV5) =0. 11
nggo sgleaé(” 'Iy%%‘x (p] ’ s ) ( )
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The supremum of all enhanced achievable secrecy rates fiaiated random codes is called thehanced secrecy
capacity of(20, ) for correlated random codeand denoted by’'s ;.. (20, ).

Remark 5:1t is immediately clear tha€'s ya, (20,0) > Cs,ran(m ).

The secrecy capacities for correlated random codes araatbared by a multi-letter formula, extending the

results of [4]. We set

1
RL(20,0) = lim - in I(p,UW*) — I(p, UV ) 12
S0 = i g sp omeme, (i T0.0W) - mex I0.0VE). (2)

Remark 6:1t is shown exactly as in[[5], using Fekete's lemnia][15], thiz¢ limit on the right-hand side
of (I2) indeed exists. Further note the equalityixxcsx I(p, UVY) = maxgep(se) I(p, UVF), where VF =
Y skesk q(sk)i/'s’z. This equality is due to the convexity of mutual informationthe channel.

Remark 7:For givenk, the cardinality oft/ can be restricted toA|*. This can be proven almost exactly as in
the proof of [11, Theorem 17.11]. The minimum and maximumraflens do not pose any problem due to their
being convex/concave. Note that the bound for fixedoes not give a general upper bound on the cardinality of
the auxiliary alphabet/. The bound could still be helpful in calculations if one krofwom other arguments that

there exists &g such that, fork > kg,

1
—_ a a 'I,UWk—aI,UVk)
kZ/{Cny%i)nite pIeI%?()L(I)U:uIEP)EAk)(qén#(I}S) (p v srkne;(k (p )

is sufficiently close taR% (20, 0).
Theorem 8:For the AVWC (20, ), we have

CA'S.,ran(gznv %) = CS,ran(an %) = RTS’ (QB, %)

More precisely, for anyRs < R%(20,), a sequence dfr, J,,, 'y, i1, )-codesiCi?" can be chosen which in addition
to (9) satisfies the following: For sufficiently largeand everys™ € S, there exist a finite measu@,. on C"

and 3, 2 > 0 depending on the channel such that

e(kym) <27, (13)
max max max || BTV (-|j) — Q|| < 272, (14)

smesSm jeJ, mell,

According to Sectiofl V, inequality (14) implies that thepdse 33, 34 > 0 such that for large:

max max [(py,, EYVIL) < 27",
sneS™ y€eTy,

ma"s)‘( I(:un ® PJ,s US") < 2—7164’
en

cén
whereUgn : T, x {1,...,J,} — Z" is the stochastic matrix defined by
U (2"7,4) = Y E7(a"|j)Vi (z"[a"). (15)
I"EA"

So [13) implies more than just the enhanced secrecy critevi@ show in Sectiop IX that this is true only because

of the exponential decrease of the total variation distand@4).
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Note that the definitions allow every kind of correlated ramehess as long as it is finitely supported. In the
achievability proof of Theorernl 8, we shall see that the umifaistribution on a set of cardinality! is sufficient,
wheren is the blocklength of the code. The size of this set can stilkdduced. A central observation here is the
equality of the two secrecy capacities for correlated ramawmdes, whose effect is that we may without loss of
generality assume that the correlated random codes we aliaglith are secure in every deterministic component
code. Thus to decrease the sizd'gf i. e. of the correlated randomness, of a correlated randomi,, T',,, 11, )-code
Kcran it is sufficient to find a(n, J,,, fn, [Ln)-subcode@fm of K7** which has a small average error.

This is a typical problem from the theory of AVCs without sexy constraints. The first of these results is due to
Ahlswede [[1]. Formulated in our terminology and taking tleerecy constraints into account, it reads as follows.

Lemma 9:The correlated randomness necessary to achieve any rate é’g!ran (20,90) andCs van (20,0) can
be assumed to be a uniform distribution on the{get .., [n!*<]}, for anye > 0 and sufficiently large:. In this
case, however, an exponential decrease of the averageasriofI3) cannot be guaranteed any more.

An even stronger result has been found recently. Its essisntteat every secrecy ratBs < C’S,ran(ﬂﬁ, )
is achievable with no more than a finite amount of correlaatdomness, given arbitrary upper bounds on the
average error and the “information leakage”. We strengtihenstatement of the result frorh [10] in order to be
able to prove Theorefn 112 by replacing the secrecy criteripthe requiremen{{14). This can be done because
in upper-bounding the size of the correlated randomnedg,tba average error is relevant, and it trivially follows
that the smaller correlated random code saitsfiek (14) ftenfdct that the original code satisfiés](14).

Lemma 10:Let A € (0,1) andd € (0,1). Then for everyRs < C's .an(2, D) there exists a sequencr>")>
of correlated randortw, J,,, 'y, 11, )-cOdes and a positive integérsuch that for every > 0 and large blocklengths

n and for everys™ there exists a finite measué;» on C" such that
e(Ky™) < A,
1
—logJ, > Rs — ¢,
n

max max max|[EVVE (1) ~ O] <5,
snesSnm jedJ, vel'y

IT,| = L.

1, can be chosen as the uniform distributionIon

See [10] for the proof. Note thdt depends om and)\, it cannot be chosen universally. However, finite correlate
randomness is sufficient for all positive error and secremynils, no matter how small they are chosen.

The relation between the deterministic coding secrecyagpaf an AVWC and its correlated randomness coding
secrecy capacity is not completely clear. To understanatdineesponding theorem, we need a definition which is
central to the analysis of deterministic coding both for A/&hd AVWCs.

Definition 11: The AVC 2U is calledsymmetrizabléf there exists a stochastic matrix: A — S such that for

everya,a’ € Aandb € B

Z W (bla)o(s|a") = Z Ws(bla')o(s|a).

sES sES
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10

Theorem 12: 1) If Cs(2,0) > 0, thenCs(2, V) = Cg ran (W, V).
2) If 20 is symmetrizable, thet's (25, 0) = 0.
Proof: See appendix. [ |

Remark 13:Assume that we apply a weak secrecy criterion for deteritniné®des, i. e. that we require

1
lim max —I(py,,EV}:) =

n—oo s"eS™ N

instead of[(¥), and denote the corresponding maximal aghlewate byC¥°#(203,2). Then we can reformulate
Theoreni IR as follows: #Y is symmetrizable, the@'g°2 (20, U) = 0. Otherwise C¥°* (2, V) = C van (W, V).
This is also shown in the proof of Theorém 12 in the appendixié that it follows from the converse of the proof
of Theoren{B that weak versions 6 .., (20,%) and és,ran(m 0) coincide with their strong counterparts.)

Due to Theorenll8, it is allowed to replacg; ., (20, 0) by és,ran(m J). Moreover, it should be mentioned
that the second part of Theordml 12 crucially dependsSooeing finite. To embed it into its context, we also
mention the deterministic coding capacity of AVCs found ksis2ar and Narayan [12].

Theorem 14 ([12], Theorem 1)The deterministic coding capacity of the AV equals0 if and only of 27 is

symmetrizable. I1f0 is not symmetrizable, then its deterministic coding cayaeguals

max min I(p, W,
pEA qeP(S) (p )

IV. AMIXED COMPOUND-ARBITRARILY VARYING WIRETAP CHANNEL

To establish Theorefd 8, we use Ahlswede’s robustificatiohrtigue [2]. It was developed to turn deterministic
codes for compound channels into correlated random codeAM@s. It has already been noted inl [4] that this
technique can also be applied to compound and arbitrarilyirvg wiretap channels. The difference of this paper’s
approach is that the channel from sender to eavesdroppeawiiys be arbitrarily varying. Therefore it is no
longer necessary to assume the existence of a “best chantie avesdropper”, i. e.@ € P(S) such that all
V, are degraded versions &f-.

We now formalize the idea of having a compound channel febrto 5 and an arbitrarily varying channel from
A to C. Let R be a compact set. Let be a continuous mapping frofR to the set of stochastic matrices with
input alphabet4d and output alphabeB. Thusp defines a compact sgiV,,y : » € R} of stochastic matrices.
SetW i, (y™|2™) = TT;=1 Wy (yils). Note that here, in contrast to the AVC situation, the chastate remains
constant over time. This definescampound channell, := {W;(T) :r € R,n =1,2,...}. Together with the
family U from the previous section, we obtain the mi@ammpound-arbitrarily varying wiretap channéCAVWC)
(2, ).

We apply(n, J,,)-codes for message transmission of@5,, U). The main difference to the previous section is
the definition of the average error. For the, J,, )—codeICn, it is defined as

&o(KCn —glef%—z > E@"i)Wh, (D§la").

j=lznecA™
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Definition 15: A nonnegative numbeR is called anachievable secrecy rate for the CAVW®@ ,, ) if there

exists a sequendg,, )2, of (n,.J,)-codes such that

lim e(KC,,) =0,

n—oo

lim inf — 1ogJ > Rg,

n—roo

lim max I(py,,EV])=0. (16)

n—o00 s"eES™
The supremum of all achievable secrecy rates is calledehrecy capacity of2l3,, ) and denoted by’s (25, ).

We are actually interested in a stronger, “enhanced” forseafecy. This is because we mainly consider CAVWCs
as an auxiliary channel model. We would like to exploit thaéiaeability part of a coding theorem for CAWCs to
find rates that are achievable for the AVWC by correlated cam@dodes. As mentioned above, the way to do this
is Ahlswede’s robustification technique. This techniquguiees an exponential decrease of the average error.

For a permutationr contained in the symmetric group, of permutations of{1,...,n}, denote byE™ the

stochastic encoder obtained from a stochastic encAdera
E™(«"[j) :== E(x~ ' (z")]j).

Here,m(2") = (271, ..., ZTx(n)) for anyz™ € A"
Definition 16: A nonnegative numbeR is called anenhanced achievable secrecy rate for the CAVIMIT,, V)

if there exists a sequencé,,)>>, of (n,.J,)-codes and & > 0 such that

1
lim sup —— log ép(lCn) < B, (17)
n—oo n
lim 1nf — log Jn > Rg, (18)
n—oo
Jim. nax max I(ps,, E™V5) =0. (19)

The supremum of all achievable enhanced secrecy rateslésl ¢hk enhanced secrecy capacity @, ) and
denoted byC's (205, V).

Remark 17:Note the difference and the similarities in the definitiorisélzg,ran(im, ) and Os(ﬁp,%). The
former applies to correlated random codes, the latter teraenistic codes. One will see that the randomness of
the former is related to the compound structur@f through the robustification technique. The link is given by
the choice of23, which will be applied. Permutations of codewords and dewgdiets will be seen to provide
sufficient correlated randomness. The exponential degreasrror in the definition oﬁs(@p,%) iS necessary in
order to make up for a polynomial degradation of the errohim blocklength when deterministic CAVWC codes
are turned into correlated random AVWC codes.

Theorem 18:The enhanced secrecy capacﬁiy(ﬁp,%) and the secrecy capacitys (25, 0) of the CAVWC
(25,,0) both equal

_ 1
R, ) = lim — s ( I(p, UW" ) — I ,UV’“)
S( s ) kgIolo k ucbl\lll%:i)nite pIEI;Da()ZEI) U:MIE%)EA’C) Irlé% (p (T)) meaé( v )
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For any achievable rat®¢, a sequence of deterministie, J,,)-codes/C,, can be chosen which in addition to
(17)-(19) satisfies the following: For every sufficientlydarn and everys” € 8", there exist a finite measuf®,

onC" and as > 0 such that

E™VR(-|j) — O] < 2775, 20
Jnax max max||[ETV (1) — O < (20)

It is shown in the next section thaf [20) impli¢s](19). We n€&d to obtain[I¥) for correlated random AVWC
codes, which should have this property for the proof of Thedd2.

A remark like Remark]7 applies here as well.

Remark 19:The achievability parts of coding results for compound cteds are usually such that they are first
done for compound channels with a finite number of states. $ecnd step, these results are then extended to
the arbitrary state set case using an approximation argur@em requirement thak be a compact set and be
continuous restricts the class of possible state sets faA\@@s. However, this is not necessary, the general case
can be treated by the traditional approximation argumerihd8]. Our approach is justified by two arguments.
First, for the special case we restrict ourselves to, itgmesan alternative way of approximating the infinite-state
compound channel. Second, we mainly consider the CAVWC alampnary channel for the AYWC, our main
interest. The state set of the CAVWC necessary for this mep®the compact s@(S) if S is the state set of the
AVWC. Further, the mapping associating to everg P(S) a channel is continuous. Thus, the above requirement

is satisfied.

V. THE SECRECY CRITERION, PART |

Theoreni8 follows from Theorem 118 using Ahlswede’s robusttfon technique. In the achievability part of the
proof of Theoreni 118, we will not directly show that the segredteria [16) or [I9) are satisfied. Instead, we apply
the following lemma.

Lemma 20:Assume that for every. there exists arin, J,,, 'y, u,)-code K2, a family of positive measures

{Osn : 8" € P(S)} onC™ and ana > 0 such that

EVL(-]j)—© <27,
Jnax max max | BV (+]7) — Oun| <

Then, withU,~ being the channel defined ih{15), as— oo,
max max I(py,,E"Vi) — 0,

snesSmyely,

max Iy, ®pyg, ,Usn) — 0.
smesn
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Proof: We only prove the first property, the second is shown in a cetapl analogous way. Assume we have

maxjez, | EYVHE(-]j) — Osn|| < 27" for givenn and~ € T',,. Then for everyj € 7,

Ip7, E"Vin = EYVa (- 5)]

IN

P07, BTV = Osn || + 185n — ETVE(-[5)]

IN

J.
1 & oL .
J_E NEYVE(-17) = Osnl + [©5n = EYVE(-[5)]
n i
< 2—no¢/27

the last inequality being true if. is sufficiently large. The uniform continuity of entropy Witrespect to total

variation distance (seé[11, Lemma 2.7]) then implies

I(py,, ETVEY)
1 In
=T > (H(ps, EYV) — HE'VE(-]5))
n =

<oTne/2 g (10g|C| + log %) , (21)

which tends ta) at exponential speed. |
In SectionIX we give the example of a stochastic encoder adis@ete memoryless chanriél satisfying

1
lim [|[EV"(-|j) = ©| ~en™! and I(py,, EV")> 5
n—oo

with a positive constant. Comparing with[(2Il), it turns out that total variation diste convergence to 0 of order
n~! is the critical speed. If the total variation distance cogeel at ordern—(1*2) for anye > 0, then the mutual
information between the message and the eavesdroppertautpld converge to 0 as well.

In the other direction, Pinsker’s inequality gives an uppeund on the total variation distance in terms of the

mutual information. Hence if the latter tendspthen so does the former.

V1. ACHIEVABILITY PART OF THE PROOF OFTHEOREM[18

It is sufficient to prove the achievability dt%(20,, ) as an enhanced achievable secrecy rate(7Au,, )-code
should have two properties: it should enable reliable daasmission from4 to B and it should ensure that the
channel fromA to C does not give away too much information. We will show that ad@nly selectedn, J,,)-
code for sufficiently largex and (log J,,)/n below R (25, 0) has these properties with high probability. This will

establish the existence of a go@d, J,,)-code.

A. Organization of this section

Until Subsectio VI-H, we only work to show that

t o7 _ : _
R4(20,,9) := Jmax (gél% I(p, W,y) e I(p, VCJ) (22)
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is an enhanced achievable secrecy rate. In Subsdciion WeHuse a standard prefixing argument to show the
enhanced achievability aR%(20,, 7).

We define the method of random selection (ef J,,)-codesK,, in Subsectiol VI-B. The structure of every
stochastic encoder is that of a matrix whose entries arevamdis. Its columns correspond to messages, i. e. it
has.J, columns. With a message selected for transmission, an steofiehe corresponding row of length,, is
selected uniformly at random as the codeword to be transhitt

Subsectiof VI-C contains the general Chernoff bound andesfacts on typical sequences.

In Subsection VI-D, we introduce a modified version of therofel from A to C. For arbitraryr € II,,, we
permute the randomly chosen input codewordstbyrhen for arbitrarys™, the Chernoff bound is applied to the
corresponding output distribution. This serves to find tize 4., of the stochastic encoder which is necessary to
establish secrecy.

Subsectiof VI-E treats the following problem: For givenunplistributionp (corresponding to the random code
choice), we wantiog(L,,)/n ~ max.ep(s) I(p,V,). To obtain this bound, it essentially has to be shown that
for every messagg, permutationr and state sequencé, the joint type of most permuted input word$z;;)

(1 <1< L) with s™ is a product type. In order to ensure this, another apptinatif the Chernoff bound is
necessary. This problem is similar to one occurring in cgdor AVCs without wiretapper[12], and close to one
occurring in coding for strong secrecy of wiretap multiplecess channels [18].

In Subsectiof VI-F, we show that reliable message transomissn be ensured with high probability. As usual,
this is done in two steps. First, we define the decoding salsshow reliability for certain finite subsets of the
infinite state set. Then an approximation argument is apté Remark 1P).

Having proved that its probability is positive in the prewsosections, in Subsectign VIFG we choose a code
K., which enables reliable transmission 0@,) and which satisfies a kind of secrecy criterion for the modifie
channel. We show that this code then satisfies the secrdeyien by reversing the modifications of the channel
made in Subsectidn VIAD and showing that this does not dgstearecy.

Subsection VI-H contains the prefixing argument necessapass fromRTS(ﬁp,m) to R%(2,, ).

B. Setup of the Random Code Selection
Fix a blocklengthn and somep € P(A). To find a good(n, J,)-code, we choose a family of input words
X:={Xj :j€ Tnle€L,}iid. at random according tp*", letting 7, = {1,...,J,} andL,, :={1,...,L,}.

For arbitraryr > 0, we set

In 1= \‘eXp{n(gél%I(pa Wp(r)) - qg;?‘é,) I(pa VIJ) - T)}J ) (23)

-
L, = {exp{nqrergié)l(p,%) + Z}J :

Further, for som& > 0 to be chosen later, we define

XKn In
LX) = o) i= ") o= oty (a7
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Recall that we use the conventierp(z) = 27.
Via X, we obtain a randomly selectéd, .J,,)-code with encode™. Suitable decoding setDy" : j € J,}
depending onY will be specified in Subsectidn VI}F. We set

Ly

(z"[4) : Z Lian—x,}- (24)

The randomly chosefw, J,,)-code thus obtained is denoted ki .

C. Some Preliminaries

The main ingredient for the proof of secrecy is a Chernofeffiding bound.
Lemma 21:Let b be a positive number. Le¥,,...,Z; be ii.d. random variables with values [, ] and

expectationfZ; = v, and let0 < e < 4. Then

L
]P’{%;Zi ¢ (1 :I:e)u]} < 2exp ( L- 53—;/>
where[(1 + ¢)v] denotes the intervad(l — ¢)v, (1 + &)v].
Proof: The proof can be found i [14, Theorem 1.1] and[ih [3]. [ |
For further bounds, we also need the following well-knowats$a(cf. [11]). Here, A, B and the channels/, W/
are generic sets/stochastic matrices, they do not have tioebsets/stochastic matrices from our AVWC definition.
Lemma 22:Let 2" € 7,s. Then for anyW : A — P(B),

Tpw,s| < exp{n(H (W) + f1(9))},
W (y"[2") < exp{—n(H(Wlp) — f2(6))} forall y" € Ty 5(2")

with universalf; (§), f2(§) > 0 satisfyinglims_,o f1(6) = lims_o f2(6) = 0.
Lemma 23:Let § > 0. For everyp € P(A) andW : A — P(B) andz™ € A", we have

p®n( pé) >1-— (7’L+ 1)|A\2—n06

W (Tys(z")|z") 21— (n+ 1)/ AllBlg—ncs®

with ¢ = 1/(21n2). In particular, there is ang = no(|.A|, |B|,0) > 1 such that for eachp € P(A) andW : A —
P(B)

n T 7nc’ 2
p® (7;7,6) >1-2 0 )
W Ty s(2™)|2") > 1 — 277"

holds with¢’ = ¢/2.
Lemma 24:The cardinality ofPg(S) is upper-bounded byn + 1)I51.

A proof of the next lemma can be found in [5].
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Lemma 25:Let p,j € P(A) and two stochastic matricd®’, W : A — P(B) be given. For sufficiently small

0 > 0 and any positive integet,

(EW)™ (T 5(&")) < (n+ DB exp{—n(I(5, W) — f5(9))} (25)

for all " € 7.5 holds for a universafs(d) > 0 with lim,, e f3(0) = 0.
Note that the right-hand side df (25) does not depeng oor 17/, so one might wonder how sharp this bound
is. But we will apply the lemma in a case where= 5 and wherel¥ and W may be close (see Subsectfon VI-F).

Thus it turns out to give the correct upper bound.

D. Secrecy for a Modified Channel
For 7 € II,, andz™ € A" andj € J,, we write EX:™(2"|j) := E* (7~ *(z")|5). Following Lemma2D, our
goal is to show that there exists a sequefgse ; tending to0 at exponential speed astends to infinity such
that
{HEX Vo ( — O] <enforall j € 7, and allr €11, and alls™ € S"}

is large for sufficiently large:, where©,~ is a suitable positive measure G¥t. Applying the union bound, the
probability of the complement of the above event can be uppeanded by

Sy e LBV (1)~ 0u ] > 20 ).

sneSn well, j=1

Note that
Ln

EX,ﬂVn n|] Z n|ﬂ, )

This form suggests applying the Chernoff-Hoeffding bourEh’imaIle. However, before this can be done in a
useful way, the channél’. has to be modified. These modifications will be shown to notuplerthe channel too
much in Subsectiof VI-IG, so that secrecy will also be guaedhfor the original channel.

For some positiver to be chosen later, let, := 27", Fix s" € S" of typeq € P§(S) and letr € II,,. For
2" € A", define

E1(a",s") = {2" € Tj ajaysis * Var (2"12") < exp{—n(H (Vy|p) — f2(3[S5]0))}},
where f, is the function from Lemmf22. Further, set
Osn (2", m) == E[Vin (2" |m(X11)) e, (n(x11),5m) (2)]- (26)

Note that the distribution of the familyt’ is identical to the distribution of the family(X) := {n(X;;) : j €
Jn,1 € L,}. This implies in particular thaE{26) does not dependraand we can defin®,. (") := Q4 (2", id) =

O, (2", ), whereid is the identical mapping ofl, ..., n}. Further define

E(s") = {2" € Ty, ajaysis : O (2") = 5n|7;7€/q,4\,4||3\5|_1}
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and set

9571 (Zn) = ésn (Zn)1g2(sn) (Zn),
which does not depend on either. Note that by definitior®,~ (") > 0 only if 2" € T3, , 4515-
With the sets just defined, we obtain a modificationVgf by setting
anjzn (.I'n) = V;}l (Zn|xn)1g1(zn_’sn)(Zn)1g2(sn)(Zn).

Note that this is not an actual “channel” as in genéral, Q.» .»(z") < 1. We are now ready to lower-bound the

probability of the event

L
Ll(]az ;S a7T) = {L_ ZQS”,Z”(W(X.N)) € [(1 + En)gs” (Z )]} .
"=1
Lemma 26:There exists a» > 0 such that for every € 7,,2" € C",s" € S" andr € 11,

P[Ll(ja va Sna ﬂ-)c} S QGXP{— eXp{TLTQ}},

Proof: Due to the fact that every(X) is distributed identically to¥, we can assume that is the identity.
The claim then follows from an application of Lemind 21. Duéhte definition of&; (2", s™), the random variables
Qsn,n (X ;1) are upper-bounded byxp{—n(H (V,|p) — f2(3|S]6))} and have mea® - (z"). Lemmal 2R implies
that O, (2™) > e, exp{—n(H (pVy) + f1(4].A||S|d))}. Inserting this into the right-hand side of Lemind 21 and
recalling the definition of,, gives the desired bound, with, = 7/5 — 3o — f1(4|A||S|6) — f2(3|S|d). This is

positive if & andd are sufficiently small. |

E. Sufficiently many good codewords

Note thatL,, is defined by a maximum ové?(S), not overs™ or even joint types o™ and input wordsc™. It
is possible to choosé,, in this way because we can show for every permutatiasf {1,...,n}, messagg and
state sequence” that there are suffiently manywith 7y 5 (7(X;1), s) C Ei(7(Xj1),s™). This is based on two
lemmas only concerning the relation between an arbitrate stequence™ and the familyX. It has to be shown
that for a givens™, the joint type of most codewords with this state sequenaoise to being a product type.

Forq € Pi(S), letU, : A — P(S) be the channel defined by, (s|a) = q(s).

Lemma 27:For sufficiently largen and everys™ of typegq,
P[s" € T o5(X11)] > 1 — 27
Proof: Define the stochastic matri; : S — P(A) by U, (als) = p(a). We first show

TU";_’(;/‘S‘(S") C{z"eT)s:s" € T[}’q_’%(x")}. (27)
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Let 2" € T"p*ﬁ(;/‘S'(s"). Note thatT"p*MS‘(s") C 7,5 becauseiU, = p. Then

1 1
_N(s,als", ") = Uy(sla) N (alz")

1 1 1
=|-N n ") — = N(s|s")=N(a|z"
—N(s,als",a") = = N(s|s")—N(a]z")

IN

1 n n * 1 n
EN(S,(ILS ,x )—Up(a|s)ﬁN(s|s )

+ N (sls") |p(a) — - N(ala")

5
< 2 45<2s.
S|

This proves[(2l7). Forn large, we can use this to continue with

Pl € T o (X)) 2 BT s ™ = S #@)

qs
n
m"ETU;’M‘S‘(sn)

(i)
> > e

1”67—[}‘;’5/‘5‘(5")

= (Up)" (T 5151(s™)Is™)

(i47) ,
> 19 nc 52

where we used(27) i), T[}%WIS‘(S") C T, in (i) and Lemmd 23 ir(iii). [ |

The definition ofiz in the next lemma is reminiscent of requirement (3.2)[in [¥) analogous definition was
made in the setting of the wiretap multiple-access charit&l| [emma 6], where the second sender’s codewords
played to role of the state sequences. The form of this lemuggests another application of the Chernoff bound

LemmalZ1.

Lemma 28:For everyj € 7,, s" € " andr € 11,,, the probability of the complement of the event
t2(g, 8", ) = {|{l eLl,: s"e T{}q_’%(w(le))H >(1—e,)(1— 9—nc's )Ln} (28)

is upper-bounded by
2 exp{— exp{n qg}aé) I(p,Vy) + 7'5}}

for somers > 0, provided that: is sufficiently large.

Proof: Here we again use the equality of the distributionstofind 7(X') to restrict the proof to the case of
m being the identity. Lej € 7,,. The i.i.d. random variablesrgqy%(le)(s”) (I € L) are upper-bounded by.
Their expectation” was lower-bounded in Lemnial27 by 2-n¢'s” This implies that(j, s™,id)¢ is contained

in the event
1 n n
{L—|{l cL,:s"e TUq)Q(;(le)H <(1- En)l/} .
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Lemmal21 thus implies that the probability of the above eventpper-bounded as claimedsifis large enough
upon settingrs := 7/4 — 3a and lettinga: be small enough. (As one only considers a one-sided deniéton the
mean, the 2 in front of the probability expression could altyjube omitted here.) [ |

The next two lemmas are connected to the previous one. Tlepeded when going back from the modified
channelQg» .~ (™) to Vsn (2"|2™). Recall the convention that we sometimes wiiitéc|a, s) instead ofV;(c|a).
Also recall thatU,(s|a) = g¢(s).

Lemma 29:Letz" € 75 and lets™ have typeg € Py (S). If s™ € T} ,5(2"), thenTs (2", s") C & (2", s").

Proof: For 2™ € 75, we haveTy! 5 g 5(a") C Ty, 4 a)5)5- Thus due to Lemma 22, it suffices to show that

if s" has typeg, then7ys(z", s") C T‘ZBISM(IH). Fora € A andc € C, we calculate

‘%N(C, alz, ") — Z q(s)V(cla, s) ! N(a|z™)

seS E
<>

1 1
_N(Ca a, S|2n7 xn’ Sn) - q(S)V(C|aa s)—N(a|:v")
n n

s€ES

< Z lN(c,a,s|z”,gc”, ") — V(c|a,s)lN(a,s|x”, s™)
s€ES " K

+ Z Vcla, s) lN(a, sla™, ™) — q(s)lN(aLz:")
seS " "

< |S|(6 + 26) = 3[S]5.

Corollary 30: If n is sufficiently large, then every” € S™ satisfies
Oun(CM)>1—2.2770 _ )

Proof: Let s have typeq € PJ(S). By the definition of®,», we haveO.(C™) = O4n(E2(s™)). As the
support of6,. is contained iy, 4515 We haveOn (E2(s™)) = Oun (T, 4 4515) — En = Osn (C™) —£p. By

definition,

O (C") = B[V (E1(X11, ™) X11)]
> B[V (E1(X11, 8™)|X11)[s™ € T, 26(X11)]P[s™ € T, 25(X11)]-
For sufficiently largen

E[VJ (E1(Xa1, s™)[X11)[s™ € T, 26(X11)]

(1)
= E[V™"(Tys(X11, 8™)[ X1, 8™)|s™ € T 55(X11)]

(@)

> 1— 2—nc’62

)

where we used LemniaR9 {#) and Lemma 23 irfii). Lemma 2} provides a lower bound Bfs™ € 77 ,5(X11)],
so altogether,
Oun(C™) > O (C™) —ep > (1 =272 g > 1 9. 978 _ (29)
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F. Reliability of Message Transmission

The fact that the probability of ,(K;¥) being small is large is well-known, cf.TL1]. We give a proofrmake
the paper self-contained and to draw the reader’s attetdidwo non-standard features of our proof.

First, the receiver does not decode the randomization ihdexerated by the stochastic encoder. This is unusual

for standard wiretap decoding strategies. The presentdieganethod was developed inl [5]. One could actually

design the decoder to be able to decode even the randominadiex!. However in [5], an example of a compound

wiretap channel with channel state information at the eacodhs given where this was not possible
The second non-standard feature of our proof is the appudiom argument used to pass from a compound

channel with finitely many states to one with an arbitrary bemof states. Cf. Remafk119
We will first define decoding sets depending on the randomljafiiof codepwords and show that the probability

of finding good codes for finite subsets & is large. Then we need an approximation argument to obtain

the statement fofR. This exploits the assumptions & being compact and the continuous dependence of the

determining stochastic matrices on the parameter
Lemma 31:Let R’ C R be finite and le€ := {p(r) : r € R'}. With
Ln

= J U T s(x0)

ce2l=1
define
X . PNX X
pf=prn( U D}
J' eI \{j}

The D¥ (j € J,) are pairwise disjoint. For > 7¢(d), with 7(6) — 0 asé > 0, there exists am = a(r, )

Y EX@)HWE((DF)lam) <27

such that the event
J,

- 1 &

: }——EZ

ez J, iy

27nae,

has probability at least —
Proof: For givenr € R/, we first show an upper bound on the mean error incurretlHywhen¢ is the state

More precisely, setting
Jn L
1 ~ - n
ec(Kpy) = 7T SO WD) X )
ER =1 =1
we claim
E [ec(Cy)] <27 (30)
DRAFT
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for somea’ = oa/(7,8) > 0 and forn sufficiently large. The left-hand side df{30) equals

Ly
E [Li ngl(wf‘ﬂxu)]
=1

Ly

< >k [we (@) 1x0)] (31)
L, Jn

+—ZZE[W< (DF 1Xu)] - (32)
=1 j=2

For each of the terms if_(B1), we have
E[WE(DF)1Xw)]| < B W2 (T, s(Xa)*|Xu)]

which by Lemmd 2B is upper-bounded By"™<'?”. Thus [31) is upper-bounded by the same number. For each of
the terms in[(3R), we obtain

B [We () |xu)| < ZZE[Wg W s () 1X0)|

ge=l=1

For sufficiently largen, the terms on the right-hand side can be written (recall jhatl)
E [W?(T&E,,é(le/ﬂXu)}
= D WETE, s@)a") @) (")

n pn mn
T EET s

S (1=27) N W) (T, 5 (@) (@), (33)

"eTys

where we used the definition gf and Lemmd 23 ir(i). By LemmalZb,
(pWe)®™( v%,.,é(jn)) < (n + 1)MAlBlg=n((pWe)=f2(3))

This immediately gives
@B3) < (1 — 27702 (n + 1)AlBIg=—(I (R, Wer)—f3(9))

and we can upper-bound {32) by

El o L exp{—n(min I(p. We') = 2£(8))}.

If one choose$ so small thatr > 4f5(5) > 0, this tends ta) exponentially. Combining the bounds dn(31) and
(32), we thus obtaif (30) for some appropriate> 0.
Using the Markov inequality and setting:= a’/3, we obtain from [(3D)

Pl {ecKy) <27} > 1) Plee(KyY) > 27

£e=E ez

12" Eleg(KY)] > 1 - [g|2nag—3me > 1 —27ne
fes
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for sufficiently largen. Thus the probability thataxecz ec(K;Y ) < 27" is lower-bounded by — 27", Together
with the definition of E<, this completes the proof. [ |

Now the complete sefWW,,y : » € R} and the corresponding average error is approximated bglseifinite
subsets. We do not use the method[of [6], which extends toampact state setR. Instead, we use an alternative
approach which exploits the compactnessof

Forr € R andn > 0 define the set
By(r) = {r' € R : max|| W) (- a) = Wy (- [a)]] < 277}
Due to the continuity of, these sets are open. The compactnesg d¢iius implies that there arg,...,ry € R
such thalJY , B, (r;) = R.
Now let IC,, be an(n, J,,)-code with stochastic encodér and decoding set(SDj)'j];l. Assume that there exists
a positive numbep such that

_max ZZE W, (DSla™) <2777,

..... n =4
Recall the equality|p — p|| = 2maxeep|p(E) — p'(€)|, which holds forp,p’ € P(B). We thus have for every

i=1,...,N and everyr € B,(r;)

Wi (Djlz™) = Wiy (Dfl") — H o) (- 127) = Wiy (2"
As for everyr € R there exists an with € B, (r;), we can conclude by the definition &, (r;) and Lemm4-32
below that
€,(Ky) < _max ZZE ) (Djlz™) +mn27™ < 278 4 p27m, (34)

"oj=1 an

Lemma 32:Let W; : A — P(B) (i = 1,2) be two stochastic matrices satisfying
. _ . <
max|[Wi(-la) = Wa(-la)| < e

for somes > 0. Then

max [[Wy'(- [2") = W3' (- |2")]] < ne.
I"EA"

Proof: The proof goes by induction, we only show the claim foe= 2. For 22 € A2, we have
WP (- |2%) = W3 (- a?)]

= > WR(Pla?) — W3 (y2la?))|
y2eB?

< X (Ml Wiaalea) = Watoalea)| + Walunlen) Wi s or) = Wl o)
y2EB2

= > [Wi(yalaws) = Walyslza)| + Y [Walyslzr) — Waly|21)]
y2€8 y1E€EB

= [Wi(-[x2) = Wa(-[z2)|| + [[Wi(-|z1) — Wa(-|z1)|

< 2e.
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Altogether, we have proved above the following lemma.
Lemma 33:For the random encodét* defined in [24), there exist random decoding s{éﬁ)'j];l such that

the following is true: Forr > 74(6), with 79(d) — 0 asé > 0, there exists ag = 74(7, ) > 0 such that the event
3= {e,(Ky) <27}

has probability at least — 2775,

G. Choice of a good realization

Fix 7 > 0. Choosea and§ so small thatr, from Lemma2b ands from Lemma 2B andy from Lemma3B
are positive. Then for every choidg, 2™, s, 7), the probabilitiesP[t; (5, 2", s™, 7)¢] andP[w2(j, s, 7)¢] decrease
at doubly-exponential speed. Now note that there existsnataatc such that|Il,,| = n! < en™ for sufficiently

large n, which grows faster than exponentially, but not doubly-egntially. By the union bound,

P U 11 (g, 2", 8", m)U U t2(g, ™, m) UL

Jsz™,sm Jrs™,m

< 2J,,|C|"S|"n! exp{— exp{n7a}} + 2J,,|S|"n! exp{— exp{n7s}} + exp{—n7s}.

This tends ta) in n at exponential speed. We conclude that there exists a aéatizx := {z;; : j € T, l € L,,}

of X which has the following properties: For glle J,, andz" € C™ andq € Py (S) ands™ € S™ andr € II,,,

Ln
= Quron (1)) € [(1 % 20)00n () (3)

=1
H{leL,:s" eLqu_’%(w(:cjz))H (12, (36)
ep(KCn) <2777, (37)

where we denote thén, J,,)-code K* by K,,. We will also use the notatioft™ := E*™ for the corresponding
(permuted) stochastic encoder afgl := D for the corresponding decoding sets.
We now prove that this realization is a good choice for(anJ,,)-code. The property of establishing reliable
transmission is[{37). The next lemma shows that it is a goaicehin terms of secrecy.
Lemma 34:Every codek’, satisfying [3b) and(36) satisfies
IETVE (- 1) = ©an (< dlen +277),

for everyj € 7, ands™ € §" andr € I1,,.
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Proof: We decompose the total variation distance as follows:

IE™Vin (- 13) = ©sn ()l

> Qe () - esan

S VR C ) et (V0 - 1gz<sn><->>H

Z |7T le 1() - 151(”(%1);5")('))H :

The term in [3B) is upper-bounded by, because due tg (B5)

23" Qun, () - @M-)H
=1
1 &
=3 Y Qe (r(w)) — Oun ()
zn =1

S Enzes"(z )

n

< ep.

Next, applying [(3b) in(i), we upper-bound(39) as

el Z Z Vin (2" [ (@50) ) e, (n(20),5m) (2")

Mj=1 zn
L’Vl

- ZZVS Mm(@i)) ey (ra ) sm) (2" ) e (sm) (27)

m=1 zn
L’Vl

< 1_2 ZQS" z" Ijl

(@)
S 1-— (1 — En)esn (Cn)

Upon application of CorollarfZ 30, we obtain that{39) can pper-bounded by

1—(1—en)(1—2-27% g ) <2270 4 2.
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It remains to upper-bound (¥0). We have

Z (-l (20)) (1) — 151<w(zjz>,sn>('))H

n

~

1 n
=72 Var(Eulm(zn), s")|m(zq)) (41)
=1
1 n ny\c
- = > VE (&), 5") ()
n lELy:
TV s (m(wj1),s™)CEL(m(zj0),8™)
1 n ny\c
+— ) VE (&), 5" ().

leELry:
T s(m (@)™ )LE (m(21),8™)

It T s (m(z5),s™) C E(m(x;0), ™), then by Lemm&23, we have
Vi (E(m(@je), s" )| (@) < V(T s(m(@s), ") |m (@), 8™) < g—ne'0,

By Lemma[29 and[(36), the proportion of thogeor which Ti?s(m(x1),s") € Ei(m(xj),s™) holds is upper-
bounded by, +2-"<"%". We can thus bound{%#1) by

27nc'52 +e, + 27nc’5 =&, + 9. 2771(2’52'

Collecting the bounds ol (B8). (39) arid](40) completes th@fpr [ |

Lemma[3# shows that ther, J,,)-codeC,, satisfies the conditions of Lemrhial20. This shows that foryepes
P(A) and arbitrarily smallr, (n, J,,)-codes exist withJ,, given by [28), with an exponentially small average error
and withmax,» max, I(ps,, EYV}) also exponentially small. ThuRg(Ep, ) defined in[(2R) is an achievable
enhanced secrecy rate for the CAVYW®J,, 1).

H. Prefixing more randomness

Here we complete the proof of Theor€ni 18 by showing &t ,, V) is an achievable enhanced secrecy rate
of the CAVWC (23, 0). Choose a positive integdr. Let 2/ be a finite subset of the positive integers and let
U :U — P(A") be a stochastic matrix. For everye R ands” € S*, this induces channeBW | : 1 — P(B¥)
and UV} : U — P(C¥), and hence, one obtains a CAVWC denoted (b}20%, U*). The compound part of
this channel also haR as its state set, the state set of the channel to the eavesdregualsS*. All the above
calculations can be performed for this channel in the samg agafor the original channelJ,, ), and we
conclude that

T (197K ky _ _ g
RYUE, UD*) = max (min [(p,UW)) — max 1p,0V}))

is an achievable enhanced secrecy rate(fR0%, UD*), where we seVF = 3~ . s G(s*)VE. We know from

the proof that for every > 0 and sufficiently large:, one obtains arn, J,,)-code/C;, for (U20%, Up*) satisfying

1 [
~log Jy > RL(UWE, UDF) — €
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whose encodef* has the form .

n|] Zl{unfu]l}

The decoding set®; of K, are subsets ofB)™. Further, we may assume that for some- 0

c n(B— )
g 2 7 DU ) S 20

max max I(py,, (E*)"U"Vi2) <e. (42)

skneSkn TS,
Now define the stochastic encoder: 7,, — P(A*") for Wx through
E@"|j) = Y E*u"[j)U"(=""u").
uneyn
Together with the decoding Sely; considered as sef3; C B*", this defines dkn, J,,)-codeks, for the CAVWC
(2,, V). It immediately follows that

é(K:kn) S 2- B;Ea
which tends td) in n at exponential speed becausés fixed. J,, satisfies
1 1 —_— 5
—logJ, > ~Rl k ky - =,
i ogJ, > kRS(UQHp,UQI) %
Finally, let 7 € II,,. We claim that(£*)"U™ = E™. To see this, let:;, € A* for i =1,...,n and letz*" be the

concatenationf,, - -, € A** of these sequences. Definézr"") := xf, ) -+ z{, ), € A*". Then we obtain

m(n))
(B U @)= Y B (r ")) U (@ |u")

uneYUn

= Y B @)U (@) )

uneyn
2 B @)
= E"(z™]5),
where we applied the definition df in (7). Hence it follows from[(4R) thak’;,, also satisfies the secrecy criterion.

Thus we have shown that

1
B 2 (R 10U~ s, 10.U)

is an achievable enhanced secrecy rate for the CA®;, ). As noted in Remarkl6, we can replagex;cp s I (p, UVq’“)
by maxrcsr I(p, UVS’i) due to the convexity of mutual information in the channeluangnt.

Optimization over/ andU : U — P(A*) now shows thatR% (20, 0) is a lower bound orCs (25, V).
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VIl. PROOF OF THE ACHIEVABILITY PART OF THEOREM[g

Here we apply the achievability statement of Theokein 18 dieoto prove a lower bound to the correlated random
coding secrecy capacity and the enhanced correlated randding secrecy capacity of the AVWQ®Y, ). We
apply Theorerfi I8 to a special CAVWC denoted(®Y;, V). Its determining compound part, the family of stochastic
matrices describing communication between the sendertantkgitimate receiver, is given by, : ¢ € P(S)},
whereW, := >~ _s Wsq(s). Note that this family is the range of the continuous mappiragsociating to every
q € P(S) the matrixW, and thatP(S) is a compact set. We thus obtallly = {W;" : ¢ € P(S),n =1,2,.. .}.
Observe that folR% (20, 0) defined in [IR), we have

R(2,9) = Ry(W;, V)

Theorem 35:R% (20, 0) is a lower bound tas ., (28, D), and by Remarkl5 also t6's 1.n (28, V).
The proof of Theorerh 35 applies Ahlswede’s robustificatiechhique.
Lemma 36 ([2]): If a function f : S™ — [0, 1] satisfies
> f(sMals1) - qlsp) > 1—¢ (43)
snesn
for all ¢ € PJ(S) and some: € [0, 1], then

Z f(r(s™)>1-3-(n+1)S ¢ (44)

! mwell,

In [4], this lemma was applied to the compound wiretap chatmebtain a lower bound on the secrecy capacity
Cs.ran(20,90) of (20,9) for correlated random codes. However, additional assumgton the AVWC (“best
channel to the eavesdropper”) were necessary in order tvotdhe information leakage. With the introduction
of the CAVWC (20, D), these additional assumptions are no longer necessaryeffért of Theoreni18 is that
robustification is only needed for the reliability part, wbkas the secrecy part has already been dealt with. This
immediately gives the enhanced secrecy.

Proof of Theoreni 35:Let ¢ > 0. By Theoren{IB applied to the CAVWQ;, ), for sufficiently largen,
there exist ar(n, J, )—codeIC and ag > 0 satisfying
qg?)é)J_lez;nE ("W, D0|x ) < —n(B-2)

1 —
Eloan > Rg(wﬁvm) —&= RZ'(QB,%) - &

max max [ E™V5)<e
snESn nES, (P )<

We apply Lemmd&_36 to the functiofi defined by

JZZE"U " (Dy]z") ZE L (Djl7)

JETn €A™ " ETn
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once we have checked that conditi@n](43) is satisfied=foeplaced by2~"(~<). To see this, note that for any

q € Py(S) andz™ € A™ andy™ € B"
Z S ) a(s1) - q(sn) = W' (y"]2").

Thus

> f(sMals1)--q Z S0 EWL@ ials1) - aqlsn)

snesSn JEJ yneD; sneSn

:—Z > EWI ")

JEJH U”ED,

=— Z EW,(D;lj)
" ieTn

>1—27nB=e),

Now define a correlated randotw, J,,, I, i, )-code 22" by settingI',, = II,, and choosingu,, to be the
uniform distribution onlI,. Let E™ be given byE™(z"|j) := E(x~"(2")|j) and letD} := {x(y") : y" € D;}.
One has

el = = 3+ Y S B @ WA D] )

well, JEJH z™

s DIE DI SLLEO GG

ﬂ'EHn " jETn ™

=5 Y 5 X S EE WD a)

Wenn JEJH

=0 2 D S EE )W (D).

Wenn JEJH
As the conditions are satisfied, by Lemid 36 one can lowendbdhbe last term byl — (n 4 1)I512-7(5=¢) >
1 — 2-(8=2) for sufficiently largen. This settles the reliability properties of the code.
Its secrecy properties are immediate, as

1 T n T n
n! GZH: I(ps,. B Vsn)Sg%ﬁl(pJn,E Vi) <e

for everys™ € ™. ]

VIIl. THE CONVERSES

The converse part of Theordm 8 is formulated in the next #raor

Theorem 37:Cs van (W, V) and és,ran(m %), are upper-bounded bi¥ (20, 7).

One unusual difficulty arises in the proof of TheorEnt 37. Tdifficulty consists in the fact that the common
randomness prohibits a “naive” application of the data pssing inequality. It is thus necessary to limit the amount
of common randomness of an arbitrary correlated random icoder to overcome this difficulty. This randomness

reduction bases on another application of the Chernoff dand is presented separatelz in the following lemma.
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Lemma 38:Let ¢ > 0. For everyg € P(S) ands” € 8", let a functionl, s~ : I',, — [0, c] be given. Assume

these functions satisfy for everye I ands™ € §™

Hg,sn () = Lgr,sm (V)] < f5(9)

if ¢,¢ € P(S) satisfy |¢ — ¢'|| < 4, for some f5(§) which tends to 0 a$ tends to 0. Writeu(I, ) =
> er, (1) g,s» (7). Then for everye > 0, for sufficiently largen (depending or, ¢ and|S|), there areL = n?

realizationsyy, . ..,~r such that
ZI (1) > (L —e)u(lysm) —e.

for everyq € P(S) ands™ € S™.
Proof: It is trivial to note that we only have to prove the converse @ ,.,(20,0). Let0 < 6 < 1/2 and
K a positive integer. As in the approximation argument(in fle can show that every € P(S) is at most a
distances away from somey’ € PLE(S) if
K >2(S] - 1)/4. (45)

Let K be the minimal integer satisfying_(45). Th&RL| < (2/S]/6)!S. This approximating set is used to handle
the infinite setP(S).
Now let G4,...,G be ii.d. random variables with values Iy, and distributed according tp. Set ., :=

mingep(s) Mingnes p(1y,sn ). Using the union bound and the Chernoff bound of Lenimda 21, btaio
{ ZIqsn ) < (I, ) forall g e PE(S )ands"eS"}

2 L.e2. .
< exp{|8|log(%) + nlog|S| — %}
c

This probability is smaller than 1 if. tends to infinity faster than, e.g. if L = n2.

Thus we have proved the existenceqqf ,vr, Which satisfy

—ZI 8™ ’}/Z 1 _E) (Iq,S")

for everyq € P (S) ands™ € S". Now letq € P(S) be arbitrary and let’ € PL(S) satisfy |l — ¢|| < 6. Then
L

1
LZI 8™ ’77( Z Z q sn ’yz (5)

> (L =e)ully sn) = f5(9)
> (L =e)ullgsn) = (2 =€) f5(9).

Choosingé sufficiently small proves the claim of the lemma. |
Proof of Theoreni'37:Let KI** be a correlated randoifn, .J,,, I';,, u1,,)-code for (20, 2) satisfying

e(K) < e, (46)
max I(ps,, BV )pn(y) <e. 47)
smeS SeTn
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By [11, Lemma 12.3], the average error incurred by(anJ,,)-code K,, transmitted over the AVQYJ equals
the average error of,, over the AVC determined by the convex hull fiV; : s € S}, i. e. the AVC{W, : ¢" €
P(S)",n=1,2,...}, where

L (y" =" HZ W, (yil i) qi(5:)-

i=1s;€S
This is a simple consequence of the fact that the average irraffine in the channel, which carries over to

correlated random codes. HenEI(46) implies

max Z S B W (D) ") () < <. (48)

P J j=1~el,, zrc A"
From [48), one infers that the average errorkgf™ for transmission over the compound chan8 is upper-
bounded byt as well, i. e.
qg;g};”—z Do D ENE DWW (D)) ") un(r) < e, (49)
j=1~el, zncAn
In this proof, we use the random variable representatiomtrbpy and mutual information. Let/ be uniformly
distributed on7,, and letG be distributed according te. Let X™ be the random codeword, obtained by selecting a
messagé\/, a code realizatiod:, and encoding withlE“. For everyq € P(S) let Y," be the output corresponding
to the compound statgat the legitimate receiver and IMq be the message the intended receiver decides for upon

receivingY," using the decoding rule of the code realizat@nFor every state sequeneé € S", let Z{, be the

sn

corresponding output at the eavesdropper. The joint UuatinnsPMGXnynM and Py xnzn, are given by

; n n A 1 n| n n n n
Pyrgxnyp, (3,72 9" 1) = (7 E7 (@)W (y" 2" 1oz (4"),

1 N n n n
Pyaxnzn, (7,7,3",2") = 7 — (V) E (2" [7)Ven (2" ]a").
Due to Fano’s inequality [11, Lemma 3.8[.{49) implies foegvg € P(S)

H(M|M,,G) = > H(M|M,;,G =)u(y)
vels

<14 Y P[M # My|G = |un(y)log Jn

yely,

=1+c¢logJ,.
Hence the independence of and G yields
logJ,, = H(M) = H(M|G) = I(M A M,|G) + H(M|M,,G) < I(M A M,|G) + 1+ elog J,,
so by rearranging and taking{47) into account, we have feryey € P(S) ands" € S"

(1 —¢e)logJ, < I(MAM,|G) —I(MAZ%|G)+1+e.
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Now definely 4n () := 2(I(M A M|G = ~) — I(M A Z|G = ~)). On account of Lemma 2.7 ifi [11], the
special structure of these functions and the continuityntfapy yield for everyg, ¢’ € P(S) with ||¢—¢'|| < 1/2,

lla—d|
S|

The right-hand side tends to zero as the total variatioradist tends to zero. Thus Lemind 38 can be applied,

|1 ,s™ () — Iy sn < =2llg - q/H log

yielding

l1ogJ < (I(M AM|G') = I(M A Z%|G') +1+¢) +L€, (50)
n

_
n(l —¢) 1-
whereG’ is defined viaP[G' = 7] := +11/(v) for some subseF’ C I of size bounded by.?.

In order to prove the converse, we have to get rid=6fin some way. The only reasonable way to achieve this
seems to be through the use of the convexity of the mutuatnmtion in the channel argument. But while this
is a valid choice for the “secrecy term”, it is certainly ifidafor the “legal” term. This is due to the fact that
is independent of\/, but not oqu or Y,*. An application of the data processing inequality is thuly ossible

conditioned onG’. But as we have bounded the size of the rangé&/ofwe can write
I(M AMy|G') = H(M) — HM|Y}", G’

<H(M)—-H(MY;") + H(G")

< H(M)—-H(MIY]")+ 2logn,

where we employed the fact thaf(S) < H(S,T) = H(S|T)+ H(T). Thus if n is sufficiently large, we obtain
that

1 1 €
—logJ, < I(M A MG — MAZLIG)+1
 ogn < o (min I A|G') = max ( RGN + 14 e) +
1 €
< IM/\Y"G’— I(MAZ%|G 1 —_—
_n(l_g)(qén;(r}s) ( &) = max I( o |G') + +<~:)+1_(E
1 2¢e
< I M/\Y — I(MAZZ, 1 .
=l —e) (qg;(l}s) ( ) Jnax, ( )+1+e)+ T
The joint distributions
Prrxnyy (4,2, y™) Z fin (V) EY (2" )W (y" [2"),
'yeF
PMX"Z;‘TL (j,CCn, Z //Ln n|.]) n( n|xn)
'yGF

have the form required in the definition dt%(20,), the shared randomness is now completely reduced to
randomness at the encoder. This completes the proof of €heaq. [ |
Thus Theorerfl]8 is proved. We still need to prove the convens@lieoren IB. But the above converse almost
literally carries over to CAVWCS20,,0). The analog to Theore B7 for the CAVWC stated below thus also
completes the proof of Theordm]18.
Theorem 39:The secrecy capacity of the CAVW@D,, ) is upper-bounded by (2, V).
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IX. THE SECRECY CRITERION, PART Il

The analysis of an example constructed by Bloch and Barrfig shows that the requirement that the variational
distance between output distribution and conditional outpstribution given any message tend to zero is strictly
weaker than the requirement that mutual information tenadm. First we state it as inl[7], which is not a
memoryless situation. Then we show how the example can bedael into a memoryless setting.

Let n be a nonnegative integer. L&{™ = (M, ..., M,,) be uniformly distributed of0, 1}". M™ is the random
message. It is coded into a codewotd = (X,...,X,,) using a secret kek"™ = (K1, ..., K,,) independent of
M™ by setting

X;=M,0K;, (1<i<n).

Let K™ have the following distributiorPx:

1 if k»=0":=(0,...,0),

PGt =0

sy P E™ £ 0™
Bloch and Barros show that this scheme is weakly securettiaé: I(M™AX") — 0 asn — 0. On the other hand,
they also show thak(M™AX™) > 1 for n sufficiently large. We will now show thatPx« — Py azn (- [m™)|| = 0
asn — 0 for everym™.

The conditional distribution ofX™ given M™ equals

P (2" m”) = —1gmny (27) + 55— D L)

Tn#Em™

Due to symmetryX™ is uniformly distributed on{0, 1}". Thus

IPxe = Prepan ()] = 3| = Proar (el
11 1 1-1
=l nlt 2 |m o wo
xnEmm
_(L_on et 1
2 n 2n n
! 11
TR R T

This tends to zero. Note that

" 2
| Pxn — Pxnjagn (-|m™)]| ~ o

Inspection of the proof of LemniaR0 shows thjdy~ — Py~ | tends to zero at a critical speed: if it converged
to zero faster than /n, then one could apply the technique from Secfidn V and calecthat/ (M™ A X™) tends
to zero as well.

A translation into our memoryless setting is as follows: ltle¢ AVWC (20,0) be defined byAd = B =
{0,1} x{0,1} andC = {0,1}. We set|S| = 1 (no jamming is allowed) and defifié& to be the identity or4, i. e.
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Bob gets full information. On the other hand, transmits the first component of the input perfectly and géis”
the second component, meaning thdt|a;, as) = 14,3 (c) for (a1,az2) € A andc € C.

Then the legitimate parties’ strategy is as follows: Choasethe message set the set, := {0,1}". The
randomized encoddr’ maps the message encrypted by the key to the first compon#m ehannel input and the

key to the second component, so
kn
The decoding consists of the sdbs,» := {(z™, k™) : 2™ = m™ & k™}. The average error is
1 A n n c n Ln
> Y E((@", &) m) W (D (2", 37)) = 0, (52)
M -
mme{0,1}m x™,z"
but Eve’s output given thain™ was sent is described by the probability distributiddV’™)(-|m™) given by the
values
(EV™)(e"fm™) = Prcn (k™)1 makny (") (53)
kn

=P(X" = "|M,, =m"). (54)

Thus, letting the uniform drawing of the messages be desgfily the random variablg/", the mutual information
I(pm, , EV™) = I(M™ A X™) > 1/2 by the results of Bloch and Barros. On the other hand and byehesame

calculation,||[EV™ — EV"(-|m)]|| — 0.

The above described coding scheme can thus be used to senaatibn securely with respect to the variational
distance between the distribution &f* and that of X™ given m™ for every messagen™ € M,, at a rateR = 1,

but it is not secure with respect to the strong secrecy @iter

X. MODEL ROBUSTNESS ANDCONTINUITY

Here we discuss how robust the AVWC model is with respect toatians of the underlying channel set.
As discussed in the introduction, this question is also ected to the jammer’s power. Small variations in the
underlying model might change the effect of the jammer’soast dramatically.

More precisely, in this section we investigate the continproperties of the deterministic and correlated random
capacities as functions qR,). Of course, the set of AVWCs with given in- and output alphialieas to be
equipped with a metric for such an investigation. This is twa start with.

Let (20,9) and (‘fﬂ, 27) be two AVWCs with input alphabet! and output alphabets,C for the legitimate
receiver and the eavesdropper, respectively. Denote thie §itate space df?J, ) by S and the finite state space
of (0,) by S. We measure the distance @, %) and (20, %) by what is called thédausdorff distancef two
sets.

For two stochastic matrice®’, W : A — B, we define

W =Wy := max|W(-|a) = W(-a)].
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Now we define four asymmetric distances which together Miiinately define the (symmetric) Hausdorff distance.
We set
32120, 20) i= max g W — W5,
dp2(20, W) := IgleagﬂgréigHWS - Wsllo,
and analogously definég | (3, 9), dg 2 (0, D) by replacingiV,, W; in the above definitions by, V. Then we
put
(20, 9), (3, D) = ma{ s (20, ). . (D, D). s 20, 9), i 2(0,) ).

One checks easily that this is an actual metric on the set é-fitate AVWCs with the corresponding alphabets
A, B,C.

Building on Theoreni]8, we now state the central result caringrthe continuity of the correlated random
capacities.

Theorem 40:R% (20, ) is continuous in(2, ) with respect to the metrié. Thus,C's yan (20, V) andC's yan (2, V)
are continuous functions of the channel.

The proof of this theorem is analogous to that[df [9, TheoréwiZere the continuity of

1
lim — ( in I(p,UWF) — I ,UV’“)
S0 e s 1 i ST, T UW) = e Tp, UVY)

is shown. The latter quantity has been shownl[in [5] to be thmcity of the corresponding compound wiretap
channel.

The question of continuity of the deterministic capadity(20, ) is more intricate. As the deterministic coding
secrecy capacity is as yet unknown and a-priori approaaigesa viable, it is impossible to give the final answer.
It would be desirable to have results like the onelih [8], whaharacterizes the points of discontinuity of the
deterministic coding capacity function of Arbitrarily Wang Quantum Channels (AVQCs). What we can say here
is the following.

Theorem 41:The functionCs(-,-) is continuous on both the set. := {(W,V) : Cs(W,V) = 0} and on the
set€s = {(W,V) : Cs(W,V) > 0}. Thus, any point of discontinuity has to lie on the boundagiwizen these
two sets.

Proof: The continuity on¢_ is trivial. The continuity on¢-. is due to Theoreri 12 and the continuity of
Cs.ran(+, -) proved in Theoreri40. ]

Example 42:In general, the sef_ does not have an empty topological interior.[Th [9, Subseci.C], an AVYWC
(20,) is constructed such thata> 0 exists for which every AVYWC(2U, 1) with d((20, ), (2,0)) < ¢ is
symmetrizable. This AVWGQGQV, °U) is defined as follows: The alphabets and the state seflareC = S = {0, 1},

B ={0,1,2}. U consists of only the useless channel. The{3&%, W>} defining2J is given by the matices

o

1 1
5 3 0 0 1
Wo = : : y W1 =

0 0 1 0

[

1
1

November 25, 2018 DRAFT



35

APPENDIX

Due to Theoreni 14, nothing has to be provefllifis symmetrizable. We can thus assume tgf23,3) > 0.
We shall prove tha€'s (20, U) = Cs 1an(20,0) using a “secure” version of Ahlswede’s elimination techréd1].

Now choose anyRs < Cg,an(20,0) and 0 < ¢ < min{1/2, Rg}. Let a sequence of correlated random
(1, Jns T, i )-cOd@SK™ satisfy

1) liminf, o (log J,)/n > Rg,

2) limsup,, . e(K?") =0,

3) liminf, o max;e 7, Mmax,cr, MaXgmesn HE"YVS’Z (17) — Osn||s
for finite measure®,~» on C" as in Theoren]8. An inspection of the proof of Lemma& 10 shows tiere exists
a positive integef. = L(e) and anny = ng(e, L) such that for every: > ng, a correlated randortw, J,,, L, pr.)-
sulcode X of K" exists satisfying

1) py, is the uniform distribution o1, ..., L},

2) (log J,)/n > Rg — ¢,
3) e(kym) <,
4) liminf,, . maxje 7, maxi<j<z maxgnegn ||V (|j) — Onl| < e.
The encoders and decoding sets of this code are denoted tand Dé», respectively. By SectionlV, the fourth
condition onfC2" implies
(5) maxi<i<r maxgnesn I(ps,, B'Vi) <e,
(6) maxgnesn I(pL ®py,,Usn) <e.

Using the fact thaC's(20,) > 0, the sender can send the correlated randomhes$1, ..., L} securely to
the intended receiver using a prefix code. Det § < min{1/2, Cs(20,%)} andm be so large that there exists a
deterministic(in, L)-code,,, satisfying

1) (logL)/m > Cs(20,%0) — 4,
2) e(Km) <6,
3) max I(pr, Vi) < 6.
We denote this codes'’s encoder Byand its decoding sets b;.

We now concatenate these codes to a deterministie- n, L.J,,)-code KC*

m—+n*

The encode®™ : {1,...,L} x
{1,...,Jn} is given by
E*(CCI”,?L';U,]) = E(ljln'l)El(xg'j)v

where (27", %) is considered as an element@f"*". The decoding set for message;) is defined to be
Dj; =Dy x Dk

It remains to check this code’s performance. First of adl,rite satisfies

10gL+loan> n 1oan> n

(Rs —E).

m-+n T m+n n “m+n
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In addition to the above lower bounds, we can choes® large that the above chain of inequalities results in
log L + log J,,

m-+n

> Rg —

It is easy to see that(K:

m—+n

)<d+e.

Next, observe that, @ p;, is the uniform distribution o{1,...,L} x{1,...,J,}. Letsi* € S™ ands} € S™.
We define random variable®, M, Z7", Z} taking values in{1,...,L},{1,...,J,}, 2™, 2", respectively, with
the joint distribution

PMMZmZ"(l 321" 23) Z Z E 710 El (z3]7)V. (me;n)v& (23]23).
T EA™ zn AT
To check that the concatenated cadg, ,,, is secure, we have to upper-bouh@7, M A Z7*, Z3) uniformly in

s™ ands™ (upon whichZ7 and Z% depend!). This mutual information can be written as a sum
I(M A Z) 4+ I(M A ZRZ7) 4+ (M A ZR M) + 1(M A Z7|\M, Z3). (55)

Given M, the random variable6)M, Z3) and Z* are conditionally independent, so the last term in the above
sum vanishes.

The first term in the above sum is upper-bounded by assumption.

The third term of [[(5b) is upper-bounded byax; (M A Z§|M = 1), which by assumption cannot exceed

The second term is the least trivial, for which the additlassumption (6) orkC;*" was necessary. This is due
to the fact that without this assumption, one only knows tatdoes not give away any information abaut, no
matter what)/. Assumption (6) ensures that} is not just almost independent éf, but also of M. To analyze

the second term, we calculate
I(M A Z3\Z) = H(Z3|Z") — H(Z5|M, Z]").

Z™ and Z are conditionally independent give¥l. Thus using assumption (6) d@'®", the above can be further
bounded from above by
H(Zy) — H(Z3|M) = I(M A Z)) <

Altogether, we have thus boundddM, M A Z7*, Z3) by 2¢ + 6. As e and§ can be chosen arbitrarily small,
we have thus shown that any rate beloW .., (20,0) can be achieved by deterministic coding as well, provided
that C's(20,%0) > 0. This completes the proof of Theoréml 12.

For the proof of Remark13, asssume thitis not symmetrizable. We first have to show tidatea* (20, 1) >
Cs ran(20,90). All the above assumptions on the codé$® andK,, can be made except for the third assumption
on K,,: we cannot assume thatax,~ I(pz, V%) < 6, because we do not know whether or r@4(20, %) is
positive. All arguments go through until one arrives[afl (3%ich due to its fourth term’s vanishing reads
21(7)1gL n €

1 ~ 1 ~ 1 -

- m - n|rzm - n < =
nI(M/\Zl)+nI(M/\ZQ|Zl)+nI(MAZ2|M)_ -
This obviously tends to 0 with increasing ThusCs .., (20, 0) is achievable by deterministic codingf is not

symmetrizable and if the weak secrecy criterion is applieds. C¥°*(23,0) > Cs van (2, D).
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We also haves 1an (20, 0) > Cgeak(m ). This is due to the fact that the converses carry over to tke ca

where all secrecy criteria are weak, including those foredated random coding. ThuSgeak(233, ) is upper-

bounded by the largest achievable rate for the weak secrriteyian and correlated random coding, which is the
same as<’s yan (W, V). This proves the claim of Remalk]13.
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