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Abstract—Information-theoretic work for wiretap channels is  Eve is not necessary a subset of the good sub-channels of Bob.
mostly based on random coding schemes. Designing practical Moreover, the secrecy capacity achieving input distriuiis
coding schemes to achieve information-theoretic securitys an not necessarily a uniform distribution. Therefore, theapol

important problem. By applying the two recently developed . i . .
tecphniquespfor polar ngesp??,v)é F?mpose a polar coéling Scheﬂm coding schemes i [14]=[17] cannot directly extend to the-no

achieve the secrecy capacity of the general wiretap channel degraded wiretap channel.
By applying the two recently developed techniques for
. INTRODUCTION polar codes, we can achieve the secrecy capacity of the

iIgeneral wiretap channel. The first is universal polar codes

which a legitimate transmitter (Alice) wishes to send mgesa [21], [22]. Universal polar coding allows us to align the goo

to a legitimate receiver (Bob) secretly in the presence gpb—channels of Bob and Eve together. Therefore, we can

an eavesdropper (Eve). Wyner [1] characterized the cgpacq{tiﬁda”y construct the sgbset propc_—:‘rty for the ”0”'@@"'
equivocation region for the degraded wiretap channel, yuretap channel. Then, Alice transmits the random bits @n th

which the received signal at Eve is a degraded version %lfb-channels simultaneously good for Bob and Eve, and the

the received signal at Bob. Later, Csiszar and Korner [§§cretdmessalg;e ondt_he ?ub-channels .only g(jofl)d f;); BObH.Thhe
characterized the capacity equivocation region for géneoca second is polar coding for asymmetric moddls] [23], whic

necessarily degraded, wiretap channels. These worksaeelb%l.lfcf)ws us} to dBe?DIngh thle .nor)-unfn‘orm Input d_|str|rl:])ut|oni
on information-theoretic random coding schemes. ' eren_t rom B » PO arization for asymmetric channe
esults in three different kinds of sub-channels.

Polar coding, invented by Arikanl[3], is the first code thdf Anoth | di h for th L wi h
provably achieves the capacity of the binary-input discret r_10t er polar coding scheme or the general wiretap chan-
el is provided in [[24], which uses a concatenated code

symmetric output channels (B-DMC). The idea of polar codirl%

has been extended to lossless source coding [4], lossyeso ansisting of two polar codes. The inner layer ensures et t

coding [5], and to multi-user scenarios, such as, multijgle atransmltted message can be reliably decoded by Bob, and the

cess channel [6]=[8], broadcast chaniél [9]] [10], interfiee outer layer guarantees that the message is kept secret frem E
channel [11], and Sl,epian-WoIf coding problem [’12] Our work jointly handles these two goals in one shot. Hence,

o : : the decoding error probability of our scheme is approxityate
On a B-DMC, polarization results in two kinds of sub- o .
P ‘"1/2), whereas it |sO(\/ﬁ2‘"1/4) in [24]. Moreover, for

channels[[3]. The first kind is good sub-channels. The cetgpacp(2 _ _ St g
for these sub-channels approachdsit per channel use. The practical _code construc_’uon, there is still no efficient v_\lay
second kind is bad sub-channels. The channel output foe thg]gg_racterlrz]e the outgzr mf(;l_eg S'Tt [24, Sec ”(;' bcv']’lgh"e our
sub-channels is independent of the channel input; theréier coding scheme can be efficiently constructed by [19].
capacity for these sub-channels approadhds particular, if Il. WIRETAP CHANNEL MODEL

a B-DMC A is degraded with respect to a B-DMC B, then . . . :
the good sub-channels of A must be a subset of the go.odb‘ eretap_ channel consists of a legitimate trglnsmnter (AI-
sub-channels of B [13]. We call this thebset property ice) who wishes to send messages to a legitimate receiver

Polar coding schemes fafegraded wiretap channels with (Bob) secretly in the presence of an the eavesdropper (Eve).

. . The channel between Alice and Bob is called the main
symmetric main and eavesdropper channels are develop

using the subset property in [14]—-[17]. For degraded wpet gh:ngae\ll,es(;lr% thgr C:ﬁ;:ﬁélbetgiezr;rglze tﬁgds:f]v?e.lfet?;"ed
channels, the good sub-channels of Eve is a subset of the goad PP i 9

sub-channels of Bob. The polar coding scheme is designtUt to the main and (.aaves.dropper channels. Yeand 7 .
note the corresponding single-letter outputs of the main

to transmit the confusion messages (random bits) on the sub. .
: and the eavesdropper channels, respectiVElyepresents the
channels simultaneously good for Bob and Eve, and to transmi .
the secret messages on the sub-channels only good for ssage to be sent to Bob and kept secret from Eve with
ew=1{1,--- 2"} Let P. = Pr(W # W) denote the

However, for non-degraded wiretap channels, the subset pro

pbelping: i probability of error for Bob’s decoding.
erty no longer holdg [18]5[22], i.e., the good sub-chanéls The equivocation rate is given bj;H(W|Z”), which

This work was supported by NSF Grants CNS 13-14733, cCF 142 'eflects the uncertainty of the message given eavesdrepper’
and CCF 14-22129. channel observation. A rate-equivocation pa&iR, R.) is

The wiretap channel was first introduced by Wyrier [1],
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achievable if as1 — oo, P, — 0 andlim,, %H(W|Z") > Wwith @) and [5), we define the following three sets
R.. Perfect (weak) secrecy is achieved & = R. [2].

Therefore, perfect secrecy is achievedlif (W;Z™) — 0, I=Hx0Lxy (7)
and thesecrecy capacity C is the highest achievable perfect Fr=Hx NLy (8)
secrecy rat_eR, which is also the highes_t possible equiv0<_:ati0n Fa=H. 9)
rate [2]. Csiszar and Korner characterized the secreggaty ) . .
for the general wiretap channel, which & [2] In the following, we call the sef theinformation set, and sets
F, and F, thefrozen set. Although we call them th&ozen set,
Cs = V_}gl(a_iiYZI(V; Y)-1(V;2). (1) F, and F, have different operational meanings which will be

) illustrated below. Note that for the symmetric channel céya
In the following, we assume that we already know thﬁchieving code desigrF, is an empty set[3].

optimal input distribution[[25], i.e., we know the_ optimbﬂ,_ To achieve ratel(X;Y) for channel P, let us consider
X that achieve. Although we focus on developing a codingpe foliowing coding scheme. First, the encoder transrhies t

scheme for binary inputs below, there is no difficulty to exte ;<1 mation bits in the index sef. For i € T in (@), since
the work tog-ary inputs [26]-4[29]. i € Hx, U; is almost independent dfi~! and uniformly
I1l. POLAR CODES distributed. Therefore, the encoder can freely assignegata
; Uz, whereUz denotes a sub-vectdlU; };cz. Moreover, since
A. Polar Codes for Asymmetric Channels L Z. . cfiel P>
A_W_ o ) i € Lx|y, U; is almost determined by~ and Y™, which
Let Pry be the joint distribution of a pair of random

- - s ' means that given the channel outjdt, U; is decoded in a
variables(T', V'), whereT' is a binary random variable andgccessive manner.

V is any finite alphabet random variable. Let us define the goong for € F, in @), U; is almost independent &~

Bhattacharyya parameter as follows and uniformly distributed, and given the channel outstit U;
2(TIV) =25 P P (010) P (110). 2y cannot be reliably decoded. The encoder transiijts with
(Tv) zv: V(U)\/ v (0[0) Pryv (1) 2 a uniformly random sequence and the randomness is shared
between the transmitter and the receiver.
Last, fori € Fy in @), U; is almost determined b{y—!.

Let U™ = X"G,, where X™ denotesn independent copies
of the random variableX with X ~ Py, andG,, = G®*

1 0 The values ofUx, are computed in successive order through
whereG = 11 and® denotes the Kronecker product ofthe following randomized map
matrices forn = 21k_ [4] shows asn — oo, U; is almost w; = arg max_ Py, i (ufu’™h). (10)
independent of/*~! and uniformly distributed, or otherwise u€{0,1}

U; is almost determined by*~'. Therefore|n], the index set By @) and [®), it is easy to verify that
{1,2,...,n}, is almost polarized into two sedx and Lx:

N S .
Hx = {i € [n]: ZWLUY) > 1—6,) am S = 1(XY). (11)
Lx ={icn]: Z(UU™) <5,}, (3) Moreover, by applying successive cancellation decoder, th
5 block error probabilityP. can be upper bounded by
whered,, =2~ andf € (0,1/2). Moreover, _ 5
) P <> Z(U U Y =02 (12)
lim —|Hx|=H(X) i€l

n—o00 M

| for any g € (0,1/2), with complexityO(nlogn). Therefore,
Jim. 5|£X| =1-H(X). 4)  the ratel (X;Y) is achieved.
Let P be a discrete memoryless channel with a binaré/ ) _
input X and finite alphabet output. Here, P does not have B- Universal Polar Coding
to be a symmetric channel. Fix a distributidhy for X. Consider two B-DMCsP : X — Y and@ : X — Z, and

[23] generalizes the above argument to achieve a rate cleggume that these two channels have identical capacites, i
to I(X;Y). Consider two subsets df], Hx|y and Lxy, C(P)=C(Q).LetU" = X"G,, and denoté® and Q as the

defined as follows information set defined i .17), i.e.,
Hxyy ={i € [n]: Z(U;JU",Y™) > 1-4,} P={ic[n]: ZU;|U',Y") <5,)}
Lxy ={i€n]: Z(U|UY") < 6,}, (5) Q={ien]: ZWUU",Z") < 6,},
similar to [4), we have wheres,, = 2= andg € (0,1/2). Since we assumé(P) =

1 B C(Q), we also haveP| = |Q)].

RLES E'HXM = H(X|Y) In general, the differenceB \ Q and Q \ P are not empty
.1 sets [18]-[20]; therefore, it is not straightforward to 8pp

lim —|£ =1- H(X|Y). 6 - ML T C .

o n| x|y (XY) ©) standard polar coding to achieve the capacity of the comghoun



channel consisting aP and@. [21] proposes a method, calledoptimal V' and X. For illustration, we consider the case of

chaining construction, to solve this problem. a binary input channel, i.e|X| = 2. The cardinality bound
for channel prefixing/, is |V| < 2.

Definition 1 (Chaining construction [21]) Let m > 2. The

m-chain of P and Q is a code of length mn that consists A The Scheme

of m polar blocks of length n. In each of the m blocks, the Let U™ = V"G,,. Consider the following sets:

set PN Q is set to be an information set. In the ith block,

1 <i<m,theset P\ Q is also set to be an information Hy ={ie[n]: Z(Ui|Ul‘ N >1-06.}

set. Moreover, the set P\ Q in the ith block is chained to Ly ={i€n]: ZUU") < ba}, (14)
the set Q \ P in the (i + 1)th block in the sense that the Hyyy = {i € [n]: ZU U Y™) > 1—6,}
information is repeated in these two sets. All other indices are r —fien]: ZWUL Y™ < 6,) (15)
frozen. Therefore, in each block, the set (P U Q)¢ is frozen, viv =S 2 =l

and the set Q\ P in the 1st block and the set P\ Q in the mth Hyiz={i€n]: Z(U;|U™',2") > 1—6,}

block are frozen, too. Note that (-)¢ denotes the complement Lyviz={i€n]: Z(U;|U"",2") < §,}, (16)

of a set. The rate of the chaining construction is 5
whered,, =27 andg € (0,1/2).

m—1
PRl + =[P Q|. (13) The set[n] can be partitioned into the following four sets:
n
Next, we discuss the decoding procedure for the compound Gynz =Hv N Ly N EZ‘Z’ (17)
channel consisting o and Q. If the channelP is used, Gy\z =Hv N Ly)y N Ly z, (18)
then we decode from the first block. On the other hand, if the Gy =Hv N LYy N Ly z, (19)

channel@ is used, then we decode from the last block. _q4c c c
First, suppose that channglis used and a code of length Byaz =y U (EV‘Y " EV‘Z)' (20)
mn has been received. For this case, we decode from the ffrsém a successive decoding point of view, the sub-channels
block. In thelst block, we put all the information bits in the secorresponding to the sety .z are simultaneously good for
P, thus the decoder can decode correctly. Forhe block, Bob and Eve. The sub-channels in the &gt, ; are good for
through chaining construction, the $@t Q in the st block is Bob but bad for Eve. On the other hand, the sub-channels in
chained to the seR\ P in the2nd block, and the s¢PU Q)¢ the setG,\y are good for Eve but bad for Bob. Last, the
is frozen. Equivalently, the decoder only needs to decode tub-channels in the séty ,, are bad for both Bob and Eve.
bits in the setP, which can be correctly decoded. The same Similar to [7){9), we have:
procedure holds until thén — 1)th block. For themth block,
the information bits are only put in the sgtn Q, and the
remaining part has been determined. Hence, informatian bit Lz =Hv N Ly|z,
can be reliably decoded. The main rate loss for the chaining FY =My N LYy
construction comes from the last block. FZ — 4y O LE
Second, consider the case that the chaghisl used. In this " viisviz
case, we decode from the last block. In théh block, since Fa=Hy. (21)
the information bits are put in the s@, reliable decoding By (L), we have
is guaranteed. For then — 1)th block, due to the chaining

Iy = Hv N Lyy,

process, the saD \ P in the mth block is chained to the set lim l|zy| =I(V;Y),
P\ Q in the (m —1)th block, and note that the sgPU Q)¢ is oo 71‘
frozen. The decoder only needs to decode the informatisn bit lim —|Zz7| =1(V; Z). (22)

n—o00 N,

in the setQ, thus correct decoding is ensured. This procedure
is applied until the2nd block. For thelst block, information ~ For thesymmetric anddegraded wiretap channel[14]=[17],
bits which have not been determined fall in the &h ©, Gz\y is an empty set, since the degraded property of the
thus the decoder can decode them correctly. channel caused,; C Zy [13]. However, for the general

In summary, for a fixedn, if we letn — co, we can achieve Wiretap channeliz z\y- is no longer an empty set, af@ 7\ y |
the rate in [IB) with arbitrary small error probability, whi cannot be negligible [18]=[20].
also means that the rag(P) — %@ can be achieved. Here, we consider the positive secrecy capacity case, thus
Additionally, if we letm — oo, then the rate”(P), which is We have|Gy\z| > |Gz \y|. Choose a se(’y 7, such that
the capacity of the compound channel consisting of channéls\z C Gy\z and|Cy\ z| = |Gz y|. Define the set as:
P and @, can be achieved. S =Gyrz \ Oy 2.

IV. POLAR CODING FOR THE GENERAL WIRETAP CHANNEL  From [22), we have

Assume now that we know the optimal distributions to

. 1
achieve the secrecy capacity, in (@), i.e., we know the lim —[S|=I(V;Y) - I(V;Z). (23)

n—o0o M



Note that in the chaining construction we require the bits
in Ug,., equal the bits inUc, ,. Since we fill uniformly
———— distributed random bits td/c,,, we simultaneously fill
random bits tol/g,,, ,. Due to the fact thaGiz\y N Fy = 0,
we can freely choose bits in this set.

1st block GY/\Z S Cy\Z

2nd block GYAZ S Cy\z Gz\y

T Decoding procedure:

S TSSSSea Bob decodes from thest block. In each block, if € F,, then
iy = argmax,e(o,1} Py, jvi-1 (u|a*~). For thelst block,

m-1th | Gyaz| S Cywz | Goy 4
. i

) ifieFY,
mthblock | Gypz | S Gay YT arg maxye (0,1} Pu,jvi-1,yn (ul@’,y™)
if i€ Gyaz U Cy\Z us.
Fig. 1. Chaining construction. For thejth block,2 < j < m,
We construct the code as follows. Consideinachain polar Uj
code in Definitior[]Ll. Foil < i < m, the setCy~  in theith if i e FY nFZ, ‘
block is chained ta7\y in the (i 4 1)th block as in Fig[11. 4 ) ArgmaXue(o1} Py, i1 yn (ua =t y™)
For each of then blocks, the seiBy , is set to be frozen. ") FieGyazUCYH\ 2 US,
Moreover, the seti\y in the 1st block is set to be frozen iy in the (j — 1)th block, wherei’ € Cy\ z
in the sense thati ,\y C FY, and the seCy z in the mth if i€ Gay-

block is also set to be frozen in the sense that , C FZ. For themth block
In Fig.[, we use a red cross to denote a frozen set. '

We put the secret information bits in the $gin each block. Ui
Therefore, the sef is used for secret message transmission. if i € F7, y
For blocks1l < i < m, we put uniformly distributed random f; = arg maXye{o,1} Puijpi-1yn (ul@* =1, y™)
bits to Cy » to serve as the confusion messages. Through if ¢ < Gyaz US, .
the chaining construction, the confusion messages are also ay in the (m — 1)th block, wherei’ € Cy\z
chained to the sef;\y in block 1 < i < m. Moreover, if i€ Gzy.

the setGy z in each block are also filled with random bitsg Reljapility
to serve as confusion message. For the frozen sets, if th
index belongs toFY or 77, then we put uniformly distributed
random bits and share the randomness with the decoder (
and Eve). Last, if the index belongs #;, then we determine
the value according to the randomized map definedin (1
We summarize the encoding procedure as follows.

?—rom [23), we know a1 — oo, our coding scheme can

c%ﬂeve the secrecy rate ial (1). Moreover, when Bob applies

he decoding procedure described in $ec. 1V-A, according to
), the block error probability of the whol®-chain block

an be upper bounded by

Encoding procedure: Pe <(m—1) Z ZUU YT

For each block, the secret information bits are puti and €Cy\z

determine the bits it/=, by (10). +m Z ZUU vy = 0@
For thelst block, i€Gy Az US

1) Put uniformly distributed random bits @, , ,ucy. , -
2) Put uniformly distributed random bits tory, and share
the randomness with the decoder.

for any 5 € (0,1/2) with complexity O(nlogn). Therefore,
the secrecy rate i {1) can be achieved reliably.

For thejth block,2 < j < m, C. Equivocation Calculation
1) Put uniformly distributed random bits ©@¢, , ,ucy ,- We first introduce necessary notation for the calculation of
2) Chaining construction: repeat the bits @z of the the equivocation rate. In the encoding process, we consider
(j — L)th block to the bits inUg,,, , . blocks each with block length. Let Z™" denote what Eve
3) Put uniformly distributed random bits @y ~rz, and receives. For each block, we perfoli# = V"G,,, therefore,
share the randomness with the decoder. for the total ofm blocks, we havd ™" and U™".
For themth block, Let W, denote the secret message, aig denote the
1) Put uniformly distributed random bits @, ,. confusion message. Let the subscrippf a set denote the
2) Chaining construction: repeat the bits @iy z of the set in theith block. For exampleS; denotes the se$' in
(m — 1)th block to the bits irUGZ\Y, the ith block, andGyz; denotes the setry »z in the jth

3) Put uniformly distributed random bits t~, and share block. Since secret message is putdp 1 < i < m, we
the randomness with the decoder. have W, = Ui<;<mUs,. Also, the confusion message is put



in Gyazi, 1 <i<m andCy\gz;, 1 <j < m. Therefore, struction has better decoding error probability and can be

we haveW, = Ui<i<m1<j<mUcy .z Ucy 4, constructed more efficiently. Finally, we note that thisinivy
We can calculate the equivocation rate as follows: construction based polar coding scheme can be extended to
achievestrong secrecy guarantees as presented_in [30].
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