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Abstract—A secrecy system with side information at the will be formally stated herein. However, in the more general
decoders is studied in the context of lossy source compressi case, the legitimate receiver may not have the stronger side
over a noiseless broadcast channel. The decoders have asce§pformation. Can a positive distortion still be forced upon
to different side information sequences that are correlatd with - il sh in thi h
the source. The fidelity of the communication to the legitimée the eavesdropper* We will-show in t.'_s paper t gt we (fan
receiver is measured by a distortion metric, as is traditiomlly €ncode the source in favor of the legitimate receiver’'s side
done in the Wyner-Ziv problem. The secrecy performance of information so that the eavesdropper can only make limited
the system is also evaluated under a distortion metric. An yse of the encoded message even with the help of her side
achievable rate-distortion region is derived for the geneal case information.

of arbitrarily correlated side information. Exact bounds are h f techni din th hi bility in thi
obtained for several special cases in which the side inforntian The proof technique used in the achievability in this paper

satisfies certain constraints. An example is considered inkich ~ follows the same line as [6]L[7], which relies on the soft-
the side information sequences come from a binary erasure covering lemmas. This approach differs from the traditiona

channel and a binary symmetric channel. joint-typicality and random-binning based proofs in that i

requires no effort on bounding the different kinds of error

events, and the results obtained from this approach apply

to both discrete and continuous alphabets, since the soft-
The wire-tap channel with side information at the decodet®vering lemmas have no restriction on the alphabet size.

has been previously investigated. It was studied in [1] unde

an equivocation constraint at the eavesdropper and a ctenple

characterization of the rate-distortion-equivocatiomyioa

was derived. A related problem with coded side information, Notation

was studied in [[2]. However, using equivocation as the . oy

description of secrecy does not capture how much distortionA sequence){l, o X,," 'S denotegl byX .‘L|’r,71|ts taken

will occur if the eavesdropper is forced to reconstruct th\g'th re;pegt toh — oo are abbrewa‘Fed. as,". Inequal-

source. In this work, both the legitimate receiver and tHEES With limsup,, o by < 1 and liminf, o ho > h

eavesdropper’s reconstructions of the source are meastffEd abbreviated ad, <n h and_hn Z." h, respectively.

by distortion. Furthermore, the eavesdropper is assumed en_X _denot_es a random variable, is used to denote

make the best use of her side information along with tr?ere_zallzanon,)( IS _used to denote the support of_t_hat Ta”dom

encoded message. This setting can also be interpreted & ra_lble_, andAX IS used to denote the probab|I|t_y simplex

game-theoretic model where the two receivers are playin istributions W'th al!ohabeP(. The sym_bol|.~ | is used

zero-sum game and each one is required to output a sequ ﬁcgenote the cardinality. A Markov relation is dpn_oted by

that is closest to the source sequence being transmitted. the Sym?’o"- we u§_eIEp, Pp, and I’.D(X;Y) _to |nd|cate.
This distortion-based notion of secrecy was also used §pectation, pr_obgblll_ty, and mutual |nformat|on_tal_<enhN|

[3l, [@] and [5] with the presence of secret key Sharingspect to a distributior?; however, \{vhen_ the dlst_rlbunon

between the encoder and the legitimate receiver. It wassho clear from th_e context, the subscript W'”.be. 0”?'“9‘?'- we

in [4] that a secret key with any strictly positive rate carct use a bold capital lettdP to denote that a distributio® is

the eavesdropper’s reconstruction of the source to be as [ dom. We us& to denpte the set of real numbers &

as if she knows only the source distribution, i.e. the disiar to denote t.he npnnegauve subset.

under perfect secrecy. This result suggests, if instead of ior a distortion measure :,X X Y o= R+’ we use

shared secret key, the decoders have access to different 5 (X, Y)] _to measure the d|_stort|on_ of _mcqrred _by

information, we should be able to force the eavesdroppef&COnstructing it a&’. The maximum distortion is defined

reconstruction of the source to be the distortion undergoerf as

secrecy as long as the legitimate receiver’s side infoonas dmaz = max _d(z,y).

somewhat stronger than the eavesdropper’s side informatio (ry)er>y

with respect to the source. This is indeed the case, whithe distortion between two sequences is defined to be the

|. INTRODUCTION

Il. PRELIMINARIES
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per-letter average distortion to [[;—, Pvju(vilus(m1)) and indexed bym;, ms) € [1 :
n 2nf2] | Let

d(z",y") = % Zd(fmyt)-

n k
P} Py xn 76 (1, ma, 2™, 27)

n

2t B) TT Py gy (| Uy (ma ), Vi(ma, m))

t=1

[I>

B. Total Variation Distance

The total variation distance between two probability mea- Pyixuv (2], g, vy ) HEENTE (5)
suresP and Q on the samer-algebraF of subsets of the
sample spaceX’ is defined as and

1P = Qllrv = Sup [P(A) — Q(A)]. Qur, xn zx (M1, 2", 20)
ceF n

Property 1 (Property 2 [[8]) The total variation distance £ g HPX|U(CCi|Ui(m1))
satisfies the following properties: t=1 ik
(a) Lete > 0 and letf(z) be a function in a bounded range Py xu(zilws, Ui(my)) €M) (6)

with width b € R. Then If Ry > I(X;V|U), then there exists € (0, 1], depending
IP—Qllrv < e = |Ep[f(X)] - Eq[f(X)]] < eb. only on the gapR, — I(X; V|U), such that ift < |an], then
6y

(b) Total variation satisfies the triangle inequality. Fony
S e Ay, for somey > 0.

1P =Qllrv <[P =Sllrv + S =Qllzv.  (2)

(c) Let Px Py|x andQx Py |x be two joint distributions on
AXX)}- Then

Eco P xnze — Quryxnzellrv] < e =, 0 (7)

Ill. PROBLEM SETUP AND MAIN RESULTS
A. Problem Setup

We want to determine the rate-distortion region for a
| PxPy|x — QxPyxlltv = [[Px — Qxllrv. (3) secrecy system with an i.i.d. source and two side infor-

mation sequence$X", B, W™) distributed according to
(d) Forany P, Q € Axxy, [T, PxBw (24, by, wy) satisfying the following constraints:
[Px — Qxllrv < |[Pxy — Qxv|7v. (4) .« Encoderf, : X" — M (possibly stochastic);
o Legitimate receiver decodey,, : M x B" — Y"
C. Soft-covering Lemmas (possibly stochastic);

We now introduce two versions of soft-covering lemma, * Eavesdropper decodéty . arw R
which will be used for the achievability proof. The basictsof * Compression ratef, i.e. M| = 2",
covering lemma has been used to obtain lossy source coditf system performance is measured according to the fol-
results[6] and([7]. However, a generalized superpositaitt s lowing distortion metrics:
covering lemma is required for meeting secrecy constraints « Average distortion for the legitimate receiver:

Lemma 1. (Basic soft-covering, [9]] Given a joint distri- E[dy(X™,Y™)] <, Dy

bution Pxy, let C™ be a random collection of sequences o ] ]

Y"(m), with m = 1, ..., 2", each drawn independently and * Minimum average distortion for the eavesdropper:
?.i.d. according tOP.y. Denqte b)PXn. the output distribution min  E[dy, (X", Z")] >, Du

induced by selecting an index uniformly at random and Pyn|mwn

applying Y"(m) to the memoryless channel specified byjyte thatd, andd,, can be the same or different distortion
Px|y. ThenifR > I(X;Y),

measures.
n
Definition 1. The rate-distortion triple (R, Dy, D,,) is
Ecn |||Pxn — P < . . . T W
cr | IIPx g X”TV] = achievable if there exists a sequence of r&tencoders and

decoders( f,, g») such that
E[db(Xn, Yn)] <, Dy

wheree,, —,, 0.

Lemma 2. (Generalized superposition soft-covering, [8])
Given a joint distribution Pyy xz, let C,(J") be a random and
codebook of2"f1 sequences (", each drawn indepen- min  E[d, (X", Z™)] >, Dy.

dently according tq [, Py (u.) and indexed byn; € [1 : Pznimwn

2nf1]. For eachmy, let C‘(/") (m1) be a random codebook of The above mathematical formulation is illustrated in[Big.1
272 gequences iv", each drawn independently according



B" with the side informationB to estimateX, just as in the
setting without an eavesdropper which was pioneered by

X - M Y [10]. The purpose of the auxiliary variablé is to provide
secrecy similar to the way secrecy is achievedlin [1]. The
side information at the intended receiver must be bettar tha
that of the eavesdropper (as measured by mutual information
with V') in order to prevent decoding df. The variableU/

(if needed) is given away to all parties as the first layer of a
superposition code in order to generate this conditiorifor

Z’I’L

Fig. 1: Secrecy system setup with side information at thedess D- A Trivial Converse
A tight outer bound is not attained and hence, the optimal-

ity of Theoren1 is not yet known. A trivial outer bound is
For the special case of lossless compression between giged as follows for completeness.

transmitter and the legitimate receiver, we make the fdtgw

definition. Theorem 2. If a rate-distortion triple(R, Dy, D,,) is achiev-
able, then
Definition 2. A rate-distortion pair(R, D,,) is achievable
if there exists a sequence of encoders and decod&rs,) R>1(V; X|B) (12)
such that Dy > Eldy(X,Y)] (13)
Jim PIX™ Y] =0 Dy < minE{dy (X, Z(W) (14)
and for someP P P whereY = ¢(V, B) for
: n )] > ) YXBW: XBWLV|X» - = "
Pzgr\lz\l/fr,lw" Eldw(X", 2%)] Zn Du some function(-,-) and all the quantities are with respect

to Pxpw.

B. Less Noisy and More Capable Side Information Proof: To get ([ and (I3), we just need to apply
Definition 3. The side informationB is strictly less noisy the Wyner-Ziv converse; and to géid), observe that the

than the side informatiom?” with respect toX if reconstruction cannot be worse than the symbol-by-symbol
I(V:B) > I(V; W) estimation ofX™ from W™ without using. |
for all V' such thatV’ — X — (B, W) and I(V; B) > 0. E. Less Noisy Side Information

Definition 4. The side informatioiB is strictly more capable Corollary 1. If the legitimate receiver hadrictly less noisy
than the side informatiomV” with respect toX if side information than the eavesdropper, the converse of

Theore is tight.
I(X:B) > I(X; W). M2 is tig
Proof: To see the achievability, we just need to set the
C. Main Achievability Result U in Theorentl to be. u

Th 1A di . iole(R. Dr. Do) | hi Note that the strictly less noisy condition meets the in-
eorem 1. A rate-distortion triple(R, Dy, D.,) is achiev- equality in Theoreni]1. Corollaryl 1 covers the case of de-

able if graded side information at the eavesdropper,Xe- B—W,
R>I(V;X|B) (8) except for the corner case whefeX; W) = I(X; B).
Dy = Eldy(X,Y)] ©) E Lossless C .
Dy < min Eldy (X, Z(U,W))] o) © ossless orp!oressmn .
2 (u,w) When the legitimate receiver must reconstruct the source
I(V;B|U) > I(V; W]|U) (11) sequence losslessly, we have the following inner bound.
for some Pyvxsw = PxpwPyv xPyjv, whereY = Corollary 2. (R, D,,) is achievable if
¢(V, B) for some functionp(-, -). R> H(X|B) (15)
The proof of the above theorem is provided in the Section D, < min E[dy, (X, 2(U, W))] (16)
m w = Z(u,w) w ) )
Theorem[l involves two auxiliary variable§ and V I(X;B|U) > I(X; W]|U) (17)

that are correlated with the source in a Markov chain for someP _ P &

relationship. The variabl® can be understood as the lossy UXBW = £ XBWLUIX-

representation ofX that is communicated efficiently using Proof: This is consistent with Theorelm 1 by settiig=
random binning to the intended receiver, which will be used and that the additional proof required for lossless recpver



follows naturally from the construction of the achievatyili independently gen_erate2”(Rs+R's) sequences in V"
scheme for Theorei 1. m according to [[;_ lPV|U(vt|ut(mp,m;,)) and index by

Corollary 3. If the legitimate receiver has strictly more capa(mp’m M), (mg,my) € [1: 27 x [1: 2] We
ble side information than the eavesdropper with respedtéo tuseC{" (m,, m),) to denote this random codebook.
source, then the rate-distortion paiR, D,,) is achievable if  Encoder. The enCOdePE(mp,mp,ms,m’s|:v") is a like-
and only if lihood encoderl[[7] that choose¥,,, M,, M, M stochasti-
cally according to the following probability:

R > H(X|B) (18)
Dy < minEldy (X, 2(7))) (19)
z(w n L(m|x™)
E W)
IV. PROOF OFACHIEVABILITY meM
We now give the achievability proof of Theordrh 1 using R
the soft-covering lemmas. We apply the same proof technigy@€re¢ m = (mp,mp,ms,m) M= 120 1
using the likelihood encoder as introduced it [7] with thg""%»] x [1: 27%] x [1: 2"%], and

modification of using a superposition codebook.

The source is encoded into four messagés M, M, I i n
and M., whereM, and M, are transmitted and/’ aﬁdM; L{m|z") = Ponjyn (™ 0" (m)).
are virtual messages that are not physically transmitted, b
will be recovered with small error at the legitimate receive
with the help of the side information. On the other hanq3
M, and M, play the role of public messages, which both P
the Iegmmate receiver and the eavesdropper will deco
M, and M! index a codeword that is kept secret from th
eavesdropper which only the legitimate receiver can ma f'
sense of with its own side information.

Fix a distribution?UVXBW = ﬁUﬁV|UﬁX\VFBW\X
satisfying

Decoder The decoder has two parts. Let

ml|m,, ms,b™) be a good channel decoder

|th respect to the superposition sub-codebook

V" (Myp, Gp, Ms, Gs) }a,.a, @nd the memoryless channel

v. For the second part of the decoder, fix a function
Define¢™ (v, b™) as the concatenatiof® (v, b))}y,
and set the decod@®4 to be the deterministic function

(V3 BIU) > Ip(V: WD), Paly” |m,,,mp,ms,m/ b")
Epldy(X, 6(V, B))] < D, L{y" = 6" (0" (my, ), mi, 1), 07) ).
I(nin)IEp[dw(X, Z(U,W))] > D,

)

(>

Analysis. We examine the distortions at the two receivers
one at a time. To analyze the distortion at the legitimate
Rp—r—R; > I5(U; X), receiver, we will consider four distributions, the induced

R, < Is(U: B) distribution P, two approximating distribution®®) and
S or Q®), and an auxiliary distributiorQ’ that helps with the
Rs + R, > Is(X; V|U), analysis. The idea is to show that 1) the system has nice
Is(V;W|U) < R, < Is(V; B|U). behavior for distortion undeQ(®); and 2) P and Q(®
The distribution induced by the encoder and decoder is @€ close in total variation (on average over the random
codebook) throughQ()). To analyze the distortion at the
P (2", ", w", my, my, me, mi, iy, G, y") eavesdropper, we will consider the induced distribut®n
£ Pxnpnwn(z", 0", w")Pr(my, my,, ms, mg|z") together with an auxiliary distributio.
PD(’I?L;,,T?LHTTLp,ms,b )Pq>(y |mP7mP7m57msvbn020)

and fix ratesk,,, R, R, R} such that

where P (my,, m;,, ms, m;|z") is the source encoder;

P p (1, mg|my, ms, ") is the first part of the de-

coder that estimates;n; and m} as m;, and m}; A Distortion at the Legitimate Receiver

P (y" [myp, my, ms, g, b") is the second part of the decoder

that reconstructs the source sequence. This part of the proof follows the same idea of the achiev-

Codebook generation We independently generateability proof for the Wyner-Ziv setting using the likelihdo

2" Rp+Ry) sequences /™ according to [[;_ 1PU(Ut) encoder given in[[7]. For clarity, we outline the key stepd an
and index by (my,m;) € [1 : 2] x [1 : 2"1%]. some technical details are referred [to [7].

We use C(”) to denote this random codebook. For The approximating distribution@") andQ(? are defined
each (mp,m;) € [I : 2"%] x [1 2"%], we through an idealized distributio of the structure given in



Fig[2. This idealized distributio®@ can be written as given by the following:

Q(a™, b" w" my, iy, mg, M, u” 0" Ectn [Eqe [dy(X",Y™)]]
= QU e ) QU Q) = Y Eew QG0N B a6 (07 8)) (20
xnvnbn
Q(In7bn7wn|m 7m/7m 7m/) (21) ’ X —_—
1 o = Y Pxovnpn(@”, 0", b")d(a", 6" (0", b"))(29)
!/
B 2n(Rp+R/+RS+R;)1{un:Un(mp’mp)} il
! = Ep[d(X,Y)]. (30)

1{vn = Vn(mpa m;)7m5’ m;)}

B ) . Co
Pn prwn|ve (In’bn’wn|vn(mp’m;’ms’m/s)) (22) Define the auxiliary distributiorQ’ on a subset of the

) variables as
= ’ ’ 1{un = U"(m 7m/)} / ! n 1 D) n n /
on(Ry+R,+ R +R.) P hp Q' (myp, my, ™) £ mpxn‘Un(x U™ (mp,myp)). (31)
1{vn = Vn(mpa m;? ms, m;)}
no o Since R, + R, > I5(X;V|U), applying the generalized
H Pxv(ze|ve) Ppw | x (b, we|zt), (23) superposition soft-covering lemma, we have

t=1

} <e A, (32)

/
where(23) follows from the Markov relatio’ — X — BW. Eew [HQMPMéX" Qi vy x|,

Also sinceR, + R, > I(U; X), applying the basic soft-

%@ covering lemma, we have

My UUn Econ [|[Pxn = Qnllpy] <€ 26, (33)
%@L B, wWn Using Property 1), (33), and (32)), we obtain
M; - Eeem [HQX” _FXTLHTV] < €1, + €2, = €3, (34)

initi 1
Fig. 2: Idealized distributiorQQ via a superposition codebook and Therefore, by definitions dP andQ"" and Properti/ig),
memoryless channelB x|, and Py x. we have

o fpoatl ze o

Note that the encoddP  satisfies S
where the distributions are taken over

L mg,mlla™). (24) X"B"W"™ M, M, MMM/ M.Y™.
On the one hand, we need to apply the Wyner-Ziv tech-
Furthermore, it can be verified with the same techniqugque to complete the distortion bound at the legitimate

/

pamsam/5|$n) = Q(mpa m

Pg(mp,m

used in [7] that the idealized distributidl satisfies: receiver. SinceR), < I5(U;B) and R, < I(V;B|U),
e the codebooks are randomly generated, adfl and M
Ecw [Q(a™, 0", w™, u™,v™)] are uniformly distributed unde®, it is well known that the

= Pxnpawnpny=(z™, 0", w™,u™,v™), (25) maximum likelihood decoder (as well as a variety of other
decoders) will drive the error probability to zero asgoes

whereEqq, [-] denotesE ) {]ECW [-]} . to infinity. This can be seen from Figl 2, by identifying for
U \4 .
We now define the distribution@ and Q® via the fixed M, and M, that M, and M are the messages to
idealized distributionQ as follows: be transmitted over the memoryless chanRgl,- with the

superposition codebook. Specifically,
Q(l) (Zl’n bn w” u” 'Un m m/ m m' ’I‘AILI m/)
) I I ) ) P> y22 Sy S §3) s

Q™ b, W™, g, M, Mo, My ™, 0") Eco [Pouy (M}, M) # (My, MD)]] < 60 =0 0. (36)

PD(m;N ﬁ7‘,5 |mP7 Ms, bn)P‘P (yn|mpv m;n Ms, m/s) (26)

[I>

With Lemma 2 of [[7], it can be shown that

TV:|
Notice that the distribution®) and Q® differ only in % P
Ps. From (25), it can be shown that the distortion under Ecem [PQ“) {(MP’MQ a (MP’Ms)H (37)
distribution Q(® averaged over the random codebook is < Op. (38)

2 v on n o.n ) / 1Al A
Q( )(1" LT W™ " v mp, my,, mes, mig, My, M) Eem) |:HQ§1B”W”M K MK
pilp MsiVis

[1>

nopn n ’ ’ n o n
Q(:C ’ yW 5 Mpy M, s, Mg, U U )

PD(m;HmHmPva:bn)Pq’(yn|mP7m;7m87m;)'(27) —QS?ZLBanMPM/ M.M'
pTTS s

IN



Hence, by@30), B3) and (38)) and Property{im) and (@), Combining (40), (7)) and (4])), we get

we obtain

- / o0
Ec(n) [Ep[db(Xn, Yn)]] ]EC(n) [; HPMPMPMSW"Xi QMPM;MSWnXHTV

< Eﬁ[db (Xa Y)] + dbmam (6377, + 577.) (39) _

< Dyt domas(esn +62). (40) +Z @00y =P,
This completes the distortion analysis at the legitimate re R
ceiver. +[Ep[dp (X", Y™)] — Db@

. i < nes, + neg, + dbma;ﬂ (6371 + 571) (49)
B. Distortion at the Eavesdropper _ < e mInGI2) 4y (e 45 (50)
To evaluate the enforced distortion at the eavesdropper,

with the best possible decoder, we will consider two distri- = € —n 0. (51)

butions: the system induced distributi#hand an auxiliary Therefore, there exists a codebook under which

distribution Q(* defined as

Q(i)(mpvm;7m87m;7unvwin) Z HP]WPJ\{[’]W wnX; — QIW M/, M, anH < €n, (52)
1 n n / =1

R Ry W = U (mp,my)}

[I>

It » ZH% vy~ Pol,, <en 83)
HPW\U(wt|Ut(mPvm;))PX\WU(SCIwi7Ui(mp,m;,(}z}l)

t=1 and
Note that undeQ(”, we have the markov relation Epldy(X™,Y™)] < Dy + en. (54)
X — Us(My, M}, )W; — My, M, M MW™. (42) Finally, the distortion at the eavesdropper can be lower
bounded by

The auxiliary distributionQ(? has the following property:

min Ep [dw(X™, 2" (Mp, Ms, W™))]
Ecyn [Q(l) (", w", x)}

zn (mp ;Mg ,w™)

> ( min )Ep [dw(X",z"(Mp,MI’,,MS,W”)@S)
zn mp,m:/n,ms,w"
H v (ue) Py (we|ue) Px jwo (x|wi, ). (43) 1 — .
_ = - Z min
= n Pt zi(mp,m’p,ms,wn)
Recall that under distributiof, for fixed M, = m, Ep [du(Xi, 2(My, M}, My, W™)]  (56)
Q m 7m/ 7m;7wn7fci ms n
( P 1 P - | ) 2 lz min
= maaaan Pwrvn (V" (my My, Mg, M) M 5D i meempma ™)
2n(RP+R +R » Hpo 5 [d (X (M M/ u Wn))]
/ (i w ) %4 ) ’ S
PX\WVU(mble (mp7mp7m-s7ms)7Ui(mp7mp)l44) —ed Q() P P (57)
Since R, > Is(V;W|U), by applying the generalized 1 e
superposmon soft- -covering lemma, we have for fixed, - = Z {nin)]EQ(i) [duw (X, 2(wi( My, M), Ws))]
EC(TL) [“Q]\’}p}w{)wnx - Q]Mp 4 i TV] S 67"/4’” A €4n- (45) _Endwmax (58)
Averaging overM,, we have > %Z I(Illn)E— 5 [dw (X, 2(U,W))] = 2endwmas (59)
. iz1 z(u,w
JE[H R | <enn. a6
o ||| Qar,aryar.wnx Hipy ] =n (46) where (58) uses the markov relation undéX” given in (@2), and
and by Propertyi@), (35) and (@g), G9) USGSHQ HETARIA PUHTV < en from (&3) and the fact
SO L] ™ i
My M M. W X v QD « 0 (wis wlus) = Py (wilud) P o (s, )
< €3y F €an £ €5 (47)  from ED.

Also note that, since?, + R/, > 0, we can invoke Lemma This completes the distortion analysis at the eavesdropper

by identifying V. EXAMPLE

(R1, R2,U,V, X, Z) (0, R, + R,,,2,U,2,U), We give an example for lossless compression case with

where the left side symbols represents the symbols frdﬂ@mming distortion measure for the eavesdropper. The Ham-
Lemmal2. This gives us ming distortion measure is defined as

_J 0 r=y
Ec(n) |:HQ (MIMMI PUH :| e T = Eﬁn' (48) d(il?,y) B { 17 otherwise.



1 — 1 1 — 1
1—a 1-7 :
Fig. 3: Side informationB and W correlated with sourceX’ Fig. 4: Distortion at the eavesdropper as a function of ssurc

distributionp with a = 0.4, 8 = 0.04

Let X™ be a sequence of i.i.dBern(p) source, and let
B™ and W™ be side information obtained through a binar
erasure channel (BEC) and binary symmetric channel (BS( | |
respectively, i.e. f o -

Px(0)=1-Px(1)=1-p,
FB|X(€|ZC) =aq
Py x(1 —zfz) = 5.

This is illustrated in Fig[13. This type of side information

; ; : 1 Fig. 5: Distortion at the eavesdropper as a function of sourc
was also considered in [11], but only wifBern(3) source. distribution p with o — 0.4, 3 — 0.1

025
3

We consider a generic discrete auxiliary random variable
U that takes values on, ..., || with Py (i) = wu; and
Pxu(0fi) = &, Pxjy(1i) = 1 — &;. It can be shown
that the distortionD,, takes the following form. By applying
Corollary[2, we can obtain the following theorem.

with no additional cost on the compression rate to ensure
lossless decoding at the legitimate receiver. It is worttingo

that our scheme encodes the source so that it favors the side
information for the legitimate receiver even if the legitita
Theorem 3. (R, D,,) is achievable for the BEC-BSC sidereceiver’s side information is less capable, as opposeleto t
information with Hamming distortiod,, (-, -) if case where the regular Wyner-Ziv (Slepian-Wolf) encoding
scheme that gives the same compression rate but no distortio

R 2 ohlp) 5 at the eavesdropper.

D, < max wi min(s;, 1 — 65, ) _ In Fig.[8, since the legitimate receiver's side info_rma@ion
T {uadii, o ’ ’ is always more capable than the eavesdropper's side infor-
st 0<wu. <1 mation, it is a direct application of Corollafy 3 and perfect

— 1y Y1 =

secrecy is ensured.

3
=1

3
Z wid; =1—7p We have investigated the performance of a secrecy system
i=1

VI. CONCLUSION

with side information at receivers under the rate-distorti
3 criteria. Our results show that even if the legitimate reeei
Z“i[(l —a)h(6;) — h(6; x B)] + h(B) >0 has a weaker side information, a positive distortion can be
i=1 enforced to the eavesdropper. Although exact bounds have
whereh(-) denotes the binary entropy function. been thai_ned for severf_;ll special cases, the (_)uter bound
for arbitrarily correlated side information is not tighthis

We plot the distortion at the eavesdropper as a function &figgests an interesting direction for future work.
the source distributiop for fixed o and 3 in Fig.[4 and Fig.

[B, where the outer bounds are calculated from Theddem 2.

In Fig.[4, when the legitimate receiver's side informatien i
more capable than the eavesdropper’s side information withThis research was supported in part by the Air Force
respect to the source, perfect secrecy at the eavesdroppffice of Scientific Research under Grant FA9550-12-1-0196
is achieved; when the eavesdropper’s side information and MURI Grant FA9550-09-05086 and in part by National
more capable than the legitimate receiver, with our enapdiscience Foundation under Grants CCF-1116013, CNS-09-
scheme, we achieve a positive distortion at the eavesdrop@g086 and CCF-1350595.

VIl. ACKNOWLEDGEMENT



(1]

(2]

(3]

(4]

(5]

(6]
(7]

(8]
El
[10]

(11]

REFERENCES

J. Villard and P. Piantanida, “Secure lossy source oapdiith side
information at the decoders,” roc. 48th Annual Allerton Conference
on Communication, Control, and Computing (Allertppp. 733-739,
Sept 2010.

D. Gunduz, E. Erkip, and H. V. Poor, “Secure lossless casgion
with side information,” inProc. IEEE Information Theory Workshop
(ITW), pp. 169-173, May 2008.

P. Cuff, “Using a secret key to foil an eavesdropper,” Rroc.
48th Annual Allerton Conference on Communication, Contesid
Computing (Allerton) pp. 1405-1411, Sept 2010.

C. Schieler and P. Cuff, “Secrecy is cheap if the adversawust
reconstruct,” inProc. IEEE International Symposium on Information
Theory (ISIT) pp. 66—70, July 2012.

E. C. Song, P. Cuff, and H. V. Poor, “A bit of secrecy for gaian
source compression,” irProc. IEEE International Symposium on
Information Theory Proceedings (ISIThp. 2567-2571, July 2013.
P. Cuff and E. C. Song, “The likelihood encoder for soucoéing,” in
Proc. IEEE Information Theory Workshop (ITWp. 1-2, Sept 2013.
E. C. Song, P. Cuff, and H. V. Poor, “The likelihood encoder
lossy source compression,” iRroc. IEEE International Symposium
on Information Theory Proceedings (ISJSept 2014.

C. Schieler and P. Cuff, “Rate-distortion theory for smy systems,”
CoRR vol. abs/1305.3905, 2013.

P. Cuff, “Distributed channel synthesidEEE Transactions on Infor-
mation Theoryvol. 59, no. 11, pp. 7071-7096, 2013.

A. Wyner and J. Ziv, “The rate-distortion function foowce coding
with side information at the decodetEEE Transactions on Informa-
tion Theory vol. 22, pp. 1-10, Jan 1976.

J. Villard, P. Piantanida, and S. Shamai, “Secure trassion of
sources over noisy channels with side information at theivecs,”
IEEE Transactions on Information Theoryol. 60, pp. 713-739, Jan
2014.



	I Introduction
	II Preliminaries
	II-A Notation
	II-B Total Variation Distance
	II-C Soft-covering Lemmas

	III Problem Setup and Main Results
	III-A Problem Setup
	III-B Less Noisy and More Capable Side Information
	III-C Main Achievability Result
	III-D A Trivial Converse
	III-E Less Noisy Side Information
	III-F Lossless Compression

	IV Proof of Achievability
	IV-A Distortion at the Legitimate Receiver
	IV-B Distortion at the Eavesdropper

	V Example
	VI Conclusion
	VII Acknowledgement
	References

