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Measurement-device-independent quantum key distrib{fDI-QKD) has been demonstrated in both lab-
oratories and field-tests using attenuated lasers comhiitedhe decoy-state technique. Although researchers
have studied various decoy-state MDI-QKD protocols witlo v three decoy states, a clear comparison be-
tween these protocols is still missing. This invokes thestjoa of how many types of decoy states are needed
for practical MDI-QKD. Moreover, the system parametersnpliement decoy-state MDI-QKD are only par-
tially optimized in all previous works, which casts doubttbe actual performance of former demonstrations.
Here, we present analytical and numerical decoy-stateadstlvith one, two and three decoy states. We provide
a clear comparison among these methods and findwloatecoy states already enable a near optimal estimation
and more decoy states cannot improve the key rate much iereitymptotic or finite-data settings. Further-
more, we perform a full optimization of system parameterd simow that full optimization can significantly
improve the key rate in the finite-data setting. By simulgtinreal experiment, we find that full optimization
can increase the key rate by more than one order of magnitudeared to non-optimization. A local search
method to optimize efficiently the system parameters isgse@. This method can be four orders of magnitude
faster than a trivial exhaustive search to achieve a sirojidimal key rate. We expect that this local search
method could be valuable for general fields in physics.

I. INTRODUCTION three decoy states. Ref8-37] discussed different analyt-
ical approaches based on two decoy states. Experimentally,
Refs. B4, 36, 37] implemented the two decoy-state protocol,
while Ref. [35] chose the three decoy-state protocol. Conse-
of quantum physics1] 2]. During the past decade, com- quently, the first open question is: how many types of decay
mercial QKD products have appeared on the market; variou3tates are essentially needed for MDI-QKD in practice?
field-test QKD networks have already been built around the On the other hand, to implement MDI-QKD, one has to
world [3, 4]. However, owing to the imperfections in real- know the parameters to optimize the system performance.
life implementations of QKD, a gap between its theory andHowever, some previous theoretical studi2g-9] and ex-
practice remains unfilled. In particular, an eavesdroppee)  Perimental implementation8$, 36| simply choose empirical
may exploit these imperfections and launch attacks not covarametersvithoutoptimization. Hence, an important ques-
ered by the original security proofs of QKD. Indeed, the re-tion is: how can one optimize the parameters used in MDI-
cent demonstrations of various attacks]0] on top of prac- QKD? This question is non-trivial, given the large number of
tical QKD systems highlight that this gap is a major problemparameters involved. Another question is: how much will a
for the real-life security of QKD. careful parameter optimization improve performance?

Fortunately, measurement-device-independent quantum It is well known that an efficient version of decoy-state
key distribution (MDI-QKD) [L1] removes all detector side- BB84 with biased basis choice rather than the standard one
channel attacks, the most important security loophole im co can significantly improve the key rat2@-22]. In biased ba-
ventional QKD implementations5F10]. The key idea of sis choice, the basis-sift factor can be 1 instead of 1/2 for
MDI-QKD is that both legitimate users (Alice and Bob) are the standard one, hence the maximal improvement is about
senders. They transmit signals to antrustedthird party, 100% [Bg. In MDI-QKD, the X basis cannot be used to
Charles (or Eve), who is supposed to perform a Bell state meagenerate secure keys due to its large error rhtg fhus the
surement. Such a measurement provides post-selected entdasis-sift factor can be improved from 1/4 (standard ond) to
glement that can be verified by Alice and Bob. By using a(biased basis choice). An efficient protocol with biasedsas
decoy-state protocollp-22], Alice and Bob can use imper- choice has $arger improvement up to 300%.

fect single-photon sources such as attenuated lasersiind st The parameters to implement this efficient protocol are cho-
estimate the contributions from single-photon signalsiikén  sen via optimization. Previously, this optimization hagie
security patche<23 and (full) device-independentQKR2f~  studied and implemented on decoy-state BB&8-p2] as
26], MDI-QKD can remove all detector side channels and isyell as decoy-state MDI-QKD30-34, 37]. Nonetheless, ex-
also practical for current technology. Hence, it has aé@c cept for Refs. 20, 22], it is only partial. That is, the basis
a lot of scientific attention from the research community onchoice is independent of the intensity choice, which we will
both theoretical37-33] and experimentald4-37] studies. call simplified choicer partial optimization in this paper. This
Various decoy-state methods have been proposed for MDichoice is simple for implementation as the sender’s two mod-
QKD. Ref. [27] proposed a numerical method using two andulators on the intensity and bit information can be compyete
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independent. However, from the theoretical point of vidwg, t of magnitude over non-optimization and it can still increas
simplified choice cannot result in the optimal key rate due tahe key rate around 200% over simplified choice in finite-data
the finite-data effect. Theptimal choiceshould selectthe ma- settings. Finally, we, for the first time, propose and experi
jority of signal state in th&-basis for key generation, while mentally implement a novel decoy-state method with only one
the majority of decoy states in the-basis for a good esti- decoy state. This method is simple to implement, but gives a
mation on the phase error rafeg., the basis choice should slightly lower key rate. The protocol and the implementatio
depend on the intensity choice. results are respectively presented in ApperfdixandB.

In the asymptotic case with infinite data-set, the optimal The rest of this paper is organized as follows. We introduce
choice and the simplified choice are the same. In BB84, théhe theory of decoy-state MDI-QKD in Sei¢. In Secllil, we
optimal choice cannot improve the key rate much, becaus@resent our method to perform a full parameter optimization
a) it is relatively easy to generate a large amount of detecti e show the simulation results about the key rate compar-
counts (approaching asymptotic Case) using a h|gh_sp®d Sylson among fU“'Optimization, partial-optimization anom
tem [21], b) the receiver (Bob) cannot imp|ement the 0p'[|ma| Optimization in SeclV. In Sec.V, we present the simulation
choice as he cannot distinguish the signal state from decdigsults for different number of decoy states. Finally, wa-co
sates. In MDI-QKD, we note however that the optimal choiceclude this paper in Sew.
can significantly increase the key rate, because: a) the-dete
tion counts are relatively loly i.e., they are away from the
asymptotic case; b) both Alice and Bob are the sender and Il. DECOY-STATE MDI-QKD
can explicitly know the intensity choice. Indeed, by sintula
ing a real experiment, we find that optimal choice canimprove The secure key rate of MDI-QKD in the asymptotic case is
simplified choice about 200% in a reasonable data-set (see Tgiven by [11]
ble V). Z~\ 7 X zZ Z zZ

Implementing optimal choice requiredil parameter op- Bz PAvall = Ha(eny)] = Qe (B Ha(By), - (1)
timization with the numerical search over many dimensionsyherey# ande¥, are, respectively, the yield (the conditional
including the intensity choice of signal state and decotesta probability that Charles declares a successful eventlineb-
and the probablllty choice of intensities and bases. With Rilinear (Z) basis and the error rate in the d|agorm) basiS,
trivial exhaustive search, such an optimization probletiels  given that both Alice and Bob send single-photon stal¥s;
lieved to be a challenge in terms of computational compfexit denotes the probability that Alice and Bob send single-phot
(see Tabld as well as the case in decoy-state BB22]].  states in the basis;Hs is the binary entropy function given
This might be one of the major reasons that a full parametepy r7, (z)=—z log,(z) — (1 — #)logy(1 — z); QIZW a”dEEu
optimization is neglected in all previous works on decayt&st  denote, respectively, the gain and QBER in thbasis; . is
MDI-QKD [27-37]. Hence, another open question is: how the intensity of the signal state and its optimal value in the
one can perform a full parameter optimization in MDI-QKD? asymptotic case is shown in Appendix.; f. > 1 is the er-

In this paper, we provide solutions to the above open quegor correction inefficiency function. Here we use thdasis
tions. We present analytical and numerical decoy-staté-met for key generation and thE basis for testing only3dg]. In
ods with one, two and three decoy states. By clearly compractice,QEH and Ef# are directly measured in the experi-
paring these methods, we find that two decoy states combinggent, whileYZ andeX, can be estimated using the decoy-
with a full parameter optimization is already close to thé-0p state method<2[7-32].
mal estimation and more decoy states cannot improve the key |n a MDI-QKD implementation with coherent states (atten-
rate much in both asymptotic and finite-data cases. Moreovefjated lasers), by performing the measurements for differen

we introduce a local search algorithm (LSAJ9], a well- intensity settings, we can obtaihl, 31]
known algorithm in the field of computer science, to QKD for o
a full parameter optimization. This algorithm requireswer A Z o~ (data) Do By
: f qa Qv | | - nmo
low computational power and can be four orders of magni- o nim
tude faster than a trivial exhaustive search to achieve & sim " g (2)
lar optimal key rate. It can also be applied to various decoy- i Bangy = O, e et ey s oh
state QKD protocols including MDI-QKD and BB84. Fur- num=0 feme

thermore, we show that a full parameter optimization in MDI- _ )

QKD can improve the secure key rate more than one ordéf/NeréA € {X,Z} denotes the ba§|s cho;og,, (a») denotes
Alice’s (Bob's) intensity setting@; . (E7 ) denotes the
gain (QBER), andv; . (e),,) denotes the yield (error rate)
given that Alice and Bob send respectively :aphoton and

1 This is because MDI-QKD requires two-fold coincidence ésemhereas m—phOtOI’_l pulse. _Here, the key idea of the finite decoy-state

decoy-state BB84 needs only single detection; Given taadstrd InGaAs ~ protocol is to estimate a lower bound f&’{ﬁ and an upper

single photon detectors in telecom wavelength have a ridheefficiency bound foreﬁ from the set of linear equations given by E8). (

of say 15%, for a fixed duration of experiment, the data sizeegeted by L X,U :
MDI-QKD is substantially lower than that generated in destgte BB84. We denote these two bounds}éé andell respectlvely.

See the simulation and experimental resuts B2, 34-37] for more de- In this work, we TOCUS on the}’mmetrimase where the two
tails. channel transmissions from Alice to Charles and from Bob to



3

Method Iterationg Time Key rate a small number of such detection counts and thus increases
Exhaustive seardh 107  |550 hours6.84 x 10~ the estimation error ofy, due to large statistical fluctuations.
Local search 33 Tmin 16.83 x 10-° Therefqre, thg optimal choice (or fgll opti.mizati(.)n) refeo
the basis choice dependent on the intensity choice.
TABLE I: Comparison of local search local search algoritirBA) To perform this optimal choice in BB84 and MDI-QKD

and exhaustive search. The simulation is conducted on MRDQ i the case of two decoy states, we are required to optimize
V‘;'th dtW% gecﬁty'sme nu't'ne”;\il l?pp;pa.ch t(Appenglxr)]tggg 2 two sets of parameters: intensities of signal and decogsstat
standarg desktop computer. A fUft optimization on €ig ons 1, v,w, and the probabilities to choose different intensities and

including intensity and probability choices is performda. reduce
the computational complexity of exhaustive search, thenisity ofw basest,, Py, Py, Py, Pgj, Wherep, denotes the proba-

is fixed at a near optimal value=0.0005 (see Appendi® 3 for the  Dility to choose intensity: and F,, denotes the conditional
general discussion about the effectgf Exhaustive search applies Probability to choosé basis conditional on. Essentially,
10 points on seven other dimensions and thus it requidéstera- it requires a search over eight dimensidnsSuppose that a
tions for optimization. LSA uses the coordinate descenttzamk-  trivial exhaustive search with 10 points on each dimension i
track search algorithn8g]. LSA can not only maintain the accuracy conducted, it requires0® iterations to obtain the optimal pa-
of parameter optimization, but can also significantly redthe com-  rameters, which requires over 5000 hours on a standard desk-
putatipnal complexity. The time ngeded for LSA is four osdef top with 4-core CPU$. At first sight, it might appear to be a
magnitude shorter than an exhaustive search. hard problem to perform full optimization. However, these i

no need to perform an exhaustive search.

Here, we introduce a local search algorithm (LSAY]|

Charles are equal. The analysis for asymmetric case can geWell-known algorithm in the field of computer science, to
equivalently conducted by following the techniques présgn QKD for this optimization problem. In particular, we adopt
in [31]. In symmetric case, the optimal intensities for Alice the coordinate descent and backtrack search algorigé [
and Bob areequal?. Hence, to simplify our discussion, we in our implementation. Coordinate descent can effectively

assume that equal intensities are used by Alice and Bap, transform a multi-dimensional optimization problem to &on
Ga=qy=q With q € {1, 1, 12, w, ...}, whereu denotes the sig- dimensional line search problem along the direction of one

nal state andv,, 15, w, ...} denote the decoy states. coordinate. This one—dimensiona_l line search problem ean b
This decoy-state estimation can be completed either nus0lved by backtrack search algorithm. As a consequence, the

merically via linear programming[7, 32] or analytically via LSA enables one to perfprm a full optimization on all exper-

gaussian elimination2B-32. The details of our numeri- imental parameters efficiently. We implement this LSA on

cal and analytical methods are respectively presented in AgMDI-QKD and show the comparison results to the trivial ex-
pendixA 1 andA 2. haustive search in Table LSA can be four orders of mag-

nitude faster than a trivial exhaustive search and alscegehi

a similar optimal key rate. Therefore, LSA cannot only re-
duce the computational complexity but also present a high ac
curacy. More details about this algorithm are shown in Ap-
pendixC.

In practical QKD applications, for better performance in
terms of key rate and distance, it is advantageous to make
a serious attempt to optimise operating parameterg, ( d €d Yo Je € N
signal/decoy state intensities, basis probabilities aigd s 145% 15% 6.02x107% 116 1077 10"
nal/decoy state probabilities). As discussed in Secdhe
simplified choice (or partial optimization) refers to theslsa  TABLE II: (Color online) List of practical parameters for merical

choiceindependenbf the intensity choice. It is commonly simulations. These experimental parameters, includiaglétection

used in all previous works on MDI-QKD2[-37. If Z is efficiencynq, the total misalignment errer; and the background rate

used as the majority basis for key generation, the simplifie({o' are from the 144 km QKD experiment reported 0]} Since

) . . 0 wo SPDs are used imt{], the background rate of each SPD here
choice will modulate most of signals (over 90%) Brior all is roughly half of the value there. We assume that the four SiRD

signal and decoy states. Nonetheless, kgparameter in  \p|.QKD have identicaly; andYo. « is the security bound consid-

a decoy-state estimation is the bit error rateXini.e., iy, ered in our finite-data analysil denotes the total number of signals
which requires a large amount of detection counts for the degveak coherent pulses) sent by Alice and Bob.

coy states inX. The simplified choice, in contrast, results in

I11. FULL PARAMETER OPTIMIZATION FOR MDI-QKD

2 In this symmetric case, one can prove that Alicgis, Y and Bob’s fi;)
optimal signal states in the asymptotic limit satigfy=y; by using the 31n the case of Vacuum + weak decoy-state protods| RO, 28, 30], the

model presented in the Appendix B and C1 ®f]f for practical settings, search can be reduced to six dimensions.
we have performed numerical simulations on all dimensidmmmameters 4Even though a monte carlo optimization is conducted on a -high
(e, pa, Va, wa, Pug,... for Alice andpy,, vy, wy, Py, ,... for Bob) and performance computer such as the one with 16-core CPU4| ieguires

also find that the optimal intensities (and optimal probtaéd) are equal. a few days to complete such optimizatid®].
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) . ) . FIG. 2: (Color online) Practical key rate comparison (withtistical
FIG. 1: (Color online) Key rate comparison with infinite daet. fluctuations). The optimal parameters and key rate in thewuie

The dotted black curve is the perfect key rate with infinite@e 4 50xkm (standard fiber) are shown in Tablle All the key rates are
states. The blue solid curve is our optimized key rate udi@gL-  gimyjated withV=10'2. The blue solid and red dashed-dotted curves

m_erical appioach with two decoy states, where the int@ssidre  5)most overlapped) are respectively our optimized kegsréafter a
w=0.0005,=0.01 and optimized.. For comparison purpose, We  f|| optimization) using the numerical (Appendix1) and analytical

present the non-optimized and partially-optimized kegsatsing the (Appendix A 2) methods with two decoy states. The black dashed
methods and parameters of Re?3,[29, 30]: the black dashed curve ¢, ;ye is using the method of Re®(], where only partial parameters

is using BO] with w:_o, ’FO'O_l and opti_rnizgd; the red dashed curve  j o the intensities) are optimized. The green dashed curvsingu
is using P9 with "J‘_O'Oli” =0.1 an(i“‘o'& the green dashed curve he method of Ref 47], where some typical parameters are assumed
is using P7] with =0, »=0.1 and.=0.5. Notice that if the param- \yithout optimization. Without full parameter optimizatiothe key

eter optimization is also applied to Ref7] 29], all the key rates 105 in Refs27, 30] are around one order of magnitude lower than
are almost the same. In the asymptotic case, parameteripglion -5 across different distances. Our method can enableesktidi-

is simple, as only the intensities are required to be opthiand a QKD over 25km longer than2l7, 30]. These results highlight the

smaller value of decoy-state intensity can in principleifeis abet- i hortance of parameter optimization in practical decatesMDI-
ter estimation. Parameter optimization can still increhsekey rate QKD.

and extend the secure distance.

sities by maximizing the key rafe The black, red and green
dashed curves are respectively using the method and parame-
ters of BQ], [29] and [27]. We can see that the key rates with-

In all the simulations presented below, we use the experiout parameter optimization in Ref&7, 29 are much lower

mental parameters, listed in Talle mostly from the long- than ours and Ref3[)]. Hence, parameter optimization not
distance QKD experiment reported . only increases the key rate but also extends the securacksta

in the asymptotic case.

Fig.2 shows the practical key rates., with statistical fluc-
tuations, in the case of data-sixe=10'2. The optimal param-
) o eters and key rate for the distance of 50km (standard fiber) ar
A. Key rate comparison between optimization and shown in Tablell. Since Ref. 29] did not consider the finite-
non-optimization data effect, we do not show their key rate here. For a fair com-
parison, we use the method of standard error anal23istd
For previous works on decoy-state MDI-QKD, Ref7[  analyze the statistical fluctuations. The key rates wittfiollit
29 used some typical parameters without optimization and?arameter optimization in Ref27, 30] are around one or-
Ref. [30] performed a partial optimization only on inten-
sity choice. Here, we first compare our optimized key
rate to those using the parameters and methods presented in
Refs. R7, 29, 30]. Fig. 1 shows the comparison results in the 5 Notice that in the asymptotic case, the key rate increastsstiieé decrease
asymptotic case. The dotted black curve is the perfect key qf the intensjty_values of (_jecoy states and _the proba_bih'ty'ae of intensi-
s ] - ties and basis is not required. To have a fair compariso80dp \ve choose
rate with |n_f|n|te decoy states. The blu_e solid curve is the " e of decoy stateasy — 0.01 and optimizeys. These in-
key rate using our numerical method with two decoy states tensity values can already give a key rate close to the fidtgorate with
(see AppendiA 1), where we choose the near optimal inten-  infinite decoy state.

IV. SIMULATIONSON PARAMETER OPTIMIZATION



Parameters Optimal Ref. R7] Ref. [30] 10

M 0.25 0.5 0.21 = Asymptotic
v 0.05 0.1 0.06 g gzggz
w 107° 0 0 107 | ===1 decoy
P, 0.58 0.33 0.33 B
P, 0.30 0.33 0.33 2

Px|, 0.03 0.5 0.5 310‘5

Px|, 0.71 0.5 0.5 o

Px.., 0.83 05 05 <
R 1.68 x 107% 1.01 x 1077 1.64 x 1077 E‘

!
©

=
o

TABLE lll: Comparison of parameters at 50km standard fibeoré
general comparison results are shown in Eig.The 2nd column
is the optimal parameters after a full parameter optimizatiThe
3rd and 4th columns are respectively the parameters from. [R] 107% s s s -
and B0. We can see that full optimization can improve the ke 0 50 st naw(r)d fib r"lgg Km 200 250
rate R over one order of magnitude over the non-full-optimizaidn anda € (km)

Refs. R7, 30]. This improvement mainly comes from optimizing the ) . . . .
choices of intensities and probabilities. Notice that foe smallest F1G- 3: (Color online) Asymptotic key rates with differentim-

decoy-states, modulating the optimal value of arouné~ is usu- ber of decoy states. The solid curve is the one with infiniteogte
ally difficult in decoy-state QKD experiment&§, 17, 19, 21]. How- states. The dashed, dashed-dotted, dptted curves aretiesiyethe
ever, we find that as long as the intensity.af below1 x 10~2, the one, two, three decoy-state results using numerical metfsat Ap-

key rate is very close to the optimum (see Apperidix for details). pendixA 1). The signal statg is optimized in all cases, while some
reasonable values of decoy states are adopted: for one detey

1=0.0005; for two decoy states=0.01 andv=0.0005; for three de-
coy statesy;=0.1, 1.=0.01 andw=0.0005. We emphasize that the
der of magnitude lower than ours across different distance&ey rates with analytical methods of Appendix2 are almost over-
Our method can enable secure MDI-QKD over 25km longef@Pped with the ones presented in this figure, which showstiea
than R7, 30]. From Tablelll, we can see that the improve- 2nalytical approaches provide a highly good estimatione @ti-
ment mainly comes from the optimization on the choices ofnation using two decoy states gives a nearly similar key ttbe
. o e ne with three decoy states and is higher than one decaytse.
Icnourannpsz':\trliesf)r?g? (s)i;f()etizglthggtsé s\ig(;sh#ve allf)?l pt?)n;gr—nfgg Sucgherefore, two decoy states can already result in a neanapésti-
et i aNF - mation and more decoy states cannot improve the key rate.
and the conclusion is almost the same. Note that if the full
parameter optimization is also implemented to Refg, 29,
all the key rates will be almost the same. These results, once
again, highlight the importance of full parameter optintiza V. SIMULATIONSON DISFT';\EEIéNT NUMBER OF DECOY
in the practical implementation of decoy-state MDI-QKD.

The simulation results using numerical methods (Ap-
pendixA 1) for different number of decoy states are shown
in Figs.3, 4 and TableV. In the asymptotic case (Fi§), the
key rate with two decoy states is close to the one with three
decoy states as well as infinite decoy states and it is algerar
than that with one decoy state. In a practical setting wititefin

TablelV shows the comparison results for different choicesdata-set (Figsd), the statistical fluctuations are simulated us-
of bases. The key rates are simulated using the numericalg the standard error analysis methddj[ A full parameter
method with two decoy states. Unbiased denotes the stamptimization is conducted using our LSA. Some selected val-
dard protocol with equal basis choice; Simplified denotes th ues of key rates are shown in Talle Our results show that
simplified choice with basis choice independent of intgnsit after a full parameter optimization, two decoy states cag gi
choice; Optimal denotes the optimal choice with basis @oic an almost optimal key rate, which is much higher than the one
depending on intensity choice. In a larger data-séddf (ap-  with one decoy state. Three decoy states cannot improve the
proaching asymptotic case), the key rates with optimalaghoi key rates much. Notice that the key rates using the analytica
are around 300% higher than those of unbiased choice andethods of AppendiR 2 are almost overlapped with the ones
close to those of simplified choice. In a reasonable datadsing numerical methods (see Tabldor the case of two de-
set (V=10'2 to 10'%), the key rates with optimal choice are coy states). This shows that the analytical approachesgeov
around 300% higher than those of unbiased choice and arouradgood decoy-state estimation. We have also performed simu-
200% higher than those of simplified choice. Therefore, thdations using the rigorous finite-key analysis presentd8#h
optimal choice of parameters can significantly increase thand find that all the conclusions are the same. Therefore, in
key rates in a practical setting with finite data-set. practical MDI-QKD, two decoy states combined with full pa-

B. Key ratecomparison between full optimization and partial
optimization



Distance Okm Okm Okm 50km 50km 50km 100km 100km 100km
Data-sized  10'? 10 10%8 10*2 10 10'8 10*2 10 10'®
Unbiased 1.50 x 107° 3.98 x 107° 6.37 x 107°{3.21 x 1077 2.39 x 1076 5.71 x 10~° 0 9.88 x 1078 4.72 x 107
Simplified| 2.05 x 107° 6.27 x 107° 2.03 x 107%|3.36 x 1077 3.97 x 107° 1.66 x 107 0 1.28 x 1077 1.21 x 107¢
Optimal [6.83 x 107° 1.72 x 107% 2.72 x 107*{ 1.68 x 107° 1.05 x 107° 2.24 x 107°|6.05 x 107° 4.61 x 10~7 1.78 x 10~°

TABLE IV: Key rate values with different basis choices. Theykates are simulated with two decoy states and numeripabaph. Unbiased
denotes the standard protocol with equal basis choice; IBietpdenotes the simplified choice with the (biased) bakae independent of
intensity choice; Optimal denotes the optimal choice whid tbiased) basis choice depending on intensity choice ldrga data-set of0'®

(approaching asymptotic case), the key rates with optifmailce are around 300% higher than those of unbiased choitelase to those of
simplified choice. In a reasonable data-sét'¢ to 10'*), the key rates with optimal choice are around 300% highen those of unbiased
choice and around 200% higher than those of simplified chdibés shows that the optimal choice can significantly insecthe key rates in
a practical setting with finite data-set.

Distance Okm Okm Okm 50km 50km 50km 100km 100km 100km
Data-size 102 10 00 102 10 00 10*? 10 00
1decoy-Num8.10 x 107° 1.41 x 107 3.59 x 107° | 2.56 x 1077 9.34 x 1077 3.03 x 107° 0 4.64 x 1078 2.41 x 1077

2decoy-Nuni
2decoy-Ana

6.83 x 107° 1.72 x 10* 3.25 x 107*
6.65 x 107° 1.67 x 107* 3.25 x 10—4

1.68 x 107% 1.05 x 107° 2.95 x 10~°
1.67 x 1075 1.01 x 107° 2.95 x 107°

6.05 x 1071° 4.61 x 1077 2.98 x 107¢
5.97 x 10719 4.48 x 1077 2.77 x 107¢

3decoy-Nuni

6.76 x 107° 1.71 x 10~* 3.03 x 10~*

1.66 x 1075 1.04 x 107° 2.92 x 107°

6.02 x 10719 4.55 x 1077 2.70 x 10~¢

TABLE V: Optimal key values under different number of dectgtes. With finite data-set, the key rates with two decoyestate around one
order of magnitude higher than the ones with one decoy sdieee decoy states cannot help to improve the key rates. é;iéno decoy
states can achieve a near optimal key rate. In the case ofdwaydtates, the numerical method (Num) can only improvéelearound 2%
over the ones using our analytical method (Ana). This shbasthe two decoy-state analytical method presented in Agliged 2 can also
result in a near optimal estimation.

10 rameter optimization can achieve a near optimal decog-stat
estimation.
10™ 1
o10° :
(%]
2
5 10
£ VI. CONCLUSION
8 -7 4
g 10
> .
< 10 | In summary, we have shown the importance of full param-
= = =One decoy state eter optimization in practical decoy-state MDI-QKD and-pre
1001 = Two decoy states Y 1 sented a novel LSA to realize such optimization. Full param-
= = Three decoy states ' eter optimization can increase the key rate around 200% over
1070 ‘ the simplified choice37]. LSA can be four orders of magni-

tude faster than a trivial exhaustive search to achieve gesim
optimal key rate. In practice, implementing full parameter
optimization requires slightly complex modulation scheme
as the sender’s two modulators on the intensities and the bit
information are dependent. However, one can in principle
jointly modulate the two modulators using a single quantum
random number generatot]], which is similar to the setup

in [34]. Future research can also explore this full parame-
ter optimization in an asymmetric setting of MDI-QKB1].
Moreover, we have found that two decoy states already enable
a near optimal decoy-state estimation in both asymptotic an
finite-data case. Experimentalist can readily implementiMD
QKD by using our two decoy-state (analytical or numerical)
approach combined with a full parameter optimization to en-
joy the optimal system performance.

100
(km)

50 150
Standard fiber link

FIG. 4: (Color online) Secret key rate in logarithmic scaeadunc-
tion of the distance under different numbe of decoy stats. main
figure is for data-selN=10" and the inserted figure is fav=10"".
The key rates are obtained using numerical methods withdashéd
curve), two (solid curve), three (dashed-dotted curvepyestates.
The key rates with two and three decoy states are almostapt!.
In simulation, we perform a full parameter optimization &tircases.
Our results show that after a full parameter optimizatide two
decoy-state method can give an almost optimal key rate, hnisic
higher than the one with one decoy state. Three decoy state®t
help to increase the key rate.
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2. Analytical approaches
a. One decoy state

We consider an estimation method with only one decoy

stater satisfyingu > v. Our starting point is Eq.2). To

Appendix A: Finite decoy-state methods
1. Numerical approaches

Ignoring statistical fluctuations temporally, the estiinas

estimateY; >, we usegaussian elimination Firstly, we si-
multaneously cancel out all the third order teriis, Ys1,
Y30, Yo3:

3 Z 2v 3 Z 2u
n>x Qe —v wate =

. _— . 2.2 Z 3 Z Z Z 2y 7 27
on Y4 andel;Y from Eq. @) are constrained optimisation # v~ (k—v)Y17+p” (Yoo +v Y51 +vYio+17Yg5/2+07Y50/2)

problems, which is linear and can be efficiently solved by lin
ear programming (LP). The numerical routine to solve these
problems can be written as:

min :lel,

s.t.:0< Ynzm < 1,withn,m € Scut

— V(Yoo + nYh + uYio + 1Y /2 + 17 Y55 /2)+
i (Vner‘uS _ Mn+my3)

vZ <
n!m!
n+m>3

nm —

12V (=) YA +1° (Yoo v Y +vY i +12 Y5 /2407 Y55 /2)

(A1)
Z —(gatav) qg qgn <
aoan ~ (1~ z; € Hﬁ) = where the inequality comes from the fact that**™ % —
mmESeus ptmy3) < 0 forn +m > 3. Next, fromQZ E%,, we
—(qa+ap) da B v,z zZ have
Z € ’ n' m'Ynm S Qg@gb
n,mESeus T - N
Z pZ 2 vz
l/l/El/l/e v = Z n|m| nmenm 2
Mazx e, n,m=0
Z 7 Z .7 Z 7 207 7 207 7
st.:0<YX <1,0<YE X <1, withn,m e Seu Yooeqo + v¥oieor + vYigeio + v Yoaeqe/2 + v Ya0e50/2

e (data) ﬁﬁ) <
n! m!

X §
Qaqy (1 -
n,mEScut

( yda " v x X
—(ga+aqp) 1a 1b
€ Ynm S qaqp

n! m!
n,MEScut
n ,m
X X —(1- E e*(qa+qb)q_aqL)<
9aqb” " qaqb TL' ml —
n,meEScut
n o m
T emrmB Byx x o ox px

nm-nm — 9aqb” " qaqb

n! m!
n,mEScut

where S.,.; denotes a finite set of indexes and m, with
Seut = {n,m € N with n < Neysandm < My}, for pre-

= (Yoo + vY0i +vY75 + °Y5/2 +v°Y5/2) /2 (A2)

where the final equality is from¥,,,=e%,=1/2, which is a stan-
dard assumption in QKD descending from the fact that the
error rate cause by 0-photon pulse is 1/2. Therefore, by com-
bining Eq. A1) and Eq. A2), we have a lower bound farZ

H3Q§V€2U(1 - 2EEU) - Vg f 62#

Z Z,L L
Yll Zlel ,U2V2(,U_V)

(A3)

To estimate;”, we use the same method 84,[32 and
obtain an upper bound fe£

fixed values ofN.,; > 2 and M., > 2. In our simulations, X < XU 1 %

we choos&V.y; = 7 and My = 7, as largetNey: and My ="l (0 —v)2Y ol

have negligible effect on decoy-state estimation. More dis, o, \x X |, 204X pX _putvAX 02X vtpnX X
cussions can be seen i27]. Here,q € {u, v} for one decoy- (€ QB e™ @y By = Qu By =" Qy, B, )

state estimationj € {u, v, w} for two decoy-state estimation;
q € {u,v1,1»,w} for three decoy-state estimation. Notice
that statistical fluctuations can be easily conducted bynadd
constraints on the experimental measurement@;g[n and

E;a - These additional constraints can be analyzed by using

(A4)

b. Two decoy states

statistical estimation methods, such as standard errdy-ana \We consider an estimation method with two decoy states

sis [27] or Chernoff bound32). A rigorous finite-key analysis  w satisfyingy > v > w > 0. We have the lower bou

Z,L
1



and the upper bound;" [31, 32] el

1
X
(h—w)?(v —w)(p —v)
(42 =) (=) (@2, 2+ QP e~ Qe — Q)
_(VQ_WQ)(V_W)( lZl,p,€2'u+QUZJUJ62w_ ;the#+w_Q(.Zuuew+#)]7
(A5)

Z,L _
Y& =

eX"U = 71 X
no= XL
(v —w)?Y}) e2

[€2V qui(u‘i‘eQw wafw—€V+WQ§wE§w—€w+VQ§uE§u]- FIG. 5: Coordinate Descent (CD). CD algorithm searchesgatoe
(AB) coordinate direction in each iteration, and it use a difieomordinate
directions cyclically. For instance, on the equiv-errontoar of two
dimensional subspace, CD starts at point A (arbitrarily) descents
vertically along the direction; to B, then horizontally along the di-
Appendix B: Experimental implementation of the one rectione, toward C. After cyclic iterations of vertical and horizohta
decoy-state method descent, the algorithm stops at D where itis very close tojtienal.
This simplified two-dimensional example illustrates howmgelized
search in any dimensional space can be done analogously.

Here we experimentally implement the one decoy-state
method (Appendid 2) in a polarization-encoding MDI-QKD  an efficiency of about 15%, the key generation rate can be
system presented irBf]. Using the systematic parameters around10—° per pulse at say 30km fiber. If gating up to 100
shown in TableVl, we perform a numerical optimization to MHz, the key rate (with the finite key effect) can be up to
maximize the key rate. The optimal intensities of the sig-1 kbps. Moreover, by using state-of-the-art super-coridgct
nal and the decoy state are respectively arqund 0.1 and  single photon detectors with over 90% quantum efficieney, th
v = 0.01 and the optimal probability to send a signal statekey rate can be as high as 100 kbps. This high-speed system
is aroundP; = 0.45. Here we choose the simplified choice will be implemented in our future experiment.
with the same probability to seleZtor X basis, which is sim-
pler for our implementation. An optimal choice will be im-
plemented in our future experiments. Appendix C: Local search algorithm

We test the one decoy-state method over 10km standard
telecom fiber and operate the system at a repetition rat@drou
500 kHz. The system is operated for 55 hours and a total num- |, the decoy-state approach to BB84 and MDI-QKD, the

ber of signals around/ = 1.11 x 10'! is generated. The eX- ey rate depends largely on the systematic parameters and
perimental results are shown in Tablé. Around 50 secure e ontimal key rate is achieved via numerical optimization
keys are generated. Our results demonstrate the possdiilit o many dimensions (parameters). To reduce both compu-
one decoy-state method. This method is highly simple 0 iMtaional time and storage space of this optimization preces
plement in a practical MDI-QKD system, but gives a slightly |oc41 search algorithm (LSA), a combination of coordinate d
lower key rate. scent (CD) and backtrack search (BS) algorithm, is adopted i
One might ask ‘why the key rate is low in our implemen- jieu of the conventional exhaustive search algorithm.
tation?’. This is mainly due to the low repetition rate of our  There are salient drawbacks of exhaustive search. If the
system as well as the finite-key effect. The key generatioearch is too fine, the computational time and space are chal-
rate can be substantially improved by increasing the répeti  |enging. If the search is too coarse, we will miss finer dstail
rate: First, more pulses can be sent out in a reasonable timg contrast, CD is a non-derivative approximation to thelwel
frame, leading to tighter bounds in the decoy-state estimat  known steepest descent (SD) algoritht#][ This approxima-
Second, by using four detectors rather than two (as our imtjon is necessary from the facts that our key rate is an iritplic
plementation), we can get at least a four-fold increaseen thfunction (a linear program) of the parameters and the actual
key rate. Third, given a larger data size, we can reduce thfnding of gradients and hessians of SD cannot be done easily.

portion of pulses sent as decoy states and more pulses can g converges to the same optimal point as SD, even though
sent out in signal states for key generation. The speed of our

system is limited by the performance of our SPDs. Our simu-—_
lation (see the black dashed curves for the asymptotic case i

Fig. 3 and the finite-key case witlv = 10" in Fig. 4) shows 6 for instance, id210/220, manufactured by IDQ, can have 2086 effi-
that, with commercial four single-photon detectors hawag ciency and a gate rate over 100 MHz.



Systematic parameters 174 eq Yo L € N
8.2% 0.8% 5x107° 10km 2.7x107%  1.11 x 10*

One decoy state P, Q% EZ, vt e’ Ry
0.45 5.33x10°° 403%  4.17x107° 12.97%  4.26 x 10719

TABLE VI: Experimental parameters and results. These empntal parameters include the detection efficiengythe total misalignment
erroreq, the background ratk, the transmission distance from Alice to Bdbthe security bound and the total number of signals sent by
Alice and Bob.P; is the optimal probability to send a signal stakg, denotes the lower bound of the key rate.

it requires more iterations. CD can fix low-speed by making
large progress at the start, and it can also fix in-accuracy by
re-defining how close to the optimal point the algorithm can
stop. Tabld compares the speed and accuracy of exhaustive
search versus LSA.

Appendix D: Other practical aspects

1. Optimal signal state in the asymptotic case

CD is based on the idea that the minimization of a multi- 0.46
variate function (key raté?) can be achieved by minimizing
it along one direction at a time (see Fk). Instead of vary- 044y "
ing descent direction according to gradient, one fixes dasce
directions at the outse#tB]. These directions are usually the

N
~
N
¥

cartesian basebe., ¢; with i=1,2,3,.... In the two decoy-state
case,e1=(, ..., e4=F,, ..., e7=Px|,, es=Px|,, and this ba-
sis is iterated through one at a time, minimizing the objec-

Signal state

N
N

o
w
o

tive function with respect to the current coordinate dilatt
Mathematically, to optimize, if 1 (optimizedy in the kth
iteration) is given, the minimization of key rafe (see Eql)
alongu coordinate in thé: + 1th iteration is:

o
w
<)

o
w
b

o
IS
o

50 100 150 200
Standard fiber link (km)

pF 1l = arg max R(Pl’f'H, PHL

S FIG. 6: Plot of the intensity; as a function of the transmission dis-

bl oRil kil . tance for the decoy-state MDI-QKD with infinite decoy states
Pyl Pyl Pyl y v w ) (C1)
We consider the asymptotic case with infinite decoy states.

From the model presented i8]], we have:
By doing line search in each iteration, we automati-

cally have a sequence of vectog, 1, 2, ..., wherex; =
((P)is (Po)iy ooy (Pxp)is s ()i, (w)¢) and the sequence of
key rate:R(zo) > R(x1) > R(x2) > ...

The demonstration of convexity in Appendd will make %,
the result of LSA a global optimum. Although CD requires Eﬁu ~
an intelligent guess to start with, the starting point in\en 1+eq
topologies can be in theory any non-zero objective (key) ratewheret, (¢;) is the channel transmittance from Alice (Bob) to
point in the search space. In practice, prior research oaah sh Charlie.
light on the choices of initial parameters, and these patarse Substituting Eq.[D1) into Eq. (1), the key generation rate
often are good candidates for the starting guess. is given by:

X o
€11 ~ €4

7 2
Y11 = tateny

2~ ety (1 + 2eq)/2 (BL)

After a direction along a coordinate chosen in CD, we still R > ple Mt tyn2[1 — Hy(eq)]—
have to do a one-dimensional line search problem to compute 9 9 D2
. . ; wtaten; (14 2eq) 2eq (D2)
how far the search can move along a given coordinate. This fe( ) Ho(

2€d
)
is realized via the BS algorithm. BS starts at the end of previ 2 L+eq

1+ey

ous iterations, and makes progress toward a minima along thehe expression is optimized if we chooge = Optimal
chosen coordinate direction. With a step from one side to thgynich fulfills 28 — 0:
minima to the other side, the algorithm found a turning point O
From there, BS searches backward again toward the minima feo(24) (1 + 2ed) Ho (224-)

! it : 1= p1) exp(—2p) = ~—1¥ed =, (D3)
until the same turning point is found with greater accuracy. (1 — ) exp(—2u

The procedure is iterated until converged to the minima. At

1-— Hg(ed)

this point in the search space, the CD algorithm restarts witBy using f.(-) = 1.16 andey, = 1.5%, we solve Eq. D3)

a new direction of line-search.

and getu©Ptmael — (0.42. The numerical simulation for the
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optimal ;. at different distances is shown in Fi§. We can  Okm with N=10'2. Fig. 7(a) shows that the convexity of key
see that Eq.[{3) is a good approximation. Moreover, from rate function, which allows a unique optimal set of paramsete
Eq. (D3) and Fig 6, the optimal intensity is a continuous func- to be employed in an actual experiment.

tion with transmission distance and thererdy one solution

for u € (0, 1]. Thatis, the key rate is@onvex functioto p at
a fixed distance. 3. Theeffect of the smallest decoy state w

In practice, it is usually difficult to create a perfect vaouu
2. Convex function of thekey rate state in decoy-state QKD experimenis[19]. The differ-
ent intensities are usually generated with an intensityuted
tor, which has a finite extinction ratio below 30 dB. Thus, the
The CD and BS algorithnB8@] works in any general topol- question is: what is the effect of the intensity of the snstlle
ogy of the search space, but the saving in efficiency comedecoy states) on the secure key rate? Here, we perform a
only when the underlying topology is @nvex optimization simulation on the sweep of the smallest intensitip the case
problem. It is our goal here to demonstrate the convexity obf two decoy states. The result is shown in Fi¢h). We find
the key rate as a function of the parameters. Appebdihas  that after a full optimization of parameters, the optimais
already shown that the key rate is indeed convex in the case the vicinity of 5 x 107%. As long as the intensity ab is
of infinite decoy states. In a practical setting with finitedg  below1 x 10~3, the key rate is very close to the optimum. In
states, for illustration purpose, we have chosen to sweep thrsummary, a perfect vaccum & 0) is notessentially required
intensities ofy, andv and optimized the other dimensions at in practical decoy-state QKD experiments.
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