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Abstract

Sequential detection of independent anomalous processeaga/l processes is considered. At
each time, onlyM (1 < M < K) processes can be observed, and the observations from kasbnc
process follow two different distributions, depending olnether the process is normal or abnormal. Each
anomalous process incurs a cost per unit time until its ahpieadentified and fixed. Switching across
processes and state declarations are allowed at all tinigle, decisions are based on all past observations
and actions. The objective is a sequential search strategyrtinimizes the total expected cost incurred by
all the processes during the detection process under itdliadonstraints. Low-complexity algorithms
are established to achieve asymptotically optimal peréorce as the error constraints approach zero.

Simulation results demonstrate strong performance in tit fregime.

I ndex Terms— Anomaly detection, sequential hypothesis testing, Setipléirobability Ratio Test (SPRT),

asymptotic optimality.

. INTRODUCTION

Consider a system consisting é&f processes, which can be components (such as routers arg) path
in a cyber system, channels in a communication network, npi@lelocations of targets, and sensors
monitoring certain events. The state of each process igreithrmal or abnormal (e.g., the busy/idle
state of a channel, the presence or absence of a target ot).eReocessk is abnormal with prior

probability 7, independent of other processes. Each abnormal processs iaccostc, per unit time
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until its anomaly is identified and fixed. Normal processeziinno cost. Due to resource constraints,
only M (1 < M < K) processes can be probed at a time, and the observationsafimmobed process
follow distributionsf,go) or f,gl) depending on whether the process is normal or abnormal. bjeetoze
is a sequential search strategy that dynamically detesmiviéch processes to probe at each time and
when to terminate the search so that the total expected wogtred to the system during the entire
detection process is minimized under reliability consiisi

The problem under study finds applications in intrusion cl&e in cyber systems, spectrum scanning
in cognitive radio networks (for quickly catching and utifig idle channels), target search, and event

detection in sensor networks.

A. Main Results

Since observations are drawn in a one-at-a-time manneghibee anomaly detection problem has a
clear connection with the classic sequential hypothesiting problem pioneered by Wald in [1]. The
presence of multiple processes and the objective of mimgithe total cost (rather than the detection
delay), however, give the problem another dimension. Irteadto quickly declare the state of a process
by fully utilizing past observations, the probing order is@al in minimizing the total cost. It is intuitive
that processes with a higher probability of being abnormall @ higher abnormal cost should be probed
first. At the same time, it may be desirable to probe procetsdsequire more samples to detect their
states (determined by the Kullback-Leibler divergencevken f,go) and f,gl)) toward the end of the
detection process to avoid long delays in catching othegrgiatlly abnormal processes.

This anomaly detection problem was first formulated andistliéh our prior work [2], [3] under
the restriction that each process must be probed contihuansl! its state is declared. In other words,
switching across processes is allowed only when the statBeoturrently probed process is declared.
It was shown in [3] that the optimal probing strategy is anrefmop strategy that probes processes in
a decreasing order o% (referred to as the OlzcN rule), whereE(Vy) is the expected detection
time for process:. With the restriction that the test of the currently chosewcpss has to be completed
before testing other processes, it is perhaps not surgribat the optimal probing strategy is open-loop:
the probing order is predetermined based on prior infomna{hk,ck,f,go),f,gl)}, and K uninterrupted
sequential tests are carried out, one over each process.

In this paper we relax the restriction on switching acrossesses during the detection process. We
are thus facing a full-blown dynamic problem where at anyegitime, the decision maker can choose

any process whose state has not been declared and the optiatelgy hinges on fully utilizing the
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entire decision and observation history. In this case, tiw@ity of each process in probing needs to be
dynamically updated based on each newly obtained obsenvdt particular, the probability of each
process being abnormal, a key factor in determining theipgobrder as shown in our prior work [3],
should be updated from the prior probability to thea posterioriprobability ;. (n) at timen based on
all past observations from this process. Consequentlyexipected detection time of procelswill also
dynamically change based on theposteriori probability of being abnormal (see_{11)). Built upon the
insights obtained in our prior work [3], we thus propose tblofving closed-loopreN rule (referred to

A w(n)ek

as CL«reN). At each given timen, each process is associated with an indgf:) = L where

B0 (N,
mx(n) is thea posterioriprobability of process: being abnormal (i.e., the belief) ariid™ (N;,) is the
expected detection time of procesdased onri(n). At each time (except a sparse subsequence of time
instants as detailed below), the process with the largeksxinis probed, and its state is detected via a
sequential test using all past observations. The indexisfpitocess is also updated (based on the newly
obtained observation) for comparison with other procesdebe next time instant. To ensure that all
processes are sufficiently probed so that the beli¢fi) (consequently the index.(n)) is a sufficiently
accurate indication of the process state, processes ape@in a round-robin fashion at a subsequence
of time instants that grows exponentially sparse with titmeother words, a logarithmic order of time
is used to explore the state of all processes to ensure theaamgcof the indicesy,(n) used in the
remaining majority of time instants. The main technicaluiesf this paper is the establishment of the
asymptotic optimality of the ClezcN strategy forM = 1 for both known and unknown observation
models (i.e., Whethel{f,go),f,il)} are known or has unknown parameters). When > 1, we show
that CL-tcN preserves its asymptotic optimality if processes incurdame cost when abnormal (i.e.,
c1 = ¢y = --- = cg). It should be noted that the techniques used in proving #yenptotic optimality
under the full-blown dynamic problem considered in this grapre fundamentally different from those
used in [3] under the switching constraint. The proof for dptimality of the OLscN policy under the
restrictive model in [3] is mainly based on an interchanggiarent, which no longer holds in this fully
dynamic problem. In proving the asymptotic optimality oét@L-rcN rule under the general model, the
key is to show that the average time spent on probing unadkepiecesses (i.e., when noisy observations
lead to an inaccurate indication of the process states) wateaffect the asymptotic detection time. This
is done in two steps. First, we establish the asymptotic tdweind on the total cost that can be achieved
by any policy. Second, by upper bounding the tail of the istion of some ancillary random times,

we show that CLxcN achieves the lower bound in the asymptotic regime.
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B. Related Work

Sequential hypothesis testing was pioneered by Wald in [hgére he established the Sequential
Probability Ratio Test (SPRT) for binary hypothesis tegtifror simple hypothesis testing where the
observation distributions are known, SPRT is optimal inm&of minimizing the expected sample size
under given typel and typell error probability constraints. Various extensions to M-agpothesis
testing and testing composite hypotheses have been stindi¢j3-[8] for a single process. In these cases,
asymptotically optimal performance can be obtained in seofnminimizing the expected sample size as
the error probability approaches zero.

There are a number of recent studies on sequential detentiolving multiple independent processes
for various applications (see, for example, [9]-[16] anterences therein). Differing from this work
(and our prior work [2], [3]), these studies focus on minimgthe total detection delay, which does not
translate to minimizing the total system-wide cost in theraaly detection problem at hand. The anomaly
detection problem also shares similarities with the opttisegarch and target whereabouts problems as
studied in [17]-[20] under a sequential setting and in [P24} under a fixed sample size setting. The
design objectives in these studies again differ from thathis paper. The problem of universal outlier
hypothesis testing involving a vector of observations awrihg coordinates with an outlier distribution
was studied in [25].

The anomaly detection problem studied in this paper can hsidered as a variation of the sequential
design of experiments problem first studied by Chernoff [26]this problem, a decision maker aims to
infer the state of an underlying phenomenon by sequentialbipsing the experiment (thus the observation
model) to be conducted at each time among a set of availapkriexents. Classic and more recent studies
of this problem can be found in [27]-[33]. However, the olijexof minimizing the total detection delay

makes the problems considered in [26]-[33] fundamentatfgrént from the one considered in this paper.

[I. SYSTEM MODEL AND PROBLEM FORMULATION

Consider a system consisting &f processes, where each process may be in a normal stategdenot
by Hy) or abnormal state (denoted b¥,). Each proces# is abnormal with a prior probabilityry,
independent of other processes. Each abnormal précessurs a costy (0 < ¢ < o) per unit time
until it is tested and identified. Processes in a normal stat@ot incur cost. At each given time, only
M processes can be probed. We first consiler= 1. An extension toM > 1 is discussed in Section

WVl
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When proces# is probed at time:, a measuremeny,(n) is drawn independently in a one-at-a-time
manner. If proces# is in a normal statey;(n) follows densityf,go); if processk is abnormaly(n)
follows densityf,il). In sectionll, we examine the case where the densjﬁ;@gé f,il) are known. In
Section IV we extend our results to the case where the desdiave unknown parameters.

Let ¢(n) € {1,2,..., K} be a selection rule, indicating which process is chosen tested at time.
Let y(n) = {&(t), yo(t) (t)}?:1 be the set of all the observations and actions up to tim&he selection
rule ¢(n) is a mapping fromy(n — 1) to {1, 2, ..., K'}. The vector of selection rules over the time series
is denoted byp = (4(1),#(2),...). Let 14(n) be the probing indicator function, whefig,(n) = 1 if
processk is probed at time: and1;(n) = 0 otherwise.

Let 7, be a stopping time (or a stopping rule), which is the time (ted from the beginning of the
entire detection process) when the decision maker stojrsgtabservations from procegsand declares
its state. The vector of stopping times for the processes is denoted by= (7, ..., 7x ). The random
sample size required to make a decision regarding the dtatecess: is denoted byVy. Letd, € {0,1}
be a decision rule, indicating the state declaration of ggeg at time 7. §;, = 0 if the decision maker
declares that procegsis in a normal state, and, = 1 if the decision maker declares that procésis

in an abnormal state. The vector of decision rules for Agh@rocesses is denoted By= (d1, ..., 0k ).
Definition 1: An admissible strategy for the sequential anomaly detection problem is given by the
tuples = (7,6, ¢).
Let
Ho = {k:1< k<K, processk is norma} ,

Hi1 2 {k:1<k<K, processk is abnorma) ,

be the sets of the normal and abnormal processes. The objéstio find a strategy that minimizes
the total expected cost incurred by all the abnormal prasessbject to typd (false-alarm) and type

IT (miss-detection) error constraints for each process:

ig E{z:%m}

kEH,

1

st. PFA<q Vk=1,.. K, @)
PMP < g, Vk=1,.., K,

where P}’ 4 PMP denote the false-alarm and miss-detect error probabkilfte process:, respectively.
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We point out that the total expected cost definedin (1) doeswtude the cost incurred by miss-detected
abnormal processes. Since the error constraints are typieguired to be small[{1) well approximates

the actual loss in practice.

1. ANOMALY DETECTION UNDER KNOWN OBSERVATION MODELS

In this section we derive an asymptotically optimal solntior the anomaly detection problerinl (1)
under the case where the densitj‘iég), f,gl) are known for allk. The proposed probing strategy has a
simple closed-loop index form. The index of the currentlghed process is updated based on the newly
obtained measurement, and the process with the highest indgelected at each given time except a
subsequence of time instants that grows exponentiallysepaith time. In Sectioh TlI-C we discuss the

computation of the index in detail.

A. The CL=scN policy:

In this section we present the CteN policy. Let
Y (n))

lg(n) £ log “E 2 2)
0 )
and .
Sp(n) £ (1) 14(2) ®3)
t=1

be the log-likelihood ratio (LLR) and the observed sum LLRdime n of processk, respectively. Let
K(n) be the set of processes whose states have not been declatedime n. Let 7 (n) denote the
posterior probability of process being abnormal at time (see [(1D) for the update of the belief based
on a newly obtained measurement). [E#")(N,,) be the expected detection time for procésat time

n which dynamically changes due to the changes in the belief) (see [(11)). Define

Wk(n)ck .
R 7E(”>(Nk) , ifkeK(n), @

0 , otherwise.

Yr(n)

Let Ny = {n1,n2,...} be a set of time instants that grows exponentially sparsk tinte (i.e., the
cardinality of N5 grows at a logarithmic rate with time). The CGteN policy selects the process with the
highest indexy;(n) at all times except at time instants ;. During the subsequenc¥;, all processes
whose states have not been declared are probed in a roumdfashion. Specifically,

arg max (n) , if ngNs,

¢(n) = (5)
r(n) ,ifn=n;Vi=2,3, ...
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The functionr(n) is given by:

r(n) = [(¢(ni-1) +u(n)) modK]+1, (6)

whereu(n) = min (0,1,..., K — 1) s.tr(n) € K(n), mod denotes the modulo operator, af(eh;) = 1.
Note that processes are no longer probed once their statbeemsdeclared. The round-robin probing
subsequencd/; is to ensure all processes are sufficiently explored. V@Ngt: {WHZP where

¢ > 1 is a design parameter (for details see SedfionllI-C). Watpait that this idea of introducing an
exploration subsequence to ensure sufficient learning Isasbaen used in [29], [34].

Following the Wald’'s SPRT [1]54,)(n) is compared to boundary values,,), By, as follows:

o If Syiy(n) € (Apn), Bo(n))» theng(n) € K(n+1) (i.e., continue to take observations from process
®(n) according to the selection rulgl (5) at timet 1).

o If Sy (n) > By, stop taking observations from procésand declare it as abnormal (i.€4,,) = n,

dpm) = 1 and¢(n)gK(n') for all n' > n).

o If Sy (n) < Ay, stop taking observations from procésand declare it as normal (i.ery,,) = n,

dgm) = 0 andg(n)¢L(n') for all n' > n).

The boundary valued, and B;, are determined such that the error constraints are satifiggtneral,
the exact computation of the boundary values is very labsrionder the finite regime. Nevertheless,

Wald's approximation can be applied to simplify the comgpiota[1]:

Ay ~ log <lfkozk> )

1
Bkﬁtzlog< Bk) .

893

(7)

Wald’s approximation performs well for small,, 5, and is asymptotically optimal as the error probability
approaches zero. Since typeand typel I errors are typically required to be small, Wald’s approxioma
is widely used in practice [1].

Note that CL#cN is a closed-loop strategy, where the indgxn) is updated at each given time
based on past observations and actions and the next precsskected accordingly. It can be seen that
CL-mc¢N handles the well-known trade-off between exploration arglatation. The decision maker

spends a logarithmic order of time by selecting the processa round-robing manner to explore their

INote that duplicate values iV, are removed.
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states and guard against miss-detected abnormal procEssése other hand, at timesz\,, it exploits

the information gathered so far to select the process aitmptd the updated indexy(n) at time n.
The index form under the Cle N policy which dynamically updates the priority of the proses is
intuitively satisfying. We should prioritize processeattincur higher costs to the system when abnormal.
Furthermore, the priority of a process should be increasethe updated belief of it being abnormal
increases during the detection process. It is also desitabplace processes that require longer testing
time toward the end of the testing process since their detetime contributes to the cost of every
abnormal process that has not been identified. Thus, thetpraf a process increases as the updated
expected detection time decreases. Note that the seduestiases an SPRT-based method with memory
to minimize the expected sample size for every process. Vé#létthing back to a previously visited
process (say) at timen, the sequential test uses the sum LLR$n) in decision making to exploit all

past observations obtained during previous visits.

B. Performance Analysis

In this section we analyze the performance of the £2I¥ policy. Let

Pgnax £ maX(Oﬂ,ﬁla---»alﬂﬁK) ’ (8)

The following theorem shows that CkeN is asymptotically optimal in terms of minimizing the expextt
cost as the error probability approaches zero. When dgriagymptotic we assume regularity conditions

on the error constraints, as discussed in App.1VIIl.

Theorem 1:Let E(C*),E(C(s)) be the expected costs under @A and any other policy, respec-

tively. ThevH.
E(C*) ~ inf E(C(s)) as P — 0. 9)

Proof: See AppendixX VII[-A. [ |

C. Implementation

In this section we discuss the implementation of the proggsaicy. At each timen, the decision
maker updates the indices and the sum LLRs for the curremtpagu processes, and also sorts the

indices for selecting the next process. Sorting the indi@asbe done by) (K log K) time via a sorting

2The notationg ~ f as P™%* — 0 impliesp lim Og/f =1
N
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algorithm. Updating the indices and the sum LLRs (for theegahcase wheré/ processes are probed
at a time) require®)(M) time.
We now consider the computation of the indgxn) = m(n)c, /E™ (N},). The posterior probability

of processk being abnormal can be updated at time- 1 based on the Bayes rule:
Ti(n + 1) = (1 = 1x(n)) m(n)

1)) £ (g () (10)
() £ (o () + (1 = () £ ()
Note that at timen + 1, only the index of the process that was probed at timeeeds to be updated.

The expected sample si®™ (N},) at timen depends on the currently belief value:
E((Ny,) = mu(n)E(Ng| Hy) + (1 — mi(n) E(Ny,|Ho) , (11)

whereE(Ny|H;) is the expected detection time for procéssonditioned on its statél;. In general, it
is difficult to obtain a closed-form expression f&f™ (N, |H;) under the finite regime. However, Wald’s
approximation can be applied to simplify the computatioh [1

(1 — ag)log 1;2” — ay log %

DA

E(Ny|Hyp) ~

(1= By) log 30 — fi log 157 e
— Pi) log == — DBk log =5~
E(Ny ) ~ IO
D(fe [l ")
where D(f{7||f9)) = E; <1og %) denotes the Kullback-Leibler (KL) divergence between the

hypothesedi; and H;. This approximation approaches the exact expected sarnzgléos smallay, 3.
We point out that asymptotic optimality of the probing stigyt is preserved as long as the required
order of the indices is preserved. Therefore, computing the esgpected remaining detection time of
a process during a sequential test is not required. Usiny\iid’s approximation to the entire detection
time when computing the indices at each given time is sufficier obtaining asymptotic optimality.
Next, we discuss the design paramefer- 1 used in the exploration subsequen®g. Note that
as ( approached, the round-robin selection rule is executed more freqyetitlis shown in App.
[VIIlTthat asymptotic optimality of CLx¢N holds when( is set sufficiently close td to ensure that
the round-robin probing gathers sufficient information Battthe indexy;(n) is a sufficiently accurate
indication of the process state. In the finite regime, howeyenust be designed judiciously for better
performance. Intuitively speaking, one should increaas the sample sizes required to declare the process
states decrease to reduce the time spent during the robidselection rule. For instance, consider the

extreme case where only a single observation is requiredetdark the process states (i.e., the KL
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divergences between the observation distributions arfcigutly large). Therefore, switching between
processes is done only when the state of the currently prpbmxbss is declared. In this extreme case,
the optimal probing strategy is to test the processes inedsarg order ofric,. Hence, it is desirable
to set¢ sufficiently high in that case so that only the first line [ih (@)l be executed to obtain optimal

performance.

IV. ANOMALY DETECTION UNDER UNKNOWN OBSERVATION MODELS

In the previous section we focused on the case where thetid@snsnder both hypotheses are known.
For that case, the sum LLRs was used by every process to d&sigping and decision rules based on
Wald’s SPRT which minimizes the expected sample size foedigin. In this section we consider the
case where the densities have unknown parameters. Whil8RRI applies to the latter case as well
with minor modifications, it is highly sub-optimal in genkrdherefore, in what follows we focus on
asymptotically optimal tests in terms of minimizing the sdensize as the error probability approaches
zero.

Let 6, be an unknown parameter (or a vector of unknown parametéggpoessk. The observations
{yx(i)};>, are drawn from a common densif (y|0x), 0 € Ok, where®y is the parameter space of
processk. If processk is in a normal state, they, < @,ﬁo); if processk is in an abnormal state, then
O, € (@k\(%,(fo)). Let @,(f), @,(fl) be disjoint subsets 0®;, where; = @k\(@,(f) U @,(j)) # () is an
indifference regiJal When o, € I, the detector is indifferent regarding the state of prodesdence,
there are no constraints on the error probabilities foalE 1. The hypothesis test regarding process
k is to testl € @,io) against 6; € @,(j). Reducing/}, increases the sample size.

Asymptotically optimal sequential tests for a single psghave been widely studied in the literature,
where the key idea is to use the maximum likelihood estimiteH) of the unknown parameters to
perform a one-sided sequential test to rejékf and a one-sided sequential test to rejéft It is
assumed that regularity conditions on the distributiondhol guarantee consistency of the MLE [35].
One way to perform the sequential test is to use the Genedaliikelihood Ratio (GLR) statistics. Let

vi(n) = (yx(1),...,yx(n)) be the vector of observations for procdsdy time n. Fori,j € {0,1} and

3The assumption of an indifference region is widely used énttreory of sequential hypothesis testing to derive asytipity

optimal performance. Nevertheless, in some cases thisngpsgun can be removed. For more details, the reader is esfanr

[5].
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1 # 4, let

SOCLR Yy anlog fk(yk(r)@;)(n)) (13)
= fe(ue(n)|6; (n)

be the GLR statistics used to declare hypothésigi.e., reject hypothesif/;) at stage, Whereék(n) =

argmaxg,co, fi (vx(n)|0x) andd” (n) = argmax, oo fx (v(n)|0)) are the Maximum-Likelihood

(ML) estimates of the parameters over the parameter sgacesd @,(j) at stagen, respectively.

Another way is to use the Adaptive Likelihood Ratio (ALR)t&#cs. Fori,j € {0,1} andi # j, let

SI(:),ALR(n) _ Zlog fk(yk(r)wli((;)_ 1)) (14)
—1 Si(yr(r)]0;7 (n))
be the ALR statistics used to declare hypothdgjsat stagen. Let S,(f) (n) be the chosen statistics and

let

N =inf {0 s 800 (n) > B} (15)

be the stopping rule used to declare hypothéﬁiswhereB,(:) is the boundary value. For each process
k, the decision maker stops the sampling wh€p = min {N,ﬁo),N,gl)}. If N, = N,go), processk is
declared as normal. IV, = N,gl), processk is declared as abnormal. The advantage of using the ALR
statistics is that settin@?,(f) = log aik B,(Cl) = log B_i satisfies the error probability constraints 4 (1).
However, such a simple setting cannot be applied when usiagal R statistics. Thus, implementing
sequential tests using the ALR statistics is much simplen thising the GLR statistics. The disadvantage
of using the ALR statistics is that poor early estimatesn(fra small number of observations) can never
be revised even after a large number of observations havedmlected. For more details on sequential

tests involving densities with unknown parameters, thel@eds referred to [4]-[7].

A. The CLacN Policy

With some modifications, the CkeN policy proposed in Se¢_1Il can be applied to the case with

unknown observation models. LSQ” (n) be the GLR[(IB) or ALR[(IM4) statistics used in the test. Define
TR)Ck o K(n) ,
fio(n) £ § B () (16)

0 , otherwise,

where,(n) denotes the estimated posterior probability of prodesging abnormal and& (™ (N;,) the

updated expected detection time for procesg timen (see Sed. IV-C for the computation of the index).
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Similar to [3), the selection rule is given by:

argmax y(n) , if ngN,
¢(n) = (17)
r(n) ,fn=n;Vi=23, ..,

wherer(n) is given in [) andp(n;) = 1. Then,Sé)k)n)(n) is compared to boundary valu&%b), Bé}&)

as follows:

o If S,(fo)(n) < B,(fo) and S,gl)(n) < B,(Cl), then¢(n) € £(n + 1) (i.e., continue to take observations

from processp(n) according to the selection rule{17) at timet 1).

o If S,gl)(n) > B,(Cl), stop taking observations from procésand declare it as abnormal (i.e4,,) = n,
dgm) = 1 andg(n)gK(n’) for all n' > n).

o If S,(f) (n) > B,(CO), stop taking observations from procésand declare it as normal (i.ery,,) = n,
dgm) = 0 andg(n)gZK(n’) for all n' > n).

B. Performance Analysis

The following theorem shows that the proposed policy is gaptically optimal in terms of minimizing
the expected cost as the error probability approaches Eerqurposes of analysis we consider the model

in [26], where#,. can take only a finite number of values.

Theorem 2:Let E(C*),E(C(s)) be the expected costs under @A and any other policy, respec-
tively. Then,

E(C*) ~ inf E(C(s)) as P"™ — 0. (18)
Proof: See Appendix VIII-B. [ |

C. Implementation

In this section we discuss the implementation of the prop@sdicy when the densities have unknown
parameters. At each time, the decision maker updates the indices and the GLR/ALRsttat for the
currently probed processes (i.84 processes in general), and also sorts the indices for sejeitte
next process. Sorting the indices can be doney log K) time via a sorting algorithm. Note that
when the densities have unknown parameters, the updated brist be computed with respect to the

current MLE. In cases where the unknown parameters can takead numberl of values, the decision
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maker can update and store the beliefs forihealues. ThusQ(LM) time is required instead @p(M/).
However, if the support has infinite values, then the indeste computed at each timeusing the past
n observations, which generally requir@$Mn) time (unless a quantization on the support is applied).

In general, the estimated belief of procdssan be updated at time + 1 as follows:
fr(n+1) = (1 — 1x(n)) 7x(n)
A () | (19)
n)) + (1= () £ (ye(n))
WO (), 0 () 2 filuu()I6 () for al

t timen + 1 requiresn computations with the current ML

where 7,(1) = (1) and fk Jye(r)) 2

1 < r < n. Note that computingri(n +

=
N

estimate of the parameter.

In general, it is difficult to obtain a closed-form expressior E(")(Nk) under the finite regime.
However, we can use the asymptotic property of the sequéesis to obtain a closed-form approximation
to E(")(Nk) based on the ML estimate of the parameter, which approatieeexact expected sample
size as the error probability approaches zero. ety (n)||0) £ Ej. n) <log %) be the KL
divergence betweerf;(yx(n)|0x(n)) and fir(yx(n)|0), where the expectation is taken with respect to
Felyr(n)|6r(n)) and letDy (6 (n)]|0\) = infye g Dy (0x(n)||0). Then, the estimated expected sample

size required to make a decision regarding the state of psdcés given by:

B(O) o
. Dy (Oumli6}”)
EY(Ny) = B0 (20)
K

. L if fx(n)) e 0 |
Dy (fu(mlj0}”)
which is guaranteed to be the asymptotic sample size undeusggamilies of distributions with unknown
parameters (e.g., exponential, multi-variate distriimsgi and general distributions when the unknown

parameters can take a finite number of values) as the errbabiliies approach zero [5]-[7], [26], [28].

It should be noted that implementing the open-loop policy-@IV [3] when the densities have
unknown parameters requires a priori knowledge of the patars distribution (since the testing order
is predetermined and switching between processes is allowly when the state of the currently probed
process is declared). However, under €, the testing order is updated dynamically depending on
all past observations and actions. As a result, estimatiagdetection time at tima does not require a

priori knowledge ofy, sinceék(n) converges to its true value.
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V. EXTENSION TOMULTI-PROCESSPROBING

In this section we extend the results reported in the prevemctions to the case where more than one
process can be probed simultaneously (i¢.> 1). For the ease of presentation, we will focus on the
case where the observation models are known. However, shdtsapply to the case where the densities
have unknown parameters.

Let o(n) = (01(n),...,0x(n)) be a permutation of1, ..., K'} at timen such that:

Yo () (1) > Yoy (m) (M) =+ = Yooy (1) - (21)

The CL«eN policy selects the processes with thé highest indices at all times except tima§ at
which processes are probed in a round-robin manner, i.e.,
(o1(n),....,on(n)) , if ngN;,
¢(n) = (22)
(ri(n),...,rpy(n)) , ifn=n;Vi=23,....
The functions(ri(n), ...,mar(n)) select the processes whose states have not been declareueby in

a around-robin manner and are given recursively by:

ri(n) = [(rm(ni-1) +wi(n)) mod K] +1,
(23)

ri(n) = [(ri—1(n;) + ui(n)) modK|+1 |, i=2,..,M,
wherew;(n) = min (0, 1, ..., K —7) s.tr;(n) € K(n), mod denotes the modulo operator, anth;) = 1.
If there is no solution to-;(n) (i.e., when|[C(n)| < M), thenr;(n) remains empty. Then, sequential tests
with memory are executed for the selected processes astbar the previous sections. The following
theorem shows that if, = ;- holds for all1 < k, k' < K, then CLsreN is asymptotically optimal.
Theorem 3:Assume thaty, = ¢, holds for alll < k, k' < K. Let E(C*),E(C(s)) be the expected

costs under ClzeN and any other policg, respectively. Then,
E(C*) ~ iI;f E(C(s)) as P" — 0. (24)
Proof: See Appendix VIII-C. [ |

VI. NUMERICAL EXAMPLES

In this section we present numerical examples to illusttiagéeperformance of the proposed GLA
policy. We test the following hypotheses: under normalestétte observations from proceksfollow

Poisson distributiony(n) ~ Poi(&,go)), where under abnormal state the observations follow Poisso
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distribution yx(n) ~ Poi(&,&l)). This model applies to cyber-systems, where the obsenatimm a
probed component represent packet arrival rate under natiat@ or under reduction of quality attacks
as in [36]. We compare the optimal open-loop probing styat@h-rcN developed in [3] with CL#cN.
We set the following parameters unless otherwise specifieg: 9,&0) (i.e., the cost represents the normal
expected traffic over the component). Thus, in this settimgmizing the total expected cost minimizes
the maximal damage to the network in terms of the expectedpuiof failed packets during a denial of
service attack. Only a single component is probed at a tireg {if = 1). The design parameter for the
round-robin exploration is set t¢ = 1.7. The error constraints are set Rf' 4 = 1073, PMP = 1075
and the a priori probabilities of the components being atmabare set tar, = 0.5 for all k.

First, we simulate the case wheﬁrg) are equally spaced in the intenjab, 20], wheree,il) = 1.5-9,&0)
with probability 0.5 and 6" = 1.2 - 6”) with probability 0.5. This models the situation where both
strong and weak deviations from the normal state may occarimiflemented ClrcN under densities
with unknown parameters (i.e., the level of deviation frdra hormal state in this scenario) as described
in Section[IV. The performance of the algorithms is preséniteFig.[1. It can be seen that CteN
saves roughlyt0% of the average total cost as compared to @QILV. Second, we simulate the case
where M = 5 components are probed at a time. We @,%9} =10 for k =1,2,..., K/2, 9,20) = 20 for
k=K/2+1,K/2+2,..,K and 9,21) =15- 0,20). Note that in that case, asymptotic optimality is an
open question due to different costs across the processeCI-rcN is implemented via multi-process
probing as described in Sectibd V. The performance of therifgns is presented in Fi§l 2. It can be
seen that ClxcN significantly outperforms OlzcN under this setting as well.

Next, we examine the interesting case where any switchimgmoponents = 1, ..., K/2 adds a delay
dy, while any switching to components= K/2 + 1,..., K adds a delayl,. This models the situation
(as in power systems or communication networks for instandere monitoring different components
requires an initialization process which results in défer delays. Note that for any fixed delay incurred
by switching among components, the @k preserves its optimality in the asymptotic regime. This can
be verified by Lemmals] 8] 4 showing that the time spent untildbsired asymptotic order is preserved
(where switching no longer occurs) is small enough and doesifect the asymptotic expected cost. In
the finite regime, however, one should reduce the number ibélswgs as the delay incurred in switching
increases. As discussed in [3], the advantage off@N-is that only K —1 switchings among components
are required. Hence, we expect @kt to outperform CL#cN in the finite regime as the delay incurred
in switching increases. We sé,io) =10fork=1,2,...,.K/2, 9,&0) =20fork=K/2+1,K/2+4+2,... K

and 0,&1) =1.5- 9,&0). We setd; = 1. Letp = g—gﬁ whereC¢y, Cor, are the average total costs under
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CL-mcN and OL«reN, respectively. The performance of the algorithms is preseim Fig.[3, wherel,
ranges betweef to 8 time units. It can be seen that GteN saves roughl\30% — 40% of the average
total cost as compared to OteN whend,; = 0. On the other hand, Ok«N may be preferred for
dy > 8.

The next numerical example demonstrates the trade-offecbhetween the average total cost and the
error probabilities (i.e., a Bayes risk) to quantify theetimold effects of the sequential tests. We set
K =10 and@,(f) =10, 9,&1) =15, ¢ =1, m, = 0.5 for all k. We assign a cost. for a wrong declaration
and examine the following normalized (ly) Bayes risk:R £ 3, ;. [cim + (PFA+ P,j‘“))}. The
log-Bayes risk is presented in Fig. 4 as a function®@fc., with the corresponding error probabilities
P,. As expected, as the cost for a wrong declaratipiincreases, the error probability decreases. Note
also that the Bayes risk decreases:aicreases. Intuitively speaking, this result follows frdine fact
that the minimal sample size under a sequential testingheasrder oflog(c.), and P. has the order of
1/c. [26]. Thus, the log-Bayes risk decreases approximatealily with log c. asc. increases.

Finally, we demonstrate the loss of optimality in the asyatiptregime when the round-robin selection
rule is not executed. We séf = 2, ng) = 950) = 10, 99’ = 10.1, 051) = 10.3 (i.e., small deviations from
normal states are required to be detected)- 0.9, 72 = 0.1, ¢; = ¢co = 1. We simulated ClLxcN under

¢ = 1.005 (i.e., the round-robin scheduling is executed very fredyand( — oo (i.e., the round-robin

Ce(¢=1.005)
CCL (C—)OO)

average total costs under GieN with ( = 1.005 and ( — oo, respectively. The performance of the

scheduling is not executed). Lpt= , WhereCe,(¢ = 1.005) and Cor(¢ — oo) are the
algorithms as a function of the error probability for praggss presented in Fid.l5. The error probability
for proces2 was set such that; (1) = 2,(1) holds. It can be seen that settigg= 1.005 outperforms

¢ — oo as the error probability decreases. This result demoestitlie significance of the round-robin
selection rule to guarantee optimality in the asymptotigime. It should be noted, however, that the loss
by removing the round-robin scheduling (i.e., always Bgtti — ~o) is small and CLxcN may perform

well with ¢ — oo under typical error probabilities.

VIlI. CONCLUSION

The problem of sequential detection of independent anamsawocesses amonly processes was
considered. At each time, only a subset of the processes eabserved, and the observations from
each chosen process follow two different distributiongyedeling on whether the process is normal or
abnormal. Each anomalous process incurs a cost per unituirtikeit is identified. The objective is a

sequential search strategy that minimizes the total egpemst incurred by all the processes during the
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—e— OL-1eN
—&— CL-1TCcN

10F B B 4

Average cost

1 1 1
0 15 20 25 30 35 40 45 50
Number of components

Fig. 1. The average total cost as a function of the number wipoments. A case where both strong and weak deviations from
the normal state may occur with equal probability.

Average cost

I I I
0 30 40 50 60 70 80 90 100
Number of components

Fig. 2. The average total cost as a function of the number ofpoments. A case where/ = 5 components are probed at a
time.

entire detection process, under reliability constraiAisymptotically optimal closed-loop policies were
developed and strong performance in finite regime was detraded via simulations as compared to the

optimal open-loop policies when the cost incurred by swvitghacross processes is not too high.

VIIl. A PPENDIX

In this appendix we prove the asymptotic optimality of thegmsed tests as the error constraints ap-

proach zero. For purposes of analysis, we assume that thepéstyc expected sample sizEEN|Hy), E( Ny | Hy)

DRAFT



18

1 1 1 1 ! n
10 15 20 25 30 35 40 45 50
Number of components

Cc
Co

componentsl, ..., K/2 adds delayd; = 1 time unit, while switching to component&’/2 + 1, ..., K adds delayd., which

Fig. 3. The gainp =

i as a function of the number of components and the delay ieduoy switching. Switching to

ranges betweef to 8 time units. The CLrxcN policy outperforms the OlzxcN policy for all p < 1.

4L : — log-Bayes risk
—6}
P =107 P=10""
m e
o -8F : :
kel
ul /
P.=10"°
e
-12
“14 ; ; ; i ; i i i i
35 4 45 5 55 6 65 7 75 8
log(c )

Fig. 4. The tradeoff curve between the average total costleerror probabilities (i.e., Bayes risk) as a functionha tost

for a wrong declaration.

have the same order for &l &’. This condition implies thatog(P4)/log(P}P) is bounded away from
zero and infinity for every paik, ¥’. Throughout the proof, we use the fact that the round-roblaction
rule (i.e., second line in({5)) observes all the processesrding to a predetermined order at times
n = [¢], for £ = 1,2, ..., where( is a design parameter. We will show that asymptotic optitpdiolds
when( is set sufficiently close ta.

Deriving asymptotic optimality is done in two steps. Firsg establish the asymptotic lower bound

on the total cost that can be achieved by any policy. Secordgshew that CLxcN achieves the lower
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4
—log(Pe)

Cor (¢=1.005)
Cor(¢—o0)

outperforms the Cl#cN policy under{ — oo for all p < 1.

Fig. 5. The gairp = as a function of the error probability for processThe CL«¢N policy under{ = 1.005

bound in the asymptotic regime. The key in proving the secsteg is to upper bound the tail of the
distribution of some ancillary random times. Specificalipen CL«rcN is implemented indefinitely (i.e.,
CL-mcN probes the processes indefinitely according to its selectite, while the stopping rules and
decision rules are disregarded), we can define an édemt which for all n > T3, the indexyi(n) is a
sufficient indication to the process state. The evignlepends on the future and the true state, and is not
a stopping time. The decision maker does not know whetheastdrrived. However, we show théa}

is sufficiently small. As a result, we show that when @t~ is implemented in the asymptotic regime
(P"* — 0 and thus the detection time approaches infinity), the cagiried by abnormal processes

during the first7; time units does not affect the asymptotic total expected. cos

A. Proof of Theorerhll

In this section we prove the asymptotic optimality of @A under the case where the densities
are completely known. Note that the SPRT's boundary valuesd to test every process) satigly =
—log(ag), Ax = —log(Bk) in the asymptotic regime. LeE*(Ni|H;) be the expected sample size for
processk under the SPRT. Without loss of generality we assume #at= {1,2,.... K1}, Ho =
{Ki+1,K;+2,...,K} an

° > = > > s (25)
E*(N1|Hy) = E*(N2|Hy) E*(Nk,|Hy)

“In cases where processes have the saji&* (N;|H,) , we can arbitrarily order them (by computing their indexngsia

modified cost with an additive small noigg = ci + ¢x) without affecting the objective function in the asymptotegime.
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The proof is mainly based on Lemmas1, 4. In lenitha 1, we estaliie asymptotic lower bound on
the expected cost that can be achieved by any policy. Thenma$d shows that CleN achieves the

lower bound in the asymptotic regime.

Lemma 1:Let E(C(s)) be the total expected cost under policyhat satisfies the error constraints in
(@. Then,

inf E(C(s)) > (1 — (26)
RN 2 (=l Z;,;D ka)

whereo(1) — 0 as P"** — (.

Proof: Note that observing normal processes before declaringtéttessof abnormal processes can
only increase the total expected cost. Hence, for estamhjstine lower bound on the actual cost we
assume that all the abnormal processes are tested befee itha normal state.

Let y; be the vector of observations taken from procesndy = (y1,...,yx) be the collection of
the observation vectors. Let

By,
A = : N, l—€¢)———— VEk 27
Y {y TRl } 0

be the set of all possible observations collected from tloegsses with sample sizes satisfyiNg >
(1_6)W for all &£ under policys. Let Cy, (,)(y) be the total cost incurred by the processes when
observationss € V.(s) were taken under policy.

Next, we lower bounc()ys(s) (y). We define a modified vector of observations for procesg; with

length V;, £ (1 < Nj, by removing observationd’,, + 1, N, + 2, ..., Nj, for all k. The

- 6) 1Bk 0
g RIS
set).(s) is defined accordingly as the set of the modified vectors oémasions. LetCy, ;) (y) be the
total cost incurred by the modified vectors of observationisere the selection rule underskips the
time indices that have been removed. As a re@ﬁ (S ) < Cy.(5)(y)-

Following the Smith rule [37], m|n|m|zmgﬁy( (y) is done by ordering the processes in decreasing
order ofcy,/Ny. SinceE*(Ny|H;) — Ni./(1 — €) as P"** — 0 [1], we have:

111ny( l—ez Z

iz1 k=1 Dy f) (28)

as P — ().
Finally, we apply [38, Lemma 2.1], where an asymptotic piolistic lower bound on the sample
size achieved by any test (for a single process) that satisfiecific error constraints was established.

The lemma was originally stated for a more general cas@/efiry hypothesis testing and non-i.i.d.
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observations. It requires a weaker condition on the comrerg of a (variation of) the average LLR
than the strong law of large numbers. Therefore, it direapplies to the case of binary hypothesis and
i.i.d. observations (i.e., the strong law of large numberplies the convergence of the average LLR to
the corresponding KL divergence), considered in this pa@eecifically, applying [38, Lemma 2.1, Eq.
(2.13)] to our model yields:

inf Pr (N;‘C > %) =1 as P™®
¢ DSy, M1fe”) (29)
Vk e Hy .
Hence,Pr(y € V.(s)) = 1 as P"** — 0 for everye > 0, which completes the proof. [

For the next lemmas, we assume that &V is implemented and show that CteN achieves the

asymptotic lower bound on the expected total cbst (26P&8* — 0.

Definition 2: For every0 < e < 1, Ti(e) is defined as the smallest integer such thgtn) > 1 — ¢

for all k € Hy andni(n) < e for all k € Hy for all n > T (e).
In the following lemma we show thaf; (¢) is sufficiently small.

Lemma 2: Assume that ClxcN is implemented indefinitely. Then, for every fixéd< ¢ < 1 and

v > 0, there exists) > 0 such that for alll < ¢ <1+ § the following holds:

Pr(Ti(e) >n) <O(n™"). (30)

Proof: Let d;, 2 1‘#(’“1()1) and

J (31)
0) o k€
M, = —log <1 — €>
By rewriting the update formula i (10), it can be shown that:
-1
m(n) = (dke_s’“(") + 1) . (32)

As a result,mp(n) > 1 — ¢ iff Sp(n) > M"Y andmu(n) < € iff Sp(n) < —M\"), where Si(n)
is the sum of i.id. rv (ie., LLR) with mea&((,(n)) = D(FV1£”) > 0 for all k € #; and
E(lx(n)) = —D( ,§°>Hf,§”) < 0 for all k € H,y. Since the round-robin selection guarantees that for large
n, logn/(K log () samples are taken from every process up to timg30) follows for an arbitrarily

large v following the same argument as in [29] whéris set sufficiently close ta. |
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Definition 3: 77 is defined as the smallest integer such thatn) > v2(n) > -+ > vk, (n) >

maxgeH, Vk for all n > T7.

Before presenting the next lemma, we provide an intuitianttie definition of7;. Assume that no state
has been declared by tiniE,. Then,T; represents the earliest time where the testing order mdjuir
to achieve the asymptotic lower bound (i.e., the ordeg, ..., K;) is preserved for alh > T;. In the
following lemma we show thdf; is sufficiently small, such that the cost incurred by abndipnacesses

during 77 does not affect the asymptotic expected total cost.

Lemma 3:Assume that ClxcN is implemented indefinitely. Then, for every fixed> 0, there exists

9 > 0 such that for alll < ¢ <1+ ¢ the following holds:

Pr(T1 >n) < On™) . (33)

) " o
Proof: Note that Lemmal2 holds for arly< € < 1 and it is assumed tthf AR > £ (NQ‘HI) >

—_—1 — Te(n)ck * *
> B (leHl) holds. Sincey;(n) = I E I () E (N and E*(Ni|Hy), E*(Ng|Hy)

have the same order by assumption, we can choose a suffjcsamdlll ¢ > 0 that satisfies the lemmaa

In the following lemma we show that the total expected costeurCL-rcN approaches the lower
bound [26) asP"** — 0.
Lemma 4:Let E(C*) be the total expected cost under @LAN. Then,

Z Z as P — 0. (34)

i=1 lefkll ?)

Proof: Without loss of generality, assume that no state has bedarddcby time7; (otherwise,
the resulting cost is even smaller than the cost computesWbeThus, for alln > T7, CL-weN tests the
processes in the following ordet; 2, ..., K7 and then test the normal ones. leet maxy, ¢;. Since the
total cost incurred up to timé& is upper bounded by 77, the total costC* under CLswcN is upper
bounded by

K] Kl 4
C* < Keli +Kie Y Ni+> ¢ > Ny, (35)
k=1 i=1 k=1

where N}, is the sample size required to declare the state for prdcessl V; is the observation sample
size due to the round-robin selection rule for procgs§.e., E(N;) < O(log By) in the asymptotic

regime since the error probabilities have the same ordersbyraption.). Therefore, applying Leminia 3
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and using the fact the* (N, |H;) as P"** — 0 yields:

By
_> - Rk
DI

E(C*) <
Z (36)
O(log B1) + (1 4 o ,
i=1 k= 11) )
whereo(1) — 0 as P — (.
Combining [36) and[(26) completes the proof. [ |

B. Proof of Theorerl2

In this section we prove the asymptotic optimality of the pmsed policy when the densities have
unknown parameters. For purposes of analysis we considantdel in [26], wherd;, can take only a
finite number of values. Throughout the proof we omit stepd tise similar arguments as in the proof
under the case of completely known densities.

Using a similar argument as in Lemrh 1, it can be shown that

me ; ]; Dy 0k||®(0 ) as P () . (37)
Next, we show that Clee N achieves this bound.

Definition 4: T, is defined as the smallest integer such M‘n) =6, for all k& for all n > Ty,.
In the following lemma we show that,,, is sufficiently small.

Lemma 5: Assume that ClxcN is implemented indefinitely. Then, for every fixed> 0, there exists

9 > 0 such that for alll < ¢ <1+ ¢ the following holds:

Pr(Typ > n) < O(n™") . (38)

Proof: Note that wheriX' = 1 (i.e., all the observations are taken from a single proc®ssY ;. > n)
decays exponentially with following the same argument as in [26]. Furthermore, fogdat, at least
logn/(Klog¢) samples are taken from every process by timeThus, [38) follows wher( is set

sufficiently close tal. [ |

Definition 5: For every0 < e < 1, Ti(e) is defined as the smallest integer such thgtn) > 1 — ¢

for all k € Hy and7g(n) < e for all k € Hy for all n > T (e).

In the following lemma we show thaf; (¢) is sufficiently small.
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Lemma 6:Assume that ClxcN is implemented indefinitely. Then, for every fixéd< ¢ < 1 and

v > 0, there exists) > 0 such that for alll < ¢ <1+ § the following holds:
Pr(Ti(e) >n) <O(n™"). (39)

Proof: Note that:

Pr (Tl(E) > n)
(40)
< Pr(Ti(e) >n,Typ <n)+Pr(Tyr >n) .
The termPr (T),1, > n) decays polynomially with. by applying Lemmadl5. Thus, it suffices to show
that Pr (T (e) > n, T < n) decays polynomially with.

Letd, 2 1;:(’“1()1) and

1) a _ €
M= log<dk(1—6)>’

J (41)
0) a k€
M, = log<1_6> .
By rewriting the update formula if_(10), it can be shown that:
1),GLR -1
fp(n) = (dke—si) (m) 4 1) : (42)
for all k € Hy for all n > Tyyp,
and
0),GLR -1
7(n) = (dkes’(f) () 4 1) , (43)

for all k£ € Hy for all n > Ty,

As a resulti(n) > 1—eiff SU(n) > MY for all k € Hy and#y(n) < e iff S ) > m”
for all k£ € H, for all n > Tysr. Thus, it suffices to show tha‘tr(S,gl)’GLR(n) < M,gl)|n > Twr) for
all k € H; andPr(SliO)’GLR(n) < Méo)|n > Tyr) for all k € Hy decay polynomially withe. Note that
whenTy, <n occurs,S,gO)’GLR(n) forall k € Hy andS,il)’GLR(n) for all £ € H, are sums of i.i.d. r.v.

with positive KL divergence (sincéy(n) = 6;, for all n > Ty,1). Since at leaslog n/(K log ¢) samples

are taken from every process by timethe lemma follows. |

The rest of the proof follows with minor modifications to theopf under the case of completely

known densities.
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C. Proof of Theorerml3

In this appendix we prove the asymptotic optimality of @A under multi-process probing when
c& ¢ =cy =--- = cg. Throughout the proof we omit steps that use similar argusnas in the proof
under single-process probing. We also use similar notatamnin App[VIIT-A.

First, we establish the asymptotic lower bound on the exggkecbst that can be achieved by any
policy. Using the same notations as in the proof of Leniina 1aime to lower-boundCy, (. (y) using
the definition ofCy; )( y). Recall thatCy, e )(~) is the total cost incurred by the modified vectors of
observations with a fixed sample size.

Next, we apply [39, Theorem 5.4.2] to mlnlml% (S . In [39], the problem of ordering jobs with
fixed processing times ovewl parallel machines was considered. It was shown that scingdihle jobs
in decreasing order of /N, where N, is the processing time for job, minimizes the sum completion
times of the jobs. When applying [39, Theorem 5.4.2] to owsegahe sum completion times for the
modified observation vectors icscj,é(s)(y) when all the abnormal processes incur the samecgpst unit
time. Sincec = ¢; = --- = cx by assumption (and in particular= ¢; = --- = cg, for any realization
of the true system state), we can apply [39, Theorem 5.4.2]a Aesult, m|n|m|2|ngCy( (y) is done
by ordering the processes in decreasing order/d¥;,. Let

c,ifkeH,
Cr = (44)
0, otherwise.
Note that minimizin@i(s)(y) by ordering the modified observation vectors in decreasidgraf1/N;,
implies that at each given time thé vectors with the smallest sample sizes among the remairgotprs
contribute to the total cost. As a result, Similar fol(28), &my ¢ > 0, we can lower bound the actual

cost by the cost achieved by minimizilﬁ‘%e(s) ¥)

M [Ki/M]
me'y(S (1—¢) Z Z Crnt-(i—1)M
i By 1)M (45)

k= 1D(fr(n-)1-(k 1]\/[Hfm+(k 1yar)

as Pmer 5 () |

DRAFT



26

Hence, following the same argument as in Lenitha 1, we obtain:

M [Ki/M]

iISIfE(C(S))Z(l—O Z Z Cm—i—z IJV[X
i m=1 =1 (46)

Z By (k- l)M

)

= DU eyt o)
whereo(1) — 0 as PI"** — (.

Next, we show that ClzcN achieves the lower bounfd (46) in the asymptotic regime.olatlg the
definition of T, for all n > T3, CL-wcN tests the processes in the desired order required to olbtain t
lower bound as specified i (46). Note that by applying Lerhinae can set > 1 sufficiently close to
1, such thatPr (77 > n) < O(n™") for an arbitrarily largev > 0. Therefore, similar to[(35)[ (36), we

have:
M [Ki/M]

E(C*) 1+0 Z Z m+(z 1M
i m=1 =1 (47)

By (k-1)m

+ O(log By) ,
1 0
k=1 D(fr(n—)i-(k—l)J\/[Hfr(n—)i-(k—l)M)

whereo(1) — 0 as P — (.

Combining [46) and{47) completes the proof.
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