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1. INTRODUCTION

Theoretically modeling the spreading dynamics of compuirrs (or malware such as
worm and bot) is important for deepening our understandibfer designing effective, if
not optimal, defenses. We observe, however, that theyutifitheoretical modeling in this
context is not well understood yet because existing modelsféen adapted from biolog-
ical epidemic ones. As a consequence, many existing motletswputer virus spreading
dynamics made the so-calladmogeneitassumption, which roughly says that the nodes
are equally powerful in infecting others. Realizing theitation of the assumption, there
have been investigations that aim to weaken the assumptioarisidering heterogeneous
network topology (where different nodes may have diffenefeiction capabilities because
they have different degrees). Along this line of study, thespnt paper moves a step fur-
ther by exploring models that accommodate realistic stesahere the model parameters
may change over time (i.e., the parameters are some fusaifdime), which captures the
fact that both attack and defense are dynamically evolvinghder dynamical adjustment
and reflects the persistence of virus spreading. This allesv® investigate an impor-
tant and novel perspective of virus spreading-defenserdigsa namely that o&daptive
defense against computer virus spreading.

1.1 Our Contributions

We investigate a non-homogeneous Susceptible-InfeeBusseptible (SIS) model in ar-
bitrary networks (i.e., there is no restriction on the tauyl of the spreading networks and
the nodes may have different defense or cure capabilitieds}. model can accommodate
bothsemi-adaptivelefense andully-adaptivedefense. In the semi-adaptive defense sce-
nario, the input parameters in the model are known and canwidit respect to time (e.g.,
according to some deterministic functions of time or acoaydo some stochastic process,
but we do notimpose any practical restrictions on the typéswtions). For this scenario,
we present a set of sufficient conditions, from general teifipgbut more succinct), un-
der which the virus spreading will die out. We note that sudfigent conditions are also
known asepidemic thresholdis the literature.

In the fully-adaptive defense scenario, some input pararsare not known and thus the
aforementioned sufficient conditions are not applicablevé¥theless, the defender might
be able to observe the outcome of virus spreading (i.e.,lwiicles are infected at a point
in time). For this scenario, we present adaptive contreltstjies under which the virus
spreading will die out or will be contained to a desired ldvétich is important when, for
example, the price to kill the virus spreading may be too high

Because of the above, our model supersedes previous hosmgesnd non-homogeneous
models that offered relevant analytical insights; the cetecconnection will be made when
the need arises. Our analytical results are confirmed vialation, from which we draw
additional observations that serve as hints for future riogestudies. We discuss the
practical implications of our model and the derived insigs well.

Finally, we note that the present paper is meant to expl@er#iical characterizations
of spreading-defense dynamics while assuming certaimpeteas can be observed or mea-
sured (e.g., based on extensive data and possibly expentdahge). This may not be fea-
sible some times. Regardless, we believe that such studiésportant on their own and
represent a necessary step towards the ultimate charatieni of virus spreading-defense
dynamics (which in turn helps design more effective or evetineal defenses).
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1.2 Related Work

To the best of our knowledge, there are no existing studigsanteling adaptive spreading-
defense dynamics in arbitrary networks. The work that istnctzsely related to ours
was due to Chakrabarti et al. [Chakrabarti et al. 2008], winas@ered computer virus
spreading in arbitrary networks — a scenario also invetgjim [Wang et al. 2003; Ganesh
et al. 2005]. The most important contribution of these siads the identification of a
sufficient condition (i.e., epidemic threshold) under vhilee virus spreading will die out;
we will discuss the relationship between their result and @then the need arises. Earlier
studies either made the homogeneity assumption (e.g. higtepand White 1991; 1993])
as in biological epidemic models (see, for example, [McKakd1926; Kermack and
McKendrick 1927; Bailey 1975; Anderson and May 1991; Hetb@D00]), or considered
specific non-homogeneous networks [Chakrabarti et al. 2008

We should mention prior work that is conceptually or spaltyrelevant. The concept of
“adaptable robust computer systems” was investigated layd#va et al. [Bhargava et al.
1986], which however has a very different meaning and is &y \different purposes.
Also for a different purpose, Zou et al. [Zou et al. 2005] expH the concept of “adaptive
defense” based on cost optimization, where cost was intedihy false positives and false
negatives. In particular, they considered optimal adaptefense against worm infection,
but is from the perspective of decision whether or not to klaéow some specific host
traffic. As such, it may be possible to combine their studies @urs because we do not
consider cost.

Outline: In Section 2 we present our model as well as the analyticigiis. We report
our simulation study in Section 3. We conclude the paper ¢tiSe4 with open problems.

2. ADAPTIVE EPIDEMIC DYNAMICS: MODEL AND ANALYSIS
2.1 The model

Primary parameters. Because we want to accommodate spreading in arbitraryonlesyw
we assume that virus spreads over a series of finite, dynbgrmshsG(t) = (V, E(t)),
whereV, |V| = n, is the set of nodes or vertices afd) is the set of (possibly changing)
edges or arcs at tinte> 0 (i.e., the topology may change with respect to time). At amgt
t, an infected node can directly infect node if (u,v) € E(t). Denote byA(t) = [av.(t)]
the adjacency matrix af(t), wherea,,,(t) = 0 for allv € V, anda,,(t) = 1 if and only

if (u,v) € E(t). Note that this representation naturally accommodates dioe¢cted and
undirected topologies, and thus our results equally apllgem.

A nodev € V is susceptible if v is secure but vulnerable, amtfected if v is suc-
cessfully attacked (i.e., infected and infectious). At déinye ¢, a nodev € V is either
susceptible or infected. Moreover, ssusceptible node may becomiefected because of
someinfected nodeu where(u,v) € E(t), and aninfected node may becomsuscep-
tible because of cure. Since arfected node may becomsusceptible again, our model
falls into the category of the so-called SIS models, but oadeh has the unique feature
that values of the parameters can change with respect to time

We consider two dependent variables{(t), the probabilityv € V' is susceptible at
timet; i,(t), the probabilityy € V' is infected at timet¢. We consider a continuous-time
model, which preserves the invarian{(t) +i,(¢t) = 1. The model’s input parameters are:

—03,(t): The probability arinfected nodev becomesusceptible at timet.
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—uv(t): The probability arinfected nodewu successfully infects ausceptible nodev
over edg€u,v) € E(t) at timet. For simplicity, we assume that,, (¢t) = ~(¢) for all
(u,v) € E(t).

For the sake of mathematical rigorousness,ihg)’s and they,, (¢)’s, which are proba-
bilities, should be “measurable” so as to ensure the existefhsolutions to system (2.4)
and be “bounded” so as to ensure the proof of Theorem 2 cahrgetgh. To avoid any un-
necessary mathematical subtleties, we simply assumétise parameters are “boundedly
measurable,” which has no consequence in practice. Natelthais naturally bounded.

Other parameters and notations Below is a summary of the major notations used in the
paper; notations only occasionally used are explained weeneed arises.

model input parameters:
A(t) = [apu(t)] | the adjacency matrix of graghi(t) = (V, E(t)) where
|V| = n, anda,,(t) = 1if and only if (u,v) € E(t).
Moreover,a,,(t) = 0forallv € V.
B,(t) | the cure capability of node at timet
~(t) | the edge infection capability at tinte
dependent variables:
s,(t) | the probability node € V is susceptible at timet
iv(t) | the probability node € V isinfected at timet
intermediate variables:
d,(t) | the probabilitysusceptible v € V' becomesnfected
at timet because oinfected neighbors{u : (u,v) €

Et)}
other notations;
A1 | the largest (in modulus) eigenvalue of adjacency ma-
trix A

|| -] | the 1-norm of vector or matrix
B(t) =diagpi(t), -, Ba(t)] | the cure probability diagonal matrix

The state transition diagram and master equation Figure 1 depicts the state transition
diagram of a node, where the probability(¢) is given by

S)=1— J[ D=~ -iu(®)]. (2.1)

(u,v)EE(t)

3,()

1 Cinteses > ) 1780
B.(Y)

Fig. 1. State transition diagram of nodec V" at timet

Note that in the derivation of Eq. (2.1), we assumed that eats thainfected neigh-
bors infect a node are independent. Note also4hét) + i,(t) = 1 for any¢. Based on
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the state transition diagram we obtain the following mastgration of dynamics:
diq(t . . .
Lll) — - T - @entin@)| - 0] - A0, @2

dt
ueV

wherea,, (t) = 1 if and only if (u,v) € E(t).

2.2 Sufficient conditions for dying out in the scenario of semi-adaptive defense

In this subsection we present a set of sufficient conditiorteuwhich the virus spreading
will die out. The sufficient conditions are applicable whbe model’'s input parameters,
namely thes, (t)'s and~(t) are given. Moreover, it is possible that(t) relies ony(t);
for example, the former is an (implicit) function of the ktt This explains why we call
this scenario the semi-adaptive defense.

THEOREM 1. (a general sufficient condition under which virus spregdiies out)
Consider the following comparison (and linearization)tsys of Eq. (2.2):

dzx, (t) s

= > () y()zu(t) — Bu(t)zu(t). (2.3)

u=1

Letz(t) = [x1(t), - ,2,(t)] T, we obtain the following compact form of Eq. (2.3):

20— [ wao - 5]« (2.4)
Denote byU (¢, t') the solution matrix of linear system (2.4), namely that esalution

of linear system (2.4)(¢), with initial conditionx(ty) = z, can be written as:(t) =
U(t,to)xo. Because the solution(t) is dependent upon the initial valug but the so-
lution matrix U (¢, ') is not, the corresponding maximum Lyapunov exponent (M&E) i
determined by the solution matrix (rather than by the soluti(¢)) and can be defined as
[Oseledec 1968]:

.1
p= lim —nfJU( 0)]

where||- || is (for specificality) the 1-norm of matrix (becaysés independent of the choice
of the norm). If < 0, the virus spreading will die out regardless of the initiafection
configuration; if, > 0 and system (2.4) is ergodic [Oseledec 1968], the virus sfirep
will not die out in some initial infection configurationsgi, “the equilibrium ofi* = 0 is
unstable” in mathematical terms).

PrOOF Note that

1= TT 1 = v @in(®) < 3(0) Y au(B)ia(?): (2.5)
ueV ueV

If i,(0) = x,(0) for all v € V, then the comparison system (2.3) satisfies that) <
x,(t) holds for allt > 0 andv € V. Since Eq. (2.3) is actually the linear system of
the system (2.2) at, = 0 for all v € V. Therefore, we can conclude that the stability
of Eq. (2.2) is equivalent to that of Eq. (2.3). In other wordsall x,(¢)'s of system
(2.3) converge to zero, then system (2.2) is stable regegdithe initial values; on the
other hand, if system (2.3) is unstable, then system (2 &t unstable. If system (2.4)
is ergodic [Oseledec 1968], then the limitxists; otherwise, we can alternatively define
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= limy—,c 7 In [|U(, 0)||, wherelim,_, z(t) represents the upper bound of the limit of
z(t) ast goes to infinity, is also guaranteed to exist. In any caseppjyang the definition
of MLE, we obtain the theorem immediatelyd

Discussion The above sufficient condition < 0 for the virus spreading to die out is
actually close to being necessary, meaning that i# 0, then the virus spreading will
not die out inmost rather than jussome initial infection configurations. According to
the Lyapunov exponent and smooth ergodic theory developgBdsin 1977] and many
others,u > 0 means that the system (2.2) possesses an unstable mawifioit, implies
that the stable manifold, i.e., the set of points (i.e., thigdl values) starting from which
the system (2.2) converges to the origin, has dimensiorthess.. Therefore, the stable
manifold has Lesbegue measuoreThat is, except a set with Lesbegue measutke virus
spreading never dies out with respect to any initial infettonfiguration.

The sufficient condition given in Theorem 1 is very generaléhese in its derivation
no “amplification” is used and dynamical topolod(¢) is accommodated. However, it
requires to, among other things, solve a system laiear equations of variables (equiv-
alently, diagonalizing & x n matrix), which can be quite time-consuming for largéhe
number of nodes). In what follows we give two succinct sudfidiconditions, which can
be easily connected to previous state-of-the-art results.

THEOREM 2. (a succinct sufficient conditior§uppose?, (t) = g(t) forall v € V
(i.e., all nodes have the same cure capability) &(d) = E for any timet, meaning that
the topology does not change over time ahe: A(t) for anyt. Consider the system

dx(t
2~ hoa- oo, 26)
wherel, is then x n identity matrix. Let
- ) 1 t+to _ ) 1 t+to
=l [ o B=limg | s

and suppose the limits exist and are uniform with respecg.td_et \; be the largest (in
modulus) eigenvalue of. If

(2.7)
then the virus spreading will die out regardless of the aiinfection configuration; if
A1 > g, (2.8)
Y

then the virus spreading will not die out in some initial ictien configurations.

PrROOF. Consider system (2.4). Let = S~1.JS be the Jordan canonical form with

Ji A0 0 -0
Jo 1 A0 -0

7= Js o= |01 M 0|
Jx 0 0 -1 M\
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where),, kK = 1,--- , K, are the distinct eigenvalues df. Recall that\; is the largest
eigenvalue in modulus. From the Perron-Frobenius theoBamjan and Shaked-Monderer
2003],); is areal number. Then, lettingt) = Sxz(t), we have

dy(t)

— =0T = BOL]y().

Namely,

WD _ (0w, = B0 (1) + )

where)\, is the eigenvalue afl corresponding to the Jordan blogk, that contains col-
umnw, andé, (t) = 0 if the v-th row of S is an eigenvector afl andé, (t) = v(t)yy—1(t)
otherwise. First, consider= 1 corresponding to the eigenvalugs We have

1 (£) = 11(0) exp ( / - Bmw) . (2.9)

One can see that the Lyapunov exponent of system (2.9) islatdd as

1 .1t
Jim 310l O]+ Jim 7 [ B - Blar

=0+9\ — 3 <0,

o1
Jim £ In (0]

which implieslim; ., y1(t) = 0.
Assuminglim;_, « ¥, (t) = 0 already proved, conside1(¢). We have

) =vors ) e t krir) + | Ei(a)exp (/ t k(r)ir ) do

wherek(r) = v(7)A,., — B(7). From condition (2.7), there exists a sufficiently small

e > 0suchthatly + e)\; — (B+¢€) < 0. Letp = —(5 + €)A1 + (B + ¢). One can see
thaty > 0. Since the Iimitsftto"ﬂ B(r)dr andﬁi“” ~(7)dr are uniform with respect to
to, there existd” > 0 such that

1
t—a

t ¢
/aﬂ(T)dT<B—|—e, ia/a'y(T)dT<ﬁ+e

t

hold for anya andt with ¢t — a > T. Let Re(z) denote the real part of a complex number
z. Then, we have

Re<tia /atk(T)dT) ! /:[V(T)Re(Aml) — B(r)ldr

t—a
< — [ b - Bedr
S @A+ —(B+e)=-p<0

for all ¢t anda with t — a > T'. This implies that the first term, 1 (0) exp(fot k(T)dr)
converges to zero. Let/ > 0 be a constant such thaip |y(7)\; — 8(7)| < M. For the

Y
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second term, we have

/0 Coir (@) exp < / t k(T)dT) da
/O (@ e < / t k(T)dT) da + /t tT Eorn(a) exp ( / t k(T)dT) da

t

t—T
[ n@lew (ot - a)dot [ (6 @] exp(MT)da
0 t

-T

IN

In the case of,;1(t) = 0, we immediately conclude théitn; ,~ y.,+1(¢) = 0. Other-
wise, according to the condition and the L'Hospital prinejpve have

o - d
fm [ e (@lexp [~ et —a)]da = fm o€ Zﬁ(ﬂ :;cp(wa) a
_ iy [Ger1 (= D) exp(p(t — T))
to0 p exp(pt)
~ lim lyo(t —T)y(t —@T)Iexp(—wT)) o,

due to the assumptidim;_, ¥, (t) = 0. We also have

t
lim |€vt1(a)|exp(MT)da = 0.
t—o0 T
Therefore, we can concludien;_, o y,+1(t) = 0.
Note that condition (2.8) implies that system (2.4) is ubktaSince system (2.4) is in
fact the linearization system of Eq. (2.2), we can conclunde system (2.2) is unstable
under condition (2.8). This completes the prodi]

If 5(t) and~(¢) are ergodic stochastic processes, from the multiplicaigedic the-
ory of the random dynamical systems [Arnold 1998], we haweftilowing result as a
corollary of Theorem 2.

CoROLLARY 1. (another succinct sufficient conditioBupposes, (t) = S(t) for all
v € V (i.e., all nodes have the same cure capability) atigt) = E for any timet
(i.e., topology does not change over time). Supd@&e) },>o and {~(t)},>o are ergodic
stochastic processes (i.g4(¢t) and y(t) are some random variables). LE{3(0)) and
E(v(0)) be the expectations with respect to the stationary distidims of the respective
ergodic stochastic process. Suppose the convergences

1 to+t 1 to+t
EGO) =1 [ B EGO) =7 [ s(nan
t() tO

are both uniform with respect tig almost surely If
E(5(0))

< )
L E((0)

the spreading will die out almost surely regardless of thgahinfection configuration; if

E(5(0))

AL > ,
' E((0)
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the spreading will not die out in some initial infection caguiiations.

Discussion The state-of-the-art sufficient condition for the dying ofivirus spreading

in an arbitrary network is\; < %, which was given in [Chakrabarti et al. 2008]. In the
setting of [Chakrabarti et al. 2008], the parameters satrsdt5,(t) = gforallv € V

and all¢, and~(t) = ~ for all . As such, their result is clearly a special case of the above
Corollary 1 (note that it is guaranteed ttity(0)) = 0), and thus of the above Theorem 2.

2.3 Adaptive control in the scenario of fully-adaptive scenario

In the semi-adaptive defense scenario investigated al@/assumed that the parameters
~(t) and g, (t) are given. What if they are not given? In what follows we irnigste a
representative scenario, where the defender is not givgrbut can observe, (¢). Specif-
ically, we consider two sufficient conditions of adaptivetrol: one under which the virus
spreading will die out (Section 2.3.1), and another undeckvthe virus spreading will
not die out but will be contained to a desired level of infent(Section 2.3.2).

2.3.1 Sufficient condition under which the virus spreading dies under adaptive
control. The question we ask is: How should the defender adjust trendef namely how
B, (t) should depend upoi,(t), so that the virus spreading will die out? We assume for
concreteness that, (0) = 0 for all v € V; this accounts for the worst-case scenario.

THEOREM 3. (characterization of adaptive control strategy undectwthe virus spread-
ing will die out) Suppose without loss of generality(0) = 0 forall v € V. If

%t(t) = plov (t),

wherep is an (almost) arbitrary positive constant, then the virgsesding will die out
regardless of the initial infection configuration.

PrRooOF. Define a candidate Lyapunov function with respect to thedtibus probabili-
tiesi = [iy,--- ,i,] ' and the cure capabilities= [, -, 8,]

n

VG5 = D ialt) + 50 D (Bu(t) = o).

v=1 v=1

Let 5y, v =1,---,n, be positive constants satisfying

Bow > (n—1)supy(t) +1, Vo=1,---,n
t

ACM Transactions on Computational Logic, Vol. 2, No. 3, 0920
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owing to the fact that > ~(¢) > 0. Due to inequality (2.5), differentiating (i, 3) gives

GO - T a-wim|a-id Zﬂv it

v=1 (u0)EB(t)
+ Z BO v ZU (t)
v=1

IA IA INA
2 M-Il
?35
= iM=ilM-
M
s &
T
§M3EM=
ER S
E = —~
@N -~
4
(]
=
=S
s
$
=

< =) i(t)

According to the LaSalle principle [LaSalle 1960], the systconverges to the largest
invariant set{(¢, ) : >._, i, = 0}, which implieslim;_, ,(¢t) = 0 for all v =
1 n. O

The above Theorem 3 has the following implications.

PropPoOSITION 1. We can bound from above the accumulated number of infectbebno
in the long run (a node is counted multiple times if it is inéztat multiple points in time)
as follows:

/OOO zn:z'(T)dT < (7 = 1)*m + 2= N Ziv(o) + (= D _21;3% (2.10)

p p
wherey,, = sup(t) and Sy ,, = min 5o ,.
t v

PrROOF From the proof of Theorem 3, we have

dv (i, B)

T < l(n = 1) = Bon] Y iu(t)

v=1

which implies

1 1
/sz )i < e V0) = V()] € s V(0)

If 5,(0)=0forallv=1,---,nandallg, are the same and are thus denotedhywe
have the following estimation:

n

; i in— 2

v=1 P

ACM Transactions on Computational Logic, Vol. 2, No. 3, 0920
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By setting

V1 0(0) +1/(2p)(n — 1)392,
1/(2p)(n —1) ’

we obtain the minimum of the right-hand side and thus corephet proof. O

Bo=a+

Physical meanings of Proposition 1 The term at the left-hand side of inequality (2.10)
captures, in addition to the aforementioned estimatioh@fatal number of infected nodes
in the network (counting repetition) over time, the conwarge rate of the adaptive control
strategy. This allows us to draw the following insights: The largerp, the faster the
virus spreading will die out; (ii) the larger degree of ialtinfection, the slower the virus
spreading will die out; (iii) the larger edge infection pedtility ~, the slower the virus
spreading will die out.

2.3.2 Adaptive control under which the virus spreading will nog diut but will be
contained to a desired leveln the above we have given some sufficient condition on
adjusting the defense @k, (¢) so that the virus spreading will die out. What if the required
B, (t) cannot be achieved, meaning that we may not expect that the spreading die
out? This is possible because the defense may not be as good asay wish or because
of budget limitation. In this case, we ask an alternativeri@sting question: What it takes
so thati,(¢) can converge or be contained to some pre-determined levgfieation:’?

THEOREM 4. (characterization of adaptive control strategy undectvthe virus spread-
ing will be contained to a desired level of infectic@dnsider the following variant of the
master equation Eq. (2.2),

di (t) _ {1 _ H 1 _’Y'iu(t)]](l —iy(t)) = Bu()in(t) +w,  (2.11)

dt
(u,v)EE
Foranyl > > 0,v=1,--- ,n, letting

*
/B'U_ l,’; ’

if we use the following adaptive control strategy
dB,(t)
dt

wherep is an (almost) arbitrary positive constant, ands a positive constant with -+
min 5% > 1+ (1 — v)A; where), is the largest (in modulus) eigenvalue of the adjacency
v

= pliy(t) — iy)iv(t), wy = iy, — iy (t)],

matrix A, we havdim;_, . i, (t) = i¥.

PROOF From Perron-Frobenius theorem [Berman and Shaked-Men@&03], we
have that there exist some positive constdnts - - , P,, such thatP = diag[Py,--- , P,,]
satisfie§ PA + AT P] < A\, P. Consider the candidate Lyapunov function with respect to

Z:[lla ain]T andB:[ﬁla"' aBn]T:
V(Z,B) = %ZPU[ZU - 22]2 + 2ip va(ﬁv - ﬁ:)g
v=1 v=1
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DifferentiatingV' (z, 3) gives

av (i, B)
dt
- ZPv[zva)—z:;]{[l— (L= i () — (1)) — Bult)in(t) nm—z:;)}
v=1 (u,v)EE
+ZPv(Bv(t) - B;)(zv(t) —1 )zv(t)
- ZPv[z'vu)—z':]{[l— T (= )]~ i)
v=1 (u,v)EE
= T Q=)= i) = Bultyialt) — B2 + (i — z':;>}
(u,v)EE

+ 37 Po(Bult) + )i (t) — i5)in (1)
v=1

Note that
- J[ o=y i@ —i®)-0- J[ O—-y-ipla—i;)
(u,v)EE (u,v)EE
<|@w-i T a=vio|+ o= T a=me- I a-ni)
(u,v)EE (u,v)EE (u,v)EE
< Jin(t) =gl + Y fia(t) — i 11 11— iy, | 11 |1 — 7w, (2)]
(u,v)EE (u1,w)EE, ui>u (u2,0)EE, ua<u
< i@ =i+ D li(t) =i
(u,v)EE

Z |zv _%|2+ZZ’7P avulzv —135||lu(f) —ZZ|

v=1u=1

Py (iy(t) — i) —WZP iy(t) — iy

\EM H
o

Letz(t) = [z1(t), - -+, 2n ()] T With 2,(¢) = [i,(t) — i%|. Sinces: > 0, we have

dv (i, )
dt

< z'[P+~(PA+A"P)/2—nP - B*P|z
< zT[l + A —n—min S|Pz <0,Vz #0,
whereB* = diag[,- - , 3,]. Due to the LaSalle principle [LaSalle 1960], we have that

the system will converge to the largest invariant sef( 5) : ", [i, — i%]* = 0},
which implies thatim; o i, (t) = i forallv =1,--- ;n. O

ACM Transactions on Computational Logic, Vol. 2, No. 3, 0920



Adaptive Epidemic Dynamics in Networks: Thresholds and Control : 13

Discussion The above theorem is quite general because of thedgrim Eq. (2.11). If
w, # 0, the adaptive control strategy must be used with cautioaldmewe must guarantee
that its value does have physical meanings. In general< 0 would be reasonable; in
our simulation study (Section 3), we set = 0 for simplicity. On the other hand, the
theorem is necessarily based on the premiseitftat= ~, namely thaty(¢) does not vary
with respect to time, because of the wyis defined. In our simulation study (Section 3),
we will show that the result is quite robust, meaning thanabe(¢) varies with respect
to time (as we considered in Section 2.2), the result is\alid. This is very important
because the fixegl can be seen as, in a sense, the average of the unkp@yvaver time.
Similar to Proposition 1, we can have

ProOPOSITION 2. We have

"U - *d < _ H 'v 0 _ %2
/0 ;h (1) —idpldr < minqu(n—l—v)\l)[2Z i (0) — i

v=1

430 D 18,(0) - BiF. (2.12)
v=1

Physical meanings of Proposition 2The above proposition offers the following insights:
The largerp, the largem, the smaller\;, the smallery, the smaller differential between
i,(0) andi}, or the smaller the differential betweeh (0) and g}, the faster the virus
spreading will die out.

3. SIMULATION STUDY

We conduct simulation to complement our analytic study¥ar purposes. First, we want
to confirm our analytical results offered in Section 2. Setome want to draw some
relevant observations that are not offered by our analgscilts. Such observations may
guide future studies of analytic models (e.g., how to enbahem so that other useful
insights may be obtained analytically).

As mentioned above, our model is very general because inaooalates dynamical
graph topology=(t) = (V, E(t)). However, it's not clear at this stage how to appropriately
define a physically meaningful way according to which theotogy changes. Therefore
we leave the full-fledged characterization (beyond whanhgied by our analytical results)
of the impact of dynamical topology to future work. We contdatsimulations using both
synthetic (regular, random, and power-law) graphs andlanegaork graph. Due to space
limitation, here we report the simulation results in thedatase (but all the simulation
results are consistent). The real network grépk: (V, E) is based on the Oregon router
views (available fromnttp://topology.eecs.umich.edu/data.html),where
|[V| = 11,461 representing AS peersE| = 32,730 representing links between the AS
peers. The largest eigenvalue of the corresponding adjgeeatrix isA; = 75.2407.

3.1 Methodology

Our simulation is conducted in an event-driven fashion. therpurpose of studying the
dynamics under our adaptive control strategies, we neecetsure, (¢), the probability
that nodev € V is infected at timg. This parameter can be obtained in a tedious way
(i.e., by conducting for example 100 simulation runs in pakarather than in sequence,
because we need to count the number of times each madmfected at each time step).
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A much more simpler way however is to use our model formula Ej2) to compute
1,(t) instead, as long as the model is accurate. To confirm the axgof the model, we
compare it with simulation. For simplicity, we let bott(¢) and~(¢) be some periodic
functions with periodl’, which means that both attack and defense vary with respect t
time. We consider three setting$(t) and~(¢) being synchronous, asynchronous, or anti-
synchronous because we want to observe whether, and if sbabextent, the degree of
(a)synchrony has an impact on the outcome. Specifically,omsider two sets of param-
eters: 8(t) € {0.3,0.5} and~(¢t) € {0.003,0.007} according to the functions shown in
Figure 2;5(t) € {0.005,0.015} and~(t) € {0.003,0.007} in the same fashion. In the
asynchronous case, we [&f(¢) is T'/4 behindy, (¢t) because cure often comes after attack
is identified. To draw insights into whether the peribthas an impact on the outcome, we
considerl’ = 8, 16, respectively. In any case, itis clear ti#t) is an implicit function of

Y(t).

B(r)

i)

Bt) yit) B(t) yit)
0.5 0.5 0.5

oo —/ L LV | L
i Y A WY B WY o/ N A VN A VD Ao A A WY B WY B
0.003 0.003 0.003

timet time t timet

(a) synchronous setting (b) asynchronous setting (c) anti-synchronous setting

Fig. 2. Examples of synchronous, asynchronous, and cesptehronoug(t) and~(t)

Figure 3 plots the curves obtained by simulation and by moadeilputing in the case of
both 3, (t) andy,(t) have period” = 8 andT = 16 (as shown in Figure 2). In each graph,
we let the virus initially infect 2,292 or 20% vertices tha¢ @andomly selected; note that
the degree of initial infection does not impact whether tivessspreading will die out
or not. Since the model computing and simulation result$ajobd as the average of 50
simulation runs) match almost perfectly no matter the vapiading will die out or not,
we will use simulation and model computing interchangea®igce the same phenomenon
applies to both cases a@f = 8 andT = 16, in what follows we only report the case of
T = 8. Again, the accuracy result allows us to obtajf¢) via model computing in the
process of confirming the analytical results of our adaptivetrol strategies.

3.2 Confirmation of the sufficient conditions in the semi-adaptive scenario

In this section, we use the aforementioned Oregon graphrtiircoour analytical results
presented in Section 2.2. We confirm Theorem 2 and Corolldnmgchuse they offer suc-
cinct sufficient conditions under which the virus spreadiies out.

3.2.1 Confirmation of Theorem 2-or the graph, we let the virus initially infect 2,292
or 20% randomly selected nodes, and consider three casesdrethe model’s input pa-
rameter — synchrony, asynchrony, and anti-synchrony astilited in Figure 2. Since
Theorem 2 has two parts, we confirm them respectively.

Case 1. Confirmation of the sufficient condition under which te virus spreading
will die out. We consider two sets of parameters: fi¥) € {0.3,0.5} and~(t) €
{0.003,0.007}; (ii) 5(t) € {0.1,0.22} and~(t) € {0.001,0.003}. Both functions,5(t)
and~(t), have period” = 8. Both parameter sets satisfy the sufficient condition ofoFhe
rem 2, namely\; < /7, which means that the virus spreading will die out. Figuréotsp
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Fig. 4. Confirmation of sufficient condition under which \drspreading dies ouf (= &)

the dynamics of the numbers of infected nodes with respachi From Figure 4 we can
draw the following observations. First, the virus spregdioes die out at about the 50th
and 25th step, respectively, which confirms the sufficiendé@on under which the virus
spreading will die out. It is an interesting future work toaguitatively characterize how
the speed of convergence (i.e., dying out) depends upotidmsg(¢) and~(¢). Second,

it is counter-intuitive and interesting that the virus satimg is somewhat more effectively
defended against in the anti-synchronous case than in tighsynous case, which is in
turn more effectively defended against than in the asynatue case. More studies are
needed in order to explain this phenomenon. Third, the cuave convex, meaning that
cure is more effective in the early stage of the attack-dsfatynamics than in the later
stage. For example, it takes a shorter period of time to redue infection from 2,292
nodes to 100 nodes than to reduce the infection from 100 node=ro nodes (i.e., dying
out).

Case 2: Confirmation of the condition under which the virus speading may not die
out. We consider two sets of parameters:4f}) € {0.2,0.4} andv(¢) € {0.003,0.007};
(i) B(t) € {0.05,0.15} and~(t) € {0.001,0.003}. Both functions,3(¢t) and~(t), have
periodT = 8. Both parameter sets do not satisfy the sufficient conditioRheorem 2
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because\; > 3/7, which means that the virus spreading does not die out in swoited
infection configurations.

3000 3000

syﬁchronous ca‘se —t syﬁchronous ca‘se —
2700 asynchronous case ---%--- | 2700 asynchronous case ---x---
anll—synchronous case aml—synchronous case
2400 2400
é § 2100
S 2100 ’Ssx 8 Sﬁ
g 1800 [+ T 1800
b b
E 1500 | < E 1500 \
S 1200 N%E( 5 1o00 |
5 s g *
E 900 [ W . ] E 900 X
% QYT EE NS S
= 00 R DRE %? S ak ‘*W S soo X&: i
%0 w |
o o i i i
0 20 40 60 80 100 0 20 40 60 80 100
time time
(a) Parameter set (i) (b) Parameter set (i)

Fig. 5. Confirmation of virus spreading not dying oilit € 8)

Figure 5 plots the dynamics, from which we draw the followmlgservations. First,
the virus spreading does not die out, which confirms Theorei@ezond, all the curves
exhibit periodic behaviors, but the extent of oscillatiohe case of anti-synchrony is more
significant than in the case of asynchrony, which in turn isersignificant than in the case
of synchrony. This means that the degree of synchrony bet®ge and~(¢) will impact
the outcome when the virus spreading does not die out. T¢wrdparing Figures 5(a) and
5(b), we observe that, under the same synchrony, the outeolingepend on functions
B(t) andv(t). More studies are needed to characterize these dependdatienships.

3.2.2 Confirmation of Corollary 1.Corollary 1 gives an even more succinct sufficient
condition under which the virus spreading will die out. Foe tgraph, we let the virus
initially infect 2,291 or 20% randomly selected nodes. Fartase the sufficient condition
in Corollary 1 is satisfied, we consider two sets of paransetesit are uniformly chosen
at random from certain intervals: (§(¢t) € [0.7,0.9] and~(t) € [0.006,0.0014]; (ii)
B(t) € [0.1,0.3] and~(¢) € [0.0015,0.0035]. In each parameter setting, the sufficient
condition stated in Corollary 1 is satisfied, namgly< E(/3(0))/E(v(0)), which means
that the virus spreading will die out.

For the case the sufficient condition in Corollary 1 is noisfisd, we consider two
sets of parameters that are uniformly chosen at random festain intervals: (i)3(t) €
[0.4,0.6] and~(¢) € [0.006,0.014]; (i) 5(t) € [0.05,0.15] and~(t) € [0.0015,0.0035].

In each parameter setting, the sufficient condition state@arollary 1 is not satisfied
because\; > E(3(0))/E(v(0)), and thus the analytical result says that the virus sprgadin
does not die out in some initial infection configurations.

Figure 6(a) plots the dynamics of the number of infected soslith respect to time
when the sufficient condition is satisfied. From it we can dilagvfollowing observations.
First, the virus spreading does die out, as predicted byl@oydl. Second, the larger the
B(t), the more effective the defense against the virus spreadinigd, all the curves are
convex, meaning that it takes a shorter period of time toiggmtly reduce the number
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Fig. 6. Confirmation of Corollary 11 = 8)

of infected nodes (e.g., from 2,291 to 50) than to making thes\spreading die out (e.g.,
from 50 to zero).

Figure 6(b) plots the dynamics of the number of infected sodih respect to time
when the sufficient condition is not satisfied. From it we caamdthe following obser-
vations. First, the virus spreading does not die out, whighfioms Corollary 1. Sec-
ond, the larger (in a stochastic sense) #(#), the earlier the system will converge to the
steady state. However, the ultimate degree of infectiors do¢depend ofi(t), but rather
on E(5(0))/E(~(0)), which means thak(/3(0))/E(~(0)) may be used as an indicator of
steady-state infection when the virus spreading does eatuti. It is an interesting future
work to rigorously characterize this phenomenon.

3.3 Confirmation of the controllability in the fully-adaptive scenario

3.3.1 Confirmation of Theorem 3Theorem 3 states that even if we do not kno#)
but we may be able to observg(t) and may be able to adjust the defense as needed,
following its control strategy will cause the dying out oktkiirus spreading. To compare
the effects of adaptive control and semi-adaptive conimadur simulation study, we also
used the periodical functiongt) € {0.375,0.40} and~(t) € {0.003,0.007} with period
T = 8 as illustrated in Figure 2. These parameters satisfy tHemuft condition in Theo-
rem 2, which means that the virus spreading will die out asiseudsed above. To ensure
comparability, we also let the virus initially infect 2,281 20% randomly selected nodes.
As mentioned before, since the anti-synchronous defersmigwhat more effective than
the synchronous and asynchronous defenses, we will conitpaite the outcome of the
adaptive control strategy.

Figure 7(a) plots the dynamics of the number of infected sodih respect to time
in the following four cases: the adaptive control parameter 0.005; the adaptive
control parametep = 0.01; the adaptive control parameter= 0.02; the comparison
dynamics corresponding to the anti-synchronous case Witk 8 periodical function
B(t) € {0.375,0.40}. We draw the following observations. Firgtplays a crucial role
in indicating the rate at which the virus spreading dies &oi. example, fop = 0.02, it
takes only about 80 steps to reduce the number of infecteesniodm 2,291 to 160 (nev-
ertheless it takes another 60 steps to kill the virus spnggdiamely to reduce the number
of infected nodes from 160 to zero); fpr= 0.01, it takes about 130 steps to reduce the
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Fig. 7. Confirmation of semi-adaptive dying out vs. fullyagdive control

number of infected nodes from 2,291 to 160 (neverthelea&és about another 100 steps
to kill the virus spreading, namely to reduce the number &fdted nodes from 160 to
zero). This also confirms the physical meanings of Prositidiscussed above.

Second, Figure 7(a) indicates that for all= 0.005, p = 0.01 andp = 0.02, the
fully-adaptive defenses are less effective than the selmptive defense represented by
B(t) € {0.375,0.40}. As we show in Figure 7(b), this is caused by the fact that the
semi-adaptive3(t) is much larger than the adaptiy#t). This means that the sufficient
condition in the semi-adaptive case, under which the vipreading dies out, may be
significantly beyond being necessary. In contrast, the/fadlaptive control strategy is
much more “cost-effective” because larg&r) will likely cause a higher cost.

3.3.2 Confirmation of Theorem 4Theorem 4 states that even if we do not kno)
but we may be able to observg(¢t) and may be able to adjust the defense (but can-
not kill the virus spreading), then following its controtategy will cause the contain-
ment of the virus spreading. In our simulation study, we uthedperiodical function
~(t) € {0.0005,0.001} with periodT = 8 similar to what was shown in Figure 2. This
input parameter is not used in our adaptive control algorjtrather it is merely for the
purpose of comparison to the sufficient condition in TheoZmwhich requires thé, (¢)
satisfy certain property (for example, we usg) € {0.01,0.02}, meaning that the virus
spreading does not die out as predicated), andsttie) derived from our adaptive con-
trol strategy. To ensure the comparability, we also let tinesvinitially infect 2,291 or
20% randomly selected nodes. As mentioned before, sin@ntireynchronous defense is
more effective than the synchronous and asynchronousskgfewe will compare it with
the outcome of the adaptive control algorithm.

In our simulation we set* = 0.1 (i.e., we want to contain the degree of infection to
10%) andu, = 0 (i.e., a special case of Theorem 4). Figure 8(a) plots theahycs
of the number of infected nodes with respect to time in théofahg three cases: the
adaptive control parameter = 0.001; the adaptive control parameter= 0.001 with
fixed ¥(t) = (0.0005 + 0.001)/2 = 0.00075 as specified in Theorem 4); the compari-
son dynamics corresponding to the anti-synchronous cabselwi= 8 periodical function
B(t) € {0.01,0.02}. We draw the following observations. First, the controhitgy does
contain the infection to the pre-determined levelof= 0.1 or 10% infection. Moreover,
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Fig. 8. Confirmation of the virus spreading containment villyfadaptive control (the
red-color curves are hidden behind the green-color curves)

the adaptive control strategy is robust because pertorbatiy does not fundamentally
change the dynamics behavior. This also confirms the pHysieanings of Proposition 2
discussed above.

Second, Figure 8(a) indicates that the adaptive defenseslightly less effective in
defending against the virus spreading than the deferife-o8 periodical functions(t)
{0.01,0.02}. As we show in Figure 8(b), the adaptive control strategylmamuch more
“cost-effective” because it leads to significantly smaBét).

4. CONCLUSION

We have presented a novel dynamical systems model for stythgith semi-adaptive and
fully-adaptive defenses against virus spreading. For-sataptive defense, we give gen-
eral as well as succinct sufficient conditions under whiehwinus spreading will die out.
For fully-adaptive defense, we characterize two adaptivarol strategies under which
the virus spreading will die out or will be contained to a dedilevel of infection. Our
analytical results are confirmed with simulation study.

This paper brings a range of open questions for future reBedn addition to those
mentioned in the body of the paper, here are more examplesat Afie the necessary
conditions under which the virus spreading will die out? Wi the optimal adaptive
control strategies?
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