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The universal properties of power law and small world phenomenon of net-
wor ks seem unavoidably obstacles for security of networking systems. EXxist-
ing models never give secure networks. We found that the essence of security
isthe security against cascading failures of attacks and that nature solvesthe
security by mechanisms. We proposed a model of networks by the natural
mechanisms of homophyly, randomness and preferential attachment. It was
shown that homophyly creates a community structure, that homophyly and
randomness introduce ordering in the networks, and that homophyly creates
inclusiveness and introduces rules of infections. These principles allow usto
provably guarantee the security of the networks against any attacks. Our re-
sults show that security can be achieved provably by structures, that thereis
a tradeoff between the roles of structures and of thresholds in security engi-

neering, and that power law and small world property are never obstacles for
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security of networks.

Network security has become a grand challenge in the cuscéemce and technology. We
proposed a mathematical definition of network security,andw model of networks by natural
mechanisms of homophyly, randomness and preferentiahattant. We found that networks
of our model satisfy a serious of new topological, probabdiand combinatorial principles,
and that the new principles ensure that the networks areaphpgecure. Our model provides
a foundation for both theoretical and practical analyseseaiurity of networks. Generally,
our model demonstrates that nature may solve security optasystems by mechanisms,
exploring a new principle for networking systems in natw@giety, economics, industry and
technology etc.

Many real networks satisfy the power lavl—3), and the small world phenomenof-g).

A surprising discovery in network theory in the first 10 yeafter the discovery of power
law in (1), is perhaps that network topology is universal in natuogjety and industry ).
This universality allowed researchers from different giboes to embrace network theory as a
common paradigm. The understanding of networks is a commeah @f an unprecedented
array of traditional disciplines: For instance, cell bigikts use networks to capture signal
transduction cascade and metabolism; computer scieatistsnapping the Internet and the
WWW; epidemiologists follow transmission networks troughich virus spreadd).

From the second decade of network theory, security of nétsvbas become a sharper
focus and a grand challenge. We have to understand how #maé@itresponds to attacks and
traffic jams, or how the cell reacts to changes in its envirents, or how the global economy
responses to the current financial crisis, or even how atyo@acts to a social crisis. A basic
question of this issue is the security of networks.

To understand the essence of security of networks, we exathetwo classic models of

networks. The first is the Erdos-Rényi modeé] ). In this model, we are given nodes, and
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a numberp, and create an edge with probabilipyfor each pair of nodes. The second is the
preferential attachment (PA, for short) mod#).(In this model, for a given initial grapltGg
say, and a natural numbdr we build the networkG by steps. Suppose th&_; is defined.
At stept, we create a new node, linking tbnodes chosen with probability proportional to the
degrees of nodes iB;_;.

Security must depend on strategies of attacks. Typicakesfies are the physical attack of
removal of nodes or edges, and the cascading failures akatta

In (9-112), it has been shown that in scale-free networks of the PA intideoverall network
connectivity measured by the sizes of the giant connectetgpoaents and the diameters does
not change significantly under random removal of a smaltisacof nodes, but is vulnerable
to removal of a small fraction of the high degree nodes.

In (6, 12-14, the cascading failure model was proposed to study runteasing, disease
spreading, voting, and advertising etc. Irb), it has been shown that in scale-free networks of
the PA model even weakly virulent virus can spread.

The Essence of Network Security

Let G = (V,E) be a network. Suppose that for each nede V, there is a threshold(v)
associated with it. For an initial s& c V, theinfection sebf S in G is defined recursively as
follows: (1) Each node € S is calledinfected and (2) A nodex € V becomes infected, if it
has not been infected yet, an¢k) fraction of its neighbors have been infected. We usg(iBf
to denote the infection set & in G.

The cascading failure models depend on the choices of thisi(v) for all v. We consider
two natural choices of the thresholds. The first is randorastold cascading, and the second
is uniform threshold cascading. We say that a cascadingréarhodel issandom if for each
nodeyv, ¢(v) is defined randomly and uniformly, that i5(v) = r/d, whered is the degree of in

G, andr is chosen randomly and uniformly frofd, 2, - - -, d}. We say that a cascading failure



model isuniform, if for each nodey, ¢(v) = ¢ for some fixed numbes.

To understand the nature and essence of security of netweeksompare the two strategies
of physical attacks and the cascading failure models oflegtaFor this, we introduce the notion
of injury setof physical attacks. Le& = (V, E) be a network, an& be a subset of/. The
physical attacks 0% is to delete all nodes i from G. We say that a node is injured by
the physical attacks o8, if v is not connected to the largest connected component of dpdgr
obtained fronG by deleting all nodes i5. We use inj(S) to denote the injury set & in G.

We depict the curves of sizes of the infection sets and theyirgets of attacks of top degree
nodes of networks of the ER and PA models in Figure|1(a), agdrEi1(b) respectively. From
the figures, we know that for any netwofg say, generated from either the ER or the PA model,
the following properties hold: (1) the infection sets arectmiarger than the injury sets, (2) the
attacks of top degree nodes of size as small#sg n) may cause a constant fraction of nodes of
the network to be infected under the cascading failure nsoafedttacks, and (3) structures play
arole in security of networks, by observing the differenemeen Figuré 1(R), and Figure 1(b).

The experiments in Figures Ij(a) dnd 1(b) show that the essEntetwork security is the
security against any attacks of sizes polynomial infagnder the cascading failure models.

Let M be a model of networks. We investigate the security of néte/of modelM. We
define the security of networks under both uniform and randmr@shold cascading failure
models.

Let G be a network ofn nodes constructed from modaH. For the random threshold
cascading failure model, we say tlats secure if almost surely (meaning that with probability
arbitrarily close to 1 a® grows), the following holds: for any s& of size bounded by a
polynomial of logn, the size of the infection set & in G is bounded by(n), meaning that it
is negligible comparing witlm. For the uniform threshold cascading failure model, we kay t

G is secure if almost surely, the following holds: for some arbitrgrdmall ¢, i.e., ¢ = 0o(1),



for any setS of size bounded by a polynomial of logthe infection set 08 in G with uniform
thresholdyp has sizeo(n).

Questions and Results

By the definitions of security of networks, and by the experits in Figures 1(a), and 1{b),
we have that both the ER and the PA models never give secuwentst

Notice that randomness is the mechanism of the ER model,saimdfact the mechanism
for the small world property for almost all networks (by ohseg all other models and real
networks), and that preferential attachment is the meshaof the PA model which guarantees
the power law of the networks. The experiments in Figures), H@d[1(b) show that neither
randomness nor preferential attachment alone is a mechdarssecurity of networks. This
also implies that small world property and power law seentauias for security of networks.

The fundamental questions are thus: Are power law and snaldvproperty really ob-
stacles for security of networks? What mechanisms and iptescan guarantee security of
networks? Is there an algorithm to construct secure nesfotk this paper, we will answer
these questions.

We found that homophyly is a new mechanism of networks, tbatdphyly guarantees a
community structure of networks, that homophyly and randess introduce ordering in net-
works and generate a degree priority principle, that homlyptreates inclusiveness and in-
troduces infection rules in networks. These discoveriEsvalis to give an algorithm based
on natural mechanisms of homophyly, randomness or unogrtand preferential attachment
to construct networks such that the networks are provaliyree follow a power law, have
the small diameter property, and furthermore, have a navigalgorithm of time complexity
O(logn).

The results show that security can be achieved by structinestworks, that there exists

a tradeoff between the role of structure and the role of tiolels in security of networks, and



that neither power law nor small world property is an obgtadlsecurity of networks.

Security Model

How can we construct secure networks? Networks are proviedngal in a wide range of
disciplines in both nature and society. This suggests thatral mechanisms of the evolution
of complex systems in nature and society maybe helpful féo e®nstruct secure networks.

Let us consider a mental experiment in evolution of netwagldystems in nature. Assume
thatH is the current network. Suppose that a new individua born. Thenv has its own
characteristic from the very beginning of its birth eitheraaremarkable element or a normal
element. Ifvis born as a remarkable element, then it develops some knk&lividuals inH
by the preferential attachment scheme in the witbl@nd some links to remarkable elements
in H by chance, ang will develop its own community. I is born as a normal individual, then
it is very likely thatv joins randomly some group of individuals, in which cagénks to some
individuals in that group by a preferential attachment sohe

Based on this mental experiment, we propose a new modelwbnet, thesecurity model
below.

The security model proceeds as follows: (1) Givemomophyly exponentand a natural
numberd, let G4 be an initiald-regular graph. Each node & is associated with a distinct
color and called seed Fori > d, let Gi_; be the graph constructed at the end of stepl.

At stepi, setp; = 1/(logi)?. (2) At time stepi, create a new node (3) With probability p;,

v chooses a new coloe,say, in which case: (a) we say thais a seed node, (b) (PA scheme)
add one edgev(u) such thau is chosen with probability proportional to the degrees agnalh
nodes inG;_1, and (c) (Randomness) add- 1 edgesy\, u;) for j =1,2,---,d — 1, whereu; is
chosen randomly and uniformly among all seed nod&3 in (4) Otherwise, them chooses an
old color, in which case: (a) (Randomnegghooses randomly and uniformly an old color, and

(b) (Homophyly and PA scheme) createdges fronv to nodes of the same color aghosen



with probability proportional to the degrees of the node&iin.

Obviously the model is dynamic. The mechanisms of the maedieamophyly, randomness
(or uncertainty) and preferential attachment. Clearlgheaf the three mechanisms is a natural
mechanism in evolution of networking systems in nature aiksy.

Mathematical Principles

We will show that networks generated from the security madekecure against any attacks
of small-scales under both uniform and random thresholdachsg failure models.

The authors have shown that networks of the security modishséour groups of topolog-
ical, probabilistic and combinatorial principles (A. Li, Pan and W. Zhang, Provable security
of networks).

Leta > 1 be the homophyly exponent, add> 4 be a natural number. L& = (V, E) be
a network constructed by our model. Then with probability &(1), G satisfies the following
four principles each of which consists of a number of intengsproperties.

The first is afundamental principlgconsisting of a number of topological and probabilistic
properties: (1) (Basic properties): (i) The number of seedeas is bounded in the interval
[W’;fn, Ioz—';n], and (ii) Each homochromatic set has a size bounde@(mg®™* n); (2) For degree
distributions, we have: (i) The degrees of the induced sajifyof a homochromatic set follow a
power law, (i) The degrees of nodes of a homochromatic fleiv@a power law, and (iii) (Power
law) Degrees of nodes M follow a power law; (3) For node-to-node distances, we hé&y&he
induced subgraph of a homochromatic set has a diameter bdunydD(log logn), (ii) (Small
world phenomenon) The average node to node distanGisbounded byO(logn), and (iii)
(Local algorithm for navigating) There is an algorithm todfia short path between arbitrarily
given two nodes in time complexi®(logn); and (4) (Small community phenomenon) There
are 1- o(1) fraction of nodes ofs each of which belongs to a homochromatic $étsay, such

that the conductance d¥, ®(W), is bounded bp( 1 )for,B = a1
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We define a community d& to be the induced subgraph of a homochromatic set. By the
fundamental principle, we know that all the communitiessamall, thaiG has both a power law
local structure and a power law global structure, tBdtas not only a short diameter, but also
a local algorithm of time complexit@(logn) to find a short path between arbitrarily given two
nodes, and thas has a remarkable community structure.

The second is degree priority principleconsisting of some properties of the degree priority
of vertices ofG.

Let v be a node of5. We consider the homochromatic sets of all the neighbors &¥/e
define thdength of degrees ofto be the number of colors of the neighborwpfvritten byl(v).

For eachj € {1,2,---,1(v)}, let X; be thej-th largest homochromatic set of all the neighbors of
v (break ties arbitrarily). We define theth degree of wto be the size ok;.

Then we have the following degree priority principle:

For a randomly chosen nodgwith probability 1- o(1), the following properties hold: (1)
The length of degrees ofis bounded byD(logn), (2) The first degree of is the number o¥’'s
neighbors that share the same colov,g8) The second degree wfs bounded byD(1), so that
for any possiblg > 1, the j-th degree ot/ is O(1), and (4) The first degree of a seed node is at
IeastQ(Iog%l n).

The third one is aimnfection-inclusion principlecreated by homophyly and randomness of
the model.

Let x andy be two nodes 06G. We say thak injuresy, if the infection ofx contributes to
the probability thayy becomes infected. Otherwise, we say thédils to injurey.

Let X andY be two homochromatic sets. Suppose BatandGy are the induced com-
munities byX andY respectively. Letxy, andy, be the seed nodes of, andY respectively.
Suppose thaky andyy are created at time stepandt respectively. The infection-inclusion

principle ensures that with probability-10(1), the following properties hold: (1) K < t, then:



(i) communityGy fails to injure any non-seed node in commurdy, and (ii) the number of
neighbors of the seed noggthat are inX is bounded by a consta@(1); and (2) Ifs > t, then:

(i) all the non-seed nodes @y fail to injure any node in communit@y, (ii) the number of
neighbors of the seed noggthat are inX is bounded by 1, and (iii) the injury of a non-seed
node inY from the seed node of follows only the edge created by step (3) (b) of the definition
of the model.

The infection-inclusion principle shows that homophylgates some inclusiveness among
the non-seed nodes, and that a community protects its remhrsembers from being arbitrarily
injured by the collection of their neighbor communities.

The fourth one is ainfection priority tree principle We define the infection priority tree
T of G as follows: (i) for each edge = (u, V) in G, if u andv were created at time stegs> t
respectively, then we interpret the edge (u, v) as a directed edge fromto v, (ii) let H be the
graph obtained fron® by deleting all edges created by (3) (c) of definition of ourdelp and
(iii) let T be the graph obtained frokh by merging each of the homochromatic set into a single
node, and at the same time, keeping all the directed edges.

We have the following infection priority tree principle:)(T is a tree on which the injury
directions always going to the early created nodes, andi{R)ysobability 1-0(1), the infection
priority treeT has a height bounded l§(logn).

Note that the direction it is determined by the injury of a non-seed node from a seed node
of a neighbor community as shown in the infection-inclugioinciple.

Proofs of Security

By combining the four principles together, we are able torpreome security results.

Let G be a network constructed by our model. By the fundamentatypie, all the com-
munities are small, and the number of seed nodes is largeX beta homochromatic set with

seedx,. Suppose that there is no nodeXnwhich has been targeted. By the degree priority



principle, the first and second degreexis at Ieale(Ioga%l n), and at moa®(1) respectively.
Therefore, the seed nodg of Gy is hard to be infected by a single neighbor commu@iy if
any. Furthermore, by the same principle, the length of degoéx, is at mostO(logn), there-
fore, for properly chosea, the seed nodgr, of G is hard to be infected by the collection of all
its neighbor communities.

We say that a community is strong if the seedxy of X can not be infected by the
collection of all its neighbor communities alone, andnerable otherwise. The degree priority
principle ensures that for properly chosggralmost all communities are strong.

By definition of the infection priority tre@, and by the infection-inclusion principle, infec-
tions among strong communities from its neighbor commasithust be triggered by an edge
in the infection priority tred of G. We further explain this as follows.

Suppose thaby, Gy andG; are strong communities. Leag, Yo andz, be the seed nodes
of X, Y andZ respectively. Suppose thag, y, andz, are created at time step, t, andts
respectively.

Then it is possible thaty infects a non-seed node € Y, y; infects the seed nodg of
Y andyy infects a non-seed node € Z. By the infection-inclusion principle, we have that
t; > t, > t3, and that the edgesd, y1) and §/, ;) are created by step (3) (b) of the construction
of the network so that the edges are embedded in the infeationty treeT of G.

By theinfection priority tree principleT is directed with direction always going towards the
early created nodes, afidhas height bounded ky(logn), with probability 1- o(1). Therefore
whenever a strong community triggers an infection in thengs tree, it generates at most
O(logn) many strong communities to be infected, where a commusityfected, if at least one
node of the community has been infected.

a+1

By the fundamental principle, each community has size at®dsg® " n). Therefore an

infected community contributes at ma3flog®* n) many infected nodes.
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By using the ideas above, we estimate the number of infeaddsby an attack of small
scales. By the degree priority principle, for properly ahrog, almost all communities are
strong. Letk be the number of vulnerable communities. Thkenust be negligible.

Suppose thas is a set of nodes of size 16g for some constant. We attack all the nodes
in S. Then there are at mog| + k communities each of which triggers an infection in the
infection priority treeT. By the infection priority tree principle, the total numbafrinfected
communities is at mosD((|S| + k) - logn). Therefore even if all the nodes of an infected
community are infected, the total number of nodes that dsxiad by attacks o8 is at most
O((IS| + k) log*? n), which could beo(n).

Now the only problem is to estimate the number of vulnerablemunitiesk which is some
probabilistic arguments. In fact, we have shown that: (I)tRe uniform threshold cascading
model, fora > 4, andd > 4, letG be a network constructed by our security model, then with
probability 1— o(1), the following event occurs: For somge= o(1), for any constant, and
any setS of vertices ofG, if S has size bounded by 1bg, then the infection set o6 in G
with uniform thresholds has sizeo(n), wheren is the number of vertices @; and (2) For the
random threshold cascading model, o= 6, andd > 4, letG be a network of the security
model, then with probability + o(1), the following event occurs: For any constanany setS
of vertices ofG, if the size ofS is bounded by logn, then the infection set & in G has size
o(n).

Experiments

Our theoretical results requi@ > 4 anda > 6 for the uniform and random threshold
cascading models respectively. The reason is the degretyprinciple. We know that the
lower bound of the first degree of a seed nod@almg%1 n), which depends oa, and that in the
worst case, the degree of the seed node contributed by aigeibor communities i©(logn).

To make sure that a community is strong in the case that tleshbid of the seed node is
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sufficiently small, we have to chooseto be appropriately large. Therefore aifis too small,
then the number of strong communities will be relatively Bma which case, the network of
the model will be less secure. However we will show that nekwof the security model with
smalla have much better security than that of the other models.

Our experiments below show that even if just for> 1, the networks of our model are
much more secure than that of the ER and PA models. From H&juve have that for any size
n, for a network of either the PA model or the ER model, the &daxf size only logr would
probably generate a global cascading failure of the netwhrlsharp contrast to this, for any
n, any attacks of log size are unlikely to generate a global cascading failurdefrtetworks
generated from the security model. For the uniform thre$lwalscading failure model, we
compare the security thresholds of networks of the threeaefsodrrom Figur€l3, we have that
the curve of the security thresholds of networks of the sgcorodel is the lowest, much better
than that of the ER and PA models.

In summary, both theoretical analysis and experiments shat\networks of our model re-
sist cascading failure of attacks, for which homophylyd@amness and preferential attachment
are the underlying mechanisms. Our fundamental princijsie shows that networks of the
security model follow a power law and satisfy the small waatdperty, and more importantly,
allowing a navigation algorithm of time complexi@(logn). This shows that power law and

small world property are never obstacles of security of nek.
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10 cascading vs node attack (ER model: N=10000, d =10)
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Figure 1:(a), (b) are the curves of cascading failure and injured nodes by nodes removal
of networks for n = 10,000and d = 10 of the ER and PA models respectively. The red
curves are fractions of injury sets of attacks on the top degree nodes of sizeup to 5 - logn,
and the curves colored blue are the fractions of the largest infection sets among 100times
of attacks of the top degree nodes of size lessthan 5 - logn under the random threshold
cascading failure model.
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Figure 2: Security curves of networks of the Erdds-Réngdei, the preferential attachment
model and the security model. In this figure, we consider #se ©f random thresholds. It
depicts the curves of the greatest size of the cascadingdaslets of attacks of 100 times of
size logn for eachn less than or equal to 1000. The curves describe the greatest sizes of the
final cascading failure sets among 100 times attacks of thdora thresholds. The sizes of the
initial attacks are always lag wheren is the number of nodes of the networks.
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Figure 3: Security curves for initial size loga = 1.5 andd = 5. We consider networks of
nodes up to 1000, each of which has average number of edfjes 5. For the security
model, we set the homophyly exponent 1.5 for all the networks. This describes the curves
of security thresholds of the networks generated from theo8ets of nodes up to 10000
and of average number of edge$or d = 5 respectively. In this experiment, the initial set of
attacks are the top degree nodes of sizenloghe homophyly exponemtis chosen as.5b for
the security model.
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Degree distribution (N=10000, a=1.5, d=10)
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cascading curves (N=10000, a =1.5, d =10)
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