arXiv:1310.4859v1 [cs.CR] 17 Oct 2013

Practical Provably Secure Multi-node
Communication

Omar Ali Mahmoud F. Ayoub Moustafa Youssef
Wireless Research Center Dept. of Comp. and Sys. Eng. Wireless Research Center
E-JUST, Egypt Alexandria Univ., Egypt E-JUST, Egypt
omar.ali@ejust.edu.eg mfayoub@alexu.edu.eg moustafa.youssef@ejust.edu.eg

Abstract—We present a practical and provably-secure multi- provable security, they have been considened practical
node communication $cheme in the presence of a passive eavesjue to the simplifying assumptions they have to prove their
dropper. The scheme is based on a random scheduling approachgecrity. Recently, we have introduced a number of practica

that hides the identity of the transmitter from the eavesdrgper. d bl t Is fono-nod icati
This random scheduling leads to ambiguity at the eavesdropgy M0 Provably-Secure protocols -node communication

with regard to the origin of the transmitted frame. We presert based on information theoretic concepts. Our workl[in [7]-
the details of the technique and analyze it to quantify the sgecy- [10] exploits the multi-path nature of the wireless medium t

faimess-overhead trade-off. Implementation of the schem over provide practical information-theoretic security in channels

Crossbow Telosb motes, equipped with CC2420 radio chips, yith feedback. The basic idea is to distribute the secret key
shows that the scheme can achieve significant secrecy gain

with vanishing outage probability. In addition, it has significant among multiple AR_Q frames.- This popcept has been used to
overhead advantage over direct extensions to two-nodes sshes. €nhance the security of practical Wi-Fi and RFID protocols a
The technique also has the advantage of allowing inactive des the expense of slight loss in throughput.

to leverage sleep mode to further save energy. Direct extensions of these two-node schemes tonthii-
node case, by applying the protocol to each pair of communi-
cating nodes, lead to a considerable waste of throughpig. Th
With the continuous growth of wireless networks ané due to optimizing each pair independently, extending the
emerging new technologies such as WiMAX and LTE, wirelesg/io-node overhead to the multi-node case.
networks security has received extensive attention. @utrre In this paper, we present a practical and provably-secure
popular security schemes, e.g. public key cryptographs, ascheme at the presence of a passive eavesdropper that is
based on computationally secure trapdoor one-way furgtiatiesigned for the multi-node case from the beginning. Our
[1]. These schemes depend on the assumption thathéris scheme is based on a novel two-phase approach: in the first
for an attacker to decipher the message without knowing tphase, i.e. the selection phase, a node is selected as the
trapdoor (i.e. the secret key). However, these schemes to mansmitter using information theoretic techniques thiateh
prevent a computationally unlimited attacker from decirypt the identity of the selected node. In the second phasehke. t
the message without knowing the trapdoor as it is not proveata transmission phase, data frames are transmitted witho
yet that one-way functions cannot be inverted efficieritly [1the source/destination ID in the packet header. This leads
Therefore, these schemes are paivably secure. to ambiguity at the eavesdropper. The length of the data
Information theoretic secrecy, on the other hand, intreductransmission phase can be tuned to trade-off secrecy and
the possibility of having perfectly secure communicatiotié- efficiency. Nodes not selected at the selection phase cap sle
pendently from the computational capabilities of the &#sc to the next cycle, further reducing their energy consunmptio
[2]-[15]. In particular, Shannon [2] proved that, using argd  We present different variations of the basic scheme, alingav
secret keyK, the achievability ofperfect secrecy requires the same overhead, that can achieve different secrecyefar
that the entropy of be at least equal to the entropy of therade-offs. We evaluate our proposed schemes both aradlytic
messageV! (i.e., H(K) > H(M)). Wyner showed that it is and through implementation over Crossbow Telosb motes,
possible to send perfectly secure messages at a non-zeyo eduipped with CC2420 radio chips. Our evaluation shows
without relying on secret keys or any limiting assumptions othat the scheme can achieve both significant secrecy gain and
the computational power of the wiretapper, under the candit decrease in overhead as compared to direct extensions to the
that the source-wiretapper channel is a degraded versithreof two-node schemes.
source-destination channel [3]. This was later extendetido  The rest of the paper is organized as follows: We define
non-degraded scenario inl [4]. Inl [5].1[6], the effect of fagli the system model in Sectidd Il. Sectionl Il presents thedasi
on the secrecy capacity was studied and it was shown tlsaheme. In Section 1V, we present four different extensions
distributing the message across different fading reatinat to the basic scheme that can achieve different secreayefssr
actually increases the secrecy capacity. trade-offs. We analyze the proposed schemes in SeLflon V
Although information theoretic security schemes providalong with the system implementation. We finally conclude

I. INTRODUCTION
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[(Par_| Meaning | Default val. | Il. BASIC SCHEME

n Number of network nodes. 8

| Num. of packets transm. in a single session. 4 The basic idea of our approach is to hide the identity of the

I | Frame length. _ 1024 packet receiver at any point in time from the eavesdropper.

IZ g'rtgr‘nzflefr;rﬂg; needed to reconstruct orig. messeggz This creates an ambiguity that gives advantage to legiémat
TABLE | nodes. In particular, the system works in two phases: avecei

selection phase and a data transmission phase. In the first
phase, the coordinator (CO) informs one of thenodes
securely, using physical layer security principles, thatsi
selected as the receiver for the packets in the second phase.

SYMBOLS USED IN THE PAPER

N Cco the data transmission phase, only the intended receivetohas
;'// % \fl‘\ be active, all other nodes can go to sleep mode, reducing the
N, P / N/ \tz energy consumption of other nodes. An eavesdropper recgivi
¥ | Eve a packet cannot determine the destination of the packet, and
N, .. Ny hence has to guess.

The selection phase can be repeated as frequently as needed,
Fio 1 Network model. A star tonalogy i dwh e by reducing the number of frames during the data transnmissio

to Sendireceive through the coordinator (CO). In the sekgihase, a node PNase (), 10 increase security. However, this increases the

is selected if it receives a 1 bit from the CO using dialog stt¥e in this System overhead. Therefore, we have a tradeoff between
example). secrecy and overhead.

In the rest of this section, we present the details of the
two phases, assuming one way communication from the
coordinator to the nodes. We present the two-way case in
Sectiori IV and analyze the overhead and security of thermsyste
Il. SYSTEM MODEL in Section V.

the paper in Section VI.

We consider a network with legitimate nodes in the A Receiver Selection Phase
presence of a passive eavesdropper (Eve). We assume a stBuring this phase, the coordinator (CO) selects one of the
topology, where all the traffic between nodes has to go throug nodes to be active during the data transmission phase. This
a central node, i.e. a coordinator. This is common in WLAN$s achieved by sending a one bit from the coordinator to each
cellular, and sensor netwobksThis coordinator (e.g. accessnode indicating whether this node is selected (bit= 1) or not
point, base station, or gateway) is responsible for colirigpl (bit= 0). We adopt dialog code5 [12] as the provably secure
the transmission in the network and assigning turns. Allesodtechnique for exchanging these bits. In perfect conditions
are equipped with half-duplex antennas. We further assumiielog codes encode each bit as two bits and the receiver jams
a time-slotted communication system, where all nodes asaly one of these two bits randomly. Under a binary modulo-2
synchronized (Figurg] 1). additive channel model, Eve has to guess which bit has been
For space constraints, we also assume that all nodes haremed, while Bob knows the correct bit with no ambiguity.
equal load and Eve cannot differentiate between nodes basedio accommodate realistic situations, [[12] adds-a 1 bit
on powell. We leave the general case to a future paper. randomly chosen preamble to the source bit and then encodes
To further remove the need of acknowledgment, each méRe result by dialog codes. The probability of Eve correctly
sagelM is erasure-coded inta. frames such that the receptiorguessing the transmitted biP’) then becomes:
of anyk < m frames at the receiver can be used to reconstitute 1 -
M with high probability. Note that using erasure coding does Pg = 3 (1 +(1- w)7) ,w=min(p,q) (1)
not give any advantage to Eve as (a) she cannot determine the . )
identity of the transmitter and (b) there is no message IevleIWherep andg are the probability of corrupting 0 to 1 and

error detection (only CRC at the frame level). to 0 respectively.

i 1 .
All system parameters are assumed to be known to t quuatlon[l shows thaPs converges to; ast increases.

eavesdropper along with the details of the technique, but []52] showed that, in practice, the convergence speed is much

the instantaneous random values. faster than; (1 +(1- w)%ﬁ). In addition, they showed that
Each node needs to send and recdiviames, each of for @ typical environment, & to 8 bit preamble is enough
bits. Tablell summarizes the different symbols we use in tfi@ confuse Eve This has been confirmed in our experiment.

paper. B. Data Transmission Phase

. _ S _ During this phase, the selected node can send/recgive
Note that a coor_dmator can also be selected in a distribotadner if no data frames, Wher¢ is a parameter that can be used to tune
central node is available.

2pPower randomization can be used in this case to confuse Eie @s Secu”t_y Versus OV_erhead' Only the SeleCte_d node needs to
previous work for two node$ [11]. be active. Transmitted frames do not contain the ID of the



receiver, which leads to ambiguity at the eavesdroppertab@i Random node selection and fair direction division scheme
the origin of the frames. (RN-FD)

In this scheme (Figurje 2(b)), the number of from/to frames
o _within each data session has to be equal (achieving directio
To allow for two-way communication, we need to Specify,iness). However, the sessions assigned to a specificaande

which slots within a s_ession in the data transmission phdlse Yhe anywhere within the supersession (random node selgction
be from/to the coordinator. In order to do that, we add a thitd, here are no rounds.

short direction determination phase between the seleatiohn

data transmission phases in which the CO sefitits, using D. Fair node selection and random direction division scheme
dialog codes again, where each bit corresponds to a sloein {ffN-RD)

data transmission session. A bit set to 1 (0) corresponds to an this scheme (Figurg 2{c)), each node has to be selected
from (to) CO slot. Note that the node ID is not sent in thigt least once before another node gets a second chance. In
phase. Therefore, Eve cannot know the identity of the sedeciother words, each node will take a turn within the round.
node. The direction of traffic from/to the coordinator needn’t be

In the data transmission phase, a node will follow thpalanced within a session, but is balanced on the long term in
schedule received during the direction selection phase.  the supersession.

In the rest of this section, we present four different scr@me The send/receive queue at the coordinator though may not
for assigning the schedule between the different nodes amgl balanced due to the random direction assignment. The
from/to the coordinator. The different schemes can achiegenstraints of the long term fairness over the directiomadfit
different fairness-security goals as we quantify in Sed¥ increases the amount of state that needs to be kept at the
Fairness refers to balancing the access opportunity withibordinator.
nodes and between the from/to coordinator traffic. Theegfor ) . L
we have four combinations of faimess: node faimess (gt = Random node selection and random direction division
long term) and direction fairness (short and long term).lin acneme (RN-RD)
schemes, all nodes have to finish one message of transmissidn this last scheme, the coordinator divides the sessions
before any node can start a new message for fairness purpode®ng the nodes and the from/to traffic randomly within the

IV. Two-WAY COMMUNICATION

Table[dl compares the different schemes. supersession. Therefore, both node and direction disitvits
We start by some notations followed by the details of th@o not have short term fairness (Fig@ire 2(d)).
four schemes. This scheme has the advantage of increasing the ambiguity
. at the eavesdropper and hence increasing security. However
A. Notations lacks short term fairness and the coordinator has to keef tra
The following notations are illustrated in Figure 2. of more state for the long term fairness.
« A sessionis a group of slots that represent a single V. ANALYSIS

selection phase followed by a data transmission phase. hi . | he diff h h h
The data phase of each session contgirisames. In this section, we analyze the different schemes throug

« A round is defined as a group of sessions, in which analysis and simulation in terms of security, overhead, and

each one of thes nodes is assigned one session. faimess.
+ A supersessionis a group of session4{k) in which A Secrecy
all nodes finish the transmission of one message (i.e. a

o . . . For security, we have two modes, depending on the eaves-
transmission oft frames in each direction from/to the Y P 9

dinat dropper goal. In the first mode, (single node) the eavesdmopp
Zoordlna or). . o _ that bel is only interested in the messages of a specific node. The
¢ A NOCE SUPETSESSION a group Ol SESSIONS thal bEIONg g5y mode assumes that the eavesdropper is interested in
to one node in which this node finishes the transmssm&e entire network traffic
of one message. 1) Single node attack: Let the selected node for the attack
B. Fair node selection and fair direction division scheme (FN-  be s. We analyze the security of the four different schemeg.
FD) Note that the total number of slots for all nodes to transmit

This scheme combines short term node fairness and s %r}? message in each direction eachié. The corresponding

term direction fairess (Figug 2[a)). In particular, adides otal number of sessions therefore and the number of

must take a turn within the round (in a random fashion) beforgSsions allocated to a single nodezs

a node can be assigned another tumn by the coordinator. The @ RN-FD scheme: In order for Eve to guess the mes-
number of from/to slots within each data transmission sessiS29¢ Ofs. it needs to guess the sessions assigned this
are equal. Therefore, both node and direction distribstioRCCUrs with probability

have short term fairness. This scheme, however, reduces the 1
ambiguity at the eavesdropper and hence decreases sexgurity = 2k (2)
we quantify in the next section. ( 2 )



TABLE Il
COMPARISON BETWEEN THE DIFFERENT SCHEDULING SCHEMES

Scheme Abbrev. | Node selection] From/To coordi-| One node outagg Network Overhead
fairness nator (direction) | prob. (Prou(n)) | outage prob.
fairness (Prnout(n))
Random node selectioff RN-RD | Long term Long term _ ;k)
and random direction divi- So) \k 1 . t(n+f)
sion ( 2 ) [Ti—n, Prout(i) Fltt(nt5)
Random node selectiofil RN-FD | Long term Short term o L
and fair direction division (g’;) (in) Kl
Na 2
i
Fair node selection andl FN-RD | Short term Long term (L)7T &
random direction division ( k)
Random within  round|| FN-FD | Short term Short term o T3r
node selection and fai () ()
direction division F

<«—— Session ——» <«— Session ——» <« <«—— Session ——>»
- ==3== - = = - - ==S==3==3== =
Selection ==3|== Selection = o Selection Selection [==3§==34==4== o
Q Q
===-= - E 2 - ====J==9== 2
c | Selection 2 z ¢ selection w €| Selection 2 z ¢ selection "
o s_9 ©° c 2 s_8 ©° c
7] - == == a % ] - T 0 - == == a % 7] " <
2| Selection | == E= g | Selection © | Selection == E= & | Selection o)
@ == ——Jy (AN o 0 == == v 3 ==2 >
@ | Selection S | Selection © g | Selection S & | Selection [==5 o
s e g & g 5 g 2
o | Selection | = E Y | Selection S (| Selection ¥ a1 | Selection S
= 0 = h
N %) N N == 0 - =
¢ Selection = o ¢ Selection = ¢ Selection == o ¢ Selection =
— — =1 = = — =] — —

(a) Fair node selection and fair directig;y Random node selection and fair Fair node selection and random difgl)- Random node selection and ran-
division (FN-FD). direction division (RN-FD). tion division (FN-RD). dom direction division (RN-RD).

Fig. 2. Four different schemes for two-way communicatiohe Tirection selection phase between the selection andti@atsmission phase is not shown
for clarity. Different colors represent different nodesiletdifferent hashing pattern represent the from/to slots.

In addition, Eve has to guess the direction of the frames to ¢) RN-RD scheme: Similar to equation§]2 and] 6, the
avoid mixing the packets from/to the coordinator. This ascuoutage probability in this case is:
with probability:

1 1 1
= 2k (3) PTOUt(n) = T2nk_ 72ky (8)
()’ (4) ()
Therefore, the outage probability for this scheme, for an  §) EN-FD scheme: Similarly, the outage probability
n-node network Rrou(n)) is: here can be obtained by combining equatiohs 3[dnd 5 as:
1 1
Prou(n) = ok = (4) ] 2k 1
(%) (]ic) ! Prou(n) = (5) N )
2 7
b) FN-RD scheme: In this case, Eve needs to decide (é)

in each round which session belongs 4o Therefore the 5 Nenyork-wide attack: In this attack, Eve is interested
probability of correctly guessing Eve’s sessions in therent;, obtaining the entire network traffic. Once Eve guesses the

supersession is: frames of one node, the problem size decreases to that of an
N % n — 1 node network. Therefore, the outage probability in this
= (_> (5) case Pryouw) is:
n
Once the sessions of nodeare determined, Eve has to ! .
guess which of the total dik frames are to the coordinator Pryout = H Prou(i) (10)
and which are from it. This occurs with probability: i=n
1 B. Overhead
- ﬁ (6) The four different schemes have the same overhead which
k2 , is due to the selection and direction determination phases.
Therefore, the outage probability is this case is Therefore, the overhead for all four schemes is:
2k
N7 1
Prow(n) = <E> TN (7) tin+f) (11)
(%) fl+tin+f)
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1) Secrecy analysis: Figure[3 shows the effect of chang- Fig. 6. Effect of different parameters on direction fairsies
ing the system parameters, i, k, and f, on the outage
probability for the four schemes. The figure shows that arm node fairness schemes. The saturation in both cases is
schemes have the advantage of enhancing the secrecy withdbe to the limitation imposed by the supersession size.
increase of the number of nodes in the network. Increaking For direction fairness, our metric is the absolute diffeen
increases the space of guessing at Eve, and hence enhabegseen the sum of the send and receive indices within
secrecy. Increasing leads to increasing the length of the data specific node supersession, averaged over all nodes. The
transmission phase and hence reducing the frequency of #aealler this number, the higher the fairness. Note thatesinc
selection phase. This reduces secrecy. the fairness metric is node based, it is independent from the
The figure also shows that the RN-RD scheme has thamber of nodes.
highest secrecy. This is due to the increased ambiguity at Ev Figure[6 shows the effect of the different parameters on
due to the randomization of both node selection and directiadirection fairness. The figure confirms that the short term
On the other extreme, the FN-FD scheme has the least secrdingction fairness (FD) schemes are fairer than the long ter
The other two schemes have a secrecy outage probabitifyection fairness (RD) schemes. As the number of frames
in between: As the data phase length increases, directi@guired to construct a mesage) (ncreases, the unfairness
randomization leads to more secrecy than node randomizatimcreases in the long term direction fairness scheme as the
2) Overhead: Figure[4 shows the effect of changing theverall number of slots in the node supersession will ireeea
system parameters on the system overhead. The figure shéwss no effect on the short term direction fairness schemes
that the overhead increases with the increase of the nunfibeas all direction selections are based on a round, which is
nodes in the network and the decrease of the data transmissimlependent of. This is the opposite case as we fixand
phase length. Therefore, a trade-off exists between omdrhehange the number of frames within a sessipn kn this case,
and secrecy. The operation point can be selected based ontlieeperformance of the completely random case is indepénden
specific application need. of the number of frames within a session, as all sessions
3) Fairness. For the fairness in node selection, we use there concatenated in one supersession. Incregsimgreases
variance of thedifference between two consecutive sessions the unfairness of the short term direction fairness schemes
indices as our metric. The more consistent this differettee, However, their worst case performance is bounded by the
lower the variance, and the higher the fairness. More fdgmalperformance of the long term direction fairness schemeravhe
if the session indices assigned to a node &g/0 < ¢ < on session becomes a node supersession.
2k/f}, thend; = s;+1 — s; and the unfairness index equals 4) Comparison with a traditional two-node system: Fig-
Var(d;). Figure[® shows the effect of the different parameterse[7 compares the proposed schemes to the practical prov-
on node fairness. The figure confirms that the round-basally secure two-node scheme proposed_in [11] under typical
schemes are fairer than the random schemes. As the nunpimameters for all schemes. The scheme_in [11] is based on
of nodes f) increases, the unfairness increases. On the otlmandomization between two nodes. A direct extension far thi
hand, for a fixedn = 8, increasing the number of sessionscase to the multi-node case is to apply it pairwise to each
by either increasing or reducingf, the unfairness increasestransmitter receiver. The figure shows that this reduce®egc
However, this is limited to within a round in the short ternsignificantly, with several orders of magnitude and thislos
node fairness (FN) schemes and is more variable in the losgcrecy increases with the increase in the number of nodes.
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