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Abstract—The aim of this paper is to study the performance k= 56 and lengthn = 63 exploiting hard-decision
of some coding schemes recently proposed for updating the decoding. The performance of this code in the presence of
TC channel coding standard for space applications, in the jamming is generally not good and it is possible to verify

presence of jamming. Besides low-density parity-check ced, LU .
that appear as the most eligible candidates, we also conside that significant losses appear even when an interleaver (not

other solutions based on parallel turbo codes and extended currently included in the standard) is employed. Actually,
BCH codes. We show that all these schemes offer very good the performance of the BQlA3, 56) code is unsatisfactory
performance, which approaches the theoretical limits aclév-  even when considered on the additive white Gaussian noise
able. (AWGN) channel. For this reason a number of new proposals
Keywords-Error correcting codes, jamming, telecommands. have been formulated with emphasis on binary and non-
binary low-density parity-check (LDPC) codes! [4].] [5],
|. INTRODUCTION [6]. Since good correction capability and short frames are
Pace missions can be impaired by intentional or unintenneeded, the most recent proposals consider codes with rate
ional jamming. Such a threat is particularly dangerousR. = 1/2 and k = 64, 128 or 256. Using non-binary
for telecommands (TC), since the success of a mission mayDPC codes allows to improve on their binary counterparts
be compromised because of the denial of signal receptiof¢]: as an example, a non-binary LDPI28, 64) code at a
by the satellite. It is well known that to counter the jamming codeword error rate (CER) of aboi6—* gains roughlyl
threat, error correcting codes can be used jointly withadire dB over the binary LDP(Q28,64) code. The performance
sequence spread spectrum. This topic has been investigateti these codes over jamming channels has not yet been
in previous literature, but rarely taking into account theinvestigated.
peculiarities of the TC space link. As a consequence, in In this paper we consider different types of jamming
current standards or recommendations on TC space link§jgnals, namely: pulsed jamming, continuous wave (CW)
only weak countermeasures are included, that do not appef@mnming and pseudo-noise (PN) jamming. We also study
adequate to face the increasing skill of malicious attacksthe impact of jammer state information (JSI), clipping and
Whilst for the spreading technique a relevant advance i#terleaving, under typical TC application constraints. |
brought by the introduction of long cryptographic pseudo-order to assess how far the performance of the considered
noise sequences![1], the discussion is quite open as regargedes is from the theoretical limits, we extend the concept
possible usage of new coding techniques. of Shannon’s sphere packing lower bound (SPLB). Through
As a matter of fact, the only error correcting code cur-our analysis, we are able to identify which are the critical
rently included in the standards and recommendations fovalues of the signal-to-interference ratio (SIR) for whibk
TC applications[[2],[[8] is the BCH code with dimension coding scheme is no more able to guarantee an acceptable
level of protection.
9y Copyright (c) 2913t(')EES'Z tﬁgsrggf‘e'rigﬁoffa;hisom::e”a' mdbe As further possible candidate schemes, we consider short
otg)tve\ili?]\ge(jr’fr%?l:nt}llsésllgl]EE by sending a request to pﬁbs—pemﬁ:&eee.org. parallel turbo codes (PTC) and extended BCH (eBCH) codes
This work was supported in part by the ESA Contract No: 406@68: ~ with soft-decision decoding. For decoding the eBCH codes
Advanced Coding Schemes for Direct Sequence Spread Spetelecom-  \ye consider the most reliable basis (MRB) algorithm, which
mand Links and in part by the MIUR project “ESCAPADE” (Grant .
RBFR105NLC) under the “FIRB - Futuro in Ricerca 2010” furgin has been successfully applied to these codes over the ANGN
program. channel. We extend its use also to the jamming channel.
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The organization of the paper is as follows. In Secfidn lichannels. Then, the performance in the presence of a real
we introduce the types of jamming. In Section Il we give interleaver can be determined through simulation.
examples of the performance of the B, 56) code over . .
the jamming channel. In Sectidn ]IV vﬁadegcribe the ne\/\F" CW jamming
coding schemes and in Sectibh V the performance metrics A CW jamming is a narrowband, continuous signal of
adopted, including an extension of the SPLB. In Sectiorfype
VT we provide some numerical examples. In Section] VI j(t) = V27 cos (wjt + 0) . (1)
we evaluate the impact of finite length interleavers for the

. . i Hence, it is a pure tone with:
system using PTC. Finally, Sectibn MIll concludes the paper tisapu w

« circular frequencyw; = 27 f; which, in general, may
II. TYPES OF JAMMING be different from the signal circular frequency;
« initial phased; which, in general, may be different from
the signal initial phase (conventionally set}
power.J.

Phe worst case occurs whetw = wj —wo = 0. Under

the hypothesis of having a largf < L, the jamming
contribution on a generic symbol can be modeled by a
Gaussian random variable with zero mean and variance
11 cos? (6;), whereT;, is the bit time duration. In the case

The definition of the types of jamming we consider is
shortly reminded next. We assume that the system adopts
a direct sequence-spread spectrum (DS-SS), and bina
phase shift keying (BSPK) modulation with carrier circular
frequencywy. The DS-SS is characterized by bandwitlth,
and processing gaifl. Moreover, the length (period) of the
spreading sequence is denoted/hy

K
A. Pulsed jamming of CW jamming it is preferable to express the error rate
. . . . ... performance in terms of the SII%, whereS is the signal
A pulsed jamming signal has the following characterlst|c:s:power

« white Gaussian noise on the whole bandwitlith; ) _
« discontinuity, with pulse active tim® and period’, ~ C- PN jamming
which means that the pulse is active for a fraction of Let us denote by(t) the spreading sequence used in the
time (also called duty cycle) < p = % <1, DS-SS system. A PN jamming is a signal of type
« power Jp during the active timeD, and zero for the
rpemainirlig time]g —D. §(t) = V2Jea(t = ) cos (wot) @
During the active time the jamming signal has a powerHence, it is a DS-SS signal with:
spectral density which is constant over thg, band with « circular frequency equal tay;
value 32, where Jop = . For proper comparison it . spreading sequencg(t) different frome(t) (although
is also useful to introduce an equivalent (with the same it may have the same length);
energy) Gaussian continuous jamming signal. Since the . time delayr on the spreading sequence;
same energy is transmitted ovérinstead ofD, it has a o power.J.
powerJ = pJ;_a. This equivalent jamming sign.al hasapower A common choice for the spreading sequen(s is to
spectral density constant over thé, band, with value®, e a Gold code. The novel cryptographic PN sequences
where Jy = 57~ = pJop. The error rate performance can proposed for TC applications][1] are very long (a suggested
be expressed in the terms of the raﬁ)b between the energy |ength is L = 222 — 1). Once again, under the hypothesis
per bit and the equivalent one-side jamming spectral densit of a large K < L, the interfering contribution on a generic
When an error correcting code is applied, the impact ofsymbol can be modeled by a Gaussian random variable with
pulsed jamming can be mitigated through interleaving. Thizero mean and variangé%:. Thus we can obtain the same
is because most of the forward error correction schemegxpression as for CW jamming withy = 0.
are designed for an AWGN channel which exhibits no For all the types of jamming the channel is also impaired
memory. They do not handle bursts of errors. An inter-py thermal noise with signal-to-noise ratio per % As
leaver distributes a burst of errors among many consecutivghe two disturbances are independent one each other, when

codewords. By doing this the number of errors contained irsimultaneously present, their variances can be summed.
each codeword is limited, the code is able to correct them

and the burst is neutralized. For analysis purposes, we can Ill. CURRENT STANDARD

initially refer to an ideal interleaver. This implies thdta The TC protocols for synchronization and channel coding
burst of errors corresponds to a fractioof the symbols, its are specified (with some differences) both in the recom-
impact after de-interleaving is modeled as a probabjity mendation [[3] issued by the Consultative Committee for
for each symbol, of having a higher noise variance. Even ifSpace Data Systems (CCSDS) and in the standard [2] issued
an ideal interleaver cannot be implemented, it is very usefuby the European Cooperation for Space Standardization
for analytically investigating the performance over jammi (ECSS). Let us refer to the CCSDS recommendation [3]:
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Figure 1. CER performance of the BC#3, 56) code over pulsed jamming  Figure 2. CER performance of the BQ#8, 56) code over pulsed jamming

channel, forE,/Jo = 10 dB and no interleaver. channel, forE,/Jo = 10 dB and ideal interleaver.

it specifies the functions performed in the “Synchronizatio 10°4 oy

and Channel Coding sublayer” in TC ground-to-space (or 10 '1%{‘ “‘uw.é_
space-to-space) communication links. In short, the slay 72 - R E N‘“‘““Nu
takes transfer frames (TFs) produced by the upper sublayer 107 o :

(“Data Link Protocol sublayer”), elaborates them and out- 10°4 {.\.3

puts Communications Link Transmission Units (CLTUSs) that o 101 \_\;

are passed to the lower layer (‘Physical layer”) where they 3 . -\;\-

are mapped into the transmitted waveform by adopting a 10 No iammin \{ A

proper modulation format. Details on the structure of the TF 10 —ulsike 10 a8 A

and CLTU can be found ir [3]/[2] and are here omitted for w0l SaRI%e ] \i’

the sake of brevity. The current CCSDS recommendation and 1w ? 1 ’ 2

ECSS standard use a BQ#3, 56) code for error protection o 2 4 6 8 10 12 14 16
against noise and interference. At the receiver side a hard E/N, [dB]

decision is taken on the received symbols. The perfor-

mance against pulsed jamming of the hard-decision decodeg e 3. cER performance of the BCBS, 56)
BCH(63, 56) code is rather poor. Examples are shown in Fig.channel ¢; = 0 and Aw = 0), for K = 100.

[ for the case without the interleaver (as addressed by the

current standard) and in Figl 2 for the case with the (ideal)

interleaver. Performance is expressed in terms of the CERarget of10~* becomes practically unreachable just for SIR
the value ofE,/.Jy has been set equal t) dB and the =0 dB.

CER is plotted as a function of,/N, for some values For PN jamming it is possible to verify that under the
of p. As expected, performance degrades for decreasinGaussian approximation its impact is equivalent to that of
p; the use of the (ideal) interleaver introduces for< 1 CW jamming with6; = 0 and Aw = 0. In Fig.[4 we have
an improvement that however remains unsatisfactory to thelotted the CER curve as a function of the SIR for different
point that reaching CER 204, that is a reference value values ofK andE, /N, = 10 dB. So this curve also applies
for TC applications, is practically impossible for= 0.2  to the worst case CW jamming with the same SIR.

andp = 0.5.

An example of the performance of the hard-decision
decoded BCKb3,56) code against CW jamming is shown  The codes proposed for TC channel coding updating have
in Fig.[@ for K = 100, ; = 0 and Aw = 0 (worst case). length greater{ = 128,256 and 512) and rate smaller
The SIR value is assumed as a parameter and we see thafla2) than the standard code. Also the code type has been
SIR in the order of~10 dB makes the system unpractical. changed, with the aim to introduce state-of-the-art codes.
A further reduction in the value ok would require higher The mostly addressed candidates, in this sense, are LDPC
SIR values; for example, by assumiidg = 10, the CER codes, both binary and non-binary. Recently, however, we

code over CW jamming

IV. NEW CODING SCHEMES



Table |
SELECTED INTERLEAVERS FOR THE PARALLEL TURBO CODES

T T
ld}é e "ay ~m K=10 Input lengthk | Interleaver | Minimum distance parameters
1 1 " 7.7‘K = 100 dmin/Amin/wmin
10" 3 = K =1000—
1% LS 64 DRP 10/5/23
21 e, . 128 DRP 3713740
1077 %, L 256 QPP T5/171
. b |
10° e .
% E ‘.\.\ x
O 10" To, L
E e = e Maintaining unchanged the encoder structure, we have
10'5 i L3 - . .
Zee, o, considered frame lengths shorter than those in the T™M
] e vovees ®eq, cenes recommendation and fixed the nominal code ratel 1,
E o 06000 an.ns, 2000 . . , .
L $00000000000000000023338 in such a way as to comply with the NASAs choices
e P A 5 0 2 a4 s '8 10 discussed above. Because of the shorter length, we cannot
SIR [dB] use the interleavers inl[8] and we must design new smaller

interleaving structures.
Figure 4. CER performance of the BQ#8, 56) code over PN jamming Among a Wl.de number of different options, we have
channel, for fixedE; /No = 10 dB. focused attention on: completely random, spread| [10],

Quadratic Permutation Polynomial (QPP)[[11] and Dithered

Relative Prime (DRP) [12] interleavers. Moreover, since th
have also shown that potential competitors can be PTC aneonstituent CCSDS convolutional codes hagestates, four
even BCH codes, if they are soft-decision decoded withextra-tail bits are needed for termination; then, the turbo
maximum likelihood (ML)-like algorithms characterized by codeword length i = 2(k+4). As an example, for the case
limited complexity. The main features of these schemes aref k& = 64, this implies to have: = 136 and an actual code
reminded next. rate0.471. In order to achieve exactly the code rat&, as

it is necessary for fair comparison, we have implemented a
A. LDPC codes suitable puncturing strategy.

A class of binary LDPC codes that is suitable for TC The interleaver and the puncturing pattern have been
applications has been proposed by the National Aeronautigsintly optimized, in such a way as to maximize the min-
and Space Administration (NASA) and is described(in [4].imum distanced,,;, and minimize the codewords multi-

It is based on the adoption of three systematic short binarplicity A,,;, (i.e., the number of codewords with Hamming
LDPC codes designed using protographs with circulantveight d,,,;,,); these parameters, in fact dominate the code
matrices. Soft-decision decoding can be realized by usingerformance at low error rates.

the classic sum-product algorithm with log-likelihoodioat The results of the design optimization are shown in Table
(LLR-SPA). [ besidesd,,;, and A.,.;», also the information multiplicity

Non-binary LDPC codes with the same lengths havew,,;, (sum of the input weights over all the codewords
been analyzed by NASA[]5] and independently by thewith weight d,,;,) is provided since, together witt,,;,,
Deutsches Zentrum fur Luft- und Raumfahrt (DLR) in a it determines the asymptotic bit error rate performance Th
joint work with the University of Bologna (UniBO)L[7]. decoding of turbo codes is performed by iteratively apmyin
In this paper we refer to the DLR-UniBO implementation. the well-known BCJR algorithm[[13] to the constituent
Decoding is realized by using iterative algorithms based orencoders.
fast Hadamard transforms.

C. Extended BCH codes

Although soft-decision decoding of BCH codes is gen-

Parallel turbo codes are one of the coding options of theerally complex, in the case of short BCH codes with high
CCSDS recommendation for telemetry (TM) links [8]. The rate, an exact ML soft-decision decoding is possible, thhou
CCSDS turbo encoder is based on the parallel concatenatiats trellis representation (for example, based on the Witer
of two equal 16-state systematic convolutional encodersr the BCJR algorithms). However, having now decided to
with polynomial descriptior(1, (1 + D? + D*+ D%)/(1+  use codes with raté/2 and the shortest lengti28, these
D3 + D*%)). The interleavers are based on an algorithmictechniques are too involved and therefore cannot be applied
rule proposed by Berrou and described[ih [8]. The CCSDSAlternative solutions can be found, at least for the case of
turbo encoder has four possible information frame lengthsk = 64. In fact, the eBCHi128,64) code can be efficiently
1784,3568,7136 and 8920 bits. The nominal code rate decoded by using sub-optimal soft-decision decoding algo-
can bel/2,1/3,1/4 and 1/6. However, higher rates are rithms. Several options are available for this purposey als
obtainable by puncturing [9]. exploiting LDPC-like code representatioris [14]. For this

B. Parallel turbo codes



code, we have focused on the MRB algoritiml[15], which The SPLB reported in the literature refers to the AWGN
has very good performance and acceptable complexity. ikhannel and needs generalization. This is easy to achieve

consists of the following steps: for pulsed jamming on the condition that the pulse du-
1) ldentify k = 64 most reliable received bits and obtain ration is a multiple of the codeword length and no in-
from them a vectow*. terleaving is applied. For this purpose, let us denote by
2) Construct a systematic generator matéi¢ corre- SPLB(R.,n, E,/No) the SP59 bound for the AWGN chan-
sponding to these bits. nel. Under the hypotheses above an extended sphere packing
3) Encodes* by G* to obtain a candidate codewartl = lower bound, ESPLB, for the case of pulsed jamming can
v G*. be defined as:
4) Choose the order of the algorithm. E, E,
5) Consider all (or a proper subset of) test error patterns CER > ESPLB (Rc,n, ~ —,p)
. No™ Jo
of lengthk and weightw < 1.
6) For each of them: sum to*, encode byG*, verify _ 1
if the likelihood is higher than that of the previous = pPSPLB | Re,n, E% + = ®)
candidate codeword and, if this is true, update the N  Tof
i E
candidate. _ + (1-p)SPLB (Rc,n, —b> .
Further details can be found in_]15] and the references No

therein. The MRB algorithm can be applied also to the othe|i3y settingp = 1 in (@), we obtain an expression which

schemes (to LDPC codes, in particular) where, depending.’ qiiq also for CW and PN jamming channels, when the

on the orderi, it can provide performanpe cc_)mparablle 10, Gaussian approximation is applied. The ESPLB giver(by (3)

or even better than, that offered by the iterative algorgthm |\ he considered in Sectidn VI as a useful benchmark for
V. PERFORMANCE EVALUATION the case with JSI and without interleaving.

The performances of the new coding schemes presented
in Section[IV have been recently discussed and compared
over the AWGN channel [16]. We have verified they can Due to limited space, we focus on pulsed jamming and
provide an advantage of more thandB over the current on codes withn = 128 and k = 64. The analysis can
BCH(63,56) code. In Sectiol VI we will show that similar be extended to the longer codes for which, however, the
improvements can be achieved against jamming. complexity issue for the decoding algorithms adopted can

For soft-decision decoding, the knowledge of the jammingoecome more critical.
state can play a relevant role. For the case of pulsed The performances of the new coding schemes presented
jamming, for example, to have JSI means to know then Sectiol IV are compared in Fidsl[5-8 assumjng 0.5,
noise variance for each symbol. Thus, in our simulationsF /Ny = 10 dB and variableE,/.J,, with and without an
we have considered the case of perfect JSI, which mear(@eal) interleaver, with and without JSI. In the latter eat®
the receiver is able to identify the fractiop, of symbols limit the impact of the incorrect noise estimation a clippin
affected by jamming and the remaining fractidn; p, that  threshold, equal to twice the amplitude, has been applied to
is only affected by thermal noise, and properly estimaté the the signal at the channel output. For the PTC we have used
noise variances, which arg? = £2 + 22 ando? , = &2,  the optimal DRP interleaver reported in Table I. The order
respectively. On the opposite side, we have also consideragsed for the MRB algorithm applied to the eBCH code is
the case when JSI is not available, and the variance used for= 4.

LLR calculation of the decoder input is always equal to the For three of the considered scenarios the relative behavior
average value‘\% + % of the proposed schemes is very similar: the best perfor-

The goodness of the proposed solutions can be measurathnce is achieved by the eBCH code, while PTC and non-
through the distance of the CER curves from the SPLBbinary LDPC codes are very close one each other and suffer
Among the various approaches available to compute tha penalty with respect to the eBCH code that depends on the
SPLB, the most suitable one is the so-called SP59 [17]. Asimulation conditions. An interesting exception occurs fo
modified version of this bound is also available (called SP6%he case with interleaving and without JSI where, because
[18]), that is able to take into account the constraint put byof the ordering mechanism that is at the basis of MRB, the
the signal constellation (BPSK in the present analysisyeMo eBCH code loses its leadership. The eBCH code is also very
recent improvements [19], [20] are significant only for high close to the ESPLB, where applicable (see Elg. 7). On the
code rates or long codeword lengths, and these conditiorontrary, the performance of the binary LDPC code is rather
are not satisfied by the codes here of interest. Thus, in thpoor with a loss than can be larger thamB with respect
present study, we consider the SP59 as the most significatd the best solution. These gaps are even more pronounced
SPLB. than those found over the AWGN channel|[16].

VI. NUMERICAL EXAMPLES
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Figure 5. Performance of the new coding schemes=(128,k = 64) Figure 7. Performance of the new coding scherfhes= 128,k = 64)
without interleaving and without JSI. without interleaving and with JSI.
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Figure 6. Performance of the new coding scherfres= 128, k = 64) Figure 8. Performance of the new coding scherpes= 128, k = 64)
with interleaving and without JSI. with interleaving and with JSI.

VII. IMPACT OF FINITE LENGTH INTERLEAVER presence of the preamblé6( bits) and the postamble (64

The results shown in the previous section for the systembits) that are added for CLTU synchronization [3]. So, we
using interleaving referred to the adoption of an idealassume that an interleaver is applied to €¢h&€LTU coded
interleaver. In this section we discuss the effect of usingoits to increase the protection against bursts; it involves
real interleavers characterized by finite length. We caersid all the N codewords of the CLTU. As a simple example,
the particular case of using PTC, but a similar analysis&oul we consider a squar® x R row-by-column interleaver
be developed for the other schemes. where R = [v/C]; the C CLTU coded bits are written

With reference to the short description given in Sectionby row and read by column (or vice versa). In this case,
[M(but further details can be found inl[3]), we suppose thatwishing to compare the impact of bursts of growing length
interleaving is applied at CLTU level and also taking intoit is preferable to refer directly to the powelr and the
account the possible presence of partitioning. This occursorresponding ratiq,f—; = %K An example of the impact
when the TF has length/ that is not a multiple ofc: the  of a real interleaver on the transfer frame error rate (FER)
TF is partitioned intaV = [M1 input blocks and, if needed, in the considered scenario is shown in Hij. 9, fﬁ% =0
zero filling is used to complete the last block. Each blockdB, M = 2048 and a burst length of00 bits. We observe
is then encoded producing = Nn CLTU coded bits. For that the CLTU interleaver is very effective against bursts
the sake of simplicity, in this first evaluation we negleat th produced by pulsed jamming. For long TFs (like the one
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Figure 9. Performance of the PTI28,64) without interleaving and
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(3]

CCSDS, “TC Synchronization and Channel Coding,” Sep.
2010, Blue Book, CCSDS 231.0-B-2.

[4] ——, “Short Blocklength LDPC Codes for TC Synchroniza-

(5]

(6]

[7]

(8]
9]

here considered) the burst is practically neutralized tgy th[1o]

interleaver.

VIII. CONCLUSION AND OPEN ISSUES

(11]

For the first time at our knowledge, the performance over
jamming channels of new coding schemes that potentially; 2]

replacing the BCK63,56) code in the space TC channel

coding standard has been investigated. The adoption of

soft-decision decoding, combined with interleaving and JS
allows to achieve significant improvements. Whilst it is

(13]

confirmed that non-binary LDPC codes, that are considered
the most eligible candidates, are generally very good, we
have shown that comparable performances can also Hé4]
achieved by using PTC or eBCH codes. We have studied

the case ofv = 128 andk = 64, where eBCH codes often

offer the best results at an acceptable complexity.

(15]

This fact, however, cannot be used to draw general con-
clusions. First of all, extending the sub-optimal decoding
algorithms to longer codes, while maintaining acceptable[m]

complexity, may be quite difficult. Additionally, the sub-

optimal algorithms generally define “complete” decoders. A

it is well known, this may be a penalty for the undetected
codeword (or frame) error rate that, in TC applications, is[17]
at least as important as the codeword (or frame) error rate.
Further work is progress to assess either the complexity anﬂS]

the completeness issues.
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