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Fault detection and isolation of malicious nodes
in MIMO Multi-hop Control Networks

A. D’'Innocenzo, M.D. Di Benedetto and F. Smarra

Abstract— A MIMO Multi-hop Control Network (MCN) con- protocols, such as WirelessHART and ISA-100. In [5] we
sists of a MIMO LTI system where the communication between extended the formalism proposed in [19] by defining a MCN
sensors, actuators and computational units is supported by M, that consists of a continuous-time SISO LTI plaht

(wireless) multi-hop communication network, and data flow . . .
is performed using scheduling and routing of sensing and interconnected to a controll€ér via two (wireless) multi-hop

actuation data. We provide necessary and sufficient conditns Communication networkg:z (the controllability network)
on the plant dynamics and on the communication protocol andGe (the observability network), as illustrated in Figure
configuration such that the Fault Detection and Isolation (l) [ and by modeling redundancy in data communication - i.e.
problem of failures and malicious attacks to communication sending actuation/sensing data via multiple paths and then
nodes can be solved. . . . .
merging these components according to a weight function.
|. INTRODUCTION This approach, which can be interpreted as a form of network

Wireless networked control systems are spatially disc_odmg at the level of the application layer of the ISO/OSI

. . éJrotocoI stack, is callethulti-path routing(or flooding in the
tributed control systems where the communication betwe I\ mmunication scientific community) and aims at enabling

sensors, actuators, and computational units is supposted - - . . L
P Ppot e detection and isolation of node failures and malicious

a wireless multi-hop communication network. The use Ohtrusions, which cannot be done using single-path rouing

I'S{trategies that use timestamps to discard redundant gacket

auéomatlpn trTISltJ.ItS '3 El)exm_le a;(_:hltectl:.res ?jnd general is well known that redundancy can also render the system
reduces Installation, debugging, diagnostic and maimeRa ¢, . yjerant with respect to node failures and mitigdte t

costs W':jh re;spect 0 wged_ netw;)rtlas. Alt?\zu%? MCPS Oﬁtereffect of packet losses. We remark that, as illustrated &j, [1
many advantages, co-cesign of Ineé network contiguratiq, implementation of multi-path routing in a Wireless HART

and .OT the contrpl algorithm for a MCN requires addr.ess.m%evice only requires a minor change which retains backward
the joint dynamics of the plant and of the Commun'cat'o%ompatibility with standard devices

protocol. _ L Paper contribution: Because of wireless networking, a
Recently, a huge effort has been made in scientific 'YICN can be subject to failures and/or malicious attacks. In
szearch on Networked Conirol Systzmsf (NCSs), ﬁee .e'[%'] we addressed and solved the problem of designing a set
[2], [25], [11], [24], [10], [8], [14] and references therei of controllers and the communication protocol parametérs o

fodrda general OYErV'ﬁW‘ In gerr:eral, thetllltet.rature OE NCS?\ SISO MCN, so that it is possible to detect and isolate the
addresses non-idealities (such as quantization errcske(sa faulty nodes of the controllability and observability netks

dropouts, variable sampling and delay and commumcatlog}1d apply an appropriate controller to stabilize the system

copstrqints) as aggregated ngtwgrk performance Va“ap'%% depicted in Figuriel 1. In [21] and in this paper we extend
losing irreversibly the dynamics introduced by scheduhn%uch investigation to MIMO MCNSs: in particular, while in

and routing communication protocols. What is needed f 51] we extended the MCN formalism to MIMO LTI plants

_m;)deh?gda;\d analyzklnfg contrcl)l prot/oco(ljs on MCNS ,'[S a%nd developed a procedure to guarantee the existence of a
integrated framework 1or analysingico-designing nhetwor tabilizing controllerC; for any node failure, in this paper

topology, scheduling, routing and control. In [1], a Simuye provide conditions on network topology, scheduling and

lative environment of computer n(_)des anq commum_catlol%uting that enable detection and isolation of node fadure
networks interacting with the continuous-time dynamics of The extension with respect to the results in [5] is not

:Ee rfgalt "fvo”d 'ls pr%selntefd. Tl(\)/l trllfhbeSté)f ct)url ksoyledf?rivial: indeed in the MIMO case the geometric approach
€ first formal model of a Mufti-hop ontrol Tvetwor ploited in [5] does not easily provide a relation between t

has b ted in [18], [19], wh themati ej;
fas eenk Eres;zn ed in [ ](;i tL t], ”W ere a(lj rlr_1a tﬁmiﬂﬁ nditions that enable FDI of node failures and the network
ramework has been proposed that allows modeting the pology, scheduling and routing. To overcome this issue

Iayer_ (communication schedulmg)n and the Netyvork Iaye\;ve exploit formalism and FDI methodologies structured
(routing) of recently developed wireless industrial cohtr

systems[9]. This methodology leverages on the classical
The authors are with the Center of Excellence DEWS and wighDib- _Observ_er'based resu“?’ n [1_2]* where the system withrizslu
partment of Information Engineering, Computer Science ktathematics  iS required to be left-invertible: therefore our resultsplyn

of the University of L'Aquila, Italy. The research leadingthese results has that almost anyfailure signal can be detected and isolated.
received funding from the European Union Seventh FrameWwoogramme

[FP7/2007-2013] under grant agreement n257462 HYCON2 driof  IN OFder to detect and isolatny non-zero failure signal we
excellence should require input-observability. Indeed a carefullpstn

wireless Multi-hop Control Networks (MCNSs) in industrial
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Fig. 1. Control scheme of a Multi-hop Control Network subjex link failures.

(malicious) failure may hide in the zero dynamics, beingn addressing FDI for a MCN that implements standardized
therefore undetectable: for example in [23], [17] the rdie ocommunication protocols. An extended version of this paper
invariant zeros in detecting malicious attacks has can be found on ArXiv.
Notation: We will denote byN and R respectively the

Related work: As can be inferred from the recent surveysets of natural and real numbers. Givere N, we denote
[7], fault tolerant control and fault diagnosis is one of théby n the setn = {1,2,...,n}. We denote byO,
main issues addressed in the research on NCSs. Howewhe matrix of zeros withn rows andm columns and by
most of the existing literature does not consider the effedf, the identity matrix of dimensiom. Given a finite set
of the communication protocol introduced by a Multi-hopA and a subsetB C A, we define|A| and |B] their
Control Network. In [4], a procedure to minimize the numbecardinality, A \ B the difference set an@* the power set.

and cost of additional sensors, required to solve the FDWe denote bydiag(Fi(z),..., F,(z)) the n x n diagonal
problem for structured systemss presented. In [20] the transfer function matrix whose diagonal consists of théesca
design of an intrusion detection system is presented forteansfer functiond’ (z), ..., F,(z). Given a directed graph

Wireless Control Network: our work differs from such result (V, £) we definepathan alternating sequence of vertices and
in the following four aspects. (1) In [13] the wireless netlwo edges. A path is definesimpleif no vertices are repeated.

is an autonomous system where the netwitsklf acts as We define a set of pathsertex disjointif each two of them

a decentralized controller, while in our model the wirelessonsist of disjoint sets of vertices. We call a set-afisjoint
networktransferssensing and actuation data between a plarind simple paths from a sé4; C V to a setV, C V an
and a centralized controller, namely it acts aslay network.  r-linking from V; to V,. We denote by the disjoint union
This modeling choice is motivated by the fact that Wireoperator among directed graphs. For a formal definition of
lessHART and ISA-100 are designed for control loops wherirther graph properties and notations (e.g. weakly coteec

a centralized controller exploits a wireless networkedtay graph, weakly connected component, bridge nodes etc.) the
sensing and actuation data, which is often a forced choiceader is referred to [26].

in |n_dustr|al en\_nronments._ (2) As a consequence of the . MCN MODEL

previous issue, in [13] FDI is performed only exploiting the ) )
output signal from a subset of communication nodes, while e propose a mathematical framework for modeling
we can exploit the input and output signals of the centrellizeVireless multi-hop communication networks that implement
controller. (3) In our model we take into account the effectime-triggered protocols such as WirelessHART and ISA-
of the scheduling ordering of the node transmissions in thE00- In these standards the access to the shared communica-
sensing and actuation data relay, which provides a mOF@n_channel is specified as follows: time is divided intatslo
accurate modeling of the effect of scheduling on the close®f fixed durationA and groups ofll time slots are called
loop dynamics. Indeed, the conditions we derive in Sefibn {fames of duratior” = IIA (see Figurél2). For each frame,
show that, in order to guarantee FDI of faulty nodes, the linR communication scheduling allows each node to transmit
scheduling order is irrelevant: this is an interesting itesudata only in a specified time slot. The scheduling is periodic
because, as widely discussed in [6], [5], [22], it stronglyvith periodIl, i.e. it is repeated in all frames.

reduces the scheduling period, avoids the necessity of on- ydend [ oyclen Cyele e
the-fly scheduling re-definition, and always guarantees the N3 SNAARRTNRARE k\
existence of an admissible scheduling when multiple loops “
exploit the same communication network. (4) In [20] FDI T=IA

is performed by on-the-fly testing the rank of a number of Fig. 2. Time-slotted structure of frames.

matrices which is a combinatorial function of the number Definition 1: A MIMO Multi-hop Control Network is a
of communication links, while our method only requires tatuple M = (P, G, W, n, A) where:

apply a logic operator to a number of Luenberger observersP is a continuous-time MIMO LTI system, with, m and
which is at most equal to the number of communicatiord respectively the dimensions of the internal state, inpdt an
nodes. To the best of our knowledge, our work is pioneeringutput spaces.



G = (Gr,Go). Gr = (Vr,Er) is a directed graph, Gz(nr,) is a directed, weakly connected and acyclic graph.
where the vertices correspond to the communication nod&sie above definition can be given similarly 6t andne, .
of the network and an edge fromto » means that node
v’ can receive messages transmitted by nodkrough the Frm e mm oo Mz)-----mmmmme oo
wireless communication linkv, v"). We denote by, . the 1 P ) e :
special node ofi’z that corresponds to the controller and**” l R(2) l U zoH l ut l P(s) l L ‘ijl D l Olz) l e
by v,; € Vg, i € m, the special nodes that correspond to e f---- !
the actuators of the input componentso = (Vo, Eo) is
defined similarly toGr. We denote by, . the special node . ; .
of V» that corresponds to the controﬁer and by; € Vo, Nominal MCN: The dynamics of a MCNM can be

i € £, the special nodes that correspond to the sensors of deled by '_[he mtercon_nectlon of blO.CkS as in Figlre 3.
outputsy;, i € . The blockP is characterized by the discrete-time transfer

W = (Wg,Wo). Wa = {Wr.}hi where Wr function matrix P(z) obtained by discretizing the system
= ) . = i Ji€my i ; ; ; _
Er — R is a weight function for the-th input component P Wlth.sampllng timeT" = IIA. The blockR models the
that associates to each link a real constiis. — {Wo. }ice dynamics introduced by the flow of the actuation data of all
is defined similarly toi¥ e components of the control input via the communication
N = (R,10)- MR E (1%, )i where e, : N — network represented b§/%. In order to define the dynamics
= ) . = i fiem, it i i
2E% is the controllability scheduling function for theth of R, r\:vtihneedwtvo ﬁeflnde thg zerrlantmshofdtTe datadfltc;]W
input component that associates to each time slot of eagw(_)ur?tf ?. ne Vc\)/r Induce th ty ?\ scheduling fan de
frame a set of edges of the controllability radio connettivi weight functions. We assume that each communication node,
when scheduled to transmit byz,, computes a linear

graphGx. Since in this paper we only consider a periodic L : ,

scheduling, that is repeated in all frames, we define the Coﬁgmblnapon of the datg assqmatgd fo the mput compom;e_nt
trollability scheduling functions by, : {1,..., 11} — 25=, and rgcelved from th_e incoming I.|nks. acgordmg to the W.e'ght
The integer constantl is the period of the controllability f‘%”C“O” WRiI This linear cqmblnathn is then Fransm|tted
scheduling. The semantics gk, is that (v, v') € ng, () if via the outgoing scheduled links. As in [21] the input/outpu

at time sloth of each frame the data associated to ttth pergja\?or Ofu?(kT) Vl\;lthtr:esfpﬁct t.ouiEkT) fc ar:c betforr.nal-
input component and contained in nodds transmitted to z€d, Tor anyr € m, by the foflowing transter function:

Fig. 3. MCN interconnected system.
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the nodev’, multiplied by the_ weightWz, (v,v"). For any LT (@)

nr,, wWe assume that each link can be scheduled only one Ri(z) = = Z , (1)
o : : o Ui(2) 24

time for each framk no = {no, }ice is defined similarly to d=1

ﬁRE_ _ _ where D, € N is the maximum delay introduced by the
~ Al the time slot duration. As a consequen€e= IIA  (routing) paths ofGz (1z,) andVd € Dg,, yr.(d) € R,

is the frame duration. yr,(Dx,) # 0. The reader is referred to [5], [22] for the

The main difference with respect to the MCN definition giverformal definition of the coefficientsg, (d), d € D, , which
in [15] for SISO systems is that here the network needs t@epend on the weight functioi’z .
relay m actuation signals and sensor signals: we assume The block R is characterized by the transfer function
that nodes routes data of each of these signals separatelynatrix R(z) = diag(Ri(2),...,Rm(z)). The same holds
Designing a scheduling function induces a communicatiofor the block©®. The dynamics of a MIMO MCNM can
scheduling (namely the time slot when each node is allowesk modeled by the cascade of the transfer function matrices
to transmit) and a multi-path routing (namely the set ofR(z), P(z) and O(z), thus M(z) = O(2)P(2)R(z).
paths that convey data from the input to the output of the Faulty MCN: We assume that a failure or a malicious
connectivity graph) of the communication protocol. Sinte t attack associated to a communication nede Vz can be
scheduling function is periodic, the induced communicatiomodeled by a set of arbitrary signafs ;(k), for anyi such
scheduling is periodic and the induced multi-path routisig ithat there exist/ € Vz, h € II with (v,v') € ng,(h),
static. each summed to théth input component routed via node
Definition 2: Given Gz andnr, we defineGr (nz,(h)) v. This general framework, as illustrated in [5], models
the sub-graph of/z induced by keeping the edges scheduledeveral classes of failures (e.g. a node stops sending data
in the time sloth. We defineG (7z,) = U,_, Gr (1. (k)  or sends fake data) and malicious attacks (e.g. an arbitrary
the sub-graph ofsz induced by keeping the union of edgessignal is injected, which overrides/sums to the originabjla
scheduled during the whole frame. Following the same reasoning as in the definitiorif 2),
Gr(nr,) consists of a set of simple (routing) paths startwe can define the transfer function frofy; (k) to u;(k) as
ing from v, . and terminating inv,, ;. As a consequence follows:

Du i
L Ui(D) = ald)
1This does not lead to loss of generality, since it is alwayssijtie to Fu,z‘(z) = F Z. = Z U'Zd , (2)
obtain an equivalent model that satisfies this constraintapgropriately W(z ) d=1 z
splitting the nodes of the graph, as already illustratedh& memory slot . . .
g?aph %eﬁnition of [19]. grap Y Y where D, ; € N is the maximum delay introduced by the

2We remark that the scheduling period s is the same ofj. (routing) paths fromw to the actuator node, ; andVd €



D, i, vv,i(d) € R, with 7y, ;(D, ;) # 0. By the properties of
Gr(nr,) it follows thatVvv € Vg, D, ; < Dg,. The same
holds for the blockO.

II. MCN STRUCTURED MODEL

To state conditions for FDI of failures and malicious
attacks on a node of a MCN we will exploit the formalism
of structured systemi®]. Given a system characterized by a  v.(Dz)
state space representatiSn= (A4, B,C, D) we can define
the associated structured system by defining the matrices. 4. Graph representation &, when a failure in the node occurs.

Sy = (Ax, By, Cy, Dy) so that each entry is either zero

(if the corresponding entry in the original matrix is zer@) o some edges of'z, just indicate that such edges are present
a free parameter (if the corresponding entry of the originaf and only if the corresponding’s are not equal to 0.
matrix is non-zero). For instance, consider a systegiven  Note that(Vz, , Er, ) is composed byn weakly connected
by A =[1,2;0,0], B=[0,1]", C = [1,0]: the correspond- components, each associated to the data flow ofiitie
ing structured systerfi, is given byA = [A\1, A2;0,0], B = input component. Also note that each nadg, is a variable
[0,23]T, C = [\4,0], where the);’s are free parameters. A associated to theth input component that will be delivered
structured system can also be represented by a directeld grayith a delayd to the actuator node,, ;. Finally, note that
(Vs,, Es,) whose vertices correspond to the input, state anghe sets of input and output nodes are respectivély=
output variables, and with an edge between two vertices {fu,, ..., u,,} andU = {iy, ..., @m}.

there is a non-zero free parameigrrelating the correspond-  The same holds for defining the structured graph repre-
ing variables in the equations. The graph representation séntation(Vo, , Eo,) of block O, where the sets of input
the example above is given bis, = {u,x1,22,y}, and and output nodes are respectively = {7i,...,7:} and
Es, = {(z1,21), (x2,21), (0, 22), (21,9) }. Y ={y1,...,ye}.

The following proposition formalizes the graph structured Finally, let(Vp, , Ep, ) be the structured graph representa-
representation of the block when a set of failure signals tion of the plantP, where the sets of input and output nodes
is applied to communication nodes. are respectively/ = {i, ..., @y} andY = {J1,..., 5}

_ Proposition 1: Given Gg, nr and a set of faulty nodes  The model of a MCNM is the cascade of the bloci, P
Vo Vr wef ﬂefltr)lle Lhe gra}plrll structured representatiogny» As a consequence, its structured graph representation
(VR Er,) of the blockR as follows: (Vm,, Ea,) is given by the union of the structured graph
Vry = {u1,...,um}U{l1,...,4m} U U{l’ivd} U U{fw-}7 representations oR,, Py and O, and the set of nodes

iem, vev, U andY represent the interconnection nodes among such
1 PR e graphs. It is easy to see that all noded/imndY are (weak)
Vi € m,Vd € Dr, (ui, vi.4) € Bry & %, (d) #0, bridges of (Vu,, Ea, ) since the removal of one of them
Viem,vd € Dr;,Vo €V, (foi,7i,a) € Ery € 70,i(d) 70, increases the number of weakly connected components.

Vi € m,Vdi,ds € D’Ri: (l’i,dwl’i,dg) S ER)\ S di =do + 1,

. - IV. FDI OF FAILURES ON STRUCTURED SYSTEMS
Vi € m, (zi1, %) € Er,. _ _ _ _
Assumption 1:We assume in this section th#f ;(k) =

Proof: By applying the principle of superposition tg] (1) and f.(k) for all i such that there exist’ € Vi, h € II with

@) we derive, for each componeinte m of the input signal, a

state space representation (v,0) € nr,(h). ) )
In other words, when a failure on a node occurs, it
(1) = Aix(t) + Biui(t) + Y Fifoi equally affects all the input components routed wiaThis
~ vev assumption is satisfied whefy (k) models a node failure,
ui(t) = Cizi(t) or when the malicious attack is not able to access separately
of Ui(2) = Ri(2)Ui(2) + 32 Fuoi(z)Fui(z). In particular, we the input components. We will discuss the case when this
. wev assumption does not hold in Section VI.
definez = [zi1...2ipg,] and: Let a structured systerfiy be given in the form:
A= | | w1 ) ok +1) = Az(k) + Bu(k) + Erd(k) + Fi f(k),
PP, ) y(k) = Ca(k) + Du(k) + Exd(k) + Faf (k),
B; = [ 7731‘(1) ’YRi(DRi) ] s . . .
B ) D T whered(k) is a vector of disturbance signals aridk) =
Fi=[ i) - ywilDea) |7, [fi(k), ..., f+(k)]" is a vector ofr failure signals. In this
Ci=[1 0 -+ 0]. (3)  paper we will not consider the disturbance (8. = E, =
The result follows by definition of graph representation of &) and leave such generalization to further work. In [3]
structured system. m necessary and sufficient conditions have been derived on the

Figure[4 provides an example of the graph representatigmaph representation o, that (generically) guarantee the
of R, when a failure in the node occurs. They's labeling existence of a bank of Luenberger observers, which takes



as inputsu(k), y(k), generates as output tresidualsignals Example 1:Consider a MCN M where the

vector f(k) = [fi(k),..., fr(k)]T and is characterized by a plant is given by A4 = [1,2,0,3], B =
transfer function C = lg, and Grg = {Vuc,V1,V2,V4,1, 002}
ﬁl(z) Tii(z) - 0 Fi(2) Go = {Uy,lavy,27U37U47Uy,C}a Ry =

: — : . : : ) {(’Uu-,cvvl)v(vlvvuyl)}' no, = {('Uy,ly'UB‘),('03,1)7;.,(:)},77732 =

Fr(z) 0 o ij(z) Fr(z) {(Uu,cv ’Ul)v (Uu,ca 1)2), (1)1, Uu,Q)a (1)2, Uu,?)}! No, =

{(vy,2,v4), (va,vy)}. The corresponding graphV,¢&)
whereVi € r, T;;(z) # 0. Characterizing the existence of constructed as in Definitioh] 3 is depicted in Figlide 5. It
such bank of observers is called thank of observer-based is easy to see thdfz (vy.c) = {Vu.c1,Vuc2}; Ir(v1) =
diagonal FDI problemlt is well known that the control input {vi1,v12} etc. Note that the nodes, 1, vy 2,vy.1,vy2
effects can be taken into account in the observer structumo not split in the disjoint union, since each of them only
therefore we will consider without loss of generaliy = belongs respectively toiGr(nr,), Gr(Mr,), Go(no,).

D = 0. The theorem below characterizes the bank offo(no,).

observer-based diagonal FDI problem when there are no B

disturbances, and is a particular case of Theorem 3 in [3]. g_) ’— o - RN //’/ — i gm,)
Theorem 2 (from Theorem 3 in [3])The bank  of ‘ \\‘/ :
observer-based diagonal FDI problem is generically sdévab \ @ ° 0 \ \ @ /'

for a systemS if and only if (i) S is structurally observable ~--______--~ ' — 5 f Vv c~._____

and ¢i) £k = r, where k is the maximum number of = P s
fault-output vertex disjoint paths in the graph represtgmta e @ @ \
of Sy. 5 ,

’ gtn.) . () g,

V. FDI OF NODE FAILURES ONMCNS )
Fig. 5. Graph(V, &) of Example[l.

Given a MCN M subject to failures on communication | emma 3:Given a MCN M and a set{vy,...,v.} C
nodes, if the bank of observer-based diagonal FDI problen, v, of faulty nodes, then the bank of observer-based
is generically solvable for node failures iy, then the diagonal FDI problem is generically solvable for node fail-
residual signals can be used to detect and identify possihlyes in A, if and only if there exists am-linking from
simultaneous occurrence of node failures. In [21] we prove{ifm, o fe oY in (Vag,, Eaq,). Proof: Straight-
that, given a MIMO MCNM and if the plantP is control-  forward by Theorenil2 and by definition o1 . m
lable and observable, it is always possible to design a weigh Theorem 4:Let a MCN M and the associated graph
function W such thatM is controllable and observable. As (V,€) constructed as in Definitiof] 3 be given. Given any
a consequence, we assume in this paper gt always set{v,...,v,} C Vg U Vo, there exists am-linking from
satisfies Conditior{i) of Theorenf2. {fors- s fo.} O Y in (Vi,, Er,) if and only if there

In order to design the network configuration of a MGM  exists anr-linking from a set{z, € T(v1),...,0, € T(v,)}
to enable FDI of node failures, as the main result of this papgy {Vyets-- s Uyee) in (V,E).
we state a formal relation between the network topolégy Proof: (=) Consider a set of nodes given by the
and scheduling/routing of M, and solvability conditions ynion of {vry,.. R, } € Vr and {vo,,...,vo,} C
of the bank of observer-based diagonal FDI problem foy, with p + ¢ = r, and defineF = Fr U F», where
node failures. With this aim we first propose an algorithny,, — {fvnlv"'vanp} and Fp = {fml,_,_,fmq}_ If
to construct a graplfV, &), which essentially consists of there exists am-linking from F to Y in (Vi , Eu, ), then
the disjoint union of the controllability and observalyilit the following hold:
graphs associated to each schedule, and of the structured

graph representation of the plant. Then we will state a- @7-linking from Fz to a setvz = {yi,,....4;,} € Y,

formal relation between solvability conditions of the bartk o @)
observer-based diagonal FDI problem fbt, and (V. €). 3 a g-linking from Fo to a setYo = {y;,,...,y;,} €Y,
Definition 3: Given a MCNM, we define a graph (8)
m ¢ YrNYo =@, 9
v.8) = (LJ_rJ Gn(nm) H(Vey s Bry) (&J Go(ﬁoﬂ) R ®)
=1 =1 where {iy,...,i,} € £ and {ji,...,j;} € £. Since in
with the addition of the following edges: (Vm,, Exm,) U andY are bridge nodes and do not belong
Vi € m, (vs, i) € £, (5) to any-cy.cle,[(]7) implies the foJIowmg: )
Vi € £, (§i,0y.) € E. (6) 3 ap-linking from Fr to a setUr = {g,,. .., U, } g(on’)
The disjoint union operator induces a miagp that associates 3 a p-linking from U» to a setVe — {7, SlCY
to each communication node € Vz a set ofm corre- b g R R= BB} (1’1)
sponding verticev1,...,v,} C V, one for each graph

Gr(nr,),i € m. AmapT'n can be defined similarly. 3 ap-linking from Yz to Yz, (12)



where {ki,...,k,} € m. By (10), [4) and for the sym- implies the following:
metric weakly connected components structureRgf and

Gr(ng,), i € m, it follows that in (V, £) 3 ap-linking from 7 to a setUr = {ur,, .-, Ur,, gzg)U’
3 ap-linking from {vg, k.., VR, k, } 1O {Vukys - -, Vuk, b, 3 @ p-linking from Ug to a setVr = {jr,,,...,Jr,, } C Y,

_ (13) (24)
whereVd € p, vz, k, € I'r(vr,). By (B) it follows that 3 a plinking from Y 10 {vy.c.rs- s vy }- (25)
3 ap-linking from {vy i, ..., vuk, } t0 Ur. (14) By (23), [@) and for the symmetric weakly connected com-

. ponents structure R, and Gz (nr,), i € m, it follows
By (1I) and since [{4) the structured graph representgsqy in(Vac,, Eac,)
A0 A

tion (Vp,, Ep,) of the plant belongs both t¢V,£) and

(Vs B, ), it follows that 3 ap-linking from {vg,,...,vg,} 0 Ur.  (26)
3 a p-linking from Uz to V. (15) Reasoning as above fdr (26), thy{24) ahd (25) it follows that
3 a p-linking from Uz to Y, (27)

By (6) it follows that o -
3 ap-linking from Yz to Yr = {yi,,...,:,} €Y. (28)

3 ap-|lnklng from Y/R to {’Uy_’il, ceey ’Uy_’ip}. (16) By ), (Z) and[ZZ]S) |t fO||0WS that

By (12), (4) and for the symmetric weakly connected com- 3 ap-linking from {vg,,...,vg,} to Yx. (29)

ponents structure d,, andGo (no,), i € £, it follows that .
By (21), (4) and for the symmetric weakly connected com-
. ponents structure aP,, andGo(no,), i € £, it follows that
J ap-linking from {vy ..., vy, } 10 {Vy ciirs- ) Vyeiip )}

By (I3), (I3), [I5),[(16) and(17) it follows that 4D 3 agfinking from {vo, ... vo,} 1o Yo = {y;,... 792‘%%5 Y.
By (22), (29) and[(30) it follows that there exists an+
g-linking in (Vu,, Ea, ) from the p + ¢ dimensional set
to {vy,cirs -5 Vycip }- (18 {vry,s. - VR, v0,, .., v0,} tO the p 4+ ¢ dimensional set
YrUYn C Y. Sincep+ g = r, this completes the prool
The following corollary provides necessary and sufficient
conditions on network topology, scheduling and routing for
FDI of node failures over a MIMO MCN.

Corollary 5: Given a MCN M, the associated graph
(V, &) constructed as in Definitidd 3and a et ..., v, } C
to {vy.cgus- s Vyeg b (19) Vr U Ve of faulty nodes, then the bank of observer-based
diagonal FDI problem is generically solvable for node fail-
where v € g, vo,i, € To(vo)) BY @) yresinm, if and only if there exists an-linking from
(I8) and [(IP) it follows that there exists ap + a set{o; € T(v1),....0, € T(v)} 10 {Byerse-s vy}

glinkking in (V,£) from the p + ¢ dimensional set j, -y, ¢y Proof: Straightforward by Lemm&]3 and
{jURl,il, . 7’(}731)71'1),’[}(917]‘1, . 7U0q7jq} to thep —+ q dimen- Theo;enﬂ-. u
sional Set{vy.c.is - - Uy.ciips Vycins -+ Vy,egy - SINCEP + Example 2:Consider the MCN as in Examplg 1. It is
g =, this cqmpletes the proof. ] ) easy to see that the conditions of Corollaty 5 are satisfied

(<) Consider a set of nodes given by the union of ¢, 4y > dimensional set of communication nodes, except
{vrys-wsvr,} € Ve and {vo,,...,v0,} C Vo, with ¢4 (v2,v4). As a consequence, the FDI problem cannot be
p+gq = r and letF = JFr U Fo, where Jr = g4yed for 2 simultaneous failures. However, by adding to
{vRik1s -, UR, kb €V @NdFo = {Uom}v S 00,5, © any time slot of the scheduling functiag, the transmission
V, where{k,...,kp} € m and{ji,...,jp} C £ If there  ¢jinys (Vu.c, v2) and (vz, v,.1), the conditions are satisfied
exists anr-linking from 10 {vyc1,.., vy} N (V,€),  and we can detect and isolate up to 2 simultaneous failures.
then the following hold: An alternative solution is adding to the scheduling functio
L No, the transmission of link$v, 1,v4) and (vg,vy,c). It is

3 ap-linking from Fr t0 a set{vy,c.i,,-- -, Vy.c.i, }, (20) intéresting that, in order to $(‘;]uyarant)ee FD(I of ?au)lty nodes,

3 ag-linking from Fo to a set{vy,cjis- -1 Ve, }» (21)  the link scheduling order is irrelevant.

{Vycyivs > Vyeiy } N {Vycis - Vyiejp } = D (22) Example[2 shows that our results, for small graphs, can

be used to enable FDI by manual designing the graph

where {iy,...,i,} C £. By @), (8), and since ifV,£) U topology, scheduling and routing over the graph, ).
andY are bridge nodes that do not belong to any cy€le, (26jor more complex networks graph theory algorithms can

3 ap-linking from {vg, x,,..., VR, .k, }

By (@), (4) and for the symmetric weakly connected com
ponents structure oDy, and Go(no,), @ € £, it follows
that

3 a¢-linking from {vo, ji,...,vo,.j, }



be exploited to automate the network design process, Wgr solvability of the bank of observer-based diagonal FDI
searching for disjoint paths for any tentative set of faultyproblem can be defined as follows.

nodes ir2!V=IVIVel 'which is characterized by an exponential Lemma 8:Given a MCN M and a setV =
complexity. In the following we provide a sufficientconditi = {v;,...,v,} C Vr U Vo of faulty nodes, defineF =
that is easier to be verified. U U {fui(k)} the set of all failure signals. The bank of

Lemma 6:[26] Let a graph(V,£) have connectivityr, veV i€d(v) i i ,

and letV,, V, be subsets ob each of size at least, then observer-bqsed dlggonal .FDI problem. is gener|ca}IIy scbj,vab
there exists am-linking from V; to V» (and vice versa).  [of node failures inM, if and only if, for anyv € V

- P e d anyi € ¢(v), there exists an-linking from F \
Proposition 7: Given a MCN M and a positive integer an .
r > min{m, £}, let (U)\{f}{fm(k)} to Y in (Vam,, Enm,)- Proof: By
= ’ ’ . i€p(v 7
applying the same reasoning as in the proof of Theorem 3

Y0 € Vg, [Pr(v)] = 7, . @) iy [3] it can be stated that, given € V andi € ¢(v),
(Vp,, Ep,) has connectivity> r, (32)  an r-linking exists fromF\ | {fs.(k)} to Y in
Yo € Vo, To(v)| > r. (33) ico(@\ {7}

(Vms, Eam,) if and only if it is possible to design an
Then for anyr-dimensional set of faulty nodes the bank ofobserver that generates a signatyisg(k) characterized by
observer-based diagonal FDI problem is generically sédvaba non-zero transfer function with respect fp;(k), a zero
for M. Proof: Consider a set of nodes given by transfer function with respect to any failure signal in tie¢ s
the union of{vz,,...,vr,} € Vr and{vo,,...,v0,} C F\ U  {fsi(k)}, and a (possibly zero or non-zero)

Vo, with p + ¢ = r. Let (V,€) be the graph constructed icp(@\{i} . . . .
as in Definition[3 fromM, and let F = Fr U Fo. transfer function with respect to any failure signal in tle¢ s

where Fr = f{om,irr..vr,i} C V and Fo = ie¢(g\{i}{fﬁ7i(k)}' Therefore, the signaturg; ;(k) is not
{vo, jis---5v0,5,5 S V, Where {iy,...,i,} C £ and affected by the failure signals of any other node# v,
{j1,....gp} S £ By (@) it follows that there exists and is (generically) non-zero if, ;(k) is non-zero. As a

a p-linking from Fz to a set{vy,,...,vuk,}, Where consequence, we can detect and isolate a failure acting on
{k1,...,kp} € m. By (@) and sincer < m it follows nodew when at least one signatufe ;(k), i € ¢(v) is non-

that there exists a-linking from {v,,,...,vux,} 10  zero. This completes the proof. ]
{@k,, ..., }. By (B2) it follows that there exists a- Proposition 9: Given a MCN M and 2 faulty nodes

linking from {dy, ... 4k} t0 {gi,....5,}. By () and , 4, € Vi, the bank of observer-based diagonal FDI prob-
sincer < ¢ it follows that there exists @-linking from e s generically solvable for node failures i, only if
{irs - i, } toaset{vy, ..., vy} By @3) itfollows 40, )ng(vy) = 2. Proof: Assume that(vi)N¢(v2) =

that there exists artlinking from {v, ;,,...,v,;, }JUFo toa {k} € m, and lets = vy, i = k. In the graph(Vivi, , Eat,)
S€t{Uy,c.irs -+ s Uyciips Uycjis -+ Vy,c.j, ) - FOT @ll the above  there does not exist a 2-linking frofif,, &, fo, k) 10 Y
properties it follows that there exists arlinking from 7 to  sjnce they only have outgoing links to the weakly connected
{vy.civse s Vyesips Vyeis - -5 Vy.eg, }- BY CorollarylB, and - componentR, ;. of the structured graph representation of
sincep + ¢ = r, this completes the proof. B the blockR (see Figurél4). As a consequence, the maximal
Conditions [(3]) and (33) can be verified in linear time withinking from 7\ |J  {fu,.s(k)} to Y in (Vi , End,)
respect toVz| + |Vo|, but they are conservative. Indeed, it i€p(v1)\{k}

is easy to see that, for the solutions proposed in Exafiplei®k = 1. Sincer = 2 the results follows. u
where the FDI problem is solvable for up to 2 simultaneoushe above proposition can be proven similarly for the
failures, they are not satisfied. Conditién}(32) can be \estifi observability graph and shows that, if Assumptidn 1 is not
by searching for disjoint paths on a graph characterized bgised, the bank of observer-based diagonal FDI problem is
cardinality n + m + ¢, and it is easy to show that it is a generically solvable for node failures i, only for trivial
necessary condition (i.e. by assuming that-atiode failures network topologies, namely when all grapfi (mr,),i €

occur in the controllability network). m and Go(ne,),i € £ consist of a single communication
node (namely, they are not multi-hop networks). This can
VI. REMOVING AssumMPTIONI] be easily seen by considering that, for any 2 nodgss

If we do not impose Assumptiofl 1 a failure on a nogQ€longing to a givertiz (i, ), k € ¢(v1) N ¢(v2). This

: o hegative result is intuitive: if a malicious attack is able
v € Vi affects all the input components routed viavith . o
. . . to access separately the input components and to inject
possibly different signal$ f, ;(k)}ice (), Where

unrelated signals to each of them, it is much more difficult
o) ={iem: (I € Vg,IheIl: (v,v') € yr,(h))} 1O exploit redundancy to perform FDI. To overcome this
difficulty an interesting venue for future work is providing
represents the set of input components routedvviln this  milder conditions that enable to detect and isolate fadlwie
case, since we aim at isolating node failures, we are juslusters of nodes, instead of isolating singleton noderfag.
interested in detecting whether at least one of the signdils particular, it would be interesting to compute for a given
{fv.i(k) }ico(v) IS active. As a consequence the condition8CN the minimal node clustering that enables FDI.
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