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Abstract—Many spectrum auction mechanisms have been pro-  In this paper, we consider the issue of designing strate-
posed for spectrum allocation problem, and unfortunately,few of - gyproof spectrum auction mechanism which maximizes the so-
them protect the bid privacy of bidders and achieve good soal cial efficiency while protecting the bid privacy of biddewe

efficiency. In this paper, we propose PPS, aiacy Preserving . .
Strategyproof spectrum auction framework. Then, we design wo propose a Rvacy Reserving_#ategyproof spectrum auction

schemes based on PPS separately for 1) the Single-Unit Aumi  framework (PPS). Under PPS, we mainly study two models:
model (SUA), where only single channel to be sold in the speam 1) the Sngle-Unit Auction model (SUA) and 2) the Mti-Unit
market; and 2) the Multi-Unit Auction model (MUA), where  Auction model (MUA). In the SUA model, the auction mech-
the primary user subleases multi-unit channels to the secafary  5nism design only focuses on single channel trading. Multi-
users and each of the secondary users wants to access multi- . A :
unit channels either. Since the social efficiency maximizain ur"t channels tfao_"”g_ IS supporFed m_the case of MUA_ model.
problem is NP-hard in both auction models, we present allogion ~ Since the maximization of social efficiency problem in both
mechanisms with approximation factors of (1 + ¢) and 32 SUA and MUA are NP-hard, we design allocation mechanisms
separately for SUA and MUA, and further judiciously design with approximation factors ofi(+¢) and32 separately for the
strategyproof auction mechanisms with privacy preservinghased giya and the MUA. We show that the proposed approximation
on them. Our extensive evaluations show that our mechanisms - ] . .
achieve good social efficiency and with low computation and allocation mechanllsms are blc_j-monotone, and further _de3|g
communication overhead. strategyproof auction mechanisms based on them, which are
denoted as PPS-SUA and PPS-MUA respectively. As the PPS-
. INTRODUCTION MUA only ensures the worst case performance, we further
The ever-increasing demand for limited radio spectrupropose an improved mechanism, denoted by PPS-EMUA, to
resource poses a great challenge in spectrum allocation @mgrove the social efficiency of PPS-MUA. We also show that
usage [[26]. Recent years, auction has been widely regar@®RIS-EMUA is strategyproof and privacy-preserving.
as a preeminent way to tackle such a challenge because of itk is not a trivial job to protect privacy of the true bid vakie
fairness and efficiency [14]. In general, bidders in speutruof bidders in the auction mechanisms as auction relies on
auctions are the secondary users, while the auctioneer ithase bid values to make decision on allocation and payment
primary user in the single-sided spectrum auctions. computation. Notice that, for maximizing social efficieranyd
In recent years, many strategyproof auction mechanismsciomputing payment, we need to compute many various bid
which bidding the true valuation is the dominant strategy @sums of conflict-free bidders in our allocation mechanisms.
bidders, have been proposed for solving spectrum allatatidowever, it is hard for the auctioneer or the bidders to
issue. Unfortunately, the auctioneer is not always trugtwo compute these bid sums with privacy preserving since the
Once the true valuations of bidders are revealed to a corr@pictioneer does not know any bidder’s true bid value. To
auctioneer, he may abuse such information to improve his oaddress these challenges, we will first introduce agient
advantage. Besides, the true valuation may divulge thetprafihich is a semi-trusted third party (such as FCC), different
of bidders, which is also a commercial secret for each biddéom auctioneer. The agent, together with the auctione#ir, w
Therefore, bid privacy preservation should be considered éxecute the auction in PPS. In our design, bidders apply
spectrum auction design. However, only few studiegy,( Paillier's homomorphic encryptiorto encrypt the bids so
[17], [21]]) were proposed to protect the bid privacy of bidde agent can perform computation on the ciphertexts, agent the
Allocating channels to the buyers whalue them most sends the results by adding random numbers and shuffling
will improve the social efficiency There have been manybidder IDs to auctioneer for making allocation decisionjahkh
studies devoted to maximizing the social efficiency whilprovides privacy protection without affecting the corresgs
ensuring strategyproofness in spectrum auction mechanisimthe allocation. We will prove that neither the agent nor
design [7], [9], [10], [26], [33]. Unfortunately, none ofdke the auctioneer can infer any true bid value about the bidders
auction mechanisms provides any guarantee on bid privagithout collusion. To the best of our knowledge, PPS is
preservation. the first privacy preserving spectrum auction scheme that
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maximizes the social efficiency. Note that we did not focus ofo achieve this, it is sufficient to show that our allocation
protecting the location privacy of bidders in our mechamismmechanism idid-monotoneand always charges each winner
as previous schemee.(, [17]) can be integrated into ourits critical value [20]. We say an allocation mechanism is
mechanisms. bid-monotone if bidder wins the auction by bidding;, he

The remainder of paper is organized as follows. In Sectiavill always win by biddingd; > b;. And the critical value of
M we formulate the spectrum auction and present the frameach bidder in a bid-monotone allocation mechanism is the
work of PPS. Sectiof Il proposes a strategyproof spectruminimum bid that biddei will win in the auction. The third
auction mechanism for solving the single-unit auction nhodebjective is to protect the privacy of the bid values of bidde
Section[1V further extends the auction model with considefo achieve privacy protection, we will apply homomorphic
ation of multiple-items trading model. Extensive simwati encryption to encrypt the bid values using the public key of
results are evaluated in Sectibi V. Section VI discusses thactioneer, and agent will perform the most of the companati
related literatures and sectibn VIl concludes the paper. and send the intermediate results to the auctioneer. We will
show that both the auctioneer and the agent cannot get any
information about the true bid values of bidders as long as
A. Spectrum Auction Model they will not collude with each other.

We model the procedure of secure spectrum allocation @s
a sealed-bid auction, in which there is anoctioneer(a.k.a.
primary user), a set dfidders(a.k.a.secondary users) and an The process of our spectrum auction mechanisms consists
agent In each round of the auction, the auctioneer subleas¥i¢hree steps: bidding, allocation and payment calcutafio
the access right ofn channels ton bidders. The bidders Protect the bid values of bidders, we design a strategyproof
first encrypt their bids by using thencryption keyof a SPectrum auction framework with privacy preserving, ngmel
homomorphic encryption scheme.g, Paillier's scheme) for PPS, which is shown in Algorithial 1.
the auctioneer, and submit the encrypted bids to a@bent _ _ _
(not the auctioneer). HereZ(m) denotes the homomorphicAlgorithm 1 PPS: Privacy Preserving Strategyproof Spectrum
encryption of message:.. Then, the auctioneer and the agerftuction Framework
allocate the channels to the bidders via communicating witfi: Each bidderi submits E(b;), N; and L; to the agent,
each other. We assume that the agent semi-trusted party whereb; is encrypted by using the encryption key of the
and will not collude with the auctioneer. auctioneer;

We useC = {ci,....cm} to denote the set of channels, 2 The agent and the auctioneer run a bid-monotone al-
andB = {1,...,n} to denote the set of bidders. Each bidder location mechanism while protecting the bid privacy of
i € B is described a$ = {L;, N;, b;,v;, p; }, whereL; is the bidders.
geographical location of, N; is the number of channels that 3: The agent and the auctioneer compute a critical value for
bidder: wants to buyp;, v; andp; separately denote the bid each winner with bid privacy preserving.
value, true valuation and payment:ofor all the channels that
he wants to buy. We assume that the interference radii of all
channels are the same, which are equa} tonit. Then, two IIl. A SINGLE-UNIT SCHEME
biddersi and; conflict with each other if the distance between In this section, we will present a strategyproof spectrum
L; and L; is smallerl unit. Bidders can share one channel ifauction mechanism for SUA, denoted by PPS-SUA, which
they are conflict free with each other. maximizes the social efficiency and preserves the bid pyivac

In this paper, we study two spectrum auction models. The = = . o
first one is that there is only one channel in the spectrufh !Nitidlization and Bidding
market, thenm = 1 and N; = 1 for each bidder. We call Before running the auction, the auctioneer generates an
this model theSingle-Unit Auction modglSUA). The second encryption keyEK and a decryption keyDK of Paillier's
one is theMulti-Unit Auction model(MUA) which supports cryptosystem. Then, he announde&’ as the public key, and
multiple channels trading in the market. In MUA, each biddéreeps DK in private. Each biddeié encrypts his bidb; by
wants to acces®/; > 1 channels rather than part of them. using EK, and send$E(b;), L;) to the agent. In the sending
procedure, each bidder keeps his encrypted bidding priee as
secret to the auctioneer.

Il. PROBLEM FORMULATION AND PRELIMINARIES

A Spectrum Auction Framework with Privacy Preserving

B. Design Targets

Our work is to design social efficient strategyproof spectru . . . ) )
auction mechanisms with bid privacy preservation. Firstlg B- Allocation Mechanism with Privacy Preserving
will allocate channels to the bidders who value them most to After receiving the encrypted bids from bidders, the auctio
maximize the social efficiency. However, the optimal chdnneer and the agent allocate channels to bidders via communi-
allocation problem in SUA and MUA are all NP-hard. Thusgating with each other. The goal of our allocation mechanism
we will design approximation mechanisms instead. Secondiy to maximize the social efficiency, which is equal to finding
our auction mechanisms should be strategyproof, which mmeangroup of conflict-free bidders with highest bid sum, whigh i
bidding truthfully is thedominant strategyfor any bidders. a well-known NP-hard problem. To tackle this NP-hardness,
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given gridg;>* of the (r, s)-shifting, letD = {d;’7, - - d”}
be the set ofmaX|maI independent setsf bldders ing;
We useOPT(g;”) to denote the optimal solution in the gr|d

®. Clearly D has card|nal|ty of at mosD(k?) and can be

enumerated in time(n®**). In Algorithm [2, we present
our method for finding theOPT(g;’S) for each subdivided
grid ¢>% with privacy preserving. To hide the true values of
w(d;”:j) (which may break privacy) from the auctioneer, the
agent will mask them by using two random valugsand d,
asd; +d2 - w(d;’}). Note that the rangél, 27] and [1, 2]
for 0; and d, are chosen based on the consideration of the
correctness of modular operatiods:+ 5 - w(d:j) should be
smaller than the modulo used in Paillier's system.

Assume that the number of grids that subdivided(hy)-
shifting is N, s, then the optimal solution ofr, s)-shifting is
we propose a polynomial time approximation scheme (PTA®)PT'(r,s) = . <N, dg(sl By sending the intermediate
based onshifting strategy{12], [18], which provides an ap- results to the auctloneer the auctioneer can compare and
proximation factor of {+¢). For completeness of presentationfind which independent set will be chosen for each subgrid.
we first review this PTAS method. Observe that both the auctioneer and the agent will not know

In the PTAS, we first select a positive integerthen, the the bid values in the independent set. By using the optimal
plane is subdivided into several grids of sizekat k by a solution of each grid, the agent can calculate the encrypted
collection of vertical linest = i - k + r and horizontal lines value E(w(OPT(r,s))), and allocate channels to bidders
y = j-k+s, where0 < r, s < k—1. We call such a subdivision without leaking the true bid values of bidders. The allowati
as (r, s)-shifting Here we assume that the conflict radius odill be sent to the auctioneer. The details are described in
each bidder ist, then each bidder can be viewed asigt Algorithm[3.
disk Fig.[d gives an instance of a grid subdivided (ays)-
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Fig. 1: A grid subdivided by (r,s)-shiftingk(= 4).
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doeey= s+jk

r=r+(i+1)k

shifting, wherek = 4. We will throw away all the disks which Algorithm 2 Computing the optimal solution for grigl;*

intersect with some special lin€s = r mod k andY = s
mod k in (r, s)-shifting, and solve the sub-instances of disks

1: The agent randomly picks two intege¥s € Zow, 6o €
Zar>, computes and sends2(d; + dow(d;}))}i<i<s 1O

contained in each grid individually. Here, a grid is a square ipe auctioneer, where

defined by{(z,y) |r+ik <z <r+(i+1)k,s+jk <y <
s+(j+1)k} for some integersand;. Let the optimal solution
of (r, s)-shifting be the union sets of all the optimal solution
of the subdivided grids, and(OPT(r, s)) be the weight of
the optimal solution of(r, s)-shifting. It can be proven that
there is at least ongr, s)-shifting, 0 < r,s < k — 1, with

1
w(OPT(r,s)) = (1 - +)*w(OPT(B)) @)
whereOPT(B) is the maximum weighted independent set of

all the bidders, andv(OPT(B)) is the weight ofOPT(B).
For any given integek > 1, there arek? kinds of different

B+ u(d;) = BG)( ], E00))™

2: The auctioneer decryptsF (5, + 52w(dj:;))}0§i§z' and
sorts them in non- increasing order. Assume
w(dyey ;) = wldily ;) = = wld), ;)
Whereda(l) - is the maximum |ndependent set with rank
i in the sorted list.
3: The auctioneer senc{s;( )}i<i<. to the agent.

4: The agent chooseﬁ ;as the optimal solution of grid
g9;°.

shiftings in total. We will choose the optimal solution of
(r, s)-shifting’s that with the highest weight as our final

Lemma 1:Our allocation mechanism for SUA is bid-

approximation solution. Thus, we have a PTAS for optimahonotone.

channel allocation problenie. settingk = 1<tvite,
Based on this PTAS we then present our channel allocatib

mechanism with privacy preserving. Observe that the bglder,(1) = s and bidderi in d’”(s)
submit their bids to agent encrypted using the auctioneettse bidderi is still in d;(s

Proof: Without loss of generality, we assume that the
ilder i wins by biddingb; in grid g;”S Then,o (1) = r,
It is not hard to get that
1), When he increases his bid to

public key. Following the PTAS protocol, we need to computg! > b,. Furthermore, the increased weight of other shiftings
a maximum weighted independent set for each grid in theno more tharfr, s)-shifting wheni increases his bid, which
(r, s)-shifting, i.e., compare the weights of all independenindicates thair; (1) = r and o5(1) = s still hold. Thus, we

sets. Clearly, the auctioneer should not access the eedypian conclude that will always win by biddingd’ > b;.

bid of any bidder as he has the decryption key. In our protocol

the agent will compute(3 ;. b
independent set contained in a grid, which can be done easi

;) for each of the maximal C- Payment Calculation with Privacy Preserving

ilWe have proved that our allocation mechanism is bid-

as E(b;) is computed from homomorphic encryption. For anynonotone, which indicates that there exists a critical alu



Algorithm 3 PTAS with bid privacy preserving 2) The auctioneer decrypts the ciphertexts and sets the
1: The agent randomly picks two integefs € Zov:, 04 € payment of winner as
Zsv., computes and sends(d3 + d4w(OPT(r,s))) for pi = max{p},p>", .., p:

anyl<r,s <k to the auctioneer, where . ,  Itis easy to prove the following theorems.
E(03+64w(OPT(r,5))) = E@G)( [ E(w(d}’ ;)" Theorem 2:PPS-SUA charges each winner its critical value
J=Nr.s and is strategyproof.

2: The auctioneer decrypts and sorts the weights of thétheorem 3:The computation and communication cost of
optimal solution of different shiftings in non-increasingpg_gya are a|0(nk2+1)

order.
w(OPT (01(1),02(1))) > ... > w(OPT (0 (k?),02(k?))) D. Privacy analyss of PPS-SUA
where OPT(01(i),02(2)) is the optimal solution of  Theorem 4:PPS-SUA is bid privacy-preserving.
(01(@), o2(1))-shifting with ranki in the sorted list. Proof: To confirm the bid privacy, we consider the view
3: The auctioneer sendgo(7), 02(7)) }1<;<k2 t0 the agent. of agent and auctioneer, respectively.
During our auction mechanism for SUA, the agent can
4: The agent choose8PT(01(1),02(1))) as the final solu- obtain nothing but the encrypted bids and the sorting result
tion, and sends the allocation result to the auctioneer. of the weight of each grid and each shifting. Based on the
IND-CPA security of homomorphic cryptosystem, the agent
cannot learn more information about the bid of any bidder.
for each bidder. The bidderwill win the auction by bidding  The auctioneer holds the decryption key. Nevertheless, he
a price which is higher than its critical value, otherwisiglder has no direct access to the encrypted bids. While comput-
i will lose in the auction. To ensure the strategyproofness wfg the optimal allocation and critical value of winney
our auction mechanism, we will compute the critical value fdhe auctioneer can receive the encrypted weight of maximal
each winner as the final payment in the following. independent sets in each grid, weight of the optimal satutio
Without loss of generality, we also assume that the biddeof each shifting, and{p}, p>", ...,p?’j(z)72,p§’}. From the
wins by biddingb; in grid g7*. We further assume thaﬁ}‘(’f)_’j weight of solutions in the grids or shiftings, the auction-
is the maximum independent set with highest weight whiaker cannot infer any bid, since they are encrypted by the
does not include biddet, and OPT(o1(f(i)),02(f(¢))) is agent and the auctioneer has no idea about which bidders
the optimal solution ofo (f (7)), o2(f(¢)))-shifting which has are in these solutions, except the winning shifting. Coersid
the highest weight and does not include the biddekVe {p},pf’l,,.,,pf’f(i)_z,pﬂ, auctioneer can construct the equa-
will calculate the critical value of the winneérbased on the tion of them. However, the bid value of biddéeican still be
following considerations. well preserved, as auctioneer does not know any value of the
« The minimum bid price, denoted a8, ensures bidder variables in these equations. [ |
win in grid ¢7*. Then, we can get that
pi = w(dyy ;) —wldydy ;) +bi
o The minimum bid of bidder which makesOPT (r, s)
always with the highest weight among all the optim
solutions of shiftings including bidder We usep? (p?
existsiff f(i) > 2) to denote this minimum bid, and

set p>? = w(OPT(01(q), 02(q))) — w(d? P72y 4

2.1 2,f(i)—2
f(i) ’p?70}

IV. A MULTI-UNIT SCHEME

In this section, we propose a strategyproof auction mech-
a:imism for MUA, namely PPS-MUA, which maximizes the
social efficiency and protects the bid privacy of bidderseh
we design an extended version of PPS-MUA, namely PPS-
EMUA, to improve the average performance of PPS-MUA.

o(1),j
(@7 D) —w(OPT(r,5)) + by, then ’ A. Initialization and Bidding
; = maX{p?J’ “.’p?vf(i)—2} The initialization and bidding procedure in MUA is similar

. The minimum bid of bidder i that ensures &S that in SUA, which can be referred in seclion TlI-A. At |ast
wW(OPT(r,s)) > w(OPT(o1(f(i)),0(f(i)))), which each bidder encrypts his bith; by using the encryption key
is denotea bws’_ Then. we can get7 that ' of the auctioneer, and only sentg(b;), N;, L;) to the agent.

p; = w(OPT(01(f(i)), 02(f(i)))) —w(OPT(r,s))+b; B. Allocation Mechanism with Privacy Preserving

In conclusion, the critical value of biddei is p; = Since SUA is a special case of MUA, the optimal allocation
max{p},pj,p},0}. Since the agent knows the order of allssye in MUA is also NP-hard. Thus, we will introduce a
the maximum independent sets of each grid and the ordgple allocation mechanism which approximates the social
of all the optimal solution of shiftings, he can compute thgfficiency. We first subdivide the plane into grids at stze2,
encrypted value o}, p; andp; by homomorphic operations, and use the symbagf to denote thé-th 22 grid. It is obvious
respectively. Then, our payment calculation mechanisrh Withat there are fout 1 grids in eachy'. These fourl * 1 grids
privacy preserving is depicted as follows: . can be categorized into four types as shown in &g). Let g’

1) The agent computeB(p!), E(p>Y), -+, E(p?'" ™), bethel«1 grid in ¢' with typer, g, be the set of 1 grids with

3

E(p?), and sends the results to the auctioneer. typer. We also assume that the conflict radius of each bidder



w(OPT(g..,)). Our approximation allocation mechanism sets
APP(gL,) = {1,2,...,k — 1} if S5 0b; > by oth-
erwise, we setAPP(¢l,) = {k}. Thus, OPT(g},) <
N 2APP(g.,). Because we choose thePP(g! ,) with biggest
g1 192 |....- S weight as APP(gl), we can further get thaOPT(gl) <
1l 4max(OPT (gl ,))1<s<a < 8APP(gl). In a similar way,

g3 | 94 1 913 gl4 we can get thatOPT(B) < 4max(OPT(gr))1<r<a <

32APP(B). [ ]
gl
: : ; : | " Algorithm 4 Channel allocation mechanism for MUA
(@) I-th grid at size2 x 2 (b) ¢ grid at sizel * 1 1. for each sub-gridj’,, do
2: if The number of channels that all the bidders located
in gi,s want to buy is larger tham then

l l
gr,l gr,Q

Fig. 2: An example of the subdivided grids

3:

is % and regard each bidder as a unit disk. Obviously, each
bidder located ing. cannot conflict with the bidders located
in g& whenl # I'. Let OPT(g.) be the optimal solution of a4

Sorting the bidders that located ig/., in non-
increasing order according to their per-unit bid values
]bv whereo (i) is the bidder withi-th per-unit bid
value in the sorted list;

Find the critical bidder (k) in the sorted bidder list,

allocation problem iry!, OPT(g,) be the optimal solution of
the allocation problem iw,., thenOPT(g,) = |J, OPT(4").

which satisfies:

k
Ny <m < Zi:l Noy;

Note that we cannot get the optimal solution in each grid =1
g.. To tackle this, we further subdivide eadh« 1 grid g. 5. Set APP(¢) = {o(1),0(2),.,o(k — 1)} if
) 1 1 . . . . T,8 ’ [RAAS]
into four 35 *z 5 s?b-g?ds as slhown in Fig(b), WhICh are Zi—:f botiy > bogy; Otherwise, setAPP(gLS) _
denoted byg, 1, g;.2, 9,3 andg, 4, separately. Notice that all (o(k));
the bidders located in the same sub-gfid conflict with each else ’

other. Thus, one channel can only be sold to one biddet in

The optimal allocation problem in each sub-ggid, can be
reduced to &napsack problenfKP). Although the KP is an
NP-hard problem, there exists a PTAS|[15], and a greedy allo-
cation mechanism with approximation factor d{the details
can be referred to linex5 in Algorithm[4). It is hard to design N .
a privacy preserving version of the PTAS based on dynamﬁj fo rsftjfi(i"ég APP(g,,);
programming, thus, we design our aIIocatlon_ me_chamsm f b, Set APP(g,) = U, APP(gl);
MUA based on the greedy allocation mechanism in each su 5 Setr’ — arg max{w(APP( )T)|1 <r<d);
grid gl .. Assume thatAPP(B), APP(g,), APP(g.) and gme Ir)JIL =T = 20 _
APP(g',) are the approximation solution of the allocation™* ReturnAPP((B)) = APP(g,+) as the final solution;
problem in the whole planey,, ¢! andg. ., separately. We
choose thed PP(g!. ,) with biggest weight as the solution of In order to protect the true bid value of bidders, the
grid ¢'. and theAPP(g,) with the biggest weight as our finalagent confuses the ID of bidders by using a permutation
solution APP(B) (the details is depicted in Algorithid 4). =« : Z, — Z, after receiving the encrypted bid of bidders.

Theorem 5:Our auction mechanism for MUA has an apThen, the privacy preserving version of our approximation
proximation factor of32. allocation mechanism is depicted in Algoritih 5.

Proof: Assume thatOPT'(B) is the optimal solution of ~ Lemma 6:Our allocation mechanism for MUA is bid-

our original allocation problem, andPT,.(B) = {i[i € monotone.
OPT(B) andi is allocated ing,.}. Then, we can get that Proof: Assume biddet is located in gridg. , and wins

w(OPT(B)) = Z w(OPT,(B)) < Z w(OPT(g,)) the auction by bidding;, then he must be in the solutions

127 <d N APP(gl,), APP(gl) and APP(B) at the same time. Thus,
< 4max{w(OPT(g,))}1<r<a we will chgck if the _bidderz‘ still pelongs to these solutions

where w(-) is an operation to compute the weight of so\-’\’he,n he bids; = bi in the follgwmg. . i
lutions. For each gridj!, we can get that(OPT(gl)) < First, we co‘nS|.der the SO|UtIO}4PP(gT7§). prously, th(_e

S w(OPT(gL.,)) < dmax{w(OPT (¢ ) }1<s<u. ra_mk_ of bidder: will not decrease when blddenncreages his
1<s<4 ’ ’ - bidding value. Thug; is always larger than the sum bid of the

Since we sort bidders in non-increasing order accortbp k — 1 bidders when = &(k), which meang will remain
ing to their per-unit bidding prices, so usérhas thei- in APP(g.,) in this case. In another case, all the bidders
th largest value in]@—: and Zf:o N; > m, Zf:o b; > with top (¢ — 1) per-unit bid remains unchanged whebids

SetAPP(g.,) is all the bidders that located . ,;

. for each gridgl. do

Sets’ = argmax{w(APP(g.,))|1 < s < 4}, where
w(-) is an opersation to compute the weight of solutions.

© o N2




b; > b;, and thus their sum bid is still larger than theh bid. C. Payment Calculation with Privacy Preserving
Thus,: will always win the auction when he increases his bid.

Then, we consider the solutionéPP(g') and APP(B).
When i bids b; > b;, the w(APP(g.)) will increase,
and w(APP(gi,S,)) will keep unchanged ifs’ # s. Thus,
APP(gL,) still has the highest weight and will be selecte

) still h : :
asAPP(g,). Similarly, APP(g,) will be selected as the final o of higder;, denoted by, with which the biddex wil

aIIoc.:atlon.AP_P(B) e|the_r. o _ _ be put inAPP(g.,). In the case that all the bidders located
Bidder i will always win by biddingd; > b; if he wins by g\, win the auction, we set! = 0; otherwise, we assume
biddingb;, i.e., our allocation mechanism is bid-monotor®. ihat: — o(j) in the sorted bidder list of’., wheni bids b;
then the process qf! computation is shown in Algorithif 6.

Algorithm 5 Channel allocation mechanism for MUA with Under the assumption thatP P(g;. ) keeps unchanged, we
bid privacy supposep? is the minimum bid value of bidder that makes

APP(gl) = APP(gL,), p} is the minimum bid value of

1: for each sub-grigy. , do . : B
2. if The number of channels that all the bidders IocatebddgerZ that make&4PlP(B) . APP(gr). Then,lwe have
in gL, want to buy is larger tham then pi = max{uw(APP (g .))|s" # s} — w(APP(g,,)) +bi

3 The agent randomly chooses two integers p? = max{w(APP(g,/))|r’ # r} — w(APP(g,)) + b;
6Ly € Zon, 6L, € Zyw, computes and sends
(m(i), B(8L,b; + 0L ,), N;) to the auctioneer if is
located ing! ,.

We now consider the procedure of payment calculation for
a winneri which is located in gridy.. ..

Since the biddef wins the auction, we can conclude that:
4 i € APP(g,,); 2) APP(g;) = APP(g,,); and 3)
APP(B) = APP(g,). We first consider the minimum bid

The critical value of biddet is p; = max(p}, p?, p3). Next

I .. .we will show that we can compute the critical value for each

4 The. auct|o_neer d(_acrypts.and sorts the per-unit bIé:%nner without leaking the true bid value of bidders.

of bidders in non-increasing order;
5: The auctioneer finds the critical bidde(k) in the

sorted bidder list, and send$o (i)} i<, o(k)) to the Algorithm 6 p; computation for winnei in MUA

agent; 1. Setj=j5+1,
6: The agent computes and senklés,. | Zf;ll by + 20 Setb; = Z’}’\;i

8,)) to the auctioneer; 3. Run lines3'~'5 of Algorithm[@ to check if bidder will
7: The auctioneer send$o(i)},<x to the agent if win by bidding®’;

Zf;ll bo(i) > bo(r): Otherwise, he sends(k); 4: if 4 wins by biddingd, then
8: The agent setsAPP(g. ) includes all the bidders 5. Repeat steps ~ 3 until i lose the auction;

that the auctioneer sent to him; 6: if 7 is the k-th bidder when he bidg] then
9. else 7. Setp! = max(zg;} bor(q), b;), Where o’(q) is the
10: The agent setSlPP(gfd_’S) as all the bidders located bidder with g-th per-unit bid when bids v/;

in gk 8: else
11: for each gridg’. do 9:  Setp] = max(by(x) +bi — Z’;;ll bor(q), V%)

12:  The agent chooses two integer&‘,‘y3 € Zom,
8L, € Zyws, computes{(s, E(6. ;w(APP(gL,)) +
5. ) }1<s<4 and sends them to the auctioneer. Since the agent can compuf&(d;. ,b;No(j) + 0;.2No ;)

13 The auctioneer decrypts the ciphertexts and fisids  Which is equal toF (6!, 1b,(;N; + 6L 5N, ;) the auctioneer
argmsax{w(APP(gf«,s))H < s < 4}. Then, he sends can decrypt and compute the value &f,b; + 6. ,. Thus,

s’ to the agent. the auctioneer and agent can check if biddewvill win the
14 The agent setslPP(g!) = APP(g! _,); auction by bidding, as they did in lineg ~ 7 of Algorithm
15 for r — 1 to 4 do " B. Further, the agent can getax{w(APP(g. ,))|s' # s}
16:  The agent setsiPP(g,) = |, APP(g); andmax{w(APP(g,/))|r" # r} via communicating with the

17: The agent chooses two integefs € Zy», 04 € Zyos, auctioneer. Thus, the agent can choose two intejeesZs ,

computes{(r, B(8! w(APP(g,)) + 64)}1<,<4 and sends 82 € Zav and compute the ciphertexts &fp} + da, §1p? + 2
them to the auctioneer. -7 and §1p? + d, through homomorphic operations, and sends

18: The auctioneer decrypts the ciphertexts and finds= them to the auctioneer. Then, the auctioneer decrypts ttiese
arg max{w(APP(g,))|1 <r < 4}. Then, he sendg’ to phertexts, setd;p; +d2 = max(d1p; +0d2, 017 +02, 01p] +02)
the atent: and sends$; p; + J, to the agent. After computing the payment

1o: The %geﬁt setsAPP(B) — APP(g,), and sends p; of each winner, the agent sends them to the auctioneer.
APP(B) to the auctioneer as the final solution; From above analysis, we can conclude that: _

Theorem 7:We charge each winner its critical value in

PPS-MUA. PPS-MUA is strategyproofness.




D. Extended Auction Mechanism for MUA In the following, we will show that PPS-EMUA can be

We have designed a simple allocation mechanism for MURErformed with privacy preserving. Due to the page limit, we
which provides an approximation factor 2. However, PPS- Wil on!y briefly mt_roduce our ideas. Algontmﬁl 8. shows the
MUA only chooses the solution of &+ 1 sub-grid as the final allocation mechanism of PPS-EMUA with bid privacy.
solution of a2 x 2 grid, while dropping all the other bidders
that located in othei5 sub-grids. Although the allocation inAlgorithm 8 PPS-EMUA: Privacy-Preserving Allocation
this way provides a guarantee for the worst case performanttgchanism
the average performance may be relatively low. To addréss thl: The auctioneer and the agent run Algorithin 5;
issue, we extend our allocation mechanism by supplementing The agent randomly chooses two integéis € Zy,
the solution with other bidders as shown in Algoritfin 7. b2 € Zz», computes and sendsr(i), £(01b; + d2)) if

bidderi loses in Algorithmb, and{ (i), N;, L; }ies to
Algorithm 7 Extended Allocation Mechanism PPS-EMUA the auctioneer;
1. Run Algorithm[3 to allocate channels to bidders; 3: The auctionee_r decrypts the encrypted bids, and run lines
2. Sort all the bidders who lose in Algorithid 4 in non- 2~ 5 of Algorithm[7;
increasing order according to their bid values.

3: for each loset in the sorted lisdo The procedure of payment calculation has four steps: 1) We
4. if we can allocate channels tavithout interfering with - can obtairy! for each winner who wins in ling of Algorithm

the existing winnerghen [@ and protect the true bid value of bidders by using the method
5: Seti wins and allocate channels to him; we have introduced previously. 2) The auctioneer and agent

can check if bidder will lose as long as his bid is smaller
Lemma 8:The allocation mechanism PPS-EMUA prethanp; by running Algorithm(B and assumingloses in line
sented in Algorithnil7 is bid-monotone. 1 of Algorithm[Z. 3) In the case thatmay win when he bids
Proof: Since we have proved that if the winndncreases smaller thanp;, the auctioneer sets/ = 0 if f(i) does not
his bid in Algorithm[@, he will always win the auction. Here €Xist, and setg;’ = d1b;(;) + d2 if f(i) exists. The auctioneer
we only need to concentrate on the winners that lose $¢nds)ip;-+d2 in the case that; is the critical value of bidder
Algorithm [, but will win in the extended version. Supposé anddp;’ + d2 in other case. 4) With the encrypted critical
such a winnei increases his bid t&, which satisfies); > b;, value, the agent can compute the payment of winnéifter
there are two possible cases: dyvins in Algorithm[2 and obtaining all the payment of winners, the agent will sendrthe
2) i remains lose in Algorithril]4. In the case thaloses in to the auctioneer.
Algorithm [, the final allocation of Algorithrill4 is the same Theorem 10:The computation and communication cost are
as the allocation whenbids b;. Thus, there is no new bidderall O(n?) for PPS-MUA and PPS-EMUA.
whose bidding price is higher thann the sorted loser list of
Algorithm[7 after the biddet increasing his bid. In addition E. Privacy Analysis
to ¢ wins by b|dd|ngbl, we can conclude that the biddewill Theorem 11:PPS-MUA and PPS-EMUA are privacy_
also win the auction when he increases his bid. B preserving for each bidder.
As this new allocation mechanism is bid-monotone, there  proof: Here we only prove it for PPS-EMUA as PPS-

exists a critical value for each winner. We ugg here to pMuA is a procedure of PPS-EMUA. We first consider the
denote the minimum bid value of biddémwith which i will agent. Except the encrypted bids, the agent can only obtain
win in Algorithm[4, andp{’ to denote the minimum bid value some orders, such as the bidding price of the bidders in each
of winner 7 with which ¢ will win in the sorted loser list. sub-grid, during our auction mechanism of PPS-EMUA. In
According to Algorithm(Y p; is the critical value of bidde  the process of payment calculation, the agent can get rgthin
in Algorithm[4, andp; should be smaller thap. but the auction outcomes and some new orders. Based on the
For each winnet, his critical value can be computed asnp-cpA security of homomorphic cryptosystem, the agent
follows: cannot learn more information about the bid of any bidder.
o If i wins in line 1 of Algorithm[7 and will lose as long  Although the auctioneer holds the decryption key, he has
as he bid®); < p;, his critical value is equal tg;; no direct access to the encrypted bids. While computing the
« Otherwise, his critical value is equal tf. Supposef(i) allocation in each sub-grig. ,, the auctioneer can buil’. , |+
is the first bidder in the sorted loser list who loses the functions that with|g’. | bids and two random numbers,
auction but will win as long as the biddels bidding where|g. ,| is the number of bidders that locatedgh,. Since
price is smaller than his, thepl! = by if f(i) exits the number of variables is larger than the number of funstion
andp;’ = 0 otherwise. the auctioneer cannot decrypt any true bid value of bidders.
As the extended allocation mechanism is bid-monotone atite other parts of our auction mechanism, the auctionegr onl
we always charge each winner its critical value, we have receives the weight of solutions. Since the auctioneer loas n
Theorem 9:PPS-EMUA is strategyproof and social effiidea about which bidders are in these solutions, he can also
cient. get nothing from them. [ |



V. PERFORMANCEEVALUATIONS TABLE |: Communication Overhead under SUA model (KB)

. . K Number of bidders
A. Simulation Setup 50 | 100 | 150 | 200 | 250 | 300
. . . . k=10 | 124 | 233 333 | 428 | 521 | 611
In our simulations, the number of bidders varies from 50 to =20 231 [ 416 | 601 799 | 1026 | 1273
300, and all the bidders are randomly distributed in a square k=30 | 327 | 603 | 926 | 1312 | 1779 | 2619

area. The bidding price of each bidder is uniformly genefrate
in [0, 100]. We use a1024-bit length Pailliers homomorphic TABLE II: Communication Overhead under MUA model (KB)

encryption system in the simulation. Thus, we chogse= Channel Number Number of bidders

1007 and v, = 1022 to ensure the correctness of modular >0 | 100 | 150 | 200 | 250 | 300
operations. For Multi-Unit Auction (MUA), we assume the g gz:g gé:g gg:? ﬂg:g ﬁé:; 12431:2
channel demand of each bidder is randomly generated frofn 12 344 | 63.8 | 911 | 116.7 | 142.0 | 165.1
1 to 4, and there are 4 or 8 available channels in spectrum

market.

We mainly study the social efficiency ratio, computatiogreatly as the number of bidders aidin PPS-SUA. We
overhead and the communication overhead in our simulatiogan also find that the computation overhead of the agent is
We define the social efficiency ratio is the ratio between thecreased with the number of bidders, and affected by the
social efficiency of our approximation mechanism and thghanging of the number of channels slightly in Fig. #(b).
optimal one. Since agent and auctioneer are two centraf part Similar to the agent computation overhead, Fig-]3(c) and
in this paper, we evaluate the computation overhead of themg.[4(c) plot computation overhead of the auctioneer. e fin
in our design by recording the required processing time, afisht the cost time of auctioneer is much larger than thatef th
evaluate the communication overhead through calculatieg tagent, this is because that the decryption operation coshmu
size of essential information transferred in the auctioiht#®e more time than the homomorphic operations and auctioneer is
simulations are performed over 100 runs and the result is thgsponsible for all the decryption operations.
averaged value. Table 1 and TableCJl show the overall communication

overhead induced under SUA and MUA respectively. We can
B. Performance of the PPS easily get that the communication overhead is increasel wit

In this section, we mainly focus on the performance dahe increment of number of bidders ahdn Table[l. In Table
social efficiency ratio, auction computation overhead, afil the total number of channels also plays an importantirole
communication overhead under different simulation sgtin the cost of communication overhead. Anyway, the overheads

We first study thesocial efficiency ratimf our mechanisms of the proposed PPS mechanism are appropriate to be applied
under SUA model and MUA model respectively. From Fign real auction systems.

[B(@) and Fig[4(&), obviously, the social efficiency ratic de
creases when the number of bidders increases. This is leecaus
the increasing number of bidders will incur a more fierce Auctions have been widely used in the scope of dynamic
degree of competition. Therefore, the social efficiencyoratspectrum allocation. Large amount of studies are proposed
decreases slightly with the increasing number of bidders @ming at designing economical robust spectrum auctiorhmec
both auction models. Fid. 3{a) also shows that the sockisms €.g. [2], [6], [7], [9], [LO], [23]-[27], [29]-[33]).
efficiency ratio increases wheh increases, wheré is the Each of these approaches has its own optimization goal.
size of a subdivided grid. From the theoretical analysifor instance, [[7],[[9],[10],[126],[[33] aim at maximizing
we can learn that whet increases, less unit-disk definedhe social efficiency while ensuring strategyproofnessnn a
by bidders’ requests are thrown away by using the shiftiryiction design, and[[2] aims at achieving the optimal reeenu
method. Thus, the social efficiency ratio increases with tlier the primary user. In []6],[123],]27], the authors conside
increase of parametdr. Of course, the performances of outhe truthful online spectrum auction design. \&tal. [25] and
proposed PPS-SUA is always better than the theoreticaldoutu et al. [26], [27] proposed spectrum auction mechanisms for
in performance analysis. Specifically, Fjg. 4(a) examirnes tmulti-channel wireless networks. Zhat al. [31] and Wang
social efficiency ratio achieved by PPS-MUA and extendext al. [24] solve the spectrum allocation in a double auction
version of PPS-MUA&.k.a PPS-EMUR We can observe that framework. Unfortunately, none of the above studies ade®s
the ratio of PPS-EMUA performs much better than PPS-MUthe privacy preserving issue in the auction design.

when the available channels in spectrum market is fixed to 4.Although many privacy preserving mechanisms have been
We can also observe that the PPS-EMUA greatly improvesoposed in mechanism desighl [4], [16],]22], these methods
the performance in Fi§. 4(a). This is because the PPS-EMUdAnnot be directly applied in spectrum auction design due to
adopts a greedy-like allocation mechanism to allocatemélan various reasons (such as spectrum spatial reuse, conguutati
to the potential bidders who lose in PPS-MUA. ally complexity). Recent years, many research efforts $amu

Then we study the computation overhead of the propospudvacy preserving study in auction desigh! [3].][19]. Huang
mechanisms that were depicted in Hig. B(b) and Fig.] 4(b).dt al. [11] first propose a strategyproof spectrum auction with
is obvious that the computation overhead of the agent charapmsideration of privacy preserving, and Raml. [21] provide

VI. LITERATURE REVIEWS
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channel demand of each bidder is randomly generated from4l to

a secure spectrum auction to prevent the frauds of the i®ncScience Foundation of China (NSFC) under Grant No.
auctioneer. Unfortunately, none of the existing solutiath 61202028, No. 61170216, No. 61228202, and NSF CNS-
privacy preserving provides any performance guarantes s0832120, NSF CNS-1035894, NSF ECCS-1247944. Special-
as maximizing the social efficiency which is often NP-hardzed Research Fund for the Doctoral Program of Higher
Our mechanisms rely on privacy preserving comparison aidlucation (SRFDP) under Grant No. 20123201120010.

polynomial evaluation$ [13], which is extensively studiedic
in secure multi-party computationl [1].1[5].1[8]._[28].

VIl. CONCLUSION

In this paper, we focused on designing strategyproof auctio[
mechanisms which maximize the social efficiency without
leaking any true bid value of bidders, and proposed a framé?
work of PPS for solving this issue. We designed privacyys;

preserving strategyproof auction mechanisms with appraxi

tion factors of(1 + ¢) and 32 separately for SUA and MUA. [4]
Our evaluation results demonstrated that both PPS-SUA and
PPS-EMUA achieve good performance on social efficiencys)
while inducing only a small amount of computation and

communication overhead. A future work is to design robusEB]

privacy-preserving strategyproof auction mechanismaauit
inexplicitly requiring the location of bidders. Anotherttue

work is to design privacy-preserving auction mechanisms bV]

removing the dependency of third-party agent.
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