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Abstract—Truthful spectrum auctions have been extensively @ ) "1
studied in recent years. Truthfulness makes bidders bid thie true ) :>j (= et
valuations, simplifying greatly the analysis of auctionsHowever, “ = %
revealing one’s true valuation causes severe privacy disidure to
the auctioneer and other bidders. To make things worse, pregus
work on secure spectrum auctions does not provide adequate
security. In this paper, based on TRUST, we propose PS-TRUST
a provably secure solution for truthful double spectrum audions.
Besides maintaining the properties of truthfulness and spaal

spectrum rel{Sﬁ of TRUST, PS-.TRL.JSThachieves P“fJVab|e Seg;i previous auctions[[3]. Therefore, protecting the privady o
against semi-honest adversaries in the sense of cryptog ; ; ;

Specifically, PS-TRUST reveals nothing about the bids to amne bidders is of great importance. . .
in the auction, except the auction result. To the best of our There have been many researches on privacy preserving
knowledge, PS-TRUST is the first provably secure solution fo auctions, such as [8][11][9][10]. However, spectrum istgui

spectrum auctions. Furthermore, experimental results she that  different from traditional goods, for it can be well reused i
the computation and communication overhead of PS-TRUST is oth spatial and time dimensions. Thus, traditional pgvac
modest, and its practical applications are feasible. . . . o

preserving auctions cannot be directly applied to spectrum
auctions. Recently, some works about privacy preservieg-sp
trum auctions have also been proposed [20][21]. These works

As the rapid development of wireless technologies, tifiealt with only single-sided spectrum auctions. Furtheemo
scarcity of radio spectrum attracts more and more attentidhey fell short of providing adequate security. In the seofse
Under the traditional static spectrum allocation scheme I§yyptography, a protocol is secure implies that no paraitijy
government, the utilization of the radio spectrum is sdyeregparty can learn any information beyond the output of the
inefficient. Many spectrum channels are idle most of therotocol. However, both the two approaches reveal some
time under their current owners, whereas ever-increasing ninformation that cannot be inferred from the outputs. For
wireless users are starving for spectrum. Therefore, gpact €xample, in [[20], the auctioneer can easily get the sums of
redistribution is highly significant for improving the o bids for all the possible allocations for each subnetwork by
spectrum utilization and thus alleviating the problem ofsp decryptingEe; in [21], the auctioneer gets to know the bids
trum scarcity. Open markets for spectrum redistributiarchs Of all buyer groups and their ranking order in the auctions.
as Spectrum Bridge [13], have already appeared to provifiee information mentioned above is more than the auction
services for buying, selling, and leasing idle spectrum. result, which normally includes the winner set and the prci

As a well-known approach to spectrum redistribution, spetiformation.
trum auctions are preferred by people for its fairness andIn this paper, we propose PS-TRUST, a provably secure
allocation efficiency. In recent years, there have beennexteolution for truthful double spectrum auctions. The auttio
sive studies on spectrum auctions, most of which achieffamework of PS-TRUST is shown as in Fig. 1. This frame-
truthfulness to make bidders reveal their true valuatiohs work introduces an auction agent who cooperates with the
spectrum channels. However, revealing one’s true valoatiguctioneer to securely compute the auctions. Neither the
causes severe privacy disclosure. Literatlre [20] ilatstt auctioneer nor the auction agent is a trusted party, but they
two vulnerabilities of truthful auctions, i.e. frauds ofeth are assumed not to collude with each other. Furthermore, we
insincere auctioneer, and bid-rigging between the auetion restrict that bidders can only communicate with the auetéon
and the bidders, in which the auctioneer takes advantagekeeping the communication pattern simple and identical to
the knowledge of bidders’ bids. Furthermore, when one biddéat of an insecure auction. PS-TRUST reveals nothing ket th
knows other bidders’ bids after an auction, he will probablguction result including the selling and buying clearings,
not bid his true valuation in repeated auctions. That is, @mnd the seller and buyer winner sets. The main contributions
original truthful auction will probably become untruthfuhen can be summarized as follows.
repeated, due to the revelation of all bidders’ bids in the (1) We design PS-TRUST based on homomorphic encryp-

Auction Agent Auctioneer Bidders

Fig. 1. Auction Framework for PS-TRUST

I. INTRODUCTION


http://arxiv.org/abs/1307.7433v1

tion schemes. By representing the bids in encrypted biovect [1l. PROBLEM STATEMENT
(EBVs), we design secure algorithms for addition, constapt ayction Problem
multiplication, and maximum/minimum selection for EBV . . .
. . We consider a double spectrum auction, which is single-
bids. And then, based on these algorithms, we present assecur

auction procedure, which reveals nothing about the bide@(crounded with one auctioneed, a seller setS = {51"?2’
; ..,8m}, and a buyer seéB = {b1, bs, ..., bx }. In the auction,
the auction result.

each sellew; contributes exactly one channel and each buyer

(2) We apply the definition of security against semi-honegt requests only one channel. The channels are homogenous

&dvebrsatne]:s to fokrmallly de‘OV:‘;].th? st(ra]cu][-ltyt of PE 'tTF\:CUST' ”t(g buyers so that their requests are not channel specifitt Eac
€ best of our knowleage, this 15 the TIrst work 10 1ormally,, 4 nnel contributed by sellers can potentially be reused by

prove the securlty, in the sense of cryptography, of a smiutl multiple non-conflicting buyers who are separated far ehoug
to spectrum auctions.

(3) We analyze the computation and communication corB- TRUST

plexities of PS-TRUST, implement it in Java to evaluate TRUST [Z] has provided a truthful framework for this
running times and message volumes, and conclude thatdisuble spectrum auction problem, with spatial spectrurseeu
computation and communication overhead is modest. being well exploited. Since TRUSTI[2] is based on McAfee’s
The remainder of this paper is organized as follows. llouble auction design, we briefly review both of them.

Sectior1), a brief review of related work is given. In Seatio 1) McAfee’s DesignMcAfee’s design of double auctions is
[T we describe the problem statement. Next, we provideesomost widely used[6], which achieves economic properties of
preliminaries in Sectioh V. In Section]V, we present theuthfulness, individual rationality, and ex-post budgatance.
detailed design of PS-TRUST, and prove formally its seguritThis design assumes that there aesellers andN buyers,
Then, in Sectioh VI, we implement PS-TRUST, analyze anghd all goods auctioned are homogenous. Each sellbids
evaluate its computation and communication overheadllffinav? to sell a good, and each buygy bids vé? to buy a good.

we conclude our work in Sectidn YII. The auction proceeds as follows:
(1) Bid sorting: Sort bids of sellers in non-decreasing orde
1. RELATED WORK and bids of buyers in non-increasing order:
Spectrum auctions have been studied extensively in recent Ulli < ”é <. = UZw
years. For instance, Zhou et al. proposed VERITAS [1], V] Sv; S Sy

a single-sided truthful spectrum auction supporting dieer (2) Winner determination: Find: = argmax {v < v’}
bidding formats. Zhou et al. proposed TRUST [2], the firghie index of the last profitable transaction. Then the fitst1)
truthful double spectrum auction framework enablmg_spm]t sellers and the firstk — 1) buyers are the auction winners.
reuse. Deek et al. proposed Topaz|[14] to tackle tlme-baseq3) Pricing: Pay each winning seller equally by, and
cheating in online spectrum auctions. Al-Ayyoub and Gum@narge each winning buyer equally bj.

[15] designed a polynomial-time truthful spectrum auction 2) TRUST Design:TRUST followed the methodology of

mechanism with a performance guarantee on revenue. Xu\fiafee's design, and enabled spectrum spatial reuse. K con
al. [1€][17] proposed efficient online spectrum allocaidn  jsts of the following three steps:

multi-channel wireless networks. TAHES [18] addressed the(l) Buyer group formation: form non-conflicting buyer

issue of heterogeneous spectrums in truthful double SpeCtrgroups based on buyers’ conflict graph but independent of

auctions. Dong et al. [19] tackled the spectrum allocatiqReir pids.

problem wi_th time—frequgncy er_xibiIity in cognitive radio (2) Winner determination: Each buyer group bids a value

networks via combinatorial auction. However, most of thgpiained by multiplying its smallest buyer bid with its size

existing spectrum auction mechanisms do not provide agyq acts as a single “buyer”. Then the auctioneer appligs jus

guarantee of security. the same winner determination as that of the McAfee’s design
Extensive work has focused on privacy preserving auctiggsylting in that the firstk — 1) sellers and the buyers in the

design in the past decade. Brandt and Sandhplm [12] invepst (k — 1) buyer groups are the auction winners.

tigated unconditional full privacy in sealed-bid auctiots (3) Pricing: Pay each winning seller equally by #iéseller

[8] [11][9][10] the authors employed various cryptographyid, and charge each buyer group equally by iffe buyer

techniques to achieve security in diverse auction schemggoup bid, which is evenly shared among the buyers in the
Unfortunately, when applied to spectrum auctions, thesgi4r group.

tional privacy preserving auctions either require expdiaén .

complexity, or lead to significant degradation of spectrufq- Securing TRUST

utilization. Recently, papers [20] and |21] provide saduis for As described above, TRUST has provided a good solution
privacy preserving spectrum auctions, but they only adddmes to the auction problem mentioned. However, in TRUST, no

single-sided spectrum auctions. What is more, as mentiorssturity issues are considered, and all bids are completely
above, they fell short of providing security in the sense @xposed to the auctioneer, and even to all bidders. This
cryptography. could result in the following two problems: (1) A dishonest



auctioneer could temper the auction result to increase lisd attempts to use this to learn information more than the
utility [20]; (2) The knowledge of the historical true valians output. This adversarial model may be used in settings where
of other bidders could make one bidder conceal his truenning the “correct” protocol can be enforced. Semi-hbnes
valuation in a repetition of a truthful auctionl[3]. adversaries are also called “honest-but-curious advessar

In this work, our aim is to secure TRUST by protectingnd “passive adversaries”.
the privacy of bidders, i.e., their bids. However, how to In malicious adversarial model, the corrupted parties can
correctly compute the auction while reveal nothing aboet ttarbitrarily deviate from the protocol specification, aatiog
bids beyond the auction result (including selling and bgyinto the adversary’s instructions. Security against malisio
clearing prices, seller and buyer winner sets) in the aoctiadversaries is so strong that it ensures that no adverasteak
process, is challenging. Furthermore, how to prove therigcu can succeed. Malicious adversaries are also called “active
in the sense of cryptography is non-trivial, too. adversaries”.

Although protocols secure against malicious adversaries
exist theoretically, they are far too inefficient to impleme

In this section, we introduce some preliminaries for thgg, in this paper, we apply semi-honest adversarial model fo
design of PS-TRUST. the cause of practical applications. Specifically, in outtest,
we assume that the auctioneer and the auction agent follow th
] . auction protocol specification, but one of them could act as a
In cryptography area, the standard security formulation & m_honest adversary. The adversary obtains the intstatal

called ideal/real simulation paradigin [4] [5], as shown i9.F  the auction, and attempts to learn information about the b
[2. In this formulation, a real protocol execution in the ‘"eabeyond the auction result.

world” is mapped to an ideal functionality calling in the &dl
world”. In the ideal world, there is an external trusted (ang@. Paillier Cryptosystem
incorruptible) party willing to help the parties carry otuetr
computation. The ideal functionality calling means thag th ) . .

. . S . semantically secure cryptosystem is needed. In our design,
parties simply send their inputs to the trusted party, Whl(%l S ) . .

: . . aillier's homomorphic cryptosystertz, E, D) is applied,

computes the desired functionality and passes each partyv\|l ere ¢ E and D denote the kev aeneration algorithm
prescribed output. While, in the real world, there is no mdé ' y 9 9 '

trusted party, and the real protocol execution means tmeparencryptlon algorithm, and decryption algorithm, respeyi

run the protocol amongst themselves without any help. V&?Te prop(_ertles_ OT a Pal_lller gr_yptosystem |n.clulde homomor-
. o . _"phic addition, indistinguishability, and self-blinding][

say that a p_rotocol |$§curg|f Its _real proto_col execution (1) Homomorphic addition: The product of two ciphertexts

emulates its ideal functionality calling. That is, no acd&y il decrypt to the sum of their corresponding plaintextsga

can do more harm in its real protocol execution than in itde k™ power of a ciphertext will decrypt to the product bf

ideal functionality calling. However, successful adveisa and its corresponding plaintext.

attacks cannot be performed in the ideal functionalityicgl!

We therefore conclude that all adversarial attacks on the re

protocol execution must also fail for a secure protocol. D(E(m,r)* mod N?) = k- m mod N

IV. PRELIMINARIES

A. Security Formulation

In order to achieve the security of spectrum auctions, a

D(E(m1,71) - E(m2,r2) mod N2) =m1 + ms mod N

where N is the product of two large primes, which is public
to users, and;, r, andr are random numbers.

(2) Indistinguishability: If the same plaintextn is en-
crypted twice, these two ciphertexis(m,r1) and E(m,rq)
are totally different, and no one can succeed in distingngsh
them with a significantly higher probability than random gsie
without decrypting them.

(3) Self-blinding: Any ciphertext can be publicly changed
Real World Ideal World into another one without affecting the plaintext. This mean
that a randomized chiperte®(m, ') can be computed from
the ciphertextt(m, r) without knowing eight the decryption
key or the original plaintext.

Fig. 2. The Security Formulation of Ideal/Real Simulaticardtligm

B. Adversarial Models

Under the security formulation of “ideal/real simulation V. PS-TRUST

paradigm”, the adversarial models can be classified as semitn this section, we present the design of PS-TRUST. We
honest adversarial model and malicious adversarial m@ el [first describe the secure bid representation and operations

In semi-honest adversarial model, even a corrupted pathen present the detailed secure auction design, and finally
correctly follows the protocol specification. However, th@rove formally that PS-TRUST is secure against semi-honest
adversary obtains the internal state of all the corruptetigsa adversaries.



A. Secure Bid Representation and Operations

Protocol 2 EBVAdd(e(v?), e(v?))

In PS-TRUST, we use encrypted bit vectors to securefjPut:

represent bids.

Out|

Definition 1 (Encrypted Bit Vector) The Encrypted Bit Vector
(EBV) representation of valueis a vectore(v) of ciphertexts
like

e(l)) = (617 €2, ...y 6}() = (E(01)7 E(U2)7 CR) E(UK)) (1)

where E(.) is Paillier's encryption function,K is the bit

length, (o1, 02, ..., 0k ) denotes the binary representationof 2:
with o; the most significant bit, aney the least significant 4:
bit. :

5:

With the definition of EBV, we can develop secure algo-é:
rithms for EBV bid operations including addition, constant7:
multiplication, and minimum/maximum selection. With tees s:

EBV bidse(v*) ande(v?)
put:
Sume(vAB)

1: Compute Line[R td16 over encrypted bifs(c7') and
E(cB), wherel < i < K, using homomorphic properties

and Protoco[11.

/I For clarity, we describe these lines by plain bits.

AB _ A B. . AB __ _A B.
0" =0 Do, Cg- =0k -0,

cfor(=K-1,i>=1;i=1i—1) do

UZABZUZAGBUZBGBCAB'
AB _ _A _B A AB B _AB.
¢ - =05 0y Dop iy Doy i
end for

ABY _ AB AB
e(w??) = (E(01"), E(057), ...,

return e(vAB);

E(ox?));

algorithms, the algorithm runner (AR) without the secrey ke

can compute the corresponding bid operations on EBV bii{rotocol 3 EBVMUI(e(v), )

and get an encrypted result, knowing nothing about the bikr

Then this encrypted result can be used as either an inteaeed!"'P

result for further computations or a part of the final outpu
decrypted by the key holder (KH) with the secret key.

But how do we compute on EBV bids? Due to the
homomorphic addition, addition of two values iy can
be computed directly by multiplying their ciphertexts, Vehi *
multiplication can be computed with the help of the KH who 3
can do decryption using Protodal 1. Furthermore, the XOR¥
operation signified byd can be turned into additions and S
multiplications inZy by the fact that: &

2:

7.
chd=c+d—2cd (2) 8:

ut:

EBV bid e(v) and integem = (o', o{™, ..., o\")

utput:

ProductP = e(n - v)

1: P =¢(0);

for (i =1; i <= K; ++i) do
if (o™ == 1) then
P* = e(v) shifted left (K — i) bits;
P = EBVAdd(P, P*);
end if
end for
return P;

Thus, to design the secure algorithms for the operations on

EBV bids, we only need to turn all operations into additions Now, we design secure algorithms for minimum selection.

We first consider the two-bid case. Suppose that the AR holds
two EBV bids, denoted by

and multiplications inZ,, and XOR operations.

Protocol 1 Product of Two Numbers i,

e(v?) = (E(o?)), E(64), ..., E(o1)), and

Require:
AR holds E(z) and E(y) e(v?) = (B(o1), B(o5), - BloR))
Ensure: It can compute the location of the minimum bid as
AR holds B(zy) RS = (o ©oP)of + (o © oF @ 1)(o @ oP)od+
Step ARL: (et @l ®1) (08 ®of ®1)(0f ®of)od + ..+
1: ®1 €R Zn; Y1 €R Zn; Il Select randomly (ol @ol ®1)..(cp  ®ol D) (op Dol)op
2 F = FE(z).E(—z1); Il xo =x —x1 mod N; . - .
3 EE?Z)) _ E((;)) E((_;Cll)). J/ ;22: UI_ yflmod N on the encrypted bits, whe®}}’ is defined as
4: SendsE(z2) and E(y2) to AA; min |0, if vA <P 5
Step KH2 AB — 17 ’Lf ’UA > ’UB ( )

5 w2 = D(E(x2)); y2 = D(E(y2));
6: SendsE(z2y2) to AE;
Step AR3:
7 E(zy) = E(z1y1) - E(y2)®" - E(z2)" - E(z2y2);

Therefore, we can design the secure algorithm for two-bid
minimum selection as shown in Algorithid 4. Note that the
order of the two bids matters in the result. If the two bids are
equal, the first one is picked up.

Based on Algorithni4, we can develop the algorithm for

According to the discussion above, the secure algorithmmulti-bid minimum selection as shown in Algorithoh 5.

for EBV bid addition and EBV bid constant multiplication

In Algorithm[B, the inputs are EBV bids of a set of bidders

are straightforward, and are shown in Algorithfds 2 &nd B)dexed froml to n. e(v**) represents the minimum EBV bid

respectively.

of bidders from bidders to i. R’ , denotes the comparison



Algorithm 4 TwoBidMin(e(v?), e(v?)) and reports the auction result to the bidders. As long as the

Input: auctioneer and the auction agent do not collude with each
EBV bids e(v*) and e(v?) other, they can get nothing about the bids, except the auctio
Output: result. PS-TRUST includes three steps as follows.
Comparison resulE(R732') and minimum b|de( B) 1) Buyer Group Formation:Buyers submit their location
1: Compute Line[R td19 over encrypted bifs(c7*) and information to the auctioneer, who generates a conflict lyrap
E(cB), wherel <i < K. of buyers based on the information. Without knowing the bid
Il For clarity, we describe these lines by plain bits. values of the buyers, the auctioneer forms buyers into non-
2: for (i = 1; z' <= K ++i) do conflict buyer groups based on the conflict graph. Specificall
3 afB=clool B =22P o1, the auctioneer forms buyer groups by finding independest set
4. end for in the conflict graph repeatedly. To find an independent set,
5: 2}3” = a:{‘B . of‘; R=1, the auctioneer randomly chooses a node in the current conflic
6: for (i = 2; i <= K; ++i) do graph to add to the set, eliminates the node and its neighbors
77 R=R- x{‘Bl*, and updates the conflict graph. This is repeated recursively
8: i — RN+ R 2P o until the conflict graph is empty, then an independent set is
9: end for found. We denote bz = {G1,Go,...,Gy} the set of non-
10: Compute e(v8) = (E(c{*B), E(c4'B), ..., E(caB)), conflict buyer groups formed.
whereq'? = o—;‘ -(1-Ryp)+oP Ry, 1<j <K, 2) Secure Auction Computatiorin this step, all bidders
11 return  (E(R7}EY), e(vAP)); submit their EBV bids to the auctioneer. Then, the auctionee

and the auction agent cooperate to securely compute the
auction. This step can be divided into further two steps:
(1) Buyer Group Bidding

Algorithm 5 MultiBidMin (E(B))

Input: _ , For each buyer grou@; (1 <i < H), the auctioneer finds
EBV bids E(B) = {e(v')[1 <i < n} its minimum EBV bide(v/"") by calling (RE™, e(vm)) =
Output: MultiBidMin (E(G;)), and compute its EBV group bid
Comparison resulE( ) and minimum bide(v™*) e(v?) = EBVMul(e(v),n;), where E(G;) denotes the
L (E(R]’};”),e( %)) = TwoBidMin(e(v'), e(v?)); EBV bid set of groupG;, andn; = |G;|. Note that the
2: for (i = 2; i <n; ++i) do _ _ auctioneer knows nothing about the buyers’ bids. At the end,
3 (B(RL7), (v V)) = TwoBidMin(e(v™), e(v'"!)); the auctioneer holds the EBV group bid of each buyer group.
4 B(RTY) = B(RY™-(L=REL)++1)-RET)) (2) Winner Determination
5: end for A natural idea for winner determination proceeds as follows
6: return  (E(RT"), e(v"™)); The auctioneer finds the encrypted seller index (startingfr

1) E(«) with the minimum bid in the seller s}, the en-
crypted buyer group indek(3) with the maximum group bid
result of the minimum bid of bidders fromto i and the bid in the buyer group se&, and their corresponding EBV bids
of bidderi + 1, with 0 meaning the former is not greater tharfusing Algorithm[5), then compares the two EBV bids to get
the latter,1 otherwise.R7"/" denotes the index (starting froman encrypted result (using Algorithimh 4§(a), £(5), and the
0) of the first bidder with the minimum bid among the biddersomparison result are sent to the auction agent, who decrypt
from 1 to s. these encrypted data, and sends the decrypted informatjon (
It is trivial to use Algorithm$§# and|5 for maximum selection3, and the comparison result) back to the auctioneer. Then if
(by inverting the bits of EBV bids and then calling the minithe trading condition, namely, the maximum group bid is not
mum selection algorithms). In the following, we directlyeusless than the minimum seller bid, is satisfied, the auctionee
algorithms TwoBidMax(.,.) and MultiBidMax(.) for maximum removesx fromS, 5 from G, and adds: to a winner-candidate

selection. seller setW?, § to a winner-candidate buyer group S&¥.
. ] Otherwise, the auction is over. This process can be repé&ated
B. Secure Auction Design find the winner-candidate seller-buyer-group pairs urities

Based on the secure bid representation and operations, the seller set or the buyer group set is empty, or the trading
now present the secure auction design. Our main idea is thandition is unsatisfied. At last, the auctioneer removes th
the auction agent first runs the key generation algorithm lafst added sellet.. from W#, treating it as the critical seller,
Paillier cryptosystem, and publishes the public key to thend removes the last added buyer gragiygrom W9, treating
auctioneer and the bidders. Next, all bidders convert thids it as the critical buyer group. Then, the auctioneer repibies
to EBV bids using the public key, and send these EBV bidsllers inW* and the buyers belonging to the buyer groups
to the auctioneer. Then, the auctioneer computes the auctio W9 as winners, and the bid af. and the group bid of
on the EBV bids and gets an encrypted auction result, with (which are decrypted by auction agent) as the selling and
the help of the auction agent. Finally, the auctioneer gdtsiying clearing prices, respectively.
the auction result by asking the auction agent to decrypt it, The idea above seems to work well: the auctioneer and the



auction agent cooperate to determine the winners and na exa@tocol 6 Winner Determination

bids are leaked to them. However, there is some informatig#Put:

about the bids leaking. Specifically, the ranking ordershef t
winning sellers’ bids and the winning buyer groups’ group

bids are leaked to both the auctioneer and the auction agent.

The leaked information is obviously more than what we can
infer from the auction result including the winner sets amel t

Auctioneer (AE) holds:

EBV bids e(v?) of sellers;, for 1 <i < M;

EBV group bidse(v;.’) of buyer grougG;, for1 < j < H;
Seller setS = {s1, s2, ..., Sm };

Buyer group setz = {G1, Go,...,Gg}.

clearing prices. Thus, in the sense of cryptography, the@bdutput:

procedure is not really secure.

In order to make this natural procedure of winner determina-
tion secure, something has to be done to hide the bid ranking
orders of winners. Our idea is that, the auctioneer uses the
randomized seller se¥’ and buyer group se&’, instead of
the original ones, so that each time when the auction agert
decrypts the comparison result of a seller-buyer-group pai %
does not know which the pairs are. The auction agent the®
indicates the selected winner-candidate pairs by enaiyipite
vectors, which are sufficient for computing the next winner-4
candidate pair while reveals nothing about the selectiolersr >
to the auctioneer. Finally, when the auction is over, thdianc ~ ©
result is decrypted by the auction agent to the auctioneer.
The improved winner determination procedure is depicted irl-
Protocol®. Some details are explained as follows. 8

In Step AE1, the auctioneer applies random permutation
75 andm, to seller seS and buyer group se&, respectively, 10:
getting the randomized sefs and G’. Note that only the

auctioneer knows the permutations. 11
In Step AA2, two bit vectorsv® and w? are defined to 12
indicate the winner locations in the randomized §étandG’, 13
respectivelyw; = 1 if seller s;, is a candidate winnery; =0 14
otherwise, andw{ = 1 if buyer groupG;, is a candidate 1%
winner, wg = 0 otherwise.c. and j. index the critical seller 16:
17:

and buyer group, respectively.
In Step AE3, similarly to the natural idea, the encrypteds:
seller indexE(a) with the minimum bid and the encrypted19:
buyer group indexz () with the maximum bid, together with 20:
their EBV bids are computed using Algoritih 5. The resulted®:
two EBV bids are then compared using Algoritfiin 4. These
computation results remain in the encrypted form, unknow#?:
to the auctioneer. Note that, different from the naturahide 23
the randomized sef®’ andG’ are used instead. 24
In Step AA4, the auction agent decrypts the computation
results in Step AE3, knowing the locations of the candidate-
winner pair in the randomized sef and G’. However, he 2%
does not know the random permutations, so he cannot know
the true candidate winners. Lifel12 tests if the buyer goup’
bid is not less than the seller's bid. If so, the auction ageRf:
sets the corresponding bitswf andw? to 1, saves indexes of 27:
the last candidate-winner pair, and serfdav®), E(w?) and
Rjz* to the auctioneer. Otherwise, the auction is over, an:
auction agent removes the last candidate-winner pairtiee.
critical sellera, and buyer grougs,.) from candidate winner 29:
sets by setting the corresponding bitsvof andw? to 0. The 30

Auctioneer and Auction Agent (AA) hold:

The selling and buying clearing price$ andv?;
Winning seller setW?;

Winning buyer group se¥?.

Step AE1: AE Initialization:

We = 0; W9 = 0;

S = WS(S) = {Sil,Siz, ceny SiM};

G = ﬂ—g(G) = {ijszv ey GjH};

Step AA2: AA Initialization:

wW* = (w5, w3, ...,wi;) = (0,0,...,0);

w9 = (wf,wj,...,wy) = (0,0,...,0);

a. = —1; Bc -1,

Step AE3: Finding a Seller-Buyer-Group Pair:
(E(a), e(vs)) = MultiBidMin (E(S'));
(E(ﬂ),e(vg)) = MultiBidMax(E(G"));
(E(RET), e(vge®)) = TwoBidMax(e(v3), e(vy,));
AE sendsE(a), E(8), and E(Rj") to AA;
Step AA4: Determining a Winner-Candidate Pair:

a = D(E(a)); B =D(E(S)); Rjy" = D(E(REZ"));
if (REy* == 0) then

w1 =1, wg_H =1,

Qe = @, Bc = By

E(W?) = (E(w}), E(w3), ..., E(wy));

wi), B s
Ew?) = (E(w), E(w}), ... E(w));
AA sendsE(w?®), E(w?), and Rjj!* to AE;
else
w41 =0; wZCH =0;
AA sendsw’, w? and Rj5,! to AE;
end if
Step AE5: Auction Repeating:
if (REy" == 0) then
e(v?) = e(vy); e(v?) = e(v});
Computese(v;, ) = (E(o] ), E(0f5) ...,E(af:_’K))

- ik,l Y ’
whereo;* =07  +wi-(1-0} ,),1<p<K,for
all 1 <k < M;

Computess(vf,) = (E(o%,). (07 2). - (0 )
Whel’ea'jk_p =0 ,— w05, 1<p< K, for all
1<k<H;
Goto Step AE3

end if

Step AEG6: Auction Opening:

AE getsv? andv? by asking AA to decrype(vs) and
e(v?);

We = {s;, |wg =1,V1 <k < M};

W9 = {G;,|w] =1,V1 <k < H};

auction agent then sends the plain values includirig w9
and R4 to the auctioneer.
In Step AES5, Lind 2R tests if seller and buyer groug can



be included to the winner-candidate sets. If so, the auetpn exist probabilistic polynomial time (PPT) simulatofs and
first saves the EBV bids of the last winner-candidate pair ish such that

Line[23, and then updates the EBV bids of all sellers and all . - -

buyer groups in LineE24 arfd125, respectively. This updatingl (51(z, fa(x,v)), f(z,9))} ={(Vi (z,9), 0" (,y))} (6)
results that the bid of seller;, is set to(2X — 1) if wi ==

1, while remains unchanged otherwise, and the bid of buyer < o o

groupG;, is set to0 if w?! == 1, while remains unchanged {522, fo(2,9)), fl@,9)} ={(V (2,9), 07 (z,9)} (7)
otherwise. That is, all selected winner-candidate selées
mapped to a maximum valye” —1), and all selected winner-
candidate buyer groups are mapped to a minimum bid valueWith the above security definition, we now prove the basic
0. As long as the normal bid satisfigs < v < 2% — 1, lemma that will allow us to argue that our auction solution is
the selected winner candidates will not be selected in Stégcure against semi-honest adversaries. Lefima 1 is stilar
AE3, and the updating is equivalent to removing the winn&emma 1 in [22], with slight difference and some extension.

candidates from the seller set and buyer group set. Afterg:ioil_ mma 1. Suppose that Alice has run the key generation

th|s updau_ng, the exe_cutlon goes t(? Step AES3. If the teSt_ggorithm for semantically secure homomorphic public-key
Line[22 fails, the auction repeating is over and the exenu“%ncryption scheme, and has given her public key to Bob.
goes to Step AE6. . . Suppose also that Alice and Bob run Protocd) for which

In step AES, the auctloneesr gets and vf by asking all messages passed from Alice to Bob are encrypted using
the au_ct|on agent Sto decrygfv:) andse(vg), and chputes this scheme, or only carry information that can be compjetel
the winner setsw and_ Wg. from w* and w? using the inferred from the output of Bob, and all messages passed from
random|zat|o_n permutations in St_ep AEL. ob to Alice are uniformly distributed in their value ranges

Note that in LineLIB and 19 in Protochl 6, the need OSnd independent of Bob’s inputs, or only carry information

"adding one” is caused_ by different ways Of. indexing, '®-, that can be completely inferred from the output of Alice.iThe
and returned by AlgorithmEl4 dii5 are starting from 0, WhlleProtocol X is secure against semi-honest adversaries.

the indexes of sellers and buyer groups are from 1.
3) Pricing: Each spectrum channel is sold from the win- Proof: We prove the security of Protocol X in two separate
ning sellers at the selling clearing pricg, and bought by the cases, depending on which party the adversary has corrupted
winning buyer groups at the buying clearing price Each To prove security, we show that for all PPT adversaries, the

winner buyer in winning buyer grou@; pays the equal shareadversary’s view based on Alice and Bob’s interaction issnd
of the buying clearing price, that ig/ /nj, wheren, = |Gg|. tinguishable to the adversary’s view when the corruptedypar
From the description above, we can see that PS-TRU8Weracts with a simulator instead. In other words, we show
exactly follows the auction procedure of TRUST. Thereforé¢hat there exist simulatorS; and S, that satisfy conditions
PS-TRUST maintains the properties of economic-robustné@s and [7).
and spectrum reuse of TRUST, in the presence of semi-hones€ase 1: Bob is corrupted. We simulate Alice’s messages sent
adversaries. to Bob. For each encrypted message that Alice is supposed to
. . send to Bob, we let the simulatéh, pick a random element
C. Security Analysis . )
~ from Zx, and send an encryption of this. Any adversary who
In the sense of cryptography, the standard definition fp distinguish between interaction with Alice versusriate
security against semi-honest adversaries can be des@iegon with S, can be used to break the security assumptions

follows [4]. of the used encryption scheme. Thus, no such PPT adversary
Definition 2 (Security against Semi-honest Adversaridsyt €xists. For each (plain) message that only carries infaomat
f(z,y) be a functionality with two inputs: and y, and that can be completely inferred from the output of Bob, the
two outputsf4(z, y) and fZ(x,y). Suppose that protocdl simulatorSz can of course simulate it using Bob’s output of
computes functionality (z, y) between two parties Alice andthe functionality (s (x, y) in equation[(¥)). Thus, conditiohl(7)
Bob. LetV(z,y) (resp. Vi(z,y)) represent Alice’s (resp. Nolds.

Bob's) view during an execution & on (z, ). In otherwords, ~ Case 2: Alice is corrupted. We simulate Bob’s messages

if (, 1) (resp.(y, r'1)) denotes Alice’s (resp. Bob's) input andSent to Alice. For each message that is uniformly distrithute
randomness, then in its value range and independent of Bob’s inputs, simulato

S1 picks a random element from its range and sends to Alice.
Again, equation[{6) holds due to the fact that Alice cannot
distinguish the simulator's random element from the cdrrec
where {m;} denote the messages passed between the palement that has been randomized by Bob over its value range.
ties. Let O (resp. O%) denote Alice’s (resp. Bob’s) out-For each message that only carries information that can be
put after an execution ofl on (z,y), and O'(x,35) = completely inferred from the output of Alice, the simulator
(O%(z,y), O%(z,y)). Then we say that protocdl is secure S; can simulate it using Alice’s output of the functionality
(or protects privacy) against semi-honest adversariebéfi¢ (f4(z,y) in equation[(6)). Thus, conditiofil(6) holds.

where= denotes computational indistinguishability.

Vf(x,y) = (I,rg,ml,mg, .eymy), and
Vg(xvy) = (yv rgamlvm% -'-amt)



. : TABLE |
Thus, we can conclude that Protoc#l is secure against COMPUTATION AND COMMUNICATION COMPLEXITIES

semi-honest adversarids.

. . . Protocol/Algorithm 1| 7]
Theorem 1. Protocol[d is secure against semi-honest adve Complexity o) o) o™ [ o) || omE)

saries.

Proof: It is obvious that all messages passed from AR to

KH are uniformly distributed in the ciphertext spaZe;2 (or MultiBidMax(.) and TwoBidMax.,.)) are secure against
the values obtained by decrypting the messages are unfforgbmi-honest adversaries. Then, applying Lerfima 1 and sequen
distributed in the plaintext spacgy), and the messagesiig| composition theory, we can conclude that Protddol 6 is
passed from KH to AR are encrypted. According to LemMgcyre against semi-honest adversafiés.

[, Protocoll is secure against semi-honest adversaties. Now, we can conclude PS-TRUST is secure against semi-

Theorem 2. Suppose that the auction agent has run the k&gnest adversaries.

generation algorltr_lm for semantically secure h.omomo.rpmf“heorem 4. PS-TRUST is a two-party protocol secure against
public-key encryption scheme, and has given its public ke

. . S&mi-honest adversaries, between the auctioneer and e au
to the auctioneer. Further suppose that the auctioneer ru

Algorithm X (where X is one of(2,[B#L5). and holds%n agent. Additionally, anyone (i.e. the auctioneer, taarc
gort w ' S ' . agent, and each bidder) cannot know anything about the bids
the computation result. Then the resulting protocol is secu

. . : beyond the auction result through the auction.
against semi-honest adversaries.

Proof: The resulting protocol has no messages exchanged-,rheI prokoft 'i %br\]nousl\l?atse:jh otn_ trlﬁ prev?us theo_rems,_t?nd
except sequentially calling Protoddl 1 which is secure ragtai we only sketch it here. Note that in the auction, we implci

semi-honest adversaries, so due to Lenitha 1 and sequ%%siume that the bidders’ bids are the only_ privacy nggded o
tial composition theory[[5], it is secure against semi-teineProtect: _SO’ steps of Buyer Group Form_atlon and_ Pricing of
adversaries] the auctions are unrelated to the security. That is, we only

need to prove that the step of Secure Auction Computation
Theorem 3. Protocol[6 is secure against semi-honest advefs secure. By Theorefd 3, the winner determination procedure
saries. is secure, and we can similarly prove the security of buyer

Proof: We show that all the messages exchanged betwed?UP bidding procedgre. Thus,.PS-TRUST is secure again_st
the parties satisfy the conditions of Lemfia 1. Then, apglyiﬁemhhonest adversaries. What is more, because biddels’ bi

Lemmall and the sequential composition thebiy [5], Protocdi® en<_:rypted n EB_V_f_orm, and are mpu_t o the auctpneer,
is secure against semi-honest adversaries according to the definition of security, neither the auatien

e : : : the auction agent knows anything about the bids, and no
Specifically, suppose that there @evinner-candidate pairs nor : ) L
(including the critical seller and buyer group), we can &t bidder knows anything about other bidders’ bids, except the

the messages exchanged between the parties as follows. auction result.
Messages sent from AE to AA include:

{E(a_)}QJrl {E(ﬂ_)}QJrl {E(Rmaz)}QJrl e(v?), e(v?) VI. PERFORMANCEANALYSIS AND EVALUATION
1)JS1 ) 1) J1 ) Biai /S 1 ) c) c
Message sent from AA to AE include: As PS-TRUST exactly follows the procedure of TRUST,

S < s s the auction efficiency is the same as that of TRUST. So, we
{E(Wi)}?’ {E(Wg)}?’WQH’Wg?H’ {Rﬁvﬂai}?ﬂ’ Ves Ve only focus on the analysis and evaluation of computation and
Now we show that all these messages satisfy the conditigg@mmunication overhead caused by the security measures.

of Lemmall. First, among the messages sent from AE to

AA_, ; and_Bz- _(obtained by de_cryptin@(ai) andE(ﬁi)) are A performance Analysis

uniformly distributed over their value ranges (if¢..M] and

[1..H]) due to the random permutations unknown to AA, and The analysis of computation and communication complexi-

messaged?;'e”, vi andv? can be completely inferred fromties for Protocols/Algorithms froril1 to] 5 is straightforwar

the output of AA, which is also the auction result including@nd the results are listed in Tab. I. We thus can find the

selling and buying clearing prices, v¢, and the winner sets computation complexity of Protocdl] 6 (which is also the

We¢ and GY. Second, among the messages sent from AA tmmputation complexity PS-TRUST) @((M + N) - K - W)

AE, message®(w;) and E(w?) are encrypted, and messageeperations (e.g. addition or multiplication) of big intege

W51y ng, Rpr, vo andv? can be completely determinedwhereW represents the number of seller-buyer-group winner

by the output of the auctioneer, which is also the auctigreirs. Similarly, we can find the communication complexity o

result. As a result, all the messages in Protddol 6 satidy tRS-TRUST isO((M + N) - K - W) times of bit length of big

conditions of Lemmé]1. integers. Note that, practical running time and messagawel
Furthermore, according to Theoré&in 2, subprotocols reduliill be impacted by the bit length used in the homomorphic

from running Algorithm$¥ and]5 (i.e. calling MultiBidM{n), encryption scheme.



B. Performance Evaluation Previous studies on secure spectrum auctions did not provid

We implement PS-TRUST using Java in Windows XP witRdequate security, as they revealed information aboutitte b
Intel's Core 2 Duo CPU 2.93GHz. We let the buyers be raReyond the auction result. Different from those studies, we
domly distributed in an area afomx 100m, let the protection have achieved security in the sense of cryptography in this
distance bes0m, and let default experimental setting be a¥ork. Specifically, PS-TRUST reveals nothing about the bids

follows: the bit length of homomorphic encryption scheme & any participant, except the auction result includinguieg
512, i.e.,N's bit length is 512; the bit lengtll’ of EBV is Prices and winner sets. We have also proved formally the-secu

8; the numbergM, N) of sellers and buyers ar@0, 30). All rity of PS-TRUST in the presence of semi-honest adversaries
experimental results are averaged on 10 random repetitionsinally, we have implemented PS-TRUST in Java, and have
Fig. [@ shows the curves of running times and messa@'@orencally and experimentally shown that the compatati
volumes of PS-TRUST a$M, N) vary from (10,30) to and communication overhead of PS-TRUST is modest, and its

(30, 70). Both performance measures grow slightly faster thaifactical applications are feasible.

linear growth according toM + N). This is because according
to the theoretical results, these measures also depentl,on
which increases as well with\ + N) on average.
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