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Abstract—The problem of distributed inference with M-ary

M-ary symbdlinterchangeably. A lot of work in the past has

quantized data at the sensors is investigated in the preseac focussed on the binary quantization case, i¥.,= 2. In

of Byzantine attacks. We assume that the attacker does not
have knowledge about either the true state of the phenomenon

of interest, or the quantization thresholds used at the semss.
Therefore, the Byzantine nodes attack the inference netwérby
modifying modifying the symbol corresponding to the quantzed
data to one of the other M symbols in the quantization alphabe
set and transmitting the false symbol to the fusion center (E). In
this paper, we find the optimal Byzantine attack thatblinds any
distributed inference network. As the quantization alphatet size
increases, a tremendous improvement in the security perfenance
of the distributed inference network is observed.

We also investigate the problem of distributed inference irthe
presence of resource-constrained Byzantine attacks. In pécular,
we focus our attention on two problems: distributed detecton and
distributed estimation, when the Byzantine attacker emplgs a
highly-symmetric attack. For both the problems, we find the
optimal attack strategies employed by the attacker to maxirally
degrade the performance of the inference network. A reputabn-
based scheme for identifying malicious nodes is also presed
as the network’s strategy to mitigate the impact of Byzantire
threats on the inference performance of the distributed sesor
network.

Index Terms—Distributed Inference, Network-Security, Sen-
sor Networks, Byzantine Attacks, Kullback-Leibler Divergence,
Fisher Information.

I. INTRODUCTION

Distributed inference in sensor networks has been wid
studied by several scholars in the past three decades|(Fee

[11] and references therein). The distributed inferenaen®-

this paper, we consider the case of more genkfal\M = 2
being a special case. The framework of distributed infezenc
networks has been extensively studied for different typles o
inference problems such as detection (eld., [1], [3], B[
[12]), estimation (e.g.,13],L]9],L120]), and tracking (e.d3],
[11]) in the presence of both ideal and non-ideal channals. |
this paper, we focus our attention on two distributed infese
problems, namelyletectionand estimationin the framework

of distributed inference, where sensors quantize thei tiat
M-ary symbols.

Although the area of sensor networks has been a very
active field of research in the past, security problems is@en
networks have gained attention only in the last decade [13]-
[15]. As the security threats have evolved more specifically
directed towards inference networks, attempts have beee ma
at the system-level to either prevent or mitigate theseatkre
from deteriorating the network performance. While there ar
many types of security threats, in this paper, we address the
problem of one such attack, called the Byzantine attack, in
the context of distributed inference networks (see a recent
survey [16] by Vempatyet al). Byzantine attacks (proposed
by Lamportet al. in [17]) in general, are arbitrary and may
refer to many types of malicious behavior. In this paper, we
focus only on the data-falsification aspect of the Byzantine

el¥tack wherein one or more compromised nodes of the network

EEnd false information to the FC in order to deteriorate the
inference performance of the network. A well known example

work comprises of a group of spatially distributed Sensofg this attack is theman-in-the-middleattack [18] where,

which acquire observations about a phenomenon of interggt yne hand, the attacker collects data from the sensors
(POI) and send processed data to a fusion center (FC) whgig,ce authentication process is compromised by the attacke
a global inference is made. Due to resource-constramtsémmaﬂng as the FC, while, on the other hand, the attacker
sensor networks, this data is processed at the sensorshn sig,ys false information to the FC using the compromised
a way that the observations are mapped to symbols fralnsors' igentity. In summary, if thé sensor’s authentication

an alphabet set of size M, prior to transmission to the F¢s compromised, the attacker remains invisible to the netyo
When M = 2, we employ binary quantization to generaigcents the true decisian from thei*” sensor and sends
processed data. Wheh/ > 2, we send an M-ary symbol 1, the FC in order to deteriorate the inference performance.
that is ass.urned to .be generated via fine quantization. AMaranoet al, in [19], analyzed the Byzantine attack on
sensor decision rule is assumed to be characterized by a_S&ferwork of sensors carrying out the task of distributed
of quantization thresholds. In this paper, we use the pBraggyection, where the attacker is assumed to have complete
mapped to one of the M-ary symbo@d ‘quantized to an nowledge about the hypotheses. This represents the extrem
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the true hypothesis. In their model, they assumed that the
sensors quantized their respective observations into yM-ar
symbols, which are later fused at the FC. The Byzantine
nodes pick symbols using an optimal probability distribati
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that are conditioned on the true hypotheses, and transwiit distributed target localization from both the network’s
them to the FC in order to maximally degrade the detecti@nd Byzantine attacker's perspectives, first by identgytine
performance. Rawat al., in [20], also considered the problemoptimal Byzantine attack and second, mitigating the impact
of distributed detection in the presence of Byzantine &ttacof the attack with the use of non-identical quantizers at the
with binary quantizers at the sensors in their analysisikdnl sensors.
the authors in[[19], Rawagt al. did not assume complete In this paper, we extend the framework of Byzantine attacks
knowledge of the true hypotheses at the Byzantine attackehen Byzantine nodes do not have complete knowledge about
Instead, they assumed that the Byzantine nodes derive the true state of the phenomenon-of-interest (POI), andhwhe
knowledge about the true hypotheses from their own sensithg sensors generate M-ary symbols instead of binary syambol
observations. In other words, a Byzantine node potentiaMe also assume that the Byzantine attacker is ignorant about
flips the local decision made at the node. It does not modifige quantization thresholds used at the sensors to gerieeate
the thresholds at the sensor quantizers. Raetagel. also M-ary symbolﬂ Under these assumptions, we address two
analyzed the performance of the network in the presenceinference problems: binary hypotheses-testing and paeame
independent and collaborative Byzantine attacks and reddeéstimation.
the problem as a zero-sum game between the sensor networkhe main contributions of the paper are three-fold. First,
and the Byzantine attacker. In addition to the analysis wfe define a Byzantine attack model for a sensor network with
distributed detection in the presence of Byzantine attaaksindividual sensors quantizing their observations into ofie
reputation-based scheme was proposed by Rawadl. in the M-ary symbols, when the attacker does not have complete
[2Q] for identifying the Byzantine nodes by accumulatinggnowledge about the true state of the POI and thresholds
the deviations between each sensor’s decision and the F&sployed by the sensors. We model the attack strategy as
decision over a time window of duratidh. If the accumulated a flipping probability matrix, wherdi, j)!* entry represents
number of deviations is greater than a prescribed threshdhe probability with which the** symbol is flipped into the
for a given node, then the FC tags it as a Byzantine nogé” symbol. Second, we show that quantization into M-ary
In order to mitigate the attack, the FC removes nodes whisimbols at the sensors, as opposed to binary quantization,
are tagged Byzantine node from the fusion rule. Anothé@nproves both inference as well as security performance
mitigation scheme was proposed by Vempettwl. [21], where simultaneously. As a function of the number of Byzantine
each sensor’s behavior is learnt over time and compareceto ttodes in the network, we derive the optimal flipping matrix.
known behavior of the honest nodes. Any significant devatid-inally, we extend the mitigation scheme presented by Rawat
in the learnt behavior from the expected honest behaviorasal.in [20] to the more general case where sensors generate
labelled Byzantine node. Having learnt their parametérs, tM-ary symbols. We present simulation results to illustitéie
authors also proposed the use of this information to adat thperformance of the reputation-based scheme for the identifi
fusion rule so as to maximize the performance of the FC. tation of Byzantine nodes in the network.
contrast to the parallel topology in sensor networks, Kailia The remainder of the paper is organized as follows. In
et al.in [22] investigated the problem of Byzantine attacks oS8ection[1l, we describe our system model and present the
distributed detection in a hierarchical sensor networkeylh Byzantine attack model for the case where sensors generate
presented the optimal Byzantine strategy when the sensbrsary symbols when the attacker has no knowledge about
communicate their decisions to the FC in multiple hops difie true state of the phenomenon of interest and quantizatio
a balanced tree. They assumed that the cost of compromidingesholds employed by the sensors. Next, we determine the
sensors at different levels of the tree varies, and found thost powerful attack strategy that the Byzantine nodes can
optimal Byzantine strategy that minimizes the cost of &iteg adopt in Sectior[1ll. In the case of resource-constrained
a given hierarchical network. Byzantine attacks, where the attacker cannot compromise
Soltanmohammadet al. in [23] investigated the problem enough number of nodes in the network litind it (to be
of distributed detection in the presence of different typegefined in Sectiolll), we find the optimal Byzantine attack
of Byzantine nodes. Each Byzantine node type corresporfds a fixed fraction of Byzantine nodes in the network in
to a different operating point, and, therefore, the authotise context of distributed detection and estimation in iBast
considered the problem of identifying different ByzantinV] and [V respectively. From the network’s perspective, we
nodes, along with their operating points. The problem giresent a mitigation scheme in Sect[od VI that identifies the
maximume-likelihood (ML) estimation of the operating paint Byzantine nodes using reputation-tags. Finally, we presen
was formulated and solved using the expectation-maximoizat concluding remarks in Sectidn VII.
(EM) algorithm. Once the Byzantine node operating poings ar
estimated, this information was utilized at the FC to miiga 1. SYSTEM MODEL

the malicioug activity in the network, and also to improve ~gnsider an inference (sensor) network with N sensors,
global detection performance. “where o fraction of the nodes in the network are assumed

Distributed target localization in the presence of Byzaati ( e compromised (Refer to Figurel 1a). These compromised
attacks was addressed by Vempay al. in [24], where gonqors transmit false data to the fusion center (FC) inrorde

the sensors quantize their observations into binary deGSi 1, geteriorate the inference performance of the network. We
which are transmitted to the FC. Similar to Rawett al’s

approach in[[20], the authors in_[24] investigated the peobl  The well-known attacker-in-the-middle is one such example
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Fig. 1: Distributed Inference Network in the Presence of &ytine Attacks

assume that the network is designed to infer about a paaticul I1l. OPTIMAL BYZANTINE ATTACKS
phenomenon, regarding which sensors acqoteditionally-  Gjyen the conditional distribution of;, p(r]0), and the
independenbbservations. We denote the observation of the,,qqr quantization thresholds; for 0 < j < M, the

‘th . i o i o S
i*" sensor ag;. This observation; is mapped to one of the conditional distribution ofi; can be found as

M symbols,u; € {1,---,M}. In a compromised inference \
network, since the Byzantine sensors do not transmit thedr t Plu; = m|f) = / - p(rd6)dr @
quantized data, we denote the transmitted symbej; ag the ! oy !

ith sensor. If the nodéis honest, them; = w;. Otherwise, we
. - forallm=1,2,---,M.

assume that the Byzantine sensor modifies= [ to v; = m If the true quantized svmbol at thé" node isw, — a

with a probabilityp;,,,, as shown in Figure_1b. For the sake of q y i = 1,

e i ._compromised node will modify it inta; = | as depicted in
compactness, we denote the transition probabilities dmplcFi urelTh. and transmit it to the EC. Since the EC is not aware
in the graph in Figuré_1b using a row-stochastic mafj>as 9 ’ '

of the type of the node (honest or Byzantine), it is natural to

follows: assume that nodeis compromised with probability, where
P11 P12 ... PIM « is the fraction of nodes in the network that are compromised.
Pai P22 ... Dom Therefore, we find the conditional distribution of at the FC

P=1. - - (1) as follows.
DML P DM P(v; =ml|l) = aP(v; = ml|i = Byzantine, 6)
Since the attacker has no knowledge of quantization thresh- +(1 — @) P(v; = m|i = Honest, )

olds employed at each sensor, we assume that in-

dependent of the sensor observations. The messages M

{v1,v9,--- ,un} are transmitted to the fusion center (FC) = aZP(ui =110) - P(v; = m|u; =1,0)

where a global inference is made about the phenomenon of 1=1

interest based ow.

In order to consider the general inference problem, we
assume that € O is the parameter that denotes the phe- "
nomenon of interest in the received signaht thei’" sensor.

o . o . =« mP(uw; =10) + (1 — a)P(u; = m|0
If we are considering a detection/classification problénis ;pl ( 19)+( JP( 19)
discrete (finite or countably infinite). In the case of param-
eter estimation© is a continuous set. Without any loss of
- ’ k =« mPu; =10) + [(1 — a) + apmm|P(u; = m|0
generality, we assum® = {0,1,---, K — 1} if the problem sz ( 19)+1( )+ apmm] P %)

+(1 — «)P(u; = m|0)

of interest is classification. Hence, detection is a spexdak 7
of classification with/K' = 2. In the case of estimation, we = [(1 = @) + AP
assume tha® = R.
Note that the performance of the FC is determined by the + Z{aplm — (1 = @) + apram] }P(u; = 1|6).
probability distribution (mass functionp(v|6). Therefore, in iZm
Sectior{ll, we analyze the behavior £fv|6) in the presence 3)

of different attacks and identify the one with the greate3the goal of a Byzantine attack is to blind the FC with the
impact on the network. least amount of effort (minimumy). To totally blind the



[ Quantization bits| aiind |

FC is equivalent to making®(v; = ml|f) = 1/M for all

0 < m < M — 1. In Equation [(B), the RHS consists of % (?'755
two terms. The first one is based on prior knowledge and the 3 0.875
second term conveys information based on the observations. 4 0.9375
In order to blind the FC, the attacker should make the second 2 8'322?1
term equal to zero. Since the attacker does not have any Vi 0.9977
knowledge regarding®(u; = [|), it can make the second 8 0.9961

term of Equation[(8) equal to zero by setting TABLE I: Improvement inay;;,q With increasing number of

apim = (1 — @) + aPmm, Y i#m. (4) quantization bitslog, M

Then the conditional probabilit’(v; = m|f) = (1 — «) +
apmm becomes independent of the observatiengor its ) ) o
quantized versiom;), resulting in equiprobable symbols at thé'® encoded into bits, we also show an exponential increase

FC. In other words, the received vectr= {v;, vy, ,uy} N @iina S the number of bits needed to encode Me

does not carry any information abafiand, therefore, results SYMPOIS, i.e.Jog, M, increases. This is also shown in Table |.

in the most degraded performance at the FC. So, the FC npi@te that, if the sensors use one additional quantizatio(2b

has to solely depend on its prior information abéin making bit quantization) in their quantization scheme instead -tit1

an inference. quantization (binary quantization), then th;;,q increases
Having identified the condition in Equatiof (4) under whicffom 0.5 to 0.75. This trend is observed with increasing

the Byzantine attack makes the greatest impact on the perfdfMmber of quantization bits, and when the sensors employ

mance of the network, we identify the strategy that the ketac @n 8-bit quantizer, then the gttacker needs to compromise at

should employ in order to achieve this condition as followi€ast 99.6% of the sensors in the network to blind the FC.

Since we need Obviously, the ir_nprovement in se_cur_ity perfor.mance is next f
as the sensors incur a communication cost in terms of energy
P(vi =m|0) = (1 — a) + apmm = 1/M, and bandwidth as the number of quantization bits increases.
o= —M=1 Therefore, in a practical world, the network designer faces

ET—e To minimizea, one needs to maks,,,,, = 0.
In this paper, we denote the corresponding to this optimal

strategy that minimizes the Byzantine attacker’s resaurcguarantees. . L
required to blind the FC asying. Hence Also, note that, whenM = 2 (1-bit quantization), our
ma- l

results coincide with those of Rawat al. in [20], where

| @ trade-off between the communication cost and the security

Ablind = M — 1. the focus was on the problem of binary hypotheses testing
_ _ M in a distributed sensor network. On the other hand, our tesul
Rearranging Equatiorh|(4), we have are more general as they address any inference problem -

detection, estimation or classification in a distributedsse
S =1t (Prm = Pmm) =1+ pum VIFm. (5)  network. Another extreme case to note is whieh — oo,

By settinga to aying, We havepy, = 1/(M —1), V1 # in which case,apng — 1. This means that the Byzantine

m. That is, the transition probabilit is a highly-symmetric attacker cannot blind the FC unless all the sensors are com-

matrix. We summarize the result as a theorem as follows. promised. . . . o .
In the following sections, we consider distributed detatti

Theorem 1. If the Byzantine attacker has no knowledge aind estimation problems in sensor networks and analyze the
the quantization thresholds employed at each sensor, then impact of the optimal Byzantine attack on these systems.

optimal Byzantine attack is given as For the sake of tractability, we consider a noiseless cHanne
1 _ (Q = 1) at the FC in the framework of resource-constrained
_ — ;iELF#Em Byzantine attack. Therefore, according to Theorem 1, we
Pim M 1
0 . otherwise restrict our attention to the set of highly-symmetfidor the
(6) sake of tractability. In other words, we assume that
Yy
M -1 :
ind = . p if l£m
Ablind M Pim = : 7
. . . . 1— (M —1)p otherwise.
We term Equatior{(6) as the optimal Byzantine attack, since
the FC does not get any information from the datareceives IV. DISTRIBUTED DETECTION IN THE PRESENCE OF

from the sensors to perform an inference task. Therefoee, th RESOURCECONSTRAINED BYZANTINE ATTACKS
FC has to rely on prior information about the parameteif In this section, we consider a resource-constrained Byzan-

available. tine attack on binary hypotheses testing in a distributesce

Theorent 1L can be extended to the case where the chanpglg, i where the phenomenon of interest is denotetieasd
between sensors (attackers) are not perfect. The resuMeB g is modeled as follows:

in Appendix[A. .
In Figure[2, we show howy,;,q scales with increasing 0 — 0; if Ho _ (8)
quantization alphabet sizé/. Since the quantized symbols L if Hy
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Fig. 2: Improvement imy,;;,,¢ With increasing number of quantization levels

In order to characterize the performance of the FC, w&s mentioned earlier in SectidnJlll, we restrict our search
consider Kullback-Leibler Divergence (KLD) as the perforto finding the optimalP within a space of highly symmetric
mance metric. Note that KLD can be interpreted as the ernmw-stochastic matrices, as given in Equatibh (7). Thus, we
exponent in the Neyman-Pearson detection framework [25ymulate the problem as follows.
which means t_hat thg probability of missed detection goes IS?PbIem 1. Given the value ofr < aying, find the optimal
zero exponentially with the number of sensors at a rate equa

to KLD computed at the FC. We denote KLD at the FC b;c/l W't.hm aspace O.f highly symmetric row-stochastic matrices
S ) s given in Equatior{7)), such that
Drc and define it as follows:

P(VIH minimize Dpco
pre = 2 e (53 ) p

bject t <p<
subjectto 0 <p < 7 —1
- Y Pv=mlHy)lo P(v =m|Ho) Theorem[®2 presents the optimal flipping probability that

0 & P(v=m|H,)/ provides the solution to Probleq 1. Note that this result is
9) independent of the design of the sensor network and, thesefo

Since we have assumed that the sensor observations @ be employed when the Byzantine has no knowledge about

me{1, - MY

conditionally independefitKLD can be expressed as the network.
. i M-1 -
Drc = NDpc, (10) Theorem 2. Given a fixeda < , the probability p
that optimizesP within a space o%\/[highly symmetric row-
where stochastic matrices, as given in Equatif), such thatD z¢
M Co o
P(v = mlH, is minimized, is given by
Dpc = Z P(v=m|Hy) - log Dlv = mlHo) — m|Ho) :
m=1 P(U - m|H1) p* = ! . (11)
M -1
Note that the optimal Byzantine attack, as given in Equation
(@), results in equiprobable symbols at the FC irrespedctive
the hypotheses. Therefoi®, = 0 under optimal Byzantine Proof: See AppendixB. [
attack, resulting in the blinding of the FC. Note that this solution is of particular interest to the Byza

On the other hand, if the attacker does not have enoutjhe attacker since the solution does not require any kriyde
resources to compromise,;,,q fraction of sensors in the net-about the sensor network design. Also, the attacker'segjyat
work (i.e. a < aying), an optimal strategy for the Byzantineis very simple to implement.
node is to use an approprialfe matrix that deteriorates the
performance of the sensor network to the maximal extefjuymerical Results

2For notational convenience, sensor indeis ignored in the rest of the For illustration purposes, let us co_nS|der the fOllOWIhg
paper. example, where the inference network is deployed to aid the



opportunistic spectrum access for a cognitive radio nekwa
(CRN). In other words, the CRs are sensing a licensi
spectrum band to find the vacant band for the operation
the CRN.

Let the observation model at th&" sensor be defined as
follows.

r; = s(0) + ny, (12)

whered € {0,1}, s(8) = - (=1)1*? is a BPSK-modulated
symbol transmitted by the licensed (or the primary) us
transmitter, and the noise; is the AWGN at thei*" sensor
with probability distribution\ (0, o2).

Therefore, the conditional distribution of under H, and
H; can be given ad/(—u, 0%) andN (i1, o2) respectively. The
range ofr; spans the entire real lin®}. However, we assume
that the quantizer restricts the support by limiting thegeof
output values to a smaller range, gayA, A]. This parameter
A is called theoverloadingparameter [26] because the choici
of A dictates the amount of overloading distortion caused o
by the quantizer. Within this restricted range of obseorei Flg_. 3: Contribution of a sensor to thg overall KLD at the
we assume a uniform quantizer with a step size (called tf#Sion center as a function of, for different number of
granularity parameter) given byA — ﬁ which dictates duantization levels. The pe_ntagrqms on the_ X-axis (_:orr_ai;po
the granularity distortion of the quantizer. In other worthee [0 the cwiina for 1-bit, 2-bit, 3-bit and 4-bit quantizations
observation; is quantized using the following quantizer: ~ reéspectively from left to right.

0; if —oo< i < A1
1; if A <rm <o designer can do is to let the sensors transmit unquantized da
Ui =g . 3 (13) to the FC, whether in the form of observation samples or their
' . sufficient statistic (likelihood ratio). In this case, wencsee
M =15 0f Ayoa <7 < 09 that aping = 1, since lim ——— = 1.
— 00

where

oAl 2i=D )
S

Note thatA\; = —A and\,;_; = A represent the restricted
range of the quantizer, as discussed earlier. Thesensor  In this section, we consider the problem of estimating a
transmits a symbal; to the FC, wherey; = u; if it is honest. scalar parameter of interest, denoteddby R, in a distributed
In the case of the!* sensor being a Byzantine node, theensor network. As described in the system model, we assume
decisionu; is modified intov; using the flipping probability that thei*” sensor quantizes its observation into an M-
matrix P as given in Equatior{6). ary symbolu;, and transmits); to the FC. If thei'” node is
Although the performance of a given sensor network fnest, then; = u;. Otherwise, we assume that the sensor is
guantified by the probability of error at the FC, we useompromised and flipgs; into v; using a flipping probability
a surrogate metric, as described earlier, called the KLD miatrix P. Under the assumption that the FC receives the
the FC (Refer to Equatior[](9)) for the sake of tractabilitysymbolsv over an ideal channel, the estimation performance
In an asymptotic sense, Stein’s Lemmal[25] states that thethe FC depends on the probability mass functit{w|6).
KLD is the rate at which the probability of missed detection The performance of a distributed estimation network can
converges to zero under a constrained probability of falbe expressed in terms of the mean-squared error, defined as
alarm. Therefore, in our numerical results, we present hawy (é —#)2|. In the case of unbiased estimators, this mean-
KLD at the FC varies with the fraction of Byzantine nodes squared efror is lower bounded by ti@ramer-Rao lower
in the network. bound (CRLB) [27], which provides a benchmark for the

For the above sensor network, we assume ghatl, o> = design of an estimator at the FC. We present this result in
1 and A = 2. In Figure[3, we plot the contribution of eachgquation [T4):

sensor in terms of KLD at the FC as a function @f for

1-bit, 2-bit, 3-bit and 4-bit quantizations, i.el/ = 2, 4, 8

and 16 respectively, at the sensors. As per our intuition, we
observe an improvement in both the detection performance
(KLD) as well as security performancey;,q). Therefore, for where
a givenq, the Byzantine attack can be mitigated by employing Irc =K
finer quantization at the sensors. Of course, the best tlat th

V. DISTRIBUTED ESTIMATION IN THE PRESENCE OF
RESOURCECONSTRAINED BYZANTINE ATTACKS

(14)

00

(w ﬂ | (15)



The term Iz is well known as the Fisher information (FI),Numerical Results

and is, therefore, a performance metric that captures theas an illustrative example, we consider the problem of
performance of the optimal estimator at the FC. Note thalstimatingg = 1 at the FC based on all the sensors’

as shown in Equatiori (16),rc can be further decomposedyansmitted messages. Let the observation model ati‘the
into two parts, one corresponding to the prior knowledgeuibosensor be defined as follows:

0 at the FC, and the other (denoted.Bs>) representing the

information abou®, in the sensor transmissiors ri =0 +n;, (20)
91 o\ 2 where the noisen; is the AWGN at thei*” sensor with
Irc = Jro +E (M) ] , (16) probability distribution A(0,52). The sensors employ the
90 same quantizer as the one presented in Equafign (13). The

quantized symbol, denoted as at the i** sensor, is then
2 modified intov; using the flipping probability matrix®, as
(M) ] . (17) given in Equation[(6).
90 Figure[4 plots the conditional FI corresponding to one

: sensor, for different values aof and M, when the uniform
In most cases, a closed form expression for the mean

g L quantizer is centered around the true valug.olNote that as
squared error is intractable and, therefore, conditionsthd¥ . o
) . : . .SNR increaseso( — 0), we observe that it is better for the
information (FI) is used as a surrogate metric to quanti

. e etwork to perform as much finer quantization as possible to
the performance of a distributed estimation network. Irs thi_... . :
- . mitigate the Byzantine attackers. On the other hand, if SNR
paper, we also use conditional Fl of the received data

: . .is low, coarse quantization performs better for lower value
as the performance metric. Since the sensor observatlo?s . o .
L . Lo of "a. This phenomenon of coarse quantization performing
are conditionally independent resulting in independentve ; .
o . . " better under low SNR scenarios, can be attributed to the fact
denote the conditional FI ak-¢ and is defined as follows: . ; L
that more noise gets filtered as the quantization gets aoarse
Jrc = NJrc, (18) (decreasingV/) than the signal itself. On the other hand, in
the case of high SNR, since the signal level is high, coarse
where guantization cancels out the signal component signifigantl
thereby resulting in a degradation in performance.

where

Jre =E

9 ? 0>
Jrc =E | Zlog P(v|8)| =-E |2
re {ao o8 (V|)] [392
Following the same approach as in Section IV, we con- Given that the distributed inference network is under Byzan
sider the problem of finding an optimal resource-constehin&ne attack, we showed that the performance of the netwark ca
Byzantine attack when < aying, by finding the symmetric b improved by increasing the quantization alphabet size of
transition matrixP that minimizes the conditional FI at thethe sensors. Obviously, in a bandwidth-constrained disted
EC. This can be formulated as follows. inference network, the sensors can only transmit with the
) ) _ maximum possiblé\/, which is finite. In this section, we as-
Problem 2. Given the value ofy, determine the optimaP  syme that the network cannot further increase the quaiatizat
within a space of highly symmetric row-stochastic matricegphabet size due to this bandwidth constraint. Therefoee,

1ng(v|9)} . (19) VI. MITIGATION OF BYZANTINE ATTACKS IN A
BANDWIDTH-CONSTRAINED INFERENCENETWORK

as given in Equatior{7), such that present a reputation-based Byzantine identificationgaiion
minimize Jpe scheme, whlc_h is an extgnsmn of the_one proposed by Rawat
P et al. in [20], in order to improve the inference performance

of the network.

subjectto 0 <p < 71
Theorem[B presents the optimal flipping probability thah. Reputation-Tagging at the Sensors
provides a solution to Problem 2. Note that this result is As proposed by Rawaet al. in [20], the FC identifies
independent of the design of the sensor network and, thexefahe Byzantine nodes by iteratively updating a reputatam-t
can be employed when the Byzantine has no knowledge abfstt each node as time progresses. We extend the scheme to
the network. include fine quantization scenarios, i.8/, > 2, and analyze
. i M-1 . . its performance through simulation results.
Theorem 3. Given a fixed < » the flipping probabil- Al?s mentioned earlie?r in the paper, the FC receives a vector
ity p that optimizesP over a space of highly symmetric row-y of received symbols from the sensors and fuses them to
stochastic matrices, as given in Equatiff), by minimizing yield a global decision, denoted d@s We assume that the
Jrc is given by observation model is known to the network designer, and is
p* = 1 ) given as follows:
M -1 ri = fi(0) +n, (21)

where f;(-) denotes the known observation model. We denote
Proof: See AppendiXx . B the quantization rule employed at the sensorya$herefore,
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the quantized message at the sensor is givem; by v(r;). As  Byzantine is high. Higher the value of lower is the chance

discussed earlier, th&* sensor flipsy; into v; using a flipping of tagging a node to be Byzantine and vice-versa. This mesult

probability matrix[P. Since the FC makes a global inferencén a tradeoff between the probability of detecting a Byzaenti

g, it can calculate the squared-deviatidn of each sensor vs. the probability of falsely tagging an honest node as a

from the expected message that it is to nominally transniyzantine. Secondly, the value @f also plays a role in the

as follows: ) choice ofn, and therefore, the performance of the tagging rule.
d; = (7—1(1}1.) — fi(é)) , (22) We illustrate this phenomenon in our simulation results.

wherevy~1(v;) is the inverse of the sensor quantizép;) and B. Optimal Choice of the Tagging Threshold Bs— oo
it is assumed to be the centroid of the corresponding decisio

region of the quantizen;. In this paper, we denote the true type of thenode asZ;,
Note thatu; is the received symbol which characterizes thwhereJ; = H corresponds to honest behavior, whie = B
behavior (honest or Byzantine) of thié¢ sensor, whilef;(§) corresponds to Byzantine behavior, for all= 1,---,N.

is the signal that the FC expects the sensor to observe. If Fr@lier, in this section, we presented Equationl (24) which
ith sensor is honest, we expect the meanipto be small. allows us to make inferences about the true type. But, the

On the other hand, if the" sensor is a compromised node’pen‘ormance of the Byzantine tagging scheme corresponding
then the mean ofl; is expected to be large. Therefore wdhe it" sensor is quantified by the conditional probabilities
accumulate the squared-deviatiods = {d;(1),---,d;(T)} P(A; = n|7; = 7), for both.7 = H, B. In order to find the

over T time intervals and compute a reputation tagd;), as °Ptimal choice ofy in Equation [[2#), we continue with the
a time-average for thé" node as follows: Neyman-Pearson framework even in the context of Byzantine

identification, where the goal is to maximiZ&gA; > n|7; =
1 <& B), subject to the condition tha®(A; > 1|7, = H) <&.
Ai =D dit). (23) 7o find these two conditional probabilitigd(A; > 7|7, —
=1 H) and P(A; > n|9 = B), we need a closed form
Theit" sensor is declared honest/Byzantine using the followxpression of the conditional distributiorf3(A;|.7; = H) and

ing threshold-based tagging rule P(A;|9; = B) respectively. In practice, wher€ is finite,
Byzantine it is intractable to determine the conditional distributiof

A; z 7. (24) A;, which is necessary to come up with the optimal choice
Honest of n. Therefore, in this paper, we assume tlat+ oo and

The performance of the above tagging rule depends stronghgsent an asymptotic choice of the tagging thresholsed
on the choice of). Note that the thresholg should be chosen in Equation [24).
based on two factors. Firstly,should be chosen in suchaway AsT — oo, sinced;(t) is independentacrogs=1,--- ,T,
that the probability with which a malicious node is taggedue to central-limit theorem(A;|.7; = .7) ~ N (i, 7, 0i 7)),



where identification scheme as follows:

i = EN | Ti=T _
14,7 (A | ) P > 0|7 = H) = (77 uﬂ)
2 (25) Oi,H
— |( ) -i0)' 7= 7| EY
P(\i>n|Zi=B) = Q (m)
and 04,B
oy = Var(Ai| Fi=7T) Under the NP framework, the optimalcan be chosen by
letting P(A; > n|i = H) = 8, whenA; is normally distributed
1 . 2 o, .
= 3 Var [(vl(vi(t)) _ G(t)) | 7 = g] conditioned on the true type of a given node. In other words,
(26) L
In this paper, we do not present the final form of Q (w) =¢ (31)
ando; - in order to preserve generality. Assuming that) Ti,H
is independent across sensors as well as time, the moments .
of d; can be computed for any given FC’s inferer{iie) at equivalently,
time ¢t about a given phenomenon. Although the final form of .
i,z ando; 7 is not presented, sincé (t) is a function of Noptimal = Hi,ir + 03,7 Q™" (&). (32)
v, we present the conditional probability 6§;|.7; = .7) in
Equation[(2F), which is necessary for the computatiop,of- Note that, since’(v;|Z; = H) is a function ofa, it follows
ando; 7. that bothy; y ando; i are functions of. Although we do

not provide a closed-form expression fgras a function of
P(vj|Z = T) = /p(vjw, T = T)p(0)d, (27) «, we provide the following example to portray hoywaries
with different values of.

where P(v;|6, 7; = 7) can be calculated as follows: 1) Example: Variation of; as a function ofx: Consider a
distributed estimation network wit = 5 identical nodes. Let
Pvj =m0, 7= H) = the prior distribution of the true phenomenéie the uniform
distributionZ/(0, 1). We assume that the sensing channel is an
P(u; =ml0), if j=14 AWGN channel where the sensor observations is giver by
28) 0 + n;. Therefore, the conditional distribution of the sensor
L observations isV'(¢, ?), when conditioned od. We assume
(1—7TBH)P(’U,J —m|9) + . . .
M that the sensors employ the quantizer rule shown in Equation
e . . i i . -1/,
TBH Zpkmp(uj — k), ifj#£i @3) on their observaltlonsz. ,.At the FC, we Ief\yi_l(_i_)/\tze
k=1 defined as the centroid function that returms= —
and

N
Letd = L Z'y_l(vi(t)) be the fusion rule employed at the

P(vj =m|0,7; = B) = M i=1
FC to estimatéd.
M Since the network comprises of identical nodes, without any
> prmP(uj = k|6), if j=1 loss of generality, we henceforth focus our attention on the
k=1 (29) reputation-based identification rule at sensor-1. Suhstg

the above mentioned fusion rule in the squared-deviafion

(1 —mpB)P(u; =m|f) + ’ corresponding to sensor-1 in Equatidn](22), we have
M
WBBZpka(uj:kW), If_]#l 1 5 2

k=1 d = (7_1(01) i ZV_I(Ui(t))>
whererpy = P(J; = B|.9; = H) andngg = P(J; = =1 (33)
B|Z; = B) are conditional probabilities of thg!"” node’s 5 2
type, given the type of thé” node. Since there are fraction _ (M- 1771(1}1) 1 val(v_(t))
of nodes in the network, given that the FC knows the type M M pors ! '
of i*" node asH, the conditional probabi%y of thg!" node

. . . « .

belonging to a type7 is given byrgy = N1 andmgp = et us denote ¢i; = E ('y_l(vi))j | % = H} _
Na—-1 M )
N_1° 3 [(7—1(%))@(%@ :H)], forall i = 1,---,5 and

Given the conditional distributions®(A;|.7; = H) and [
P(A;|Z; = B), we find the performance of the Byzantingi =1,2,--- , c0. Here,P (v;|%1 = H) can be computed using



Equation [[28) as follows:
P(v,=m|9 = H)

:/mpm:mmzzﬂmww

— 00

1
:/ P(vi=m|0, 7 = H)db
0

(34)
ai,m ifi=1
_ N« n
(N-1)(M-1)
1 MNa otherwise
- | Gim .
N-—Dr-1))*
1
where a; ,, = P (u; =m|0)do, for all i = 1,---, N.

Note that, since0 all the nodes in the network are identical,
P(u;|0) is independent of the node-index and therefore,

¢ij = ¢2j, for all 4 # 1.
Thus, the conditional mean and variangey ando?,;, are
given as follows for the special case &f = 5:

H1H

=2
1 5 2
ﬁﬁﬁ<w>nv<n—§hlmm0|z—ﬂ
1=2
ﬁ (M —1)%¢12 + 4622 + 1263, — 8(M — 1)¢11621]
(35)
and
N 2
02y = = Var [(7 Hwi(t)) — G(t)) | 7 = H]
(36)
= = {A-piy}
where
A

= (M —1)*¢14 — 16(M — 1)> 13621
+6(M — 1)*p12{d¢az + 12¢3, }
—4(M — 1)¢11(4pag + 36paapa1 + 24¢3,) + 4oy
+12¢23¢21 + 36(h23Pa1 + ¢35 + 262203;)

+24(¢5; + 3p22631)] -
(37)
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of n as a function ot in Figure[®. Note that, in our numerical
results, we observe that the optimal choicenois a convex
function of «, where the curvature of the convexity decreases
with increasingM . This can be clearly seen from Figtirel 5b,
where we only plot the case @ff = 7. We observe a similar
behavior for all the other values @i, and therefore, present
the case ofM = 7 to illustrate the convex behavior of.

In other words, for very large values éf/, the choice ofp
becomes independent of for any fixeda < aping.

C. Simulation Results

In order to illustrate the performance of the proposed
reputation-based scheme, we consider a sensor network with
a total of 100 sensors in the network, out of which 20 are
Byzantine sensors. Let the sensor quantizers be given by
Equation [(IB) and the fusion rule at the FC be the MAP rule,
given as follows:

(vi|Hy . Po

Zl ( UZ|H0)) éio log . (38)
Figure[® plots the rate of identification of the number of
Byzantine nodes in the network for the proposed reputation-
based scheme for different sizes of the quantization akthab
set. Note that the convergence rate deterioratéd ascreases.
This is due to the fact that the Byzantine nodes have inagrgasi
number of symbol options to flip to, because of which a
greater number of time-samples are needed to identify the
malicious behavior. In addition, we also simulate the etroiu
of mislabelling an honest node as a Byzantine node in time,
and plot the probability of the occurrence of this event in
Figure[7. Just as the convergence deteriorates with inogeas
M, we observe a similar behavior in the evolution of the
probability of mislabelling honest nodes. Another impatta
observation in Figurgl7 is that the probability of mislalveg]l
a node always converges to zero in time. Similarly, we siteula
the evolution of mislabelling a Byzantine node as an honest
one in time in Figurd8. We observe similar convergence
of the probability of mislabelling a Byzantine node as an
honest node to zero, with a rate that decreases with inagasi
number of quantization levels)/. Therefore, Figure§ld,]7
and[8 demonstrate that, after a sufficient amount of time, the
reputation-based scheme always identifies the true bahavio

of a node within the network, with negligible number of
mislabels.

VII. CONCLUDING REMARKS

In summary, we modelled the problem of distributed infer-
ence with M-ary quantized data in the presence of Byzantine
attacks, under the assumption that the attacker does net hav
knowledge about either the true hypotheses or the quaiotizat
thresholds at the sensors. We found the optimal Byzantine
attack thatblinds the FC in the case of any inference task
for both noiseless and noisy FC channels. We also consid-
ered the problem of resource-constrained Byzantine attack

Thus, for¢ = 0.01, we compute the tagging threshold (o« < awing) for distributed detection and estimation in
numerically as shown in Equation {32), and plot the variatidhe presence of resource-constrained Byzantine attacker f
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APPENDIXA
OPTIMAL BYZANTINE ATTACK IN THE PRESENCE OF A
DISCRETENOISY CHANNEL AT THE FC

the special case of highly symmetric attack strategies én th

presence of noiseless channels at the FC. From the inferencgiven that the messages = {v,vz, -+ ,vn} are trans-
network’s perspective, we presented a mitigation scherate tRnitted to the fusion center (FC), we assume a discrete noise
identifies the Byzantine nodes through reputation-taggiiy channelQ = [g,.,] between the sensors and the FC, where
also showed how the optimal tagging threshold can be fouftd~ iS the probability with whichv; = m is transformed to
when the time-window” — oco. Finally, we also investigated Symbol z; = n at thei'" sensor. Based on the received

the performance of our reputation-based scheme in our sin@i-the FC, a global inference is made about the phenomenon
lation results and show that our scheme always convergesPfonterest. In this paper, we assume that the row-stochasti
finding all the compromised nodes, given sufficient amouffiannel matrixQ is invertible for the sake of tractability.

of time. In our future work, we will investigate the optimal Given the transition probability matri) for the channel
resource-constrained Byzantine attack in the space oball r between the sensors and the FC, we assume that the FC
stochastic flipping probability matrices, and if possidied receivesz; = n when the thei*” sensor transmits; = m,
schemes that mitigate the Byzantine attack more effegtivel with a probabilityg,,,,. The conditional distribution of; = n
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0 following.

1-bit
S o6l - = = 2-bit| z; = n|f) mn P (V; = m|0
§ool. 0) Z ¢ 0)
g 0.57‘{» ----- 4-bit| |
g 0.41 1 - Z an - + apmm]
50.3]‘: 1
g + Z Gmn 4 Y APt — [(1 = @) + appm] P (s = 1]0)
s 02014 1 m=1 I#m
R I
§ 0.1f "‘“ T 1 M
,“‘., """""""""""""""""""""""""""" = Z an[(l_a)+apmm]
% 20 40 60 80 100 m=1
Time M
, , . : , . + Gmnfapim = [(1 = a) + apmml} | Pui = 1]0).
Fig. 8: Evolution of the probability of mislabelling a Byzame ; mz?;l
node as an honest node in time for different number of (41)
quantization levels The goal of a Byzantine attack is to blind the FC with

the least amount of effort (minimum). To totally blind the

FC is equivalent to making?(z; = n|d) = 1/M for all

0 < n < M — 1. In Equation [(4ll), the RHS consists of
under a given phenomendh is given as two terms. The first one is based on prior knowledge and the

second term conveys information based on the observations.

In order to blind the FC, the attacker should make the second

term equal to zero. Since the attacker does not have any

=nlf) = Z grn P (vi = m|0). (39)  knowledge regarding?(u; — 1|6), it can make the second
term of Equation[(41) equal to zero by setting

" Z Gmn{apim—[(1—a)+apmm]} =0 forall 1 <n,l < M.

Note that ifQ is a doubly stochastic matrix, sincE Gmn = m#l (42)
m=1

1,itis sufﬂuent for the Byzantine attacker to ens*é; = Tnen the conditional probabilit?(z; = n|) = Z Gmn](1—

m|0) = =-. Thus, by Theoreni]l, we have the following

theorem wherQ is a doubly stochastic matrix. a)+apmm] becomes independent of the observatnqr(sar its
guantized versiom;), resulting in equiprobable symbols at the

Theorem 4. If the channel matriXQ is doubly-stochastic, and FC. In other words, the received vector= {z;, 2, -+, 2n}

if the Byzantine attacker has no knowledge about the sensaiges not carry any information about= {uy,us, - ,ux},

quantization thresholds, then the optimal Byzantine &tisc thus making FC solely dependent on its prior information

given as abouté in making an inference.

In order to identify the strategy that the attacker should
employ to achieve the condition in Equatidn](42), forsak=

1 Cif 1 £m 1,---,M, we need
DPim = M1 ) 1
0 ; otherwise (40) Pz =nlf) = e
M-1 , (43)
Qplind = . 1
M or 1- = —.
: mz:; Gmn {(1 = @) + OPrmm } i
In matrix form, we can rewrite Equatiof_(43) as
Therefore, we focus our attention to any general row- 1
M y g (1-a)1"Q+ap’Q= MlT,
stochastic channel matri®), where mn Need not nec- .
= z_:lq where 1 is an all-one column-vector andp =
essarily sum to unity for alh = 1,--- , M. In other words, [pi1,-+.pmn]’ is the column-vector of all diagonal

the Byzantine attacker has to find an alternative strategy @ements of?. In other words,
blind the FC, whereP(z; = n|f) = 4. Substituting Equation 1, -1
@) in Equation[[39) and rearranging the terms, we have the a(l-p)=1-4- Q") 1 (44)
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Note that every element in the LHS of Equatidn](44) Note that, if the channel matri® is doubly-stochastic, we
always lies between 0 and 1. Therefore, the existence of thaveQ1 = 1 andQ”'1 = 1. Substituting these conditions in
Byzantine’s optimal strategy relies on the following caimli. Equation [[GlL), Theoref 5 reduces to Theotém 4.

In other words, Having identified the optimal Byzantine attack, one can
0 < (QT)_l 1 < M1 (45) observe that the attacker needs to compromise a huge number

= 1 - .
of sensorsding = 1— — max { (@") ! 1}) in the network

If (B5) does not hold, there does not exist an optimal stsategy pjing the FC. Therbfore, it is obvious that, in the case
Given that the condition in Equation (45) holds, the minimurg¢ 5 resource-constrained attacker, the attacker compesmi

a can be found as follows. a fixed fraction of nodesy < aung in Such a way that
. mind1— 1 (QT)_ll the performance degradation at the FC is maximized. In
blind = M our future work, we will investigate the problem of finding
(46) the optimal strategy in the context of resource-constrhine
1 _ . . .
- 1_ = max{(@:r) 1 1} . Byzantine attacks in the presence of noisy FC channels.
Therefore,p can be calculated as
P u APPENDIXB
1 1 -1 PROOF FORTHEOREM[Z
p = 1- (1——(@T) 1)
Qplind M

(47) For the sake of notational simplicity, let us denatg =
P(u = m|Hy) andy,, = P(u = m|H;). Similarly, &, =
P(v=m|Hy) andg,, = P(v = m|Hy).

Rewriting Equation[(8) in our new notation, we have

1 — 1-— in
— = (@) t1 - lindy
optindM Qblind
Next, in order to find the rest of tHe matrix, let us consider
Equation [4R). Addingq;, {apy — [1 — a+ apy]} on both

. . Tm = l—-a(M-1 m = 1-M m
sides to Equatiori(42), we have * « Zml + (1 —af Jp)z ap+( ap)

l#m

M (52)
Z QWn{aplm - [(1 - CY) + apmm]} = —an(l - Oé) and
m=1
forall 1< n,l < M. gm=a > pyr+(1—a(M—1)p)ym = ap+ (1~ Map)ym.
l#m
M 1 (53)
or, a Z GmnPim = i qin(1 — @) Therefore, the KLD at the FC can be rewritten as
m=1
forall 1 <n,l <M. M i
(48) Dpc =Y  imlog (—) : (54)
In matrix form, we have m=1 Ym
1 . . - .
aPQ = Hﬂ —(1-a)0, (49) On partially differentiatingD ¢ with respect tg, we have
wherel is an all-one matrix. Equivalently, we have M
1 1 Orc _ O > dnlo Tm
P=—1Q 7' - —1, s0) ~ap  ap =" \Ga
alM « m=1

wherel is the identity matrix. Note that the vectgr (com- M ~ ~
prising the diagonal elements @) obtained from Equation - o Z [(1 — Mzy,) <1 + log :f—m) —(1- Mym):f—m
(&0) is verified to be same as that from Equation (47). = '

In summary, we have the following theorem that provides

the optimal Byzantine strategy in the presence of noisy FC M

M / ~
Lm
channels: :aZ(l—M:z:m)—i—a Z(I—M:z:m)logg—

Ym

m=1 m=1

Theorem 5. Let the Byzantine attacker have no knowledge

about the sensors’ quantization thresholds, and, the FC's M F
channell matrix beQ. If Q is non-singular, and, if 0 < —« Z(l — My,)=".
(Q") 1 < M1, then the optimal Byzantine attack is given m=1 Ym (55)
as ) Consider the first term in the RHS of Equatign](55). Note
Qpling = 1—— max{(@T)_l 1} that, sincex = {x1,--- ,z)} IS a probability mass function,
M we have
(51)
1 ~1 1= owling M M
P = ——1Q ' - —"°
ablindM Q QAplind (1—M$m):M—MZfL‘m:M—M:0.

m=1 m=1



Therefore, Equatiori ($5) reduces to
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In other words,

M ~ M ~
O0Drc O0DFrc Map Mo .
= 1—Mm1—— (1—Myy,)— =|\1+—— |11 ——D
oy = 2 (1 Mam)log 2 —a 3 (1= My )= 5 a1 ) T T PEI)
(56)
Rearranging the terms in Equatidn56), we have +ﬂ
1—Map
M ~ ~ M ~
8DFC Tm Tm m 1 Mo _— 1~ Mo«
= log— — — | —aM m log — = T — D .
ap az_l[oggm gm:| “ Z_lx o8 m 1—Map ! 1—Map (X||Y)+1—M04p
m= m= (60)
M 5 Rearranging the terms in Equatidn{60) and expanding
+aM Z Yy = we have
Ym
m=1
®7) oD M M
Let us denote the first term &. In other words, e 2% DEIF) 4+ ——
Op 1—Map 1—Map
Ty =o log == — == | . + 1o ~_m_~_m}
. . Mo ~ i~
Let us now focus our attention on the other terms in the = (x[|y)
RHS of Equation[{57). Substituting Equatiofis1(52) and (53) 1 - Moap
in the second and third terms of the RHS of Equatiod (57), M ~ ~
we have o [10 Lm (ffm )]
g=" — (22 —1])].
1— Map mZ:l Um, Um
ODrc _ 5 __Ma <~ oo £ (61)
ap YT 1= Map Z (&m — ap)log T Sincelogx < x — 1 for all x, we find that the second term
m=1 in the RHS of Equatior (36) is negative. Therefore, we have
M ~
Mo ~ Tm
o Ym — ap) =
1—M04pmzzl( )ym 5D_Fc§0. (62)
dp
Mo
=T ———D(X||y . . . . . .
1o Map (15) Since Dp¢ is a non-increasing function of, the optimalp,
p*, takes the maximum valug/(M — 1).
1_Map{zap10g——20zp—+2xm ,

(58
whereD(x]||y) is the KLD betweerk andy and is, therefore,
non-negative. Also, note that in Equatidn](58), sirce=

M

{#1,--- , &y} is a probability mass functionE [

APPENDIXC
PROOF FORTHEOREM[3

. m=1 For the sake of notational simplicity, we let, = P(u =
Therefore, EquatiorL ($8) reduces to ml|6). Similarly, Z,, = P(v = ml|#). Using this notation in
Equation [(IB), we have
ODFrc Mo i~ Mo
=T ———— D -
dp ! 1—Map (X||Y)+1—Map N )
Mo? _Mop Z Tm  Tm 1 00
1 - Map Um .
M dlog Zm \
. _ = ) i m (63)
Note that the last term in the RHS of Equatidn](59), = 00
M 2
Ma*p _ Map B 9 0zm
l—Mosz[ g~ m}_l—Mozp - = @ Map)mz_~m<89 '



Partially differentiating/rc with respect top, we have

2(1—Map)(—Ma)]Zw: ! (‘9;—(;”)2

Zm

(6]

0Jrc
dp

[11]

[12]

(23]

[14]

[15]

M 1 9z 2
+Ma(l+ Map) mz:; Zm (ZW> [16]
(64)
In Equation [64), we have a negative term multiplied by B7]
non-negative term, and hence we have

0Jrc
dp

(18]

<0 (65)

. . . . . 1
Since Jg¢ is a non-increasing function of, p* = ——, [19]

being the maximum value, is the optimal solution to Problem
B [20]
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