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In-homogeneous Virus Spread in Networks

Piet Van Mieghem and Jasmina Omic

Abstract—Our  N-intertwined mean-field approximation best SIS model that we can achieve. The exact Markovian
(NIMFA) [12] for virus spread in any network with N nodes model, described and analyzed in][12], 245 states, which
is extended to a full heterogeneous setting. The metastablemakes it infeasible to compute for realistic sizes of nekwor

steady-state nodal infection probabilities are specifiedni terms M th t Markovi del tead
of a generalized Laplacian, that possesses analogous projes oreover, the exact Markovian model possesses as steady-

as the classical Laplacian in graph theory. The critical theshold  State the overall healthy state, which is an absorbing ,state
that separates global network infection from global netwok that is, unfortunately, only reached after an extreme and
health is characterized via anN dimensional vector that makes ynrealistically long time. The heterogeneous NIMFA makes
the largest eigenvalue of a modified adjacency matrix equal one approximation, a mean field approximation as shown in

to unity. Finally, the steady-state infection probability of node . . . .
i IS convex in the own curing rate §;, but can be concave in Sectionl) and in[[12], that results in a set &f non-linear

the curing rates §, of the other nodes1 < j # ¢ < N in the equations. Hence, NIMFA trades computational feasibitity

network. reduction of2" linear equations taV non-linear ones, at
Index Terms—Virus spread, epidemic threshold, generalized tN€ €xpense of exactness. The last point, the accuracy of
Laplacian NIMFA is shown in [12] (and further in[]6]) to be overall

remarkably good, with a worst case performance near the
critical threshold, which is a realistic and observabléfaat
l. INTRODUCTION of the metastable steady-state that does not exist in thet exa

This paper generalizes ow¥-Intertwined Mean-Field Ap- Markovian steady-state. Below the critical epidemic thred,
proximation (N”\/”:A) for virus Spread in networks, presgj‘]teinfection vanishes eXponentia”y fast in time and above the
in [12] and [11, Chapter 17], to a heterogeneous settingfitical threshold the network stays infected to a degree de
Heterogeneityrather thanhomogeneityabounds in real net- termined by the effective infection vecter with components
works. For example, in data communications networks, thie= ;-
transmission capacity, age, performance, installed soéw A major new insight is that the metastable steady-state
security level and other properties of networked compuiegs can be written in terms of a generalized Laplacian matrix
generally different. Social and biological networks areyve that bears similar deep properties as the Laplacian matrix
diverse: a population often consists of a mix of weak arf a graph (see e.gl|[1]l][2] and [10]). In a heterogeneous
strong, or old and young species or of completely differefgetting, the critical threshold is characterized by anatiffe
types of species. The network topology for transport bjfection vector, instead of one scalar in the homogeneous
airplane, car, train, ship is different. Many more exampl@gse equal hom: = x— zy, Whereuax (4) is the largest
can be added illustrating that homogeneous networks are @igenvalue of the adjacency mateixof the graph. This critical
exception rather than the rule. This diversity in the “nddesl  vector determines a critical surface in tNedimensional space
“links” of real networks will thus likely affect the spreadj Spanned by the vector components. .., 7y. We also prove
pattern of viruses, that are here understood as malicidhét the steady-state infection probability., of node: is
challenges of a network. convex in the curing raté;, given all other curing rates; are

NIMFA approximates the continuous-time Markovhe same. This convexity result is applied in a virus praoect
Susceptib|e_infected_susceptib|e (S|S) epidemic POCES a game pIayed by the individual and selfish nodes in a network
network with N nodes, that was earlier considered by GaneéH-
et al. [3] and by Wanget al. [14] in discrete-time. Each node
in the network is either infected or healthy. In a heterogese || N |NTERTWINED CONTINUOUSMARKOV CHAINS WITH
setting, an infected nodg can infect its neighbors with an 2 STATES

infection rateg;, but it is cured with curing raté;. Once ) ] _

cured and healthy, the node is again prone to the virus. Bothl NiS section extends the homogeneous NIMFALN! [12] to

infection and curing processes are independent. a heterogeneous setting. Although analogous to the corre-
Previously in [12], only a homogeneous virus spread Wégond_mg section in_[12], its inclusion makes this papef- sel

investigated, where all infection ratés = 3 and all curing contained.

ratesd; — & were the same for each node. We believe that BY separately observing each node, we will model the virus

the extension to a full heterogeneous setting is, perhaes, gpread in a bi-directional network specified by a symmetric
adjacency matrixA. Every nodei at time ¢ in the network
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infinitesimal generatorQ; (¢) of this two-state continuous Each node obeys a differential equation[ds (2),

Markov chain is, don (8 N N
i = 2j=1Bia1v;(t) — vi(t) Ezlj—l Bjai;v;(t) + 51%

dt
) | 79 g dv N N
Qi(t) = [ G2 —Qoi ] doelt) — > i1 Biazjui(t) — va(t) ( 2252, Bjazjv;(t) + 02

with q2; = 51 and

el — S Branyvy ()= vw (0 (L, Bjan;v () + o )

N
i = z;ﬁjaijl{xj@):l} Written in matrix form, with
p
T
where the indicator functionl, = 1 if the eventz is Vi)=[wv® v - o) ]

true else it is zero. The coupling of nodeto the rest of \ye arrive at
the network is described by an infection ratg; that is a v (1
random _variak_JIe, which e_sse_ntially_makes th_e process glougl% = Adiag(p,) V (t)—diag(v; (t)) (Adiag(3;) V (t) + C)
stochastic. This observation is crucial. For, using thenitéin (3)
of the infinitesimal generator 8, p. 181], where diagv; (t)) is the diagonal matrix with elements
PrX;(t + At) = 1| X; (t) = 0] = q1.:At + o(At) 1(}; (tg’vz (t)g’ ) wuw (t) and the curing rate vector i§' =

1,02,...,0UN)-
the continuity and differentiability shows that this presés  We note thatAdiag(s;) is, in general and opposed to
not Markovian anymore. The random nature;of is removed the homogeneous setting, not symmetric anymore, unless
by an additional conditioning to all possible combinationd anO_l diags;) commute, in which case the eigenvalue
of rates, which is equivalent to conditioning to all possiblAi (Adiag(8i)) = Ai (A) 5; and both3; and \; (A) have a
combinations of the stateX;(t) = 1 (and their complements S8Me €eigenvectar;.
X,(t) = 0) of the neighbors of nodé. Hence, the number
of basic states dramatically increases. Eventually, aftedi- I1l. GENERAL IN-HOMOGENOUS STEADY¥STATE
tioning each node in such a way, we end up with"a- state
Markov chain, studied in_[12].

Instead of conditioning, we replace the actual, random The metastable steady-state follows frdth (3) as
infection rate by an effective or average infection ratejclvh : : :
: . i S Ad ) Voo — d ico) (Ad ) Vo =
is basically a mean field approximation, lag (/) V- 1ag(vioo) (Adiag(fi) Voo + €') = 0

A. The steady-state equation

N whereV,, = lim; o, V (t). We define the vector
Z Bjaijl{Xj(t)_l}] 1) w = Adiag($;) Veo + C (4)
j=1

and write the stead-state equation as

E [QI;i] =F

In general, we may take the expectation over the réafethe

network topology via the matrid and the state&’;(¢). Since w — C = diag(vie) w
we assume that both the infection ratésand the network or
are constant and given, we only average over the statesg Usin .
E[1,] = Prz] (see e.g.[[8]), we replacg.; by (I — diag(vicc)) w = C

N Ignoring extreme virus spread conditions (the absence if cu
E g = Zﬁj% Pr[X;(t) = 1] ing (6; = 0) and an infinitely strong infection ratg; — o),
' = then the infection probabilities,., cannot be one such that the
matrix (I — diag(v;~)) = diag(1 — v;) is invertible. Hence,
which results in an effective infinitesimal generator,

. 1
—Elqil Elqua w_dlag< — )C
QD) = [ }q ] _[%j ] 1~ Yieo
Invoking the definition[(4) ofw, we obtain

The effective Q;(t) allows us to proceed with Markov . _ Vioo
theory. Denotingu; (t) = Pr[X;(t) = 1] and recalling that Adiag(B;) Voo = dlag(l — )C
Pr[X;(t) = 0] = 1 — v; (t), the Markov differential equation 6}100
[11, (10.11) on p. 208] for stat&(;(t) = 1 turns out to be = diag( L ) Voo (5)
non-linear 1= ico
vy () N N The i-th row of (8) yields the nodal steady state equation,
(%
a > Bjaigu (8) =i (1) | D Biaizv; (8) + i i P VioOi ©)
j=1 j=1 i PjVjoo =
(2) j=1 1= Yieo



Let Vo, = diag(8;) Vo and the effective spreading rate for > g¢max — M\ (Q) for all k (except thatk for which

node:, 1; = g— then we arrive at Ak (Q) = 0, which is thus the smallest eigenvalue), all other
' 1 eigenvalues of) (¢;) must exceed zero. O
Q (Ti (1- vioo)) Voo =0 () If the graphG is disconnected which means thatis re-

ducible [8], the Theoreifal 1 still applies (see elg. [4]), hoere
under the slightly weakened form that has non-negative
Q(¢;)=diag(g;) — A (8) components (instead of positive, hence, zero components ca
= diag(q; — di) + Q occur) and that the largest eigenvalueis non-zero (not
necessarily strict positive). The consequence is that rinane
can be interpreted as a generalized Lapldkidvecause one zero eigenvalue can occur. From the point of virus spread
Q(di) = Q = A — A, whereA = diag(d;). The observation we may ignore disconnected graphs, because the theory can be
that the non-linear set of steady-state equations can lemri applied to each connected component (cluster) of the n&twor
in terms of the generalized Laplacia@ (¢;) is fortunate, . The symmetry ofQ (¢;) implies that all eigenvalues are
because, as will be shown in SectionTll-B, the powerful iyeoreal and can be ordered. By TheorE 1, we have
of the “normal” Laplacian applies.

The modified steady-state vectby, is orthogonal to each 0=Anv(Q) <AN-1(Q) ... <A (Q)

row (or, by symmetry, each column) VeCtor@f(_ﬂ:(l——lvm@))' Gerschgorin’s theorem [15, p. 71-75] indicates that themig

A non-zero modified steady-state vectbt, is thus only values ofQ (g;) are centered aroung with radius equal to
possible providedlet Q (ﬁ) — 0. In other words, the degreel;, i.e. an eigenvalua of Q (¢;) lies in an intgrval
) N ”°1 A —qx| < di for somel < k < N. Thus, there is an
the generalized Laplacia@ (m) shouIthave a Z€r0 gigenvaluel of Q (g;) that obeys
eigenvalue with the modified steady-state vedtgr as corre-
sponding eigenvector. Since the vect®s= (51, 82, ...,0n)
andC = (01,02, ..., dy) are given, the non-linear eigenvectoly solution of [7) requires that at least one eigenvalue of
problem [T) has, in general, a solution that cannot simply @(qi) is zero, while Theoreni]l states that there is only
recast to the homogeneous case whre- fu andC' = du  gne zero eigenvalue. Hence, precisely one, sayjtite of
(or B = B andd; = ¢ for all 1 <7 < N) in which the all-one the Gerschgorin line segments that contain the eigenvalue

where the symmetric matrix

gy —di <X <dp+qi

vectoru = (1,1,...,1). An (Q) = 0, must obeyg; < d; to have a non-zero
solution of [¥). However, more Gerschgorin segments may
B. The generalized Laplacia@ (q;) obeyq, — di < 0. This couplesm < d; for at least
Since Q (¢;) is symmetric, all eigenvectors are orthogondI"€J component and shows that, whep, — 1, there must
such that, withV,, = diag(3;) V- hold thatr; — oco. Hence, for at least one compongnthere
holds that
> 0<Vjoo <1-— 1
> Biviscy; =0 ©) T md
j=1

where the lower bound follows, by the Perron-Frobenius

where y is the eigenvector belonging to eigenvalugpegrem, from the fact that the netwotkis connected. This

A(Q (@) # 0. shows that there is a critical bound en > L for at least

Theorem 1:If the network( is connected, all eigenvaluesyng component of. The critical threshold on’the-vector is

of Q (4;) are positive, except for the smallest o (Q) = 0. fyrther explored in Section 1II-IC, while Sectién IFE ayxs
Proof: The theorem is a consequence of the Perrof, theory to the complete graph.

Frobenius Theorem (see e.d.| [4]) for a non-negative, ir-\ya also know that trad@ (¢,)) = ZN A (Q). Thus,

reducible matrix. Indeed, consider the non-negative matj .., Av (Q) =0, k=1

dmax] — 9 (¢i), Wheregmax = maxi<i<n ¢;, Whose eigen-

values aref;, = gmax — M (Q) for 1 < k < N. Since Nl N 1

G is connected, themm../ — Q (¢) is irreducible and the S (@ => P p—
Perron-Frobenius Theorem states that the largest eigenval k=1 =1 h

r = maxi<k<n & Of gmax] — Q (¢;) is positive and simple In addition, since

and the corresponding eigenvecterhas positive components. )

Hence,Q(qi)xpT = (Sma,?— ) T Sinciz eigenvectgrs of a trace(Q? (¢;)) = trace(diag(¢;)) + trace(A?)
symmetric matrix are orthogonal whil%oi’;:cr > 0, x, must N 1

be proportional tof/oo, and thusgu.x = r. Since there :ZﬁJFQL

is only one such eigenvectar, and since the eigenvalue
we have that
1All eigenvalues of the Laplacia) = A — A in a connected graph are
positive, except for the smallest one that is zero. Helizés positive semi- 1
definite. Much more properties of the Laplacighare found e.g. in [1] and /\i (Q) = Z = 2 + 2L
21 k=1 = 7 (1= viso)



Right multiplication of [5) by the all one-vectox” = components and where is arbitrary small. This property

(1,1,...,1) yields allows us to approximate the generalized Lapladiafy) as
u” Adiag(8;) Vo = u” diag O 1% Q <;)= diag(L) -
' - 1- Vico OO Ti (1 - Uioo) BZ (1 — EIi)
. 0 :
With u"A = DT = (dy,ds, . ..,dy), the degree vector, we = dlag(g) (I —ediag(z;)) — A+ O (£?)
have !
5 such that[{l7) becomes to first orderdn
quiag( : ) DTdiag BZ)) =0
( 1~ v ( 0 (l) diag(8;)x = 0
Ti
of N which can be rewritten as an eigenvalue equation for the
Z _ d; ) Bivieo =0 (10) adjacency matrix,
, Ti (1 — vj00) )
j=1

. ) ) dlag< ) Adiag(B;) z =z
Similarly as deduced from Gershgorin’s theorem, this sum d;

shows that, at least ongterm should be negative (because . . ~ . 1 .
Bjvjee > 0), ie.d; > Tj(ljvj - Also, in view of [9), the Hence, z is the eigenvector ofA = d|ag( )Adlag(ﬁi)

vector y with componentsy; = —d; is a linear belonging to the eigenvalue 1. Sincé is a non-negative,
irreducible matrix, the Perron-Frobenius Theorém [8, p].]45
states thatA has a positive largest eigenvalug,., ( A

with a corresponding eigenvector whose elements are all

-1
Ti(1=vj00)
combination of eigenvectors @ ( 1@ ) belonging to a
non-zero eigenvalue. In general, however the vegta not
an eigenvector o2 ( L

7i(1=vioo) J* ' ~ positive and that there is only one eigenvectordofvith non-
Lemma 2:1f ¢f > ¢; forall 1 < i < N, thenQ(q;) is negative components. Since any scaled veblor= ez must
positive definite. have non-negative components (because they represead scal
Proof: For any non-zero vectar, consider the quadratic propapilities), we find that\ma. (A) = 1. Hence, for the
form given vectorsB = (f1, fe, ..., Bn) andC = (01, 02,...,0N),
2TQ (¢ x = 27 Q (¢:)  + 2T diag(q} — ¢;) « there are three possibilities:
Theorem[1l implies that:”Q (¢;)= > 0, i.e. that Q (¢) Amax (A4) <1 notinfected network
is semi-definite. Sinceg; > ¢; for all 1 < ¢ < N, Amax (A) =1 critical threshold

zTdiag(¢; — ¢;) = > 0, which demonstrates the lemma. [ ~ )
Amax (A) >1 infected network

%
Lemmal2 indicates that the matrig —Vico)” ) that where the inequalities sign are deduced by relating thee$rg

appears in the definition (P8) of the matm’§<|n Sectlon[ﬂ eigenvalue to the norm of the matriz: higher eigenvalues

is positive definite, becausg (710 ) defines the vector ¢qresnond to a larger norm (see elg. [8, Section A.3.1]). Of

Voo = (V1cos V200s - - -, UNoo) Via (). course, only in case .y (A) = 1, the eigenvector equation

has a non-zero solution. X, .« A) > 1, then the first order
C. The critical threshold expansion is inadequate and the full non-linear equafijon (7
We known that the exact steady-statelis = 0, but the needs to be solved.
metastable steady-state (sé€l[12] for a deeper discussion) The first order expansion process has caudeth be not
characterized by a second solution, the eigenvectdr]of (7). symmetric, whileQ (%)) is symmetric in general. For-
Theorem 3:The critical threshold is determined by vectorgynately, there exist a similarity transforffi = diag(\/3:5; )

Te = (T1e,T2¢,- -+, TNe) that obey Ayax (R) = 1, where \hich symmetrizesd,
Amax (R) is the Iargest eigenvalue of the symmetric matrix
rr— H ﬁz Bz
R = diag(\/7;) Adiag(/7;) (11) R=HAH ' = dlag< 5 ) Adlag< 5 )

whose corresponding eigenvector has positive compongnts 'dR AT has the same real elgenvaluesAaisee 8, p.
the graphG is connected.

Proof: At the critical threshold, the second, non-zero so-38]) The matrixft also demonstrates that only an effective

lution is V, where x is a vector with non-negative rate per nodey; = f is needed. Thus, the equation that
oo = &L, r 9 characterizes the critical threshold is

2The result[{ID) also follows by adding all rows [ (7) Ry=y

Q(ai) Voo = diag(qi — di) Voo + QVoo wherey = Hz. The eigenvalue\ax (ﬁ) = Amax (R) =
and using the basic fact that the row sum of the Laplacais zero. 1 determines the critical vectors = (71, Toc, - . -, Tne)- IN



general, there can be more than one critical vector becaus€irst, we rewrite [(IR) as

Amax (R) = 1 is a map ofRY — R. O T AL T,

We remark that, since tracB) = trac€A) = 0, that Amax (I?) = sup —x -
Amax (R) = M1 (R) = — Y00, \; (R), where the eigenvalues #0202 sz|ag(T%) z
are ordered asy < Ay_1 <--- < A1 ST Ay STy

1) Special casesWe illustrate that more than one critical 2 SUp —7— sup ——

; z£0 272 270 szlag(i) z

vector obeys\,.x (R) = 1. The particular example of the T
complete graph is discussed in Secfion 1lI-E. = Amax (A) min 7

1. The homogeneous threshalg. is found whenr; = 7, 1sjsN

in which case\nax (R) = 1 reduces toﬁ = Amax (4), @ Thus,
basic result in[[12]. '

2. When 5— = Ti = d; foral 1l < i < N, we Amax (A)lg}ignNTi < Amax () < Amax (A)lg;%v” (13)
observe thatQ(d;) = Q i viec = € > 0, wheree . upper bound follows similarly from
is arbitrary small. In that case, the steady-state vector is T A, max, 4o 27 Az »

Voo — cu, thus Vg = £(B1,Bs,...,8n) and the crit- S"Pz#0 Zrgor iy = min. o 2 diag( )= At the critical
ical vector . = (dil,d—z,...,ﬁ . In that case,R —= threshold where),.. (R) = 1, the ‘bounds reduce, with
Tmin — minlstNTi and Tmax — MaAX1<j<N Ti, to the

. I . n o
dlag(\/ d_vv) Adlag( d_vv) and after a similarity transform inequality for the minimum and maximum component of the

H, = diag(\/dzi), we obtain the stochastic matrix [8, p. 484<ritical T-vector,
486] 1

HlRHfl _ A_IA Tmin;c S m S Tmax;c
Hence, there is always at least aneomponent below and one
T-component above the critical threshold of the homogeneous
CaSeThomc = —a7

max

3-
Next, a common lower bound (see e.g. [9].][13].][10]) is

whose largest eigenvalue is, indeed, equal to one.

D. BoundingAmax (1) obtained by letting: = u, the all-one vector, if{12). Equality

Applying the general Rayleigh formulation for any matrix" (@X2) is only achieved when is the eigenvector such that,
M in all other cases,

Tpf uT Au 2L
Asmax = SU Amax (B) 2 —————~— = = (14)
a£0 xTx qulag(T—i) U Zj:l o

and, knowing that all components of the eigenvector belemgiFor all regular graplis the bound[{T4) is very sharp, because
to the largest eigenvalue are non-negative, we obtain u is the largest eigenvector of belonging toA ., (4) = d.

However, all eigenvectors of di g}— are the basic vectors

e; with all components equal to zero, except for fhth one
that is equal to one. Written in terms of the avera}ge degree
E[D] = %¢ and the harmonic meah [7~'] = & > .1, %

" di Ti i )T
Amax (R) = sup diag(y/7;) Adiag(y/7)

x#0 Tz

Let z = diag(,/7) =, then yields "
E[D]
T )\max R > =
N (R) = sup 2zt Az (12) (R) E[r1

2720 »Tdj 1
* dlag(ﬂ') & such that at the critical threshold, wheXg.. (R) = 1, there
holds thatE [r;!] > E[D]. Unfortunately, the harmonic,

c

If = is the eigenvector oft belonging to the e"~:]env‘"“uegeometric and arithmetic mean inequﬁjtythat leads to

Amax (R) = 1, then [12) implies that the vectarsatisfies ) N\ ! | —n
= = N > im = < N 21T = Elr], prevents
Tgi _ Ty us to clearly upper bound the average zero infectigegion,
= diag T FTE A [0, E'[r.]]. Approximative, by assumin% ~ E|[r], the

average zero infection-region is upper bounded by the mean
which shows that (with positive vector components) cannot
be an eigenvector ofl, unless allr; = 7. Indeed, suppose 3In a regular graph [10], each node has the same defyreed.

that z is an eigenvector ofA belonging to \(A4), then  ‘For real positve numbers;, az,, ..., an, the harmonic, geometric and
T T . ) 1 arithmetic mean inequality is

2zt Az = A (A) z* z, which can only be equal ter|ag(;) z

if all 7, =7 and A (A) = Amax (4) = 1; thus, only in the e e < lZaj )

homogeneous case. In the sequel, we deduce several bounds 2i=1a; =1 ni4

from (12).



degreeF [D]. Notice that, in the homogeneous case= 7),

the approximation is exact, leading tRom:c < E[lD]

There are several other interesting choices. A first altema J—

choice isz = D, whereD = (dy,ds,...,dy) is the degree
vector. The Rayleigh expressidn (12) becomes

N N
B D=1 2j—1 Dkak;d;
- d?

N
g

With d; = Zf\il a;;, and using symmetryy;; = aj;,

DTAD
DTdiag(Tii) D

)\max (R) >

N N N N

D> DD ananga;

k=1j=1 I=1 q=1

N
a;l E [

k=1

aji (A4),; =2 (A7), = Ns

=1 g=1

DTAD =

I I
= 11
1= 1M
M= 10

<
Il
—
Il

1

=)
Il
-

where N3 equals the total number of walks of lendthn the
graph. Thus, at the critical threshold wherg.x (R) = 1,

ng

ZT—>N3

j=1 "7

(16)

Invoking the Cauchy-Schwarz inequality (see €.9. [8, p),90]

we further obtain

d4

N s
=y, 4

.

A second alternative choice is to choose the components<&‘Tj’1)’

the vectorz equal to a row vector of4, i.e. z; = aq;, such
that

N N
D k=1 Zj:l AqkOkjQqj

2

N ay;
Zj:l 7'L]‘7

/\max (R) 2
Since

N

QqkQLjQqj = Z (Az)qj Qqj =

J=1

>

1j5=1

NE

(4%) 4

>
Il

q] — N agj
and27 1 75 j=1 T_j'
where A\ pax (R) =1,

>t

j=1

Qg > A3
Tj

Summing over ally leads to

Z —L > trace(4?)

Tj

(17)
j=1

E. Computation of\,.x (R) in Ky

The adjacency matrix of the complete grafily is Ax,, =
I, whereJ = u.u” is the all-one matrix. Then, th&
matrix defined in[(Il1), is

Ky = diag(y/7) (J — I) diag(v/7)

= diag(y/7;) u.u” diag(y/7;) — diag(r;)

= (u«"diag(y/7))" .u”diag(y/7) — diag(r;)

= V7.V —diag(r)
where the square root vector ofr is /7T =
(\/r_l, V2554 /TN). The eigenvalues are determined by the

zeros of the characteristic polynomjal (\) = det (R — A1),

pn (A) = det (\/F\/FT — diag(; + /\))
= det (—diag(r; + \))

x det (I—diag( i_)\
Ti

After using the one-rank update formula (see eld.
det (I +cd”) =1+ d"¢, we obtain

)e)
)}

px (V) = (=1)N (1 - \/?T.diag<ﬂ i A) ﬁ) f[l(n )

it

Let us order the non- negatlve vector components as0 <
vy < T(N 1) < .-+ < 7(1). The rational function () =
1—2?7 17 +x has S|mple poles at = —7; and is increasing
between two consecutive poles. Moreovar 4+ 7 (A\)
1. This implies that- (A) has simple zeros between each pair
—7(;) and those zeros are the zeros of the char-

N

= (- (1 -3

Jj=1

.7

N
acteristic polynomialpy (A H 7; +A) provided
=1

N

) =-7 [ -

i=1;i#j
different. The largest zero gfy (\) exceeds\ = —7(y) < 0.
Even much sharper, since trédeg = Zfil A; = 0, we know

that
N-1 N
- Z /\z S ZTi — Tmin
=1 1=1

PN (— ;) # 0, i.e. provided all; are

/\max = )\1 =

we obtain at the critical threshold We rewriter (\) as

N

1
:)\ZTH_)\_

—1)

from which the largest zero of—1)Vpy
positive solution in\ of

(\) is the only

N N-1

1
;Tjﬂz )

(18)



By iteration of the rewritten equation as= , Theorem 5:The non-zero steady-state infection probability

w1 ZJ 15 of any nodei in the N-intertwined model can be expressed

we obtain the continued fraction as a continued fraction
1 1
Amax = 1 1 Vioo = 1= 14+ 2% _g-isN Bjaij
N—-1 Zj:l it 1 5 e j=1 Vi -1 <N Brajk
e R YA : Y50 Zk=1 op 1N GghPa
= . ] J H?f*‘sk =N, qkPq
kT T T .
Lo S, g —— (20)
S where the total infection rate of node incurred by all
. : neighbors towards nodg is
from which the following convergents are deduced, 9 de
N
N -1 N -1
N 1 < N 1 <---< )\max Yi = Zaijﬂj = Z ﬁj (21)
i1 e 2j=1 Tt e =1 J€ neighbot?)

k=1 7 . . .
Notice that these convergents fary show that, indeed[[(14) Consequgr_wtly, the exact steady-state infection protytol
anfy nodei is bounded by

is a sharp bound for regular graphs. Lagrange expansion o

(18) is also possible, but we omit this analysis. 0< e <1— 1 (22)
The critical vector components thus satisfy, with I B

Amax (R) = 1, the equation

As explained in [[12], the continued fraction stopped at
1 iterationk includes the effect of virus spread up to thie(1)-

Z : =N-1 (19) hop neighbors of nodé. In the homogeneous case where

J B; = pforall < j < N, we have thaty, = 3d; is

A critical T-vector must have bounded components. For, firoportional to the degree of node The ratio7; = 3 is

7, — oo, then [I9) implies that all other; = 0, which leads the total effective infection rate of node

to a physically uninteresting situation. Let = Thom;c + 1, Lemma 6:In a connected grap& above the critical thresh-
where Thom:e = ﬁ as shown below, therf (119) can beold, a lower bound of;., for any nodei equals
rewritten as 1
N 1 Vioo > 1 — W (23)
2y, =N min; << 3
j=1 N h;

Proof: Lemma[4 and Theorern] 3 show that, for vectors
For smallh; Where(l + %ly)f -1 %h- +0 (hi) T abovg .the critical threshold vectet, there exists a non-
' ' Zero minimuMuy,in = min; <;<n Vico > 0 Of the steady-state
‘%ectmn probabilities, which obey$](6). Assuming thaisth
minimum v,;, Occurs at node,

we have thath}V:1 h; ~ 0. Hence, the small deviation's;
from the homogeneous case are balanced, in the sense tha
net or average deviation is about zero. Suppose that;a{ 0

for 3 < j < N, thenh; andh, obey a hyperbolic relation o 1 1 ~1_ 1
min — 1 N N - 1+l’U
L —ha 1+ 61 Zj:l GJZ.]/B_]’U]OO 5; Umin
Ty Z%hz where we have used the definitidn(21). From the last inequal-

Small negative values foih, correspond, on the critical I: it follows that 5
threshold, to large positive values fag (and vice versa). Vmin > 1 — — (24)

Finally, the homogeneous case, whefe= 7o, consider- i
ably simplifies to the characteristic polynomial such that[(2B) is proved. O

_ By combining [22) and[(23), the total fraction of infected
— N N-1
PN (A) = (=17 (A = Thom (N = 1)) (Thom + A) nodesys. = fo:l Ureo IN Steady-state is bounded by

whose zeros ar@ = 7hom (N — 1) and A = —7,0m With
multiplicity N — 1. This example illustrates that, although 1— % <y <1-—— Z —
heterogeneity is much more natural, it complicates analysi M <g<N 5 = 1l+s5
seriously.

IV. THE CONVEXITY OF ¥;50 AS A FUNCTION OFJ;
F. Additional properties It is of interest (e.g. in game theory![7]) to know whether

We list here additional properties that have been proved ¢ steady-state infection probability., is convex in the
[12], and whose extension to the in-homogenous setting Q¥n curing rated;, given that all other curing rates; for

rather straightforward. 1 < j # i< N are constant. In many infection situations, the
Lemma 4:In a connected graph, either.. = 0 for all i nodei cannot control the spreading process, but it can protect
nodes, or none of the components, is zero. itself better by increasing its own curing raig for example,

LemmalZ also follows from the Perron-Frobenius theoreRy installing more effective antivirus software in compute
as shown in the proof of Theoreh 1. networks, or by vaccinating people against some diseases.



Theorem 7:If all curing rates are the same, i®, = 0, for where the matrix
1 <k < N, thenuvi,, is convex ing;. 5.
However, if all curing ratesj; for 1 < j # ¢ < N are S dlag<7jz> — Adiag(fx) (28)
constant and independent from each other and from the infec- 1 = vjeo)
tion rates;, the non-zero steady-state infection probabilitys written in terms of the generalized Laplaci@r(q;), defined

Vkoo (01,---,04,...,0n) > 0 can beconcave ind;. in @), a¥

Proof: We operate above the critical threshold specified by
Amax (R) = 1, where the vecto,, > 0 and start from S=0 1 diag(3;) (29)
the steady-state equatidn (6) for nodeDifferentiation with 75 (1 — Ujoo)2 ’

respect tod; results in Lemmal2 shows thaf is positive definite, which implies

(% o 5 . that alsoS~! is positive definite becausg = Udiag(\;) U”
Z azkﬂk koo _ =1 = + s ag)o (25) shows thats—! = Udiag(A} ") UT and, thus, that the inverse
~Vieo (1= vico) ! S~1 exists. The vecto# is solved from[(2l7) explicitly as

and Vo Vioo Vico
N 2 00; = _1 — . 7181‘ = _1 — . ( 71)c0|umni (30)
Za» 3 (92’Ukoo . 2 Oiso n 20; OVjno d ) Vico Vico
e ik Ok 962 (1- Uioo)2 90, (1— Uioo)3 D9 from which
N 1 (%k
; 0*Vioo = - =
! (1 )? 81:52 (57 (1 Uz‘oo) 90; 5D
. o o Increasing the virus curing rate cannot increase the virie
Differentiating any other rowj # ¢ in () tion probability, such thafsk= < 0 for all 1 <k < N. This
implies that all elements of —' are non-negative. Moreover,
Z 1 BrVkos = Yjoo 5; since Zk== < 0, the left-hand side if(25) is always negative,
1 = vjeo which leads, in a different way, to the inequalify{40).

Only at the critical threshold, the denvatw%’— do not
exist because the left- and right derivative at that poiatreot
equal. Below the critical threshold, whevg, = 0, (30) does

with respect to); results in

Z ajkﬁk (%lm = % 5 joo not yield information about the existence®f!. However, the
(1 - vjo)” 00 def|n|t|on (28) shows thaf = diag(d;) — Adiag(ﬂj). Hence,
and if 5= = d; for each nodej, then diads; ') S equals the
5 LapIamanQ andS—! does not exist. In general it is difficult
N P2vpey 20) (8”“’") 5 v to conclude for which vecto€ = (41, 6z,...,dx) that S~}
Zajkﬂk 952 3 L 5 (%72 exists below the critical threshold. But, below the critica
k=1 : (1= vjec) (1= Vjoo) ‘ threshold,V,, = 0 such that both convexity and concavity
Written in matrix form, we have hold. In the sequel, we ignore further considerations about
this sub-threshold regime.
Adiag(8 )61/00 _ diag Ok OVoo Vieo Wg recast the second order derivafi/és terms of the
K 9e, (1— o)’ ) 90 1w ' matrixs, ,
(26) Ve _ gy
where the basisvectar; has all zero components, except for 9é;
the component that equals 1. When curing rat is a where
function of §;, the equations change. In particulargjf = d; W = Win + 2 % .
for all 1 < k < N, then the vectoe; must be replaced by the (1 — viso)® 9

all-one vectoru.

The second order derivatives are, in matrix form, We remark that, withs =diag(/B:), the matrix

1
Vo 0 0%V, BSB~! =diag(v/Bx ) Q <7> diag ( /B
Adiag(8x) 662 = Wieo + dlag< k 2) 65200 ( ) 7i (1 = vjoo)? ( )
1 — oo i is symmetric.
n 2 OVioo 8In fact, we can show, for any integen > 0, that
Y
(1= vis)? 90; g0 Veo _
aom "
v 2 v 2 T ’
o 26, (2 Sioo 255 (2 7 so that any higher order derivative vector equals
whereW;, = | Z22\73% J LT .
] (1— vl_m)'g ) (1- vNoo) 0" Vo
We rewrite the matrix equatlons as =S"'Rn,
a6
Savoo _ Yo e (27) which illustrates the importance of the positive definitetnmaS and its non-
1

negative inverses 1.

851 a 1— Vico



Above the critical thresholdS—! exists such that Simulations show thaty., (61,...,d;,...,0n) (for any

2V, k) can be convex ind; (e.g. in the lattice and complete
862 =-S7'W (32) graph) as well as concave (e.g. in a star). These simulations
indicate that either regime is possible, but no combination
Introducing [(30) inW,, yields (i.. Vkoo (01,-..,04...,0N) IS CONVEX in SOME; region, but
9 , , 1T concave in another) was encountered.
Wioo — % 61((*971)11’3) 5N((571)N§)
(1 = Vico) (1=v100) (1-vneo) V. THE DERIVATIVES 2=
and Our starting point is the matrix equatioh {27), which we
D) v 2 solve here by using Cramer’s rule,
T T - T (571 e
(1 — vi00)” 00i (1 — Vino) w Mioo _ Viso  det (Sevgiy)
95 1 —vi detS

which shows that the right-hand side vectbrhas all positive ) ) _
elements, except for theth component which is where G\ {i} denotes the graplt’ from which the nodei
is removed (together with all its incident links). Using the

— 26 (vies (S71) ,.)2 2000 (S71) definition [29) ofS shows that
Wi _ K ) _ 311
(1 — i) (1 - vic)

Dvine vt (v (5a))
00 (S_l)ii 00 (S_l)n' T B (- J ]
1}(1 Vi) { iv(l = Vi) 1} Wi Bl e (o)

. . A determinant is unchanged by interchanging two rows and
Since all elements of~! are positive and Lemmid 4 state 9 y ging

" Swo columns. This means that we can write the matrix
that all v;.c > 0 above the critical threshold, we conclude

3 2

from (48), derived in AppendikB, that 0 1 ) B [ Qa\ (i} (W) —a; ]
72 — oo
0iVioo (Sfl)ii ) 33 75 (1 — vjec) —aj —o)®
(1 — viso)? < (33) where the vectou; is the relabeled connection vector of node
_ _ 1 to all other nodes ir¢ andaiTaZ- = d;. Invoking

Hence,WW; < 0, but W, > 0 for k # i.

When all curing rates are the same (bg.= 9; for all 1 < det [ A B ] = det A det (D — CAle) (36)
k < N), then, as mentioned beforg, needs to be replaced by ¢ D

u, so that all components diV are negative. ConsequentlywhereD —CA~'B is called the Schur complement df (see
when all curing rates are the same and equaj,tee conclude e.g. [5]), we find that

from (32) that the steady-state infection probability, (each d
. . . et Q 1
nodek) is convex inéd;. This proves Theorei 7. O T 0 = s —f
When all curing rates are independent from each other, the etlaviy i (1~ viso)
k-th component in[{32) equals where the quadratic form is
D?vy, al N T -1 1
Z Thee - . =a; Q . —_— |
2 Whence
2 N d; ((S71) . ' , — v .
_ 2v’LOO 5 Z Ny J (( )_]13) agzsoo __ (1 leO) UZOOQ (37)
(1 = vieo) J=Lij#i 7 (1= vjeo) ¢ 0i = i (1 = vico)™ f

Vins (Sil)k' (S*l) ) Vins (S*l) ) The quadrc?mc formf does1 not dependent Q.%O' l\/!(?reover,
d R R e—— Lemmal2 implies thaQe, (7(1_711))2) is positive def-
34) inite (for Vo, > 0). Hence,f > 0. The fact that%Lg <0

implies1 > 7, (1 — vioo)Q / and because the inequality holds

Hence, 2 s for all v;., we also have that > 7; f.

(1 = vioo)” 0 Vkoo — My, The optimization of an utility or cost function of the type,

2000 D62 ’ that, for example, appears in game theory (5ée [7]),
where Ji = ¢i0; + Vico
2
(Sil)ki (Sfl)ii N . d; ((S‘l)ji) wherec; is price to protect a nodeagainst the spread of infec-

My = ooy Ve > (s ) ks 0o tions, requires to compute the optimu = ¢; + o= =

e j Je0 for all 1 <4 < N. With (31), this equation is solved epr|C|tIy

(35) o

Unfortunately, it is difficult in general to determine theyisi (1 — Vioo) Vico

2 *
of My, as further illustrated in Append[xIC. +B8i (1 = vice)” f = 0]

%
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Thus, the optimal value of 6 > U*%ﬂ An ex- APPENDIX
act computation o6 is generally complex becausg = Due to the fundamental role of the positive definite matrix
f(m,. o, mim1,Tig1,...,7v) is @ non-linear function that ¢ defined in [(2B), and its invers6—!, we present more
couples all ther; (andd;). properties.
VI. SUMMARY A. Deductions from the inverse of a matrix
Thei-th row in the identityS—15 = I idl,

The heterogeneoud’-intertwined virus spread model has N
been described and analyzed in the steady-state. Since it o S‘l) g .
applies to any network and any combination of node in- li=s} = Z( ik kI
fections and curing vectord? and C, we believe that the N
hete_rogeneouBf-|ntertW|_ned virus _spread moneI is useful for _ (Sfl)__sjj 4 Z (Sfl). Sk
a wide range of practical infection scenarios in networks, J My ik
from computer viruses to epidemics in social networks and in ) o v !
nature. The critical threshold regime is investigated,rtasu ntroducing the definition[(28) of' yields
are presented and the metastable steady-state infectibapr 5 N
bilities are shown to be convex in the own curing rate progide  1;_;; = (Sfl)ij ; 3_ 5 — Z (571)., ariB;
all curing rates are the same. When the latter is not the case, (1= vjoo) k=1;k#j
the metastable steady-state infection probabilities eagither Thus, if j = i, then
concave or convex.

k=1

_ N
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The Holder inequality[11, p. 107] with > 1 and ;; + - = 1 shows, usingu; = aj;, that
N

k=1;k#j k=1;k#j k=1;k#j k=1;k#j

so that, forp > 1 (including p = 1 for which equality holds)

(570, < A=l {4y gl XNJ ar; (S71); p
ij = 5; {i=4} %5 _ kj ik

Fori = j in (41), we have

while, if j # 4, then

k=1;k#j
N
= (1= vjoe)’ 75 (S71), i + (1 = vjoc) 7 Z (97) i ks
k=1;k#{i,j}

(S_l)ikakj: Z {(S_l)ikakj}akjﬁ( Z akj (S_l)fk) ( Z azj) =d

11

(42)

which illustrates tha(S—l)ii =0 {(1_27“”2} and (S—l)ij =0 ((1 —Vjoo)’ 77(1_27"‘”2) asvjs — 1. Also, that forj # 1,

7

(S7Y),, > (1= vjos)’ 75 (S71),, i

ij =

This inequality can be slightly generalized. Indeed, fr@l)( we have

(Do Y (5 ST,
) ak < ) ak; = . —

e k=1;k#j o 7 (1— Ujoo)2 Bi
so that, fork = 1,

_ _ 1 -7 2
(S 1)“ 2 Tj (1 - Ujoo)2 (S l)ii aij + %1{1—J}

If j =i, then(S~1),, > (1’7;::‘”)2 and we find [(4D) again. Similarly, fronh (B8), we find that

_ B (1 _UiOO)2 - (1 _UiOO)2
(S 1)ij =z JTGU (S 1)jj + Tl{i:j}

Thus,

¥} i

_ _ B _
(571).. > a;; max ((1 — Vi)’ T (S l)ii : 5—3 (1 - vie0)? (s 1)jj>
Finally, combining the inequality_(33) and (40) yields theubds
2

(1 — vioo)
0

1 (1—vis)?

Vioo 0

< (57, <

SinceS and S~ are positive definite, it hold$ 10, p. 241] that

S 4+ (857 .
(S‘l)ijSmin(( a5, <S—1>jj>

(43)

(44)

(45)
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B. Deductions from the the steady-state equafidn (5)
We rewrite the steady-state equatiéh (5)

Adiag(8;) Voo = diag( 0 ) Vs = diag <(571)2> diag(l — vieo) Vo

1 -0 — Viso
= diag Lz V. — diag LOOQ Vo
(1 = vio) (1 = vico)

1—’01'00

in terms of the matrixS in (28),

Since the invers& ! exists above the critical threshold, we arrive at
14 0iVioo
Voo = ST diag| ———— | Vo (46)
(1 — vioo)
The i-th row is
N 02 —1
5 v (S )ij

J Y joo
_j:zl (1= vjoo)”
5iv’L200 (Sil)ii N _ 6kU200
S Ta—o? >, (57, 17“
(1 = vico) k=1;k#i (1 = vroo)
Thus,
0iVioo S—1) N Srv2
L S G . (48)
(1 = vico) k=1;ki Vico (1 = Vkoo)

C. Analysis ofM;,; defined in[(3b)

The results presented in this section illustrate the difficto determine the sign of\/y;, which prevents us to draw
conclusions about convexity or concavity @f,, as a function ob;, given that allé;, are independent.
A. We can write

2
> -1 % ((Sil)ji) - -1 ‘ Ji (g-1 —14; U (S_l)ji -1
; Cho Q-] > (57, (1= 00) (57, = <S d|ag<(1 ~ vjoo)3> S )M

Iterating [46) once yields
V. = S~ ldiag <5“7°°2> S~ ldiag <5”7°°> Vi (49)
(1 ) (1
and
1 0iVico —1 —1 01 Voo —1
s7ldiag( —= )57 =30 (57, 2 (57,
(1= vico) y ( )
The corresponding-th row in (49) is
N 1 6lvloo —1 JYjoo
Vi =D > (ST (87, (50)
; 7 (1= vjco)
which illustrates that the double sum containing produétslements ofS—! can be smaller than 1. In addition, usiigl(47)

into (80) agains leads tg_(47).
B. Since all elements of~! are positive, we have that
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which we use to lower bound/,; as

(1 — Uioo) = J (1 _ vjoo)3

1 il —1 -1 > Ty 9 (S_l)ji -1
Smi}@ )i; (S )ji—”iooz;(s )kjm(s )i
B N . 1 Vool (571)” .
_;(S )kj {(1_%00) - (1—Ugoo)3 } (S )ﬂ

Srvpeo (S71).

The equation[(47), rewritten ag.. = Zszl i+ shows that

(177jkoo)2
Sivk (S71) (1 — vis0)?
o > —— I Or a2l > (ST
vJ = (1 _ Uioo)2 UJ 511}1200 = ( )]l
so that
1 vioo(sj (Sil)ji
0< —fij————=—
1 —vio (1 —vjo0)
with

- (M}ioo (1 — 'Ujoo)3

B 5.7'113‘00 (1 — Uioo)g

fij

The terms in the sum in the above inequality fdy,; is positive if f;; < 1. Since we cannot show that for gll it holds that
fij, we cannot conclude that the upper bound is always positive.

C. Starting from [(4F7) and assuming thétis symmetric (which happens if all infection rat8s = 3 are the same) so that
(S*l)ji = (S*l)ij, the Cauchy-Schwarz inequality [11, p. 107] shows that

N 6jv32-00 S—1 i ’ N ’UJQ-OO j (S_l)kjéj (S_l)ij :
(e

=R, S5 ) ()

< i Vjocdi XN: (575 ((S_l)ia‘)
>~ _ 3
= (1= vjee) (571 = (1 = joo)
Hence,
—1 2
ad —1 6j ((S )”) Ui300 Ui300
Vico Z (S )kj (1 . )3 z N v;.looéj - v} s N U;‘Lx‘sﬂ'
Jj=1 Joe Zj:l (1_Ujoo)(571)kj (1_Uioo)(571)ki + Zj:l;jii (1_'”1'00)(*971)761
_ (1—viso) (S71),
- N v 05 (1=viee)(S71)y,
Vicodi (ijl ’Uglm(si(lfvjoc)(sil):j)
so that
(1= i) (S71),, (579 (5w
(_Mki) > N vt _8;(1—vieo)(S71Y),, - 1 — v
Vi 05 (Z A joo I roo - ’“) ( ’0100)
1007 J=1 v} _6;(1—v;00)(S ks

N 'U;'loo‘s'(l_'“ioc)(sfl) i 1 — Viso
vioo(si (Zj:l Ufoo‘sj(l—vjoo)(s’l):j) ( )

— Vioo S—1
— (S_l)ki (1 ) ( )u
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Invoking (42) yields

L (1~ vine) (1~ vine) e
(—Myi) > (S71) N ey o, LT i) T 2 (87
’Uiooéi (Zj:l Ufmtsi(lfﬂjac)(sfl)kj) I=1;l#1

= (57 (1 Vico) . —|1+8 i (7). an
ki 5; vfméj(lfvix)(S*l)M) zl i1 Qi

N
Vioo (1 + Dt ot 3:(1=0j00) (S~ 1)y, =Lil#

Combining the key inequality (33), which is equivalent to
1 5 (571
S C

(2

Vico (1 — ’01'00)2

with (42), leads to .

Vioo (1 + Bi Zi\il;l;ﬁi (S71)a ali)

The condition for(—My;) to be positive is

>1

N
1 -1
([N a0 g © (Hﬁi > (570, %‘)
Vico +2j:1;j7ﬁi vi 0 (1=vj00) (ST, I=Ll#i

or

1- 100 S71 . N 4 5
1 21+( U4)( )kz Z ’UJOOJ71

Vioo (1 + B il (S azi) Viodi (1= vjoc) (S71)
Again, in general, this condition is difficult to assess ahdré might be a region fof; (or vip,) where the condition is

satisfied (thus, wherey, is concave in;).
D. When introducing[(38)

J=1j#0

-1 (1_Ujoo)2 . -1
(s )ji:T Lii=jy + Z ajk B (S )ki

k=1;k#j

intdd My;, we obtain

S-1) (g-1 N . (S_l)ji N
- (1)5151-00) b - 5™ ) (1“_” ﬂ;iaﬂﬁl (5 )“>
(5w (5 Sy Ty ey 5T & .
= A o) Viso (571) ., 0oy ™ zooj; (S 1)k7 T l_lz;l:# a;B (S7Y),
Thus,
) . S )
Mki:(si )kz (87 )ii_vi“Z(SP )kjm Z a;i b (Si )lz

8Substitution of[41L) leads to less transparent equations.



and substitute (38)
5; (S71),,
(S 1= > auB (7Y,

2
(1 = vioo) I=1;l%i

so that
Voo 0i S 1
G=1- (72)“ + (1 _ )
(1 _Uioo) 1 — Vico
1 Vinoli (S7Y) . 1 oo
—2- ( 2“+1 >2(1— ):—2“7
1 — Vico (1 _Uioo) 1 — Vico 1 — Vico
Hence,

9 Y g«
1_Uioo

which indicates that, for small;,, G can be negative and, in absolute value larger than the rémyasum in M.
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