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On a connection between the reliability of
multi-channel systems and the notion of

controlled-invariance entropy

Getachew K. Befekadu

Abstract

The purpose of this note is to establish a connection betweeproblem of reliability (when there
is an intermittent control-input channel failure that magcar between actuators, controllers and/or
sensors in the system) and the notion of controlled-inmagaentropy of a multi-channel system (with
respect to a subset of control-input channels and/or a ofassntrol functions). We remark that such a
connection could be used for assessing the reliabilityi{enulnerability) of the system, when some of
these control-input channels are compromised with an eatémalicious” agent that may try to prevent
the system from achieving more of its goal (such as fromrattgiinvariance of a given compact state

and/or output subspace).

Index Terms

Invariance entropy, multi-channel system, topologicaldteack entropy, reliability.

I. INTRODUCTION

In the last decades, the notions of measure-theoreticpntind topological entropy have been
intensively studied in the context of measure-preserviagsformations or continuous maps

(e.g., see [21],[19] and [11] for the review of entropy in@dg theory as well as in dynamical
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systems). For instance, Adler et al. (in the papéer [1]) ehiied the notion of topological entropy
as a topologically invariant conjugacy, which is an ana®¢m the notion of measure-theoretic
entropy, for measuring the rate at which a continuous map corapact topological space
generates initial-state information. Later, [10] and [Bvg a new, but equivalent, definition of
topological entropy for continuous maps that led to proofscbnnecting the topological entropy

with that of measure-theoretic entropy.

In the recent paper [9], the authors have introduced thenati invariance entropy for continuous-
time systems as a measure of information that is necessaghieve invariance of a given state
(or output) subspace (i.e., a measure of how open-loop @ofitnctions have to be updated
in order to achieve invariance of a given subspace of the space). In the present paper,
we explore this concept, which is closely related to thearobf topological feedback entropy
(see [17] and[[13]), for assessing the reliability of a maliannel system when there is an
intermittent control-channel failure that may occur betwectuators, controllers and/or sensors
in the system. Specifically, we provide conditions on theimum rate at which the multi-
channel system can generate information with respect tobaeswf control-input channels
and/or a class of control functions when the system statesestricted to a given controlled-
invariant subspaces. Here, it is important to note that tiermittent control-channel failures
may not necessarily represent any physical failures withensystem. Rather, this can also be
interpreted as external “malicious” agent who is trying revent the system from achieving

more of its goal, i.e., from attaining invariance of a giveats (or output) subspace.

With the emergence of networked control systems (e.g., 2@ethese notions of entropy have
found renewed interest in the research community (e.g.[1se[18] and [6]). Notably, in the
paper [17], Nair et al. have introduced the notion of topalaljfeedback entropy, which is
based on the ideas ofl[1], to quantify the minimum rate at tvideterministic discrete-time
dynamical systems generate information relevant to thérabobjective of set-invariance. More
recently, the notion of controlled-invariance entropy &l as the notion of almost invariance
entropy) has been studied for continuous-time controlesystin [6], [8], [14] and[[9] based on
the metric-space technique of [5]. It is noted that such aariant entropy provides a measure
of the smallest growth rate for the number of open-loop @drfuinctions that are needed to

confine the states within an arbitrarily small distance fia sense of gap metric) from a given



subspace. For discontinuous systems, we also note thatotien rof topological entropy has
been investigated with respect to piecewise continuouepise monotone transformations (e.g.,
see [15] and[[16]).

The paper is organized as follows. In Secfidn I, we presegitrpinary results on the invariance
entropy of multi-channel systems with respect to a set otrobinput channels and a class of
control functions. Sectiop Il presents the main results herg we provide conditions on the
information this is necessary for achieving invariancehd multi-channel system states in (or

near) a given subspace.

[I. PRELIMINARIES
A. Notation

For A € R™", B € R™" and a linear space?’, the supremal A, B)-invariant subspace
contained inZ" is denoted by/* £ sup ¥ (A, B; 2°). For a subspac¢ C 27, we use(A | ¥)

to denote the smallest invariant subspace contaitfing

B. Problem formulation

Consider the following generalized multi-channel system
#(t) = Ax(t) + Y Bju;(t), x(to) =0, t € [to,+00), (1)
JEN
where A € R™", B; € R™"i, x(t) € 2 C R" is the state of the system,(t) € %; C R" is
the control input to thgth-channel andV' = {1,2,..., N} represents the set of controllers (or

the set of control-input channels) in the system.

Let us introduce the following class of admissible conttbigt will be used in the sequel

4 Q{ u € H Lo (R, R™)

ieN

u(t) € %; = [] % for amost allt € [0, o0) and
iGNﬁj

Vi e NU{0} }, (2)



whereu o(t) = (ui(t), uz(t), ... un(t)) andu;(t) = (ui(t), ... wimi(t), wir1(t), ... un(t))
for i € N'. Moreover, Ny = N andN.; = N\ {j} for j =1,2,..., N.

In the remainder of this subsection, we provide some refalils geometric control theory (e.g.,
see [3], [22], [4] and[[20] for details about this theory).

Definition 1: Let ¥; ¢ 2 for j € N U {0}.
(i) If 7;is (A)-invariant, thenA”; C 7;.

(i) If ¥ is (A, B;)-invariant, thenA¥; C ¥; + %-;, whereBo £ [ B, B, ... By |
B;%£ [ B ...B_, Bj...By]and %.,;£ImB_;forjeN

J J

The following lemma, which is a well-known result, will beag¢d without proof (e.g., see [22]
or [4]).

Lemma 1: SupposeJ; (A, B-;;.#) is a family of (A, B-;)-invariant subspaces fof € N.
Then, every subspac& C 2" contains a unique suprem@il, B_,)-invariant subspace which
is given by 7;* = sup J; (A, B—;; %) for eachj € N.

Then, we state the following result which is a direct appiaaof Lemmall.

Theorem 1. Let ¥; ¢ 2 for eachj € N. Then, ¥; is a member of the subspace families
J,(A, B-;; Z') that preserves the property @, B ;)-invariant (i.e.,?; € J;(A, B;; Z)), if

and only if

AV, CV;+ B, VjeN. (3)

Proof: The proof follows the same lines of argument as that of Won(sae [22] p. 88).
Suppose¥; € J;(A, B-;; ) and letv? € ¥; for j € N, then (A, D ien, B;K;)v? = w’ for
somew’ € ¥}, i.e.,

A =w = Y BiEq' € ¥+ B, (4)
’iE./\/;j

1In this paper, we consider a case in which one of the conteoiéeextracted due to an intermittent failure. Howevengfing
the same discussion, we can also consider when the faulséxiased with at most two or more possible controllers in the

system.



On the other hand, lefv{, v}, ..., v’} be a basis for/; for j = 1,2,..., N. Suppose tha{13)
holds true. Then, there exiat, € #; andu,” € %.; for k € {1,2,..., 7} such that

Av] = wl — B_ju”, ke{l,2,..., 17} (5)
If we further define the following mapping’ﬂj: Vi — U
Kol =u?,  kef{l,2,...p7}, (6)
and then by lettindy; to be any extension o, to .2". We, therefore, haved+3 .\ BiK;)vl =
wl €V, e, (A+ Yien., Bili)¥; C ¥, so that the controlled-invariant subspagg satis-
fies
V; € 3(A B ), VjEN. (7)
|

Corollary 1: Let the subspac# C 2" be (A, B-;)-invariant for eacty € N U{0}, then there

exists a class of maps > K : 2 — % that satisfies

<A+ > BiKZ-)”I/C”I/, VjENU{O}}.

ieN;

ng{ (K Ka,... Ky ) € [] R

- AV - JGN

=K
(8)

Remark 1:Note that the controlled-invariant subspate which is given in the aforementioned

corollary, is also a subspace @f* (see also Equation](9) below)

Next, we introduce the following theorem on the family of supal controlled-invariant sub-

spaces that will be useful for our work in the next section.

Theorem 2: Lety £ {7} }jen b€ a set of supremal controlled-invariant subspaces withere
to the family of systemg (A4, Bﬁj)}jeN. Then, the se®J forms a lattice of controlled-invariant
subspaces. Moreover, there exists a unique (nonemptypacbghat satisfies

r-nrefn

JEN JEN

¥; CsupJ;(A,B-j; Z), VjeN, Ju,e %—\j}7 9)

where 7;* = sup J; <(A + D ien, BZ-Ki),,%’j) and %, = Im B, for all j € N.



Proof: Note that¥; + ¥, € U and #; N ¥.; € U for all j € N. Moreover, if we define

the gap metriew,; (7, ;) between the controlled-invariant subspadgsand 7; as
0i(Y0, 75) = ||1Py, — Pyll, VjEN, (10)

where7, = sup Jo(A, B-o; Z7), Py, and Py, are orthogonal projectors ofy and?;, respectively.
Then, the set of all controlled-invariant subspaceginforms a compact metric state-space with
respect to the above gap metric (see also [12]). On the othredl,Het us define the following

family of subspaces

”i;:{r]”//J ‘ ¥; CsupJ;(A,B-j; Z7), Vj €N, Eluﬁje?/ﬁ]}. (12)
JEN
Suppose the subspa¢€ exists, then it is a unique member of the family that is defime@.1),
ie.,
V=€V, (12)
JEN

with 77 = sup J; ((A+Zi€Nﬁj BZ-Ki),,%’j) for all j € N. Note that we have/; = (A +
> ien., Bili|%;) which also implies thatm B; C 7 [

C. Properties of (controlled)-invariance entropy

In the following, we start by giving the definition of (contied)-invariance entropy for the
multi-channel system i {1) with respect to the subset oftrobinput channels and that class

of control functions.

Definition 2: For a given subspac& C ¥* € ¥ with nonempty interior and’, ¢ > 0, the
class of control function&’ (T, ¢, .7, ”/7*) C % is called(Te¢, 7, ”17*)-spanning, if there exits
ue €(T, e F,¥*) for almost allt € [0, T) such that

max sup inf |¢-;(¢, zo,u-i(t) —yl| <€, Vg Z. (13)
FEN te[0, 1) ye¥*

2\We remark that the induced continuous maps2iny ;" and 2" /¥; admit an enveloping lattice for the family of controlled-

invariant subspace¥;", Vj € N (e.g., see[[12]).



Remark 2:1n the aforementioned definition, we use the notation(t, o, u-;(t)) to denote the
unique solution of the multi-channel system with initiahdition z, € .% and controk.; € %_;,

ie.,
x(t) = ¢-;(t, zo, u—;(1)),
£ exp A(t — to)wo + Z / exp A(t — s) Bu;(s)ds,  V[to, t] € [0, T, (14)
1EN-;
for eachj € N U {0}.

Moreover, the relationy_;(t + to, o, u-j(t)) = ¢-;(t, ¢—;(t, xo, u-;(t)), u-j(to + .)) will also
hold for all j € A U {0}.

Let i (T, ¢, Z, ¥*) be the smallest cardinality 6f (T, ¢, .#, ¥ *)-spanning sets. Then, we have

the following properties for,, (T ¢, Z, V).
(i) Clearly rin (T, ¢, Z,7*) € |0, oo)H
(i) If 6 < e, thenri (T, 61, F, ) > rine(T, €2, F, V).

Definition 3: The (controlled)-invariance entropy of the multi-chansgstem in[(1) (i.e., with

respect to the subset of control-input channels and/or ltes ©f control functions) is given by

hiny (-, P ) = lim { lim %logrmv( ”V~ ) } (15)

e\O0 | T—oo
Remark 3:We remark that the existence of such a limit in the aforenoesetl definition for
hiny (-7, 7*) follows directly from the monotonicity ofr., (T, ¢,.%, ¥ *) with respect toe.
Moreover, such an invariance entropy, (%, 77*) equals to the minimum amount of information
that is required to rende¥ *-invariant subspace by using a causal coding and/or cotevol

(see [7] for discussion on single control-channel systems)
Then, we have the following properties fo,, (7, ”/7*).

(i) Pin(F,77) € [0, 00) U {o0}.

The value ofrin, (T, ¢, %, ¥*) could be an infinity.



(i) If # & Ule{1,2 _____ L}% with compact.7;, VI € {1,2,..., L}, then hinv(f,”f*) =
maxje{1,2,..,L} hinv(f%a 7}*)

In the following, we state the main problem of this paper — ighe&e establish a connection
between the invariance entropy of a multi-channel systedhtha reliability of a multi-channel

system.

Problem Find a condition on the minimum amount of “information” (irespect to the subset
of control-input channels and/or the class of control fiord) that is necessary to keep the

states of the multi-channel system in a given subspéte

[1l. M AIN RESULTS

In this section, we present our main results — where we peo@dconnection between the
invariance entropy (as a measure of “information” needetth waspect to the subset of control-
input channels to keep the system in (or near) this compdwipsice) and the reliability of
the multi-channel system (when there is an intermittenthokafailure that may occur between

actuators, controllers and/or sensors in the system).

Theorem 3: Suppose that Theorel 2 holds true and.%etbe a subspace of *. For every
zo € F, if there existsu(t) € €(T,e,.F,¥*) for almost allt € [0, T that renders/*-invariant,

then the (controlled)-invariance entropy of the multiHchal system is given by

O T—o0

. 1 ~
hing (ZF, ¥*) = lim { lim flogrinv(T, €, F, V) } ) (16)

Proof: For any subspace? C ¥*, suppose there existgt) € € (T, ¢, .#,¥*) for almost
all ¢ € [0, T'] such that
sup inf ||¢-;(t, zo,u—;(t)) —yl| <€, VjeEN, Vi, € .Z,
tel0, T ye?V™*
with some finite-positive number> 0. Then, we see that_(1L6) (i.e., the (controlled)-invariance
entropy of the multi-channel system inl (1)) will directlylifav. Moreover, the supremum is

taken overall the set of all admissible controls that resdét-invariant. [ |



Remark 4:We remark that the aforementioned theorem essentiallgssthat the set of admis-
sible controlsZ renders¥ *-invariant, even if there is an intermittent failure in anyeoof the
control-input channels. Note that this quantity (which lisoathe minimum growth rate for the
number of open-loop control functions with respect to imtigtently faulty channel) provides a
condition on the minimum amount of “information” that is mssary to keep the system states

in (or near) this subspace.

We conclude this section with the following result which rsimmediate corollary of Theoren 3.

Corollary 2. Suppose there exists a finite-positive numger- 0 such that

max sup inf |¢-;(¢, zo,u-i(t) —yl| <€, Vg€ .Z, a7
JEN tefo, T) ye vy

where

”/},C*:sup{m%-

JEN
Then, the (controlled)-invariance entropy of the multanhel system in({1) is given by

¥; CsupJ;(A,B-;; &), Vj €N, EIKE/C}DL?. (18)

hine (F, 7)) = lim { Tim %logrinv(T, exc, F, V%) } (19)

E)C\JO T—o0

Remark 5:Note that the bounds far;,, (.Z, ”/7*) and i,y (Z, "17,5) are different, since they may
depend on their respective classes of control functiongebieer, the followingh;,, (-7, "17*) <
hiny (Z, ¥) also holds true.
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