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Abstract—Incorporating the physical layer characteristics to and Gaussian wiretap channels are investigated in [3][gnd [4
secure communications has received considerable attentioin  respectively.

recent years. Moreover, cooperation with some nodes of netwk s . . )

can gi\>/le benefits of multigle-antenna systems, increasinghe In [B], Csiszar and Korner generalized \/Vyngrs approach
secrecy capacity of such channels. In this paper, we conside {0 broadcast channels which are not necessarily degratied. |
cooperative wiretap channel with the help of an Amplify and IS assumed the source wishes to transmit a common message
Forward (AF) relay to transmit confidential messages from sarce  to both legitimate receiver and eavesdropper in addition to
to legitimate receiver in the presence of an eavesdroppemlthis sending a confidential message to the legitimate receivés. T

regard, the secrecy capacity of AF relying is derived, assumg . . - .
the relay is subject to a peak power constraint, To this end, & channel is termed as Broadcast Channel with Confidential

achievable secrecy rate for Gaussian input is evaluated tough Message (BCC). Accordingly,. both _the CapaCity'eqUiVOC?ti
solving a non-convex optimization problem. Then, it is proed region and the secrecy capacity region of BCC are establishe
that any rates greater than this secrecy rate is not achievdb. To in [5]. Moreover, it is shown that in the lack of a common

for the secrecy capacity of the underlying channel is derive,

showing this upper bound is equal to the computed achievable
secrecy rate with Gaussian input. Accordingly, the correspnding

secrecy capacity is compared to the Decode and Forward (DF) ) )
strategy which is served as the benchmark in the current work ~ where X, Y and Z are, respectively, the source input, the

Index Terms—Secrecy capacity, achievable secrecy rate, phys-Channel Ol_JtpUtS .at the legitimate rece_ive_r, 3”0' t_he eavpsdr
ical layer security, cooperative wiretap channel. per's received signal where the maximization is taken over
the distribution of channel input signal. Note that the segr
capacity can be affected by channel conditions. For instahc
. INTRODUCTION source-destination channel is weaker than source-eaygseir
ECURITY has been regarded as one of the importaghannel the secrecy capacity will be zero meaning no confi-
issues in wireless communication networks as it majential message can be transmitted. To overcome this issue,
happen an illegitimate receiver to hear transmitted signanultiple antenna systems can be employed [6]-[12].
As a result, enhancing security has attracted a great deaDue to the cost and size limitation, using multiple antennas
attentions in recent years in both of academia and industay.each node may not be practically feasible. Cooperatine co
Information theoretic security is first proposed by Shannonunications, however, is an effective way to get advantages
in his landmark paper_[1] in which it is assumed both thef multi-antenna systems while incorporating single angen
legitimate receiver and eavesdropper (wiretapper) hasexdi nodes [[13]+[18]. In cooperative communication, some nodes
access to the transmitted signal. Accordingly, using @yptcan act as intermediate nodes, dubbed relays, to facilitate
graphic approaches and the notion of equivocation, thé téve the transmission between two nodes of network. Accordingly
uncertainty about the message and the key at the eavesdropipere are some strategies to be employed at the relay nodes,
side is measured. However, this approach may not be feasialeong them, the Amplify and Forward (AF), and Decode
for some of wireless technologies| [2]. This motivated Wynetnd Forward (DF) are mostly addressed in the literature. In
in his pioneering work in[[3] to investigate the possibilityAF strategy, the relay sends an scaled version of its redeive
of incorporating physical layer characteristics to sectlve signal to the destination without any more changes, while in
wireless communication networks. DF, the relay attempts to decode the information, re-ensode
Wyner introduced the wiretap channel in which a souragain and transmits a coded version of information to the
wishes to send confidential message to a legitimate receidestination. As a result, the AF strategy is more simplen tha
while keeping the eavesdropper as ignorant of this infolonat DF. Furthermore, in some applications, the relay nodes may
as possible when the broadcast channel between the solvaee low security level, thus it is desirable that transsditt
and the legitimate receiver and eavesdropper is a degradegssages to be confidential for the relays. These relays are
one. Moreover, in[[3] the maximum achievable secrecy ratealled untrusted relays [19], [20]. In such scenarios, tlie A
the rate below which the message can not be decoded atdtrategy is the prominent choice as the relay nodes do not
eavesdropper, is defined as the secrecy capacity. Accdydingeed to have an access to the information bits, hence, teey ar
the secrecy capacity of discrete memoryless wiretap clignngnable to eavesdrop the information bits.

Cs =max I(X;Y)—-1(X;2) (1)
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More recently, a great deal of attentions are devoted to Il. SYSTEM MODEL

the physical layer security issues in cooperative comnainic e consider a wireless communication network consisting
tion networks, where it is shown that relaying can improvgs 5 source node S, a relay node R, a destination node D, and
the achievable secrecy rate of such networks [21]-[24]. Fﬁrpassive eavesdropper E (see Fig. 1). Moreover, it is agsume
instance, in[[25] the secure communication for a source i nodes are equipped with single antenna and operate in
destination with the help of multiple cooperating relays ipgf duplex mode. Also, it is assumed that there is not a
the presence of one or more eavesdroppers is investigatecyéct link from S to D and E, and the communication is
considering three cooperative strategies: (i) DF, (i) A¥a carried out in two hops through the use of a relay in the
(iii) Cooperative Jamming (CJ). In [26], the AF beamformingyiqle of transmission. We consider a quasi-static flatrfgdi
under total and individual relay power constraints is sddi environment where all channel coefficients are assumed to be
where the goal is maximizing the secrecy rate when perfeghtistically independent. Moreover, in addition to therse-
_channel state inform_ation (CSl) is available._ Moreovee ﬂl_o-relay channel gain, the channel gains from the relay ¢o th
|dea_of relgy selection for secure cooperative networks di&stination and eavesdropper are assumed to be completely
considered inl[27]-[29]. Also, there are some related workgown at the relay. This is in accordance to what is assumed
on this issuel[25],[[30],31]. in some of related works including [32].

In this paper, we derive the secrecy capacity of a SimpheAccordmg to the model depicted in Figl. 1, the communica-

cooperative wiretap channel in which a source wishes to setrl%1 is occurred in two hops. During the first hop, S sends

a confidential message to a legitimated destination with tmee messaga, which is uniformly taken from the index

_ nR S
help of an untrusted relay incorporating the AF strategygngh ;Snei:a:/\yal T)f f;ﬁzih’ 2wh}(;ret(;% t:ne d reflza)i/n((j)i\ézrtea rgg”jg;\i; on
it is desirable to keep the information bits confidentialnfro gthn, " ' P Y,

an eavesdropper. Referring to FIg. 1, it is assumed theretis Ehe transmission rate of source in units of bits per chansel u

direct link from source to destination and eavesdropper af d the message entropy. The mapping of each medsage

n n . n

the communication is occurred in two hops with the help (? a Co‘ieword’“’s € X5 Is done by an encodef, : W — x3,
. . o . wherex? is the transmitted vector space. Each source symbol

an AF relay in the middle of transmission. In this case, the

received signal at the destination is a degraded versioheof trs(t)’ which appears within one time slot, has zero mean and

) ; 91 ) . .
relay’s. Thus, the DF strategy is optimal. However, we arue{"t power, i.e. [|z,|*] = 1..Inth|s case, the received signal
at the relay node can be written as,

interested in cases in which we are dealing with an untrustéd
relay which is unaware of incorporated codebook at the sourc yr(t) = V/ Pshpws(t) + 2.(t) fort=1,...,n, (2)

and the AF strategy is employed at this node. In this regard ) _ .
the secrecy capacity is fully characterized. where h, is the channel fading coefficient from source to

the relay, z,. is zero-mean Additive White Gaussian Noise
To this end, the achievable secrecy rate for Gaussian in@¥WGN) at the destination which is of unit power, i.e.,
is derived. Then, it is demonstrated that any rate greatar thE [|z|*] = 1. Finally, P; is the transmit power per symbol.
this rate is not achievable. Accordingly, the secrecy cipa ~ Then, the relay depending on the incorporated strategy,
compared to the capacity of DF relaying to get an indicatiditoadcasts a variation of the received information to the
regarding the capacity loss due to the use of AF relaying. destination as well as the eavesdropper. In the followirg su

sections, two relaying strategies, AF and DF, are invetiya
The reminder of this paper is organized as follows. The sys-

tem model is disc_:ussed in Sectioh II. S_ecﬂiﬂ\ [l provides thA_ Amplify and Forward

problem formulation followed by the main results, where som i ) ) )

of technical details are provided in the Appendix. Numdrica ' AF relaying, the relay transmits a scaled version of its

results are represented in Sectibnl IV. Finally, Secfion (#ceived signal, i.ey., to the destination as follos

summarizes findings. Tr = Wy (3)
The following notations are used throughout this paper: Wehere z,. is the transmitted signal and is a scaling factor,

use bold upper and lower case characters for matrices arburing the peak power constraint at the relay is satisfied.

vectors, respectively. Symbols and I, respectively, denote As a result, the received signals at the nodes D and E can be

differential entropy and mutual informatioR™ is the set of written, respectively, as,

all n-dimensional real-valued vector8. = 0 means thatA

is positive semi-definite matrix. MoreoveE[z], Var{z] and Ya = haty + za = v/ Phawhyts + hawze + 20, (4)

Cov(z,y) denote the mean and variance of random variable Ye = heXy + 2¢ = \/Ehewhrxs + hewzr+ 2., (5)

2 and covariance of random variablesand y, respectively.

The notationse*, R{x} and |z| refer to complex conjugate,

real part and absolute value of complex variablé=unction

{z}* is equivalent tanax{0, z}. Finally z™ andCN ~ (0, K)

, respectively, denote a sequence of lengtrand a zero-

mean.Circmarly symmetric complex Gaussian distributiofw  1ro; notational convenience, we ignore the index of symbokhié rest of

covarianceK . paper.

wherehy andh. are channel fading coefficients from R to D
and E, respectively. Alsoz; ~ CN(0,1) and z. ~ CN(0,1)

are additive white Gaussian noises at the nodes D and E,
respectively.



@ wherep(z;) is the Probability Density Function (PDF) af
0\ and p is the set of all possible PDFs associated with zero
mean/unit variance random variables. Also, the facgo'rs

hd . .
% A (B) /Desa"atw” due to the use of half-duplex nodes and the transmission is
— " e ; done during two time slots.
Source Relay\ '

Evaluating the secrecy capacity of underlying channelgisin
(I0) may be computationally infeasible. This motivated ais t
propose the following theorem which aims at addressing this
issue using an indirect approach.

Eavesdropper
Theorem 1 The secrecy capacity of cooperative amplify

and forward wiretap channel is given by,
Fig. 1. System Model

Cs(P) =

0 a<p
B. Decode and Forward 1 (aﬁPer(a,quﬁ)PHru) o> gandp, < . JE
In DF strategy, the relay attempts to decode the source mes- | 2 82 \ apPZH(atBp) Pt " af

sage and re-encodes the estimated mesdade a codeword %logQ (%) a>pandpP. > /15,
' € x» by an encodey,, : W — x*. For large transmission (11)

interval n, invoking the channel coding theorem, the relay ) ) )
can correctly decode the information signal as long as tM&1€rea = [hal*, 8 = |he|* andu = 1+ Py|h,|. _
transmission rate is not greater than the capacity of seurceProof: We prove the above theorem in two steps. First,

relay link, which is given by, using [10), it is shown tha((11) is achievable for Gaussian
) distribution. Next, for the converse part, we propose aneupp
Cs-r =logy (1 + P|h.[*) . (6)  bound and show that any transmission rate greater fhdn (11)

is not achievable.
1) The achievability of (II): For Gaussian input, the
hievable secrecy rate can be computed as,

After re-encoding, the relay broadcasts a weighted vergfon
re-encoded symbols, i.euz,., to D and E. Thus, the received
signals at the nodes D and E can be respectively expressed®&

+
Yd = hawz, + 24, () R,P) = { max % [I(ws; ya) — I(zs; ye)} } . (12)
Yo = hewz, + 2o . (8) E{|zr|2}<Pr

. Thus, referring to and noting, ~ N(0, 1), it follows,
In both AF and DF strategies, we assume that the relay is 9 tolk) nd (0.1)

subject to a peak power constraint, if]|z,.|?] < P, in AF ) | Py|hal*|w]?|h[?
2 . . I(x‘w yd) - 092 1 + 2 2
and E|lwz.|*] < P. in DF. Thus, the scaling factor at the 1+ |hal?|w]
relay should satisfy the following constraints, 1+ ap|w|?
= log, TrawlZ (13)
|w|? < 71+VI::\2PS for AF , + ajw|
W< P for DF ) Similarly, noting [3), one can arrive at the following,
2
where E[|z,.|?] = 1 is assumed in DF strategy. I(zs;ye) = log, (%) . (14)
In the sequel, we are going to compute the secrecy capacity 1+ Bl
of this network. Substituting [(IB) and[{14) intd_(lL2), it turns out that the
achievable secrecy rate becomes,
[1l. SECRECY CAPACITY OF CHANNEL R.(P,) =

ative wiretap channel when the relay makes use of AF and DF

This section aims to address the secrecy capacity of cooper- {

« Log, <aﬂulwl4+(au+B)IWI2+1>}+

strategies which are addressed in subsections llI.A an@, l1I w2 tr 2 afplwl* + (a+ Bu)|lw(? +1
respectively. (15)
_ To address the optimal solution ¢f {15), the following maxi-
A. Amplify and Forward mization problem should be tackled,
The Amplify and Forward cooperative wiretap single-input 4 2
. + (o + +1
single-output channel can be thought as a degraded brdadcas max agu:w:4 T Eai ﬁﬁilw:Q 1 (16)
channel. Hence, the secrecy capacity of this channel can be w2<Zr APHIW @ PR
computed as [33], which can be reformulated as,
+ aBuz? + (ap+ B)xr + 1
_ ey 1o max f (@) = 21 7
Cs(Pr) =4 max I(zs;ya) — I(2s; ye) , (10) @ afpa® + (o + Bu)r + 1

B{ler|2}<Pr

p(zs)Ep subject to0 <z < X (17)



wherezr = |w|? and X = %. Although the objective function F(x,\) F(x,\)
of (I7) is the ratio of two convex quadratic functions, this
function is not convex in general [B4], [35]; hence, the noelth
of Lagrange Multipliers does not give the optimal solutida.
find the optimal value oft, i.e., Z, we consider two possible
cases ofx < S anda > 8 as the following.

Mfm — — — —
Wifm ——— —
><___

» X X
Case a < : In this case, we show that the optimal solution \ ! \
of (I7) is # = 0. To this end, noting the definition of, (a) (b)
indicating > 1, it follows,
alp—1)<pp-1), (18) Fig. 2. lllustration of functionF (z, \) for two possible cases
or equivalently,
ap+ B <a+tfbu. (19) It should be noted that referring tb=(26), sinte- A < 0,

Thus, for0 < = < X and notingf(z) = afux’+(aptB)z+1 it turns out thatF'(z, \) is a concave function of and has

. . afpz?+(a+Bu)r+1’ it i
it turns out that the denominator gf(z) is greater than the WO positive roof8. As a result, depending on the value of

nominator. Therefore, we havi(z) < 1. On the other hand, F(z,\) can be represented as one of the curves illustrated in

since f(0) = 1, the optimal value of: becomes, Fig.[2. Assumingz maximizesF(zx, ), if X is equal or less
thanz, thenz(\) = X gives the maximum value af (z, \)

z=0. (20) in the intervalz € [0, X] (see Fig[R(d); otherwisez(X) will

Case a > : In this case, we show that the optimal valuetz)e equal tor (see F'gDZ(b))' Thus, we have,

of (I17) can be computed as, X X <7
=47 T (27)
P P, < /i r X>z,
p={" of (21) . , o ,
@ P.> /a% , where Z is computed by taking derivation af'(x,\) with
! respect tar and equating to zero as follows,
wherez is derived through using the following theorem.
_ : _ o = MatBp) —(ap+P) (28)
ler'rl;heorem 2: We consider the following optimization prob- 2081 — \) ’
’ As a result, using (28) and claim 1, {27) can be expressed as,
T T 0
max f(X) = X Qx+ q x+4q (22) 20BpuX+autp
XeRn XTPx+ pTxX + p0 S B 1< A< SoB X Tatsn
. .. . . = Y Matpp)—(apt+B)  2aBuX+autB <A< ap+p
whereP and Q aren x n symmetric positive semi-definite 2aBu(1—\) 2aBuX fa+tpu a+Bp "
matrices. To address the optimal solution, we define the ) ] (29)
following function, Also, using [Z#) and(25)r()\) can be obtained by,
Fx,A) = xTQx+q7x+ ¢° = AxTPx+pTx+p°), A>0. m(A) = F(CC(/\% )\)
(23) 2aBpuX+ap+ps
Also, we define the functions, — m(d) L<A< 2aBuX +a+tpBu (30)
/\) 20BuX+aptp <A< autp
72 2afuX+atpfu atpp
X(A) = argmax F(x,\) VA > 0, (24)
XER™ where
and ) = X2 X —1)x
7(\) = max F(x,A) = FX(\), \) @s) ™) =(-esuX?~(at )X -1)
X n
€ A A +afuX?+ (au+ )X +1, (31)
If there existsA > 0 for which 7(A) = 0, thenx = x(\) is
the optimal solution of({22). and
Proof: see [35]. ( \ )2
oo , , + Bu) — (ap +
According to the Theorem 2 and referring fol(17), we define () = (a+Bu) — (ap + ) a1, (32)
F(x,)) as follows, dappu(X —1)
F(z,\) = afu(l - N)z? + (au+ﬂ—/\(a+ﬂu))$+1—/\ 7 Claim 2: )\ can be written as,
(26) R Ny = eBuXZ+(aptB)X+1 X < 1
where we assuma > 0 and0 < z < X. A=4"1 ;B“X2+(“+ﬂ“)i{+l _UE — VaBe (33)
L . % . . N\, = 2otBu)(aptp)-8afu—vVA w1
Claim 1: The optimal value of\, i.e., A, falls in the interval 2 2(a—PBm)> NI
1, 2648)
Proof: see appendix I. 2The number of positive roots of a polynomial with real coddfits ordered
. _ - . . in terms of ascending power of the variable is either equahéonumber of
Based on claim (}’H-I,(g is sufficient to merely IIWeS“ga‘télariations in sign of consecutive non-zero coefficientsesslthan this by a
Fz, ) forl < A< & multiple of 2 [36]

a+pp’



where the first term in the right hand side df_(39), i.&.(ya|ye.).

A= (8afu— 2(a+ﬂu)(0zu+ﬁ))2 —4(a—ﬂu)2(au—ﬂ)2 . is maximized. On the other hand, we have,

(34) h(yalye) = h(ya — anamseyelye)
Proof: see appendix Il. b
Finally, substituting[(313) intd[(29) yields, < h(ya — mseye)
X < logy(m@ALuuse) (41)
X X< 75 35
L= Azla+Bu)—(ap+B) X> L (35) where (a) comes from the fact that adding a known value to a
2afu(1=3) Vb random variable doesn’t change the entropy and (b) holdg sin
Moreover, comparing[{35) with({27), one can arrive at thee always havé:i(y|z) < h(z). aruuse IS the corresponding
following, coefficient of Linear Minimum Mean Square Error (LMMSE)
X X < 1 estimation ofyy by y. and Apwse iS the error variance
&= {; X ; oo (36) conditional on knowingy., i.e., E[|yqs — ammseye|*|ye]. The
VaBu afu ’ last inequality in [(41) is due to the fact that the maximum
or equivalently, we have, differential entropy is achieved by Gaussian distribution

In the case thay, and y. are jointly Gaussian, the es-
£ timation error, i.e.,yqs — ammseye IS independent of every
s _ ) K aB . . L
=01 p. Ju (37) linear function ofy. [37], thus for Gaussian input we have
VoBu T aB - h(ya — armuseYe|Ye) = h(ya — armuseye). Noting, the maxi-
mum differential entropy is achieved by Gaussian distrdmyt
As aresult, noting: = |w,p|?, it turns out that ifP, > \/QIB, hence, the inequalities if_(41) are held with equality for
the relay doesn’t use all of its available power. This is duBaussian inputs and(xs; y4|y.) is maximized. So, we can
to the fact that the relay sends a noisy versionzgfand rewrite [38) as,
additional relay’s transmit power may enhance the additive

noise, thereby decreasing the secrecy rate. Cs(P,) < max l](;ps; Yalye)
Finally, using[[20) and(37) and after some mathematics, one < Ee 2
can readily observe thdf{l11) is the achievable secrecyofate ~ max 110 (we )
AF relying for Gaussian input. In what follows, we are going jwfp< e 2 B2\ TEALMMsE
to show that any rate greater than](11) is not achievable (the 1
converse part), thereby (11) is actually the secrecy capati - §h(hdwzr + zalhewzr + 2¢) (42)
AF relaying.

2) The Converse approach: For the converse part, we showWhereAnuwsz can be computed as [37],
that any rate greater tha®,(P.) defined in [[Ib) is not
achievable. To do this, we investigate the capacity of genie Amse = Var(ya — auasseye|ye)
aided channel as an upper bound on the secrecy capacity of — Var(ya) — |Cov(ya, ye)|?
underlying channel. Then, we show that this upper bound is ‘ Var(y.)
tight for Gaussian distribution. The following lemma esta
lishes the capacity of corresponding genie-aided channel,
Lemma 1 [[7]: An upper bound on the secrecy capacity

(43)

t\Ne assume that the received noises at nodes D and E;j.e.,
0'%md ze, are jointly Gaussian with covariance mattik, i.e.,

cooperative wiretap channel is, . 1 o
1 Heovako m-[ %]
Cs(P.) < max —I(xs;ydlye) - (38)
‘Z(‘ng)i’; 2 Using [43) and after some mathematics, it turns out {hat (43)

can be computed as,

In what follows, we show that for AF relaying, the Gaussian ) i
distribution maximized (x; y4|y.). To this end, we have, L+ (a+ Buz — 9" — 2R{pxhahid} _
14 Buzx

)\LMMSE =

(45)

I s5 e) = h e) — h sy Ye) - 39 . . . .
(s yalye) (valye) (valzs, ye) (39) The proof is provided in Appendix IIl.

The second term in the right hand side 6f](39) can be Moreover, the second term il {42) can be computed as,

expressed, usindd) and [), as,
h(hgwzr + zg|lhewzr + 2¢)

h(yalzs, ye) = M/ Pshawh,as + hawz, + za|@s, ye) = h(hawz, + 24, hewzy + 2ze) — h(hewz, + 2¢)
= h(hawz, + zd|Ts, ye) me(1+ (a+ B)x — o> — 2R{xhah’¢})
= h(hqwz, + zd|lhewzr + z¢) . (40) = log, 1+ Bz .
(46)

One can readily observe thdf {40) does not depend on the
distribution of z,, thus, p(zs) should be chosen such thafThe proof is given in appendix IV.



Plugging [45) and[(46) intd (42) and after some manipula- Referring to [Ib), it turns out tha{ (b6) is actually an

tions, it follows,

Cs(Pr) <

max — log
0<z<X 2

14+ Bx
14 Bux
L+ (o + Bz — |¢* — 2R{pxhahi o}
1+ (a+ Bz — |¢]> — 2R{zhahi ¢}

(47)

Note that the covariance matriX, should be positive semi-

definite, i.e.,K, > 0. This results in,

o < 1. (48)

Thus, [4Y) yields an upper bound just for valuesgoivhich
satisfy [48).

Proceeding, we again consider two cases § anda > f3.

achievable rate for the underlying channel. Thus, we have,
o afpux® + (ap+ Bz + 1
%2 aBua® + (a+ Buja +1°

Considering the obtained results in(52) ahd| (57), Theorem 1
is proved.

1
CslBr) = 0Zaex 2

(57)

B. Decode and Forward
For DF relaying, using max-flow min-cut theorem, it turns
out that the secrecy capacity can be computed as,

1 .
Cy(P.) = imln{Cs_R,CstD} , (58)

where as mentioned earli€fs_r is the capacity of source-
to-relay andC;,_,, is the secrecy capacity of the second hop

For each case, an upper bound of secrecy capacity is computpdrating at full power which is given by|[7],

with a special value 0.
Case o < fB: In this case, we choose,

max
lw|2 <P

CSR—D = {
p(xr)Ep
{10g2 (1 + ozPT) }Jr
1+ B8P,

Cs—_gr, then we haveCs(P,.) =

N
[I(wr;yd) - I(wr;ye)} }
(59)

1
If OSR—D S §OSR,D1

thus substituting[[49) into[{47) gives the following uppeftherwise, the minimum value @, , andCs_g is equal

h*
¢ = . (49)
Noting, N
2=--<1 50
9] 3 <1, (50)
bound,
Cs(Py) <
L (1+Bz)(1 = F + (8 — a)ux)
0Sasx 2082 (1 Bux)(1 — % +(B—a)r)
B 1, Bu(B —a)z® +(B—a)(p+ Dz +1-5
T oZex 2 2B a)? + (B )+ Dr+1- 9
=0. (51)
This results in,
Case o > f: In this casey is set to,
he
where we should note the foIIowing,
p]* = = < 1. (54)

Substituting [(B4) into[{47), we arrive at the following,
| (482 (1= 2+ (@ Bue)

Cs(Pr) < max_—log,
OSr=X 2 (14 Bua) (1= £+ (a - B
1 1 1
= max_=log, + Sz X +apr (55)
0<z<X 2 14+ Bpx 1+ ax
1 2 1
— max_- log, ofpe”+(op+ B+l (56)
0<z<X 2 aBpx? + (a+ Bu)z +1

where [5b) is proved in Appendix V.

to Cs_g and in this case, the relay does not need to use all of
its available power, i.eP,. In other words, when the secrecy
capacity associated with the second hop is greater than the
available information at the relay, the relay can simplyuatlj

its power so that not to waste any more power. In this case, we
haveCs,_,, = Cs_gr, where referring to[{9), one can arrive

at the followmgﬁ

B 1+ alwl?
CS—R = 1Og2 (1 ¥ ﬂ|UJ|2 . (60)
By noting [8) and the definition of;, we get,
2 p—1
wl|® = . 61
W = =5, (61)

As a result, the secrecy capacity of DF relaying is given by

0 a<p
Cy(Py) = { Slog, (H55:) o> and Heke <
1 log, 1 a > and ﬂgg: >,
(62)
and the optimum relay’s power can be written as,
0 a<p
|wopt|2 = { P a > and }I‘g? <pu (63)
a“*ﬂlu a>fand {55 > o

3|t is worth mentioning that ig}wg is an increasing function with respect

to |w]| for o > B, thus decreasingw| reduces the secrecy rate of the second
hop.
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Fig. 3. Secrecy capacity of AF relaying versus power budget Fig. 4. Secrecy capacity of DF relaying versus power budget

IV. SIMULATION RESULTS

This section aims to provide some numerical results to
illustrate the secrecy capacity versus the power budgédteat t
relay for cooperative wire-tap relay channel employingAffe
and DF strategies. Throughout the simulations, the charmel
efficients of source-relay:(.), relay-destination(;) and relay-
eavesdropperh(,) are assumed to be Rayleigh distributed.
Also, the received noises at the relay, the destination had t
eavesdropper are assumed to be circularly symmetric cample
Gaussian random variables with zero mean and unit variance.
Moreover, the results are derived for different values tdye
destination channel strengtby%d =1,2,4 andg, while it is [ T T p—
assumeds; = o; = 1 throughout the simulations. Also,
source transmit power is set 16, = 10dBWA.

Figs.[3 andl4, respectively, show the secrecy capacity lag. 5. Relay’s power for AF and DF strategies versus poweigbt
AF and DF cooperative wiretap channels versus power budget
for various relay-destination channel strengths, immgythe VI. APPENDIX | PROOF OF CLAIM 1
secrecy capacity of DF is greater than that of AF strategis Th
is due to the fact that the received signal at the destinagian
degraded version of the relay’s, thus the DF strategy isviti
Moreover, it is demonstrated that as the relay-destinati@m-
nel strength is increased, the secrecy capacity is contliste
increased. Moreover, the secrecy capacity approaches to a
constant value as the relay’s power tends to infinity. Thand therefore,
is due to the fact that the capacity of the first hop acts as 2 2
bottleneck. Also, Figl]5 depictg theyconsumed reIaS’s powe(rlmm +lopt plz 412 afpa”+ (a+ fu)z + 1, (65)
versus available power for AF and DF strategies, showing tiéere the equality is satisfied far = 0. Thus, we have
AF strategy saves more power as compared to DF strateffy) > 1.

Relay's Power (dBW)

0 5 10 15 20 25 30
Power Budget (dBW)

Note that) should satisfy the equality(\) = 0, where we
have f(i) = A. Thus, the value of\ resides between lower
bound and upper bound of(z). In the case ofx > 3, we
have,

ap+B8>a+Bu, (64)

when the power budget at the relay increases. On the other hand, we know that for positive valugsh
and¢, whenb < a, we have,
V. CONCLUSION a+c < a (66)
This paper aimed at exploring the secrecy capacity of b+c b’

AF and DF relay-assisted wire-tap channel. Accordinglg, ttBased on this, by choosing = ap + 5, b = o + Su and
secrecy capacity of the aforementioned strategies argeteric = afux? + 1, we arrive at,
and numerically compared for Rayleigh channels. Although aBuz? + (ap+ Bz +1  ap+p

: . ) = . 67
the secrecy capacity of DF relylng outperforms that of AF,  f(z) aBu + (at Bpe+1 o+ B (67)
less power is consumed when relying on AF strategy.
Therefore, we conclude that,
“4Please note that here it is assumed the transmit SNR at theessuLOdB. « au+p
Thus, noting the received noise at this node is of unit pothers the transmit 1< A< (68)

power at the source becomes 10dBW. a+pBu



VIl. APPENDIXIl: PROOF OF CLAIM2 () w0

7,(0)
Using [26) and[{29), one can readily verify thiatz, \) and Ym J/
z(A) are continuous functions of and A. Therefore,r(\) . . wip
will also be a continuous function of. Furthermorer()) is T y : > ’ + ,\”/k >
a decreasing convex function of [35]. Moreover,7(\) has wy T N o
positive and negative values, respectively, at the stattea @ (b)

points of interval\ € [1, %}gﬁ], since from[(3L) we have the
following for A =1,

(1) =m(1) = (ap+B) — (a+ Bu) >0,  (69)

and for\ = 248 using [32), it follows,

Fig. 6. lllustration of functionr(\) for two possible cases

It is clear that), is the desirable root ofr2(\). Thus, we

at+Bp’ have,
aBuX>+(apt+B)X+1 1
S U o S R =R e (W W &7 7> e o e XYS7m o (1
a+ B a+ Bu a+ Bu T ) 2etBu)(aptB)—8afu—VA ¥ 1
2(a—Bu)? > VabE

Thus, notingr()\) is strictly decreasing function, it has one
root in the interval\ € [1, Z‘jr;ﬁ], where this root should
either reside in the region in which(\) = 71 (\) or 7(\) =

w2 (M) as respectively illustrated in Hig.6 (a) or Eig.6 (b). To

VIIlI. A PPENDIXIII
According to [4), we have,

determine which of these conditions is occurred, we should Var(yq) = Ps|w|?|hal?|he* + |w]?|ha* + 1
computer(A) at the point in which these curves meet each =1+ |w|?ha|>(1 + Ps|h,|?)

other, i.e., at the poinf* = 208uitaitl as jllustrated in

Figl@ H H =1+ aux . (79)

Similarly, usin , it follows,
208uX +ap+ B Y 90

2aﬁuX+a+Bu) Var(y.) = 1 + Bux . (80)
_ (ap+B—(a+Bp)(afuX? —1) Also, the cross covariance gf; andy. can be computed as,

2 X+ (a+
abu (+ Bu) Cov(ydq,y.) = F {(\/ P,hqwh,xs + hqwz, + zd)
This implies that for the cas& < ;ﬁ , ™ has negative

T =m(A\) =m(

(71)

value, hencer()\) can be represented as FEig.6 (a). Thus, the X (1 /P howh, s + howzy + ze)*]
root of 7(\) can be computed through setting(\) to zero
as follows, = (14 Py|h,|?) [w|*hah + ¢*

m(\) = (—aBpX? = (a + Bu) X — A+ . = pxhahe +¢7 . | (81)
ABuX? + (ap+AX +1=0, (72) Using [79), [8D) and(81)[{#3) can be written as,
o A\ 1+ e — afpPz® + | + 2R{pxhahfd}
which gives, LMMSE = L 1T
afuX? 4 (ap+ B)X +1 _ Lt (ot Bpa — |9 — 2R{pwhahid} 82)

A= . 73
YT aBuX?+ (a+ Bu)X +1 (73) 1+ fpa
IX. APPENDIX IV

We begin with the following definition,

Alternatively, Fig.6 (b) corresponds to the case that weshav

X > \/O}Tﬂ' Consequently, the root of(\) is derived by

settingm2 () to zero as follows, K. 2 Cov hawzr + 24
) ? hewzy + Ze
7_{_2()\): ()\(OZ‘FB,LL)_(OZH"'B)) —A4+1=0 7 (74) _ |W|2|hd|2+1 |W|2hdh2+¢* (83)
dafu(rz —1) w2hihe + 6 |wPlhe 241 ]
or equivalently, we have, We know that the following holds,
K,
(=B N2+ (Safu—2(a+Bu) (p+ B (au—B) =0, h(hawz, + zalhewsn + 20) = logy izl (ga)
(75) Var(hewz, + ze)
which has the following roots, where
K.|=1 —|o|? = 2R {xhqh’ P} | 85
\ 2(a+ﬂu)(aﬂ+ﬂ)—8aﬂﬂ—\/z (76) | | +(O¢+ﬁ)$ |¢| {CL‘ d e(b} ( )
i 2(a — Bu)? | and
A 2(or + Bp)(ap + B) — 8aBu + VA Var (hewz, + ze) = fr +1 . (86)
3 =

. 77
2(a — Bu)? (7) So, we arrive at[{46).



X. APPENDIXV
To prove [(5h), we use the following equality,
1+ ax 1—§+(a—ﬁ)u:v
ltapr = 1-L2 4 (a-B)
ap(a — B)a® + (a—B) (L +pa+1-2
ap(a — Bz + (a—B)(1+pa+1-2
(87)
Thus, we have,
1-8 —
il ol BW, (88)
Tfar  1-Z+4 (- A

which yields the equality of (85).
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