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Abstract—In this paper we propose a technique to blindly
synthesize the generator polynomial of BCH codes. The proped
technique involves finding Greatest Common Divisor (GCD)

among different codewords and block lengths. Based on this

combinatorial GCD calculation, correlation values are found. For
a valid block length, the iterative GCD calculation resultseither
into generator polynomial or some of its higher order multiples.
These higher order polynomials are factorized under module2
operation, and one of the resulting factors is always the gemrator
polynomial which further increases the correlation value. The
resulting correlation plot for different polynomials shows very
high values for correct block length and valid generator poyno-
mial. Knowing the valid block length and generator polynomail,
all other parameters including number of parity-check digits
(n — k), minimum distance d...» and error correcting capability
t are readily exposed.

Index Terms—GCD, blind estimation, generator polynomial,
correlation value.

|I. INTRODUCTION

In this paper, synthesis-by-analysis of BCH codes is pre-
sented. The proposed technique focuses on the parameter
estimation at channel coding layer in general and on BCH
codes in particular. In our work, the key parameter to be
estimated is the generator polynomial for a valid block tang
n. Knowing the valid block length and generator polynomial
g(X), all other parameters can be readily found and BCH
codes can be decoded without any prior knowledge of the
transmission side.

We assume that we have access to the eavesdropped BCH
encoded bitstream. This assumption is simulated by gengrat
test vectors for a range of BCH codes, k, t). For a specific
(n,k,t) code, the test vectors are passed to the proposed
algorithm and GCD is found for two codewords in first
iteration. The algorithm then steps through different kade
codewords in a combinatorial manner. For each combination
of codewords, the GCD value is used to find correlation for
different candidate polynomials. For valid block lengthdan
correct generator polynomial, this correlation accunadab
a very high value. For some pair of codewords the generator

Error control coding is mandatory to combat unavoidableolynomial is not exposed, however by factorizing the dietgc
random and burst errors in digital communication channglolynomial under modulo-2 operation, the desired generato
There exist various error control codes amongst which Boggelynomial is retrieved and the correlation value incredse
Chaudhuri-Hocquenghem (BCH) cyclic codes are very famotiter. Upon plotting the correlation values, the desirecegator
and widely used in digital communication channels. Thesmlynomial for valid block length is exposed very expligitl

codes are characterized by block lengthnumber of parity-

The proposed technique exploits the cyclic relationship

check digits(n—k) and minimum distancé,,;,. The generator between codewords of BCH codes. This technique works
polynomial of BCH codes is specified as Least Common Muperfectly for noiseless bitstream. However, it is equabyid/

tiple (LCM) of minimal polynomialsy; (X ) wherel < i < 2t,
t being error correcting capability of the code.

if there are certain errors in some of the codewords. Sinise th
is an analysis technique unlike realtime decoding, thectffe

In a problem of eavesdropping a communication channef, noisy codewords can be reduced by increasing the number
no prior knowledge is available except the eavesdroppeticodewords. The correlation value accumulates for irszda
bitstream. The source information is packed into a numbeumber of test vectors with very mild increase in processing
of different layers before sending it to the communicatioand hence the algorithm works for noisy bitstream as well.

channel. In this scenario, one has to blindly estimate diffe

This paper is organized as follows. In Section Il, we recall

parameters at each layer. Very few papers deal with thee principles of BCH code construction along with standard
problem of synthesis and reconstruction of error contrdleso procedure to generate test vectors. Section Il gives askér
from eavesdropped bitstreams. Rité [1] presented a tewbnig@bout GCD and Euclid’s algorithm following the detection of
to estimate the parameters of rat¢n convolutional code generator polynomial mathematics in Section IV. Simulatio
which was generalized by Filiol [2] for other rates as well aesults are shown in Section V.

for punctured convolutional codes. Burél [3] suggesteddli

estimation of encoder and interleaver characteristicedas
linear algebra theory. Barbierl[4] analyzed different taghes

to blindly recover the parameters of turbo-code encoder. In
2006, Cluzeau 5] introduced a version of Gallager algarith
with weighted parity-check equations to recover LDPC an

other block codes.

II. BCH CONSTRUCTION

Given any positive integemn (m > 3) and error correcting
capabilityt (+ < 2m~1), a BCH code can be generated with
tge following parameters:-

m—1

Block Length: n=2 ,


http://arxiv.org/abs/1210.7906v1

Minimum distance: Amin > 2t +1, ¢ Greatest Common Divisor: Iff is a common divisor of
Number of parity-check digitss — k < mit, b; and all other common divisors are less tharthend
. . is called the greatest common divisor (GCD) of the
The generator polynomialg(X) is the LCM of o ) o
$1(X), 2(X), - - - boe(X) - Euclid’s algorithm [[7] is very famous for fast GCD calcu-

1 y P2 ) s P2t . . . . . . i

lations. This algorithm is outlined as follows:-
9(X) = LOM{¢1(X), ¢2(X), - - -, p21(X)} (1) 1) Leta,b be two elements where > b.
2) Letr; take on initial valuer_; = a andry = b.
3) If r;_y # 0, then definer; usingr; o + ¢;ri—1 = 74,
wherer; < r;_1.

4) If r;, =0, thenr,_; = GCD(a,b), else goto step 3.
9(X) = LOM{1(X), 3(X),- -~ ¢2-1(X)}  (2)  In our work, Euclid’s algorithm over polynomials is used

Test vectors (encoding in systematic form) are generated y find GCD among different code polynomials. The code
following the standard encoding step$ [6] which are:- polynomials are passed to the algorithm in a combinatorial

. . . . ._manner to maximize the correlation value for desired genera
1) Pre-multiply,k information digits, message polynomial

with X" i.e. X" Fyu(X), polynomial
2) Calculate parity check polynomia(.X') from dividing

Xn=ky(X) by g(X). . . .
3) Appendb(X) with X™~*4(X) to obtain the code poly- For cyclic codes, every codeword in code spétés ob-

nomial v(X) = b(X) + X" Fyu(X). tained by polynomial multiplication of message and gererat

The above steps can be realized by a division circuit bas§,8 this algebraic structure can readily reveal the generato

on linear(n—k) stage shift register with feedback connectiong0!ynomial in code polynomials. For the sake of clarity, we

based ¥ h in Ei 1 prove the. following:- _
ased ory(X) as shown in Figurgl Proposition: The GCD polynomiald.(X) of any two code

polynomials from code spac€ contains generator polyno-
mial, g(X) as one of its factor.

Proof: Let GCD(M; (X ), m2(X)) = d,,(X)
where 1 < d,,(X) < min(m(X),my(X)) for any
ml(X),mQ(X) eM

Since every even power of primitive elemenhas the same
minimal polynomial as some preceding odd powenohence
(@) can be reduced to:-

IV. DETECTION OFGENERATORPOLYNOMIAL

By definition of cyclic codes, we havec;(X) =
5 Codeword ml(X)g(X) and C2 (X) = mQ(X)g(X)

Therefore
Fig. 1. Encoding circuit for arin, k) cyclic code with generator polynomial
g(X) =1+ g1 X +g2X2+-r-@+ )gn,k,lxnfkfl 1 xn—k GOD(c1(X), (X)) =GOD(M(X)g(X), ma(X)g(X))
) . o . _ =g(X).GCD(My(X),ma(X))
fOI'II;)r\l\(IaS.operatlon of the encoding circulit! [6] is described as — g(X).dy(X)
' = do(X)

1) Initially, the gate is turned on. Thé,information digits,
message polynomial(X) = uo+u X +---+up_ XF1 Hence the proof.
is fed to the circuit as well as transmitted into the
channel. Feeding theeinformation digits into the circuit ~ Corollary: If m;(X) and my(X) are co-prime, then
is equivalent to pre-multiplying,(X) by X"~ *. When GCD(m;(X), my(X)) = 1 then cd =g(X)
all k& information digits are shifted into the circuit, the For illustration purpose(7,4) cyclic code generated by

(n — k) digits in the register form the remainder. 9(X) =1+X +X? is chosen. Some of the message vectors,
2) The gate is then turned off, since the register no@Pde vectors and code polynomials are shown in Table I.
contains the desireth — k) parity check digits. Each code polynomial of cyclic code carry the shift relation

3) Selector is changed to the right position to send parigfip, imparted by (X), which can be exploited by calculating
check digits into the channel. Thege— k) parity check the GCD for any two code polynomial. Let two non-zero
digits along with% information digits form the cyclic noiseless dissimilar code polynomials(X') and vy(X) are

codeword in systematic form. transmitted. The received code polynomials are:-
. G C D ) =ul+al) ®3)
. GREATESTCOMMON DIVISOR ra(X) = va(X) + ea(X)

To have insight into the detection algorithm, some basic
definitions [7] are described as follows:-
« Common Divisor: An element: is a common divisor
of a collection of elements,, bs, - - -, b, if a divides all r1(X) = v1(X) @)
elements ob; for i = 1,2, - - -, n with remainder zero. ro(X) = v2(X)

Since code polynomials are assumed to be noise-free hence
e1(X) = e2(X) = 0 and [3) are reduced to:-



TABLE |

CODE POLYNOMIALS FOR (7,4)CYCLIC CODE

Message| Code Code

Vector Vector Polynomials
1000 | 1101000 | X3+ X + 1 = g(X)
1010 | 0011010| X° + X3 + X? = X?g(X)
0110 | 1000110| X° + X*+1=(X?+ X + 1g(X)
1110 | 0101110| X° + X*1+ X3+ X = (X? + X)g(X)
1001 | 0111001| XS+ X3+ X2+ X = (X° + X)g(X)
0111 | 0010111| X%+ X5+ X7+ X? = (X3 + X?)g(X)

Hence GCD exploited the cyclic shift relation between code-
words along with factorization (if needed) under modulo-2
operation to detect generator polynomial.

V. SIMULATION RESULTS

The algorithm is tested on a wide range (f, k,t) com-
binations of BCH codes. The code polynomials from the test
vector are stepped through the algorithm in a combinatorial
manner. The GCD of first code polynomial is calculated with
all other code polynomials in a descending order. Then GCD
of second code polynomial is calculated with all other code
polynomials in a descending order. This process is continue
till GCD calculation of last two candidate code polynomials

The GCD calculation on these noise-free code polynomidltie resulting polynomials are correlated and the cori@tati
results into detection of(X) either without factorization or value for the generator polynomial of test vectors is foumd t
with factorization under modulo-2 operation.

A. No Factorization for g(X)

Supposer; (X) = X2 + X% + X5 + X6 and (X)) =

be very high. For illustration purpose, fifty BCH codewords,
encoded by(31, k,t) parameter, are chosen. These code poly-
nomial are given to the algorithm for two different scenario

1+ X + X3 from Table[) are received . Division operationA. Known Block Length

will result in a(X) = ¢(X)b(X) + r(X), wherea(X) and
b(X) are first and second code polynomials respectivgly,)

In first case, by fixing the block length, first fifty code
polynomials are passed to the algorithm. The simulationligs

is the quotient polynomialk;(X) is the remainder polynomial for (31,26, 1), (31,21, 2), (31,16, 3) and (31,11, 5) codes are
and+ shows modulo-2 addition.

X2 X4 X+ X0 = X3 (1+ X+ X?)

Carry on with Euclid’s algorithm til(X) becomes zero.
X2+ X34+ X =X2(1+ X +X?)

Since r(X) is zero, hencg(X) = 1+ X + X3 is the
greatest common divisor ef (X) andre(X). Hence GCD of

+ (X2 4+ X3+ X5 =r(X)£0
N———’

+ 0 =r(X)=0

two code polynomials directly results inggd X).

B. Factorization for g(X)

Now supposer; (X) = X + X%+ X? + X6 andry(X) =
X2 4+ X*+ X° + X6 from Table[l are received. The GCD

calculation will proceed as follows:
X+X24+ X3+ X0 =1.(X%2+ X'+ X% 4+ XO)

+ (X + X3 + X* 4 X5)

=r(X)#0

Carry on with second iteration.
X2 X P+ XP+ X0 = X (X + X3+ X* + XP)

Sincer(X) is zero, hence(X) = X + X3 + X* + X°
is the greatest common divisor of (X) andry(X). At first

+ 0 =rX)=0
~

shown in Figurd R. In these figures, polynomial (octal form)
are plotted on horizontal axis and corresponding corafati
values are plotted on vertical axis.

In Figure[2{a, b, ¢ & d}, correlation values of 929, 987,
868 and 985 for polynomialg(X) = 45, p(X) = 3551,
p(X) = 107657 andp(X) = 5423325 are shown respectively.
Thesep(X) corresponds to generator polynomiglX). The
above correlation values correspond to fifty noiseless code
polynomials. This value depends on number of code poly-
nomials chosen and the noise present in code polynomials. In
case of noisy code polynomials, this value can be smaller and
it can possibly be increased by increasing the number of code
polynomials for GCD calculation. Correlation value fourmt f
p(X) = ¢g(X) in different simulations is reasonably high as
compared to all other polynomials.

1) Competitive Polynomial Analysis. The competitive cor-
relation values (Figurkl2(a)) for octal polynomials 157126
631, 373, 723, 1341, 1711, 1253, 2747 and 4331 can be 161,
33, 21, 17, 9, 5, 4, 3, 2 and 1 respectively. For illustrative
purpose only unique correlation values and corresponding
polynomials are chosen for analysis. If the chosen polyatsni
are factored under modulo-2 operation, they result into the
desired generator polynomial. This can be shown as follows:

p(X) = 157(oct)
=X04+ X0+ X3+ X2+ X +1
=(X+1)(X°+X2+1)
—_——

glance it looks very different fromg(X') but it can be reduced p(X) = 261(oct)
to g(X) by factorization under modulo-2 operation.

X+X34+ X+ X =(X3+X+1)(X2+X)
~—————

g(X)

=XT+ X5+ X441
= (X +1)?(X5+X2+1)
~————————

p(X) = 631(oct)



1100
1000 929
900
- 800
S 700
8 600
g 500
8 400
300
200 161
1oo~331—&%ﬁiﬂ—rﬁwww
0 n - -
LDF!I\\—I(V)(')(')I.UH\—!I‘(T)I“—Iﬁ\.h'l-llHUJ\‘Jqul‘J(‘)I\\—IodOH|\
NCEE TSN R S TSRS
! N M — N MNMTOANNN-N (")L{)HMOOONH
™ - N © NNNN
900
588
Generator Polynomial (Octal) N
(a) (31,26,1) BCH code
1100
1000
900 868
c 800
O 700
T 600
0 500
5 400
O 300 {190
200
I 10 71 32 0 ¢ Py a 12 PP 2
100 | o 961321t 1618132113
0 I | |
boomaNdNodONSFNWSAYoNCEHST OO
CERITTRBELITERIERE8 TS
odnrm@mO~NNT 4D IV NSO ONOO
SEQEEIdNIREIE888233383
N N~ 3\ - < 0 ©
— (Q. — % - ©
Generator Polyilofial (Octal)
(c) (31,16,3) BCH code
Fig. 2. Simulation results fof31, k,¢) BCH code.

=X+ X"+ X'+ X341
=(X3+X24+1) (X5 +X2+1)
~— ——
= 373(oct)
=X"+ X0+ X5+ X1+ X3+ X +1
= (X2 4+ X +1)(XP+X2+1)
~—
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(d) (31,11, 5) BCH code

p(X) = 2747 (oct)
=X0 4+ X8+ XT+ XO+ XP+ X2+ X +1

= (X + D)X+ X3+1) (X5 +X2+1)
~—_———

p(X) = 4331(oct)
=XM X7+ X0+ X+ X341

=(X4HDX°+ X+ X3+ X +1) (X5 + X2 +1)
~—_— ———

Although ¢(X) 4100200401(oct) seems to be very
complicated but it gets factored and one part is again the
desired polynomial.

p(X) = 4100200401 (oct)
:X29+X24+X16+X8+1
= (X2 + X"+ X%+ X5+ 1)
(XP+ X"+ X+ X5+ X4+ X3 +1)
(X5 +X2+1) = g(X)
(XP+X%2+1)
2) Correlation for Incorrect block length: If the block
length is incorrect, a very intuitive correlation trend che

seen. It is obvious tha#(X) = 1(oct) = 1 is a factor of
every higher order polynomial, so its correlation value has



to be higher than all other polynomials. Similarly irrednlei in a combinatorial manner and finds the corresponding maxi-
polynomials(1+X), (1+X?), (14+X + X?) etc can be factors mum correlation. It takes into account two possible scesari
of some higher order polynomials and hence they will shoaf known and unknown prior knowledge of block length. The
higher correlation values as compared to other candidBbés. simulation results show that the correlation for the naissl
trend can be seen in Figuré 3. code polynomials is very high as compared to other candidate
polynomials which are in fact not the competitive polynolsia

1000 1862 but they are some higher order multiples of generator paelyno
1 mial. These high order multiples can be reduced to generator
2 100 polynomial by factorization under modulo-2 operations.
<] . . .
I 44 > In simulation, only noiseless codewords are used, however
< - N 18 intuitively it can work on noisy codewords as well. The only
T 10 9 Ay\ 8 /] 6 minute difference will be reduction in a correlation valuged
g 34 to noise effects. This reduction in correlation value can be
S | | | I . 1/i/l/l/|\1 taken care of by passing large number of codewords to the
1 | algorithm.
R SR RN ARV R g e B AR S RN R R
JN QNS ® 8
Q REFERENCES
Generator Polynomial (Octal) [1] B. Rice., “Determining the parameters of a rate 1/n cdutional encoder
_ ) ) over GF(q),” inProc. Third International Conference on Finite Fields and
Fig. 3. Correlation trend for incorrect block length Applications, 1995.

E. Filiol., “Reconstruction of convolutional encodesser GF(q),” inM.

Darnell, editor, Proc. 6th IMA Conference on Cryptography and Coding,

number 1355 in Lecture Notes in Computer Science.  Springer Verlag,
1997, pp. 100-110.

G. Burel and R. Gautier, “Blind estimation of encoder anterleaver
characteristics in a non cooperative context,” Bnoc. |ASTED In-

ternational Conference on Communications, Internet and Information

Technology. Citeseer, November, 17-19 2003, pp. 17-19.

J. Barbier, “Reconstruction of turbo-code encodersy” Rroc. SPIE

Security and Defense, Space Communication Technologies Symposium,

vol. 5819, March 28-31 2005, pp. 463—-473.

M. Cluzeau, “Block code reconstruction using iteratilecoding tech-

(2]

B. Unknown Block Length

The second scenario is simulated §0X ) = X°+ X241 =
45(oct) with a block length of 31. The algorithm is run by
varying the block length for a range of values eng= 25 to
50. Here maximum correlation (close to the desired polyngi]
mial) is found forg(X) = 1 as compliant to correlation trend

(3]

shown in Figurd 3. It is obvious that X) = 1 cannot be a [
generator polynomial of binary primitive BCH code as it does
not meetn — k < mt criterion. In Figurd#, correlation value [6]
bar is plotted along with corresponding polynomial bar. ¢def”]
the polynomial bar is invisible for incorrect block lengths
however polynomial bar along with corresponding correfati
bar is high enough to show that the correct block length is 31
with a generator polynomial(X) = X°+ X2+ 1 = 45(oct).

| Desired Generator 45 (Oct) is obvious amongst all bér polynomials. |

1000 B3 %08, 929 040 S0BCBOL 8530t 875 548, T, 704 o

=
o
o

Correlation (logy)
=
o

B I B I LLEpppRpEafrr)2

252627282930313233343536373839404142434445464748495
Block Lengthn

Fig. 4. Correlation results for variable block length

VI. CONCLUSION

The proposed algorithm exploits the cyclic relationship
between code polynomials of BCH codes. It calculates gseate
common divisor between different received code polynasnial

niques,” in2006 |EEE International Symposium on Information Theory,
2006, pp. 2269-2273.

S. Lin et al., Error Control Coding. Prentice Hall, USA, 2004.

S. B. Wicker, ERROR CONTROL SYSTEMS for Digital Communication
and Sorage. Prentice Hall, USA, 1995.



	I Introduction
	II BCH construction
	III Greatest Common Divisor
	IV Detection of Generator Polynomial
	IV-A No Factorization for g(X)
	IV-B Factorization for g(X)

	V Simulation Results
	V-A Known Block Length
	V-A1 Competitive Polynomial Analysis
	V-A2 Correlation for Incorrect block length

	V-B Unknown Block Length

	VI Conclusion
	References

