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Abstract—We propose embedding executable code fragmentsare given out on an as-needed basis. Capabilities have been

in cryptographically protected capabilities to enable flexble dis-
cretionary access control in cloud-like computing infrastuctures.
We are developing this as part of a sports analytics applican
that runs on a federation of public and enterprise clouds. Tl
capability mechanism is implemented completely in user sp.
Using a novel combination of X.509 certificates and Javscrip
code, the capabilities support restricted delegation, cdimement,

used in a variety of systems. The instantiation of capadslit
that we propose is novel in a variety of ways:

« the capabilities contain embedded code that allow fine-

grained control over restricted delegation. In other wprds
the set of rights that can be delegated is not predefined
as in most capability-based systems but can be evolved

revocation, and rights amplification for secure abstractia. .
as needed;

to support secure abstraction, the proposed capabilities
support rights amplification;

no special trusted language, trusted operating system
kernel, or other trusted infrastructure is required—the

capabilities are managed completely in user space using
public key cryptographic techniques;

. INTRODUCTION *

The predominant way of providing discretionary access,
control in the cloud is through a combination of authentica-
tion and access control lists. But such mechanisms are not
without problems. People and even entire companies end up

with accounts in many different places. While single-signo . even though managed in user space, transfer of capabil-
mechanisms exist, they are adopted sparingly. To deal with ities is implicitly mediated so that confinement can be

their many accounts, people often use the same user name gypported;

and password everywhere, or variations on a password thaf 5 directory service provides a secure way for users

are easy to generate.g, “mypwd4amazon”), but also easy  to manage their capabilities, and to delegate restricted
to reverse engineer. A malicious administrator at one site ¢ capabilities to other users.

then access accounts of users at other sites. We call these capabilities “code capabilities” avdecapgor
This problem with access control list became apparent whilg .+
developing Muithu[[9], a sports analytics application thats
on a federation of public and enterprise clouds. A wealth of Il. SECUREABSTRACTION
performance data is being collected in real-time by teams,Notational Analyticshas become a competitive advantage
sports media, and spectators. Careful analysis of such ditamany elite sport coaches resulting in an emerging sport
is a crucial part of competitive sports. Much of the data isnalytics industry. Example data include physical vagalf
private and highly sensitive; this includes medical parfance individual athletes like speed, distance covered, agiithergy
data, internal individual performance evaluations, anmirei consumption, and muscle force. Such objective physical idat
training strategies. acquired using body-area sensors and from vision algosithm
An important part of Muithu is abstraction. Raw data fronparsing video feeds. Additional data is added by expert ana-
various sources are processed and made available in anolysts like whether a soccer pass was successful or not and how
form, so that multiple layers of abstraction can be devalopewnell a team is performing. Major team sports like baseball,
With access control lists, each layer would need to habasketball, and soccer are avid users of such analytiosmgst
accounts with the lower layers, and also keep track of adsoun In close collaboration with a Norwegian major-league soc-
of its own users and manage who is allowed to access whiofr club, we developed Muithu, a cloud-based notational
data. Much of the complexity then revolves around secureipalytics system for recording and analyzing soccer team
managing user accounts and correctly configuring the accessformance data. A key requirement for Muithu was the
control lists. Access control lists make it difficult to m&im ability to externalize collected data to third parties that
fine grained control over distribution and access of data. instance, specialize in complex sports analytics. Als@camt
The mechanism we propose here does not require d@rend is to publish performance data on social media and
thenticating any users because authorization is done ghrounore traditional broadcasting channels. A new generation
capabilities Capabilities are unforgeable digital tokens thatf sport viewers familiar with social networks and micro-
can be passed around, and possession of a capability grétgs tend to prefer this type of information while watching
specific rights to services independent of who the possessport events. For instance, during the last European soccer
is. Consistent with the Principle of Least Privilege, cafittds championship in June 2012, major broadcasters distributed
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real-time performance data on social media platforms and Aggregated team data

traditional television broadcasts while games unfoldeldis T P
included statistics about successful passes, number pérr ' - P .aggrData(o,C,) I u I
attempted shots on goal, meters covered by individual ptaye
and the like. Obviously, there are strong security constsai l
related to athlete and team performance data. In particular Performance statistic
medical related information like heart-rate and injuries a P C, = amplify(C,,P .key) \/\/\j\/\/
highly personal and cannot be made public. ! P .playerData(o,C))

The architecture of Muithu is designed to simplify the devel
opment of new sports analytics applications while obseyvin l l
security requirements from the ground up. One can thinEo verify(o,C,) b Raw sensor data
of Muithu as consisting of layers of abstraction. Each layer
implements its own services and supports operations throug Fig. 1. Muithu data layering example

a remote procedure call mechanism. Access to data is mddiate
through codecaps. Services are run by principals; clidras t
access services are principals as well. In general, abstraction often involves more than one object

The base-layer of Muithu consist of captured notationahd consequently more than one codecap. When a client
data, video feeds, and sensor data that are pushed to eegliests an object, it obtains both a library for the objed a
stored on an enterprise cloud platform through a REST ARhe collection of codecaps that the library needs to acdess t
This set of data, hosted by the base-layer principal is underlying data for the objects. Only clients need to keapkir
represented as a set of data objects that can be accesdembdecaps, as rights amplification allows the lower layers
through a simple interface. Such data objects may, formesta reconstruct them as necessary. This much simplifies bgildin
correspond to raw sensor data of individual players in tlsecure cloud services compared to one based on accesd contro
team, and might be updated as new data about that plaljgts in which user accounts must be managed and credentials
becomes available. Additional layers are then added asatize dfor lower layers must be stored.
is being processed _and tagged. Some layers haye S|g_n|f|cant . CODE CAPABILITIES
cloud resources available, but others work more like afibra ) ) _
executed by their clients, often using JavaScript in thevees. "€ implementation of codecaps is based on standard cer-
The cloud resources of such layers are only accessed whentiffgate chains. Each principd! is identified by its public key
library cannot handle requests itself. P.pubkey and has a co_rrespondmg pnvate.kB_;privkey

As an example, consider the situation where a team codbgt it keeps carefully hidden from other principals. In erd
P, wants to provide up-to-date information about each p|ayg}r a client to execute a request as some service, the client
objecto to the local supporter clul. However, P, has no Needs a codecap for the request. o .
interest in running a large web site to share this informmatio A codecapc,, is a pair (i, k,) consisting of aheritage
Instead,P; can obtain a codecap from P, for o and giveP, and aprivate key The heritage, is a chain of public key
a library and a delegated codecapfor o. When P invokes certlflca_tes_[Cl i Co i ... 2 Cy] corresponding to a chain of
the library, the library can use to access the current versiorf? + 1 Principals /... P,. (The operator: denotes list concate-
of o directly from P, and generate the derived objeétusing nation.) In this casely has delegated certain rights £, P,
the client’s computational resources. Coderinensures that Nas delegated rights 8, ..., andP, -, has delegated rights
P, can only access those partscofhat P; allows it to access. © Fn- CertificateC; is signed byk; 1 = Pi—1.privkey. ky,

Now suppose that there are certain proprietary operatidfsthe private key off,. Codecapc,, is owned by principal
ono that P; does not want to distribute in the library itself or’» @nd gives access rights to services provided by principal
using parts of the data inthat P; does not wan, to access Py. However, Py doe_s not have access control lists, dpes_not
directly. For instance, might not want to give access toneed to know anything about,, and only needs to maintain
detailed heart-rate information, but instead provide agess [t Private keyko. _ _ _
to aggregated values. In that case the library can accesses Bach certificate; is a collection ofattributessigned by a
service run byP; to execute the operation using codecap private key. An attribute is a pair consisting of a name and
as illustrated in FigurEl1P;, cannot use:, directly to access & value. We denote by’;.attr the value of the attribute
o because it does not have the corresponding private key dlgned attr” in certificate C;. Each certificate”; has at least
because it does not give the necessary access rights. Howd(} following attributes:
as we shall seeP; can reconstruct; from ¢, and pair the ¢ Ci.pubkey: containsP;.pubkey;
resulting code cap with its own private key to obtain theecrr ¢ Ci.rights: contains a boolean function that takes a
access credentials to This is a case afights amplification a request as argument and retumsue iff the function
necessary ingredient of secure abstraction. It is not sacgs allows the request.
for P, to keep around all the intermediate codecaps, whitlote that the validity of a heritage can be checked by anybody
would be inconvenient and waste computing resources. who knows Py.pubkey, and that the private ke¥, in the



codecap is the private key corresponding to the last cextifica client and a service is usually over SSL, eliminating this
C,, on the heritage. A request is itself a certificate, signed lmpncern.
kn, = P,.privkey. In some sense the request is appended toThere are two ways in which a codecap can be created.
the end of the heritage as a certificalg, as if delegated. The first is from scratch, when a new service is offered or
The attributes in the request describe the request typetandai new client is added. The second is by (possibly restricted)
various parameters. Princip&) will execute the request only delegation, in which case a client communicates one of its
if heritagenh,, is valid, the request’s signature can be verifiedodecaps to another principal. Note that only heritages of
and if C;.rights(r) holds for alli in 1...n. codecaps are communicated between principals—the ratipie

Principal P, determines the programming language in whicbf the heritage of a new codecap has to complete the codecap
the rights functions are expressed. The language can be Veyypairing it with its private key.
simple. For example, a file service might have a language that\e illustrate here howconfinementcan be achieved. A
consists of only three programs: “R”, “W”, and “RW". Whenprincipal P, can create a codecap fd?,,; so thatP,
the program “R” is applied to an update operation, it ev@satcannot delegate rights of that codecap to other principals
to false. without revealing its private key to those principals. THea

We intend the language to be Turing-complete and te that the rights function in certificat€,,; has the ability
provide powerful library functions, such as JavaScriptr Fao test if it is the rights function of the last certificate imet
example, say that a file service only provides “read” ariteritage of the codecap, returnifgilse if not. If P,; is
“write” operations and we want to create a codecap that caulty it can share its private key with other principalst this
“‘increment” an integer that is stored in the file. The cliendoes not extend the damage from having delegateR, to
would first read the file and then write back the incrementéul the first place.
value. The rights function in the codecap would check that\when confined, a principaP, that wants to delegate to a
the value that is to be written is an integer that is one highgfincipal P, must ask one of the principals on the heritage
than the integer stored in the file. Rights functions may algg the codecap to generate a codecapM)r In the limit, a
be able to read the clock on the server. This can be usedstgvice may choose to confine all its codecaps and thus be
implement expiration times on codecaps, or, for example, figvolved whenever delegation takes place.
specify that an operation is only allowed during daytime.

It is important that such rights functions cannot have ex- V. CODECAP DIRECTORIES
ternal effects (such as writing files or sending messages) an
that the functions have finite running times. They must be Clients and services may end up owning many codecaps. Al
carefully sandboxed; loops and recursion may be disallowe@decaps of a principal have the same private key, which the

and running times may be limited by a timer. principal has to maintain securely. To simplify management
of all the heritages and delegation, we are developing a
IV. USING CODECAPS distributed directory service. Directories are objectst tmap

string names to codecaps. However, different from ordinary
directory services, a “lookup” operation is a restricteteda-
tion: the directory service delegates its rights to itsrdlie

A directory has rows and columns. Both rows and columns
have names. There are no two rows with the same name, and
« m.request: a certificate that described the requestegh two columns with the same name. The first column is called

To illustrate how codecaps are used, suppose a clgnt
has a codecap, for a service provided by, and wantsF,
to execute a request To do so, clientP,, sends a message
m to P, that contains the following attributes:

operation and is signed bf,.privkey; “name” and contains the name of the row. The second column
« m.heritage: containshy,, the heritage of the codecapis called “cap” and contains the heritage of a codecap in each
needed to execute the request. row. The remaining columns contain rights functions. Each

Upon receipt of a message:, P, verifies the her- such columnis called group Directories support an operation
itage, and verifies the signature on the request certificdtdmod” by which rights functions in the group columns may
using C,.pubkey. P, then checks that all rights func-be updated. The execution of the chmod operation itself is
tions C;.rights(m.request) return true. For exam- restricted by rights expressed in the directory codecap.

ple, a rights function might express.request.type = A directory codecap gives access to one or more groups
READ A m.request.offset > 256. If verified, P, exe- within a directory. Given a directory codecdp, the operation
cutesm.request and returns the result to clied,. lookug(dc, name group) first finds the row for the givename

Note that an eavesdropper on the network may intercdptthe row it retrieves a heritage, in the “cap” column and
the request message and obtain the heritage of the codetiag@rights functionr in the given group. The directory service
However, without the corresponding private key, the eavethen delegates its rights given by, by appending a new
dropper will not be able to sign new requests with it. Theeritageh, 1 using R and signed by the private key of the
eavesdropper can replay the request—it is thus important tdirectory service. The directory service then returns dsilt
either the service is capable of eliminating duplicateshat t to the client, which uses,,.; and its private key to construct
requests are idempotent. In practice, communication ketwea codecap.



Since directories are objects themselves, they may be and consequently has security disadvantages compareé to th
ganized in any arbitrary directed graph structure (it dossimple scheme of revoking all outstanding codecaps. Whethe
not have to be a tree and can contain cycles). A user thienuse one scheme or another can be determined by each
needs to hold only one codecap, that of its “home directoryépplication individually.

Given the codecap of its home directory, all objects realehab A weakness of codecaps compared to access control lists
from that directory, subject to the restrictions specifiedhie is that there is no way to review which principals have rights
rights functions, are accessible to the user. Note thatribis to a service[[6]. One option is for a service to confine all
necessary that all directories are serviced by the sameqalhysits codecaps so it is involved in and can keep track of all
server. In a large scale system there may be many directdsiegation.

servers in different geographical locations.

We do not run public directory services, however, as this VII. OBJECTLIFETIMES
would be tantamount to simulating access control listsgusin So far we have only considered operations on objects (and
codecaps. Directories are privately owned by principald agervices) that already exist. We now turn to how objects are
run by those principals to keep track of their own codecapsgeated at a service run by some principal and how such
and to help with delegating codecaps to other users. objects can be garbage collected when there are no more

The directory service library supports path names of thritstanding references (codecaps) to those objects. Atclie
form “/a/b/c”. The library maintains two directories: that typically needs a codecap witactory rightsin order to create
the home directory and that of the working directory. Pathew objects. For example, a directory server may distribute
names that start with “/" are evaluated relative to the hom@decaps with factory rights that can be used to create new
directory while other path names are evaluated relativédo tdirectories. For convenience, codecaps for factory objecty
working directory. Initially the home directory and the Wworg be available in special “yellow pages” directories that are
directory are the same. A library “chdir’ method updates theferenced by well-known codecaps.
working directory. When principal P, receives a “create” request from a
principal P;, it checks to make sure tha?, has factory
rights. If so,P, creates a new object and a corresponding new

The “chmod” operation (as well as the “remove” operatioreritageh, containing a certificat€’; that specifies the rights
on directories provide a means to do selective revocatiafat P, gets on the object. Servicg, then sends heritage,
preventing users from obtaining codecaps. However, cqecgo P;, which adds its private key in order to obtain a codecap
that have already been distributed remain valid. Variougswac, for the object.
have been proposed to revoke outstanding capabilities. (FOThe dual of creation is garbage collection, a difficult prob-
an early approach, seé [11].) One is to associate versief in distributed object systems as it is hard to identify
numbers with objects [7]. A codecap would be for a versioghich objects are no longer reachable. We present a partial
of the object, and certificat€’; would contain the version splution here. The idea is that every object has a “primary
number the codecap refers to. When a service wants Jiig” consisting of a directory codecap and a name. If there
invalidate outstanding codecaps on one of its objectsmpli is a codecap for the object stored in the corresponding row of
increments the version number of the object. (This tecl®iqthe directory, then the object persists. If not, then theealbj
may also be used for key rotation or dealing with lost privaig eventually destroyed. (An object may optionally support
keys.) multiple primary links.)

This only works for the raw objects. If an intermediate To implement this, the service that provides the object
service wants to revoke delegated codecaps, it must ask pegiodically checks the object's primary link to see if iillst
provider of the raw object to increment the version numbsgjoints to the object. If so (or if directory is unavailable),
Selective revocation can be supported with this scheme fpen the object persists. Otherwise, the object serviceajess
having multiple version numbers per object, that is, on@e object. If a directory service is discontinued, thenrgéhe
version number for each group of principals. Alternativelynay be a set of objects that have dangling primary links.
services can build expiration times into the rights funusio Those primary links are stored in “lost+found” directories

of codecaps as described above. Clients should think of sughese directories are checked and cleaned up manually by
codecaps as “soft references” that may at any time becog® administrator.

invalid. Those clients should be prepared to acquire new
codecaps when necessary. VIIl. | MPLEMENTATION

Another revocation technique exploits indirection. Areint  our prototype implementation of codecap authorization is
mediate service, instead of passing out delegated codecgRged on standard X.509 certificatés [3] using the widely
could generate fresh codecaps and act as a proxy to fiypted OpenS@Llibrary and tools. The X.509 standard
service that provides the raw objects. Such a scheme alf@ines several standard fields in certificates includinggest

supports selective revocation in which only a subset ohtdie name, an issuer name, and validity dates. It enables us to
are affected. This proxy scheme complicates the interneedia

service (in a similar way as maintaining access contraod)list http:/iwww.openssl.org

VI. REVOCATION



. . ._ var allow = heritage[idx].get_subject () .CN;
make use of RSA, DSA, and ECC, with varying key sizes: (request.uri == allow) 1; else 0;

and parameters. We use established best practices. Geetfic
can be either self-signed, in which case a PKIl is not required

. Fig. 2. A simple JavaScript based rights function
or signed by a common trusted CA.

A codecap heritage is implemented as list of concate-

nated X.509 proxy certificates as defined in the RFC-3820We have enhanced the Twisted-Pythereb-server module
standard [[13]. This standard defines the proxyCertinfo ca¥ith codecap-based authorization. To transfer the hezjtag
tificate extension containing three fields: path length,- pa#xtended the commonly used HTTP authentication mechanism
icy language, and policy. The path lengthpLength is With a codecap credential method. The client authenticates
used to restrict the length a heritage and can be usedit&glf by setting the header field:

implement confinement. The policy field holds our rights
functionsC.rights (expressed in JavaScript), and the policy
languageC.pLanguage is set toanyLanguage to indicate Where <heritage> is the list of PEM encoded X.509
application-specific policies. certificates. If the header is not provided or the heritagesdo

o . . . . . ..not validate correctly the server returns a “401 Unautteatiz
Certificate size varies with key size, signature algorithm . )
fror code and includes the header:

and with the size of the information used to identify subjece[
and issuer. A certificate may also contain extensions wittWWww-Authenticate: Codecaps realm=<sub>
varlaplg content "?”gth- A typlcal PEM encoded Certlﬁ?"’u\f(\e/here <sub> corresponds taP.subject and is used by
combining 2048-bit RSA public key with SHA-1 and with . . :

) . ) . e . the client to identify the correct codecap to use. If the same
common extensions like subject key identifier, authority kecodeca is used to authorize multiole requests. the seraer m
identifier, and usage constraints, will be about 1.2KB. la t p b q ' i

more compact DER binary representation, the same cerﬂ'fica‘?mporar'ly s?ore the provided heritage and use a cliafé-si
is 0.86KB. session cookie to decrease network overhead.

To evaluate the rights function we use the Firefox Spi-
Currently we do all communication over SSL, since iflerMonkefi JavaScript engine. When executed, the script is
is widely adopted on the Internet for server authenticatiqhitialized with the following context:
using X.509 certificates. By requiring that the optionaénti « heritage— a list of X.509 certificate objects:
authentication step of the SSL handshake is run, both end; 4y _ “the position in the heritage list of the certificate
points will mutually authenticate themselves to each offiee currently being evaluated: and
protocol also provides us with transport level encryption. « request— the client request.

After establishing the mutually authenticated SSL connegigure[2 shows a simple rights function that matches the URI

tion and having received the server certificatg, the client of the client's request with any path restrictions encoded i
can check that it is connected to the right service. The tlieghe common name field of the certificate.

is free to reject certificates that do not conform to adddaion

Authentication: Codecaps <heritage>

constraints like a valid expiration date or set usage aréas. IX. RELATED WORK
the client accepts the connection, it will transmit the tag@  Dennis and Van Horri [4] first used the term “capability” for
in combination with its intended request. an unforgeable access token. Many capability-based sgstem

Although SSL supports transmission of more than orft8ve been built, but they usually rely on a trusted runtime
certificate from the server to the clients during the hankisha &nVironment in order to prevent forging of capabilities aod
its intended use is to inform the client about trusted CAs| afediate communication of capabilities. Chaum [2] prestTés
there is no facility for transferring extra certificatesrfrahe  firSt cryptographic approach to capabilities that does raken
client to the server. Therefore, a codecap containing plalti SUCh an assumption. The Livermore Network Communication
certificates cannot be transferred and validated duringgie System[[5] and the Amoeba distributed operating sysiem [10]

handshake and codecaps must be validated separately. adopted and improved on this approachl/[12]. Amoeba also
contained a directory service for capabilities. Howevechs

capabilities cannot be confined in any way and rights that can
be delegated are predefined. Codecaps build on this work, but
supports fine-grained rights delegation through embedddd c
and supports confinement by embedding a private key in each
codecap.

The capability mechanism proposed by Harnik et [al. [8]
uses keyed cryptographic hashes in a way similar to Amoeba
and supports delegation by chaining hashes. Each entryeon th

Having received the client certificaté., the heritageh,,,
and the request, the server will check that:

e C.public = C..public (to ensure that the client is
correctly authenticated);

o« fori=1,...,n—1, C;.subject = C;jy1.issuer (t0
ensure that the heritage is correctly chained);

e fori=1,...,n—1, C;.pLength > C;;1.pLength >
0 (sanity check);

« the signature of each certificate verifies with the issuer'szpgip /iwistedmatrix.corn
public key. Zhttps://developer.mozilla.org/en/SpiderMonkey
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chain can contain regular expressions to express whiclisrigf11] D.D. Redell. Naming and Protection in Extendible Operating Systems
are being delegated. The mechanism is less expensive than oy PhD thesis, MIT, Cambridge, Massachusetts, November 1974.

. . . 12] A.S. Tanenbaum, S.J. Mullender, and R. van RenessengUsparse
approach, but does not support ”ghts ampl|f|cat|on and@anﬁ capabilities in a distributed operating system.6th International Con-

be used for secure abstraction. The MyProxy service [1] uses ference on Distributed Computing Systemages 558-563, Cambridge,
X.509 proxy certificates to delegate credentials, but ldeks Massachusetts, May 1986.

fe . . ; . . [13] S. Tuecke, V. Welch, D. Engert, L. Pearlman, and M. Theamp Internet
cilities for 'nCIUdmg and evaluatlng Complex ”ghts fuincts. X.509 public key infrastructure (PKI) proxy certificate fite. Requect

Amazon Web Services and Microsoft Azure support for Comments (RFC) 3820, Network Working Group, June 2004.
capability-like URLs for use in the cloud, which contain
a query, an expiration time, and a signature. The query is
similar to the embedded code of rights functions in codecaps
However, the URLs cannot be confined or be delegated in a
restricted manner, and the mechanisms do not support rights
amplification.

X. CONCLUSION

We have proposed codecaps as a flexible way of providing
discretionary access control in the cloud. We are devetppin
this as part of a sports analytics application that runs on a
federated cloud environment. Codecaps are essentialliji-cer
cate chains corresponding to the chain of delegation, bsit ha
the novel property that they may contain boolean JavaScript
function that checks whether a requested operation is atlow

Using codecaps, we have demonstrated how it is possible
to do fine-grained rights delegation, confinement, and sight
amplication as needed for secure abstraction layers. We hav
also shown various solutions to revocation. Users can @iaint
codecaps and facilitate their delegation using codecagr-dir
tories.

We have not yet finished the implementation of our codecap-
based access control infrastructure, but soon hope tormrese
experiential data on its effectiveness.
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