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Abstract—We introduce an automated parameterized verifi- @ better abstractioh’(I). For abstraction to work in practice,
cation method for fault-tolerant distributed algorithms (FTDA). it is crucial that the abstract domain from whidhand k' are
FTDAs are parameterized by both the number of processes and -hqsen is tailored to the problem class and possibly thei-spec

the assumed maximum number of Byzantine faulty processes.tA ficati Abstraction thus | i_decisi d h
the center of our technique is a parametric interval abstragion ICation. Absfraction thus IS a semi-decision procedureseno

(PIA) where the interval boundaries are arithmetic expressons ~Usefulness has to be demonstrated by practical examples.
over parameters. Using PIA for both data abstraction and a (i) An orthogonal modeling and verification problem is
new form of counter abstraction, we reduce the parameterize parameterization: Many software and hardware artifacts ar

problem to finite-state model checking. We demonstrate the I db infini | f Je
practical feasibility of our method by verifying several variants naturally represented by an Infinite class of structukes=

of the well-known distributed algorithm by Srikanth and Toueg. {K1, K2, ...} rather than a single structure. Thus, the verifi-
Our semi-decision procedures are complemented and motivatl  cation question i¥iK; = ¢, wherei is called the parameter.

by an undecidability proof for FTDA verification which holds  |n the most important examples of this class, the parameter
even in the absence of interprocess communication. To the §& ; is gianding for the number of replications of a concurrent
of our knowledge, this is the first paper to achieve parametezed . L
automated verification of Byzantine FTDA. component, e.g., the number of processes in a distributed
algorithm, or the number of caches in a cache coherence
. INTRODUCTION protocol. It is easy to see that even in the absence of con-
currency, parameterized model checking is undecidable [5]

If’ararr;gte:\l/lzeg ll\écr)]delk_Checkmgn Its 05'9'_”?]' ]ffc_)r_mula— more interestingly, undecidability even holds for netwsod
tion [16], Mode ecking was concerne W.'t € 'C_'?nt Pr%onstant size processes arranged in a ring with a singlentoke
cedures for the evaluation of a temporal logic specification

finite Krink i decisi d for communication[[51], [[26]. Although several approaches
over a finite Kripke structurek,, 1.e., decision proceduresy oo peen made to identify decidable classes for pararmederi

for K = ¢. Since K can be extremely large, a multitude g iiaiion [26], [24], [54], no decidable formalism haseoe
of logic-based algorithmic methods including symbolicifer ¢, \n4 \which covers a reasonably large class of interesting

cation [43]’. 18] and predicate abstraction[32] were depehb problems. The diversity of problem domains for paramesetiz
to make this decidable problem tractable for practical ieppl verification and the difficulty of the problem gave rise to

tionds.ll_:initfe-statlt_a mofdels a:cre, howe\:jerr; n(()jt alwafys anuateq many approaches including regular model checking [2] and
modeling formalism for software and hardware: abstraction [[45],[[15] —the method discussed in this paper.

(i) Infinite-state models. Many programs an.d algorithmﬁ‘ ain, the challenge in abstraction is to find an abstraction
are most naturally modeled by unbounded variables suchha( ) such thath(K) = ¢ implies K, = o for all i

integers, lists, stacks etc. Modern model checkers arggusin
predicate abstraction [32] in combination with SMT solver
to reduce an infinite-state modeto a finite state model(I)
that is amenable to finite state model checking. The constrﬁ
tion of h assures soundness, i.e., for a given specificati . )
logic such asACTL", we can assure by construction thal e system, e.g.,‘cach‘e directories, shared memory, dremat
h(I) = ¢ implies I = ¢. The major drawback of abstractionPT0C€SSeS etc[ [BI]LBS]| [‘.44]’ [15].' Most of the work on
is incompleteness: ifi(I) ~ ¢ then it does in general not param(_eterlzed nj'odel checking considers iny safety. Nimtab
follow that T b ¢. (Note thatACTL" is not closed un- exceptions are [37]_[45] where several notions of fairress

der negation.) Counterexample-guided abstraction refimemconsidered in the context of abstraction to verify liveness

(CEGAR) [14], [7] addresses this problem by an adaptiault-tolerant Distributed Algorithmsin this paper, we are
procedure, which analyzes the abstract counterexample ffdressing the problem of parameterized verification oft-fau
h(I) [~ ¢ onh(I) to find a concrete counterexample or obtaifplerant distributed algorithms (FTDA). This work is paft o
_ _ _ an interdisciplinary effort by the authors to develop a tool
Supported in part by the Austrian National Research Netv@&rk403-N23 basis for th t ted ificati d. in the |
(RISE) of the Austrian Science Fund (FWF), and by the Vieno@rg&e and asis 1or the automated veriication, and, In ) € long run,
Technology Fund (WWTF) grant PROSEED. deployment of FTDAs[[36],[[38]. FTDAs constitute a core

Most previous research on parameterized model checking
ocused on concurrent systems with-c processes wheneis
Ee parameter andis aconstantn of the processes aiden-
'<n‘al copies;c processes represent the non-replicated part of
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topic of the distributed algorithms community with a richconducted experiments on several FTDAs. Our experiments
body of results([41],[[6]. FTDAs are more difficult than theshowed the need for abstraction refinement to deal with spuri
standard setting of parameterized model checking becauseus counterexamples [14]. We encountered spurious balsavio
certain numbet of then processes can be faultin the case that are due to parameterized abstraction and fairness; thi
of e.g. Byzantine faults, this means that the faulty proegssequired novel refinement techniques, which we also disouss
can send messages in an unrestricted manner. Importdugly,this paper. In addition to refinement of PIA counter abstoact
upper bound for the faulty processes is also a parameter, amchich is automated in a loop using a model checker and
is essentially a fraction af. The relationship betweenandn an SMT solver, we are also exploiting simple user-provided
is given by aresilience conditione.g.,n > 3t. Thus, one has invariant candidates to refine the abstraction similar t® th
to reason about all systems with- f non-faulty andf faulty CMP method[[44],[[52].
processes, wherg < ¢ andn > 3t. Thus, we are able to verify several variants of the
From a more operational viewpoint, FTDAs typically conwell-known distributed broadcast algorithm by Srikanttdan
sist of multiple processes that communicate by message pdssieg [48], [49] in the Byzantine setting as well as the
ing over a completely connected communication graph. Singgmpler) algorithm verified by Fisman et al. [29]. To the
a sender can be faulty, a receiver cannot wait for a messdigst of our knowledge, this is the first paper to achieve
from a specific sender process. Therefore, most FTDAs usarameterized automated verification of Byzantine FTDA.
counters to reason about their environment. If, for instac Related work Traditionally, correctness of FTDAs was shown
process receives a certain messagom more thart distinct by handwritten proofs [41]/]6], and, in some cases, by proof
processes, it can conclude that one of the senders is ntig-fawassistants [40]/ 47]/112][ [39]. Completely automateddsio
A large class of FTDAs expresses these counting argumest@cking or synthesis methods are usually not parameter-

usingthreshold guards: ized [53], [50], [9]. Our work stands in the tradition of
if received <m> from t+l distinct processes parameterized model checking for protocals! [101.| [3LL.][25
then action(m); [45], [15], i.e., for mutual exclusion, cache coherence &ic

Note that threshold guards generalize existential and uRgrticular, the techniques by Pnueli et al./[45], namelyrter

versal guards [24], i.e., rules that wait for messages frobm straction and justice preservation are keystones of adt.w

least one or all processes, respectively. As can be seen frgﬁé‘_?[g;g work that ?ddresséeT p?]rarln(eterlz3ed n;odel ((:jhecklng
the above example, and as discussed_in [36], existential and uses regular model checkingl [3L1[2], and was

universal guards are not sufficient to capture advanced I%TD&O”dUCted by_ F_|sman et al. [29]. They model a parameter_lzed
system consisting ofn processes as a transducer, which

Contribution. We consider parameterized verification of FTyanslates a global state —modeled as a word of length

DAs with threshold guards and resilience conditions. Wet stgnto the next global state of the same length. Consequently,

by introducing a framework based on a new form of contrgheir models are limited to processes whose local stateespac

we show that the parameterized model checking problegre sufficient to verify a folklore reliable broadcast aigiun
under consideration is undecidable, even for FTO#ithout Rpc (cf. e.g.,[[I1]) that tolerates crash faults, and wheezye
interprocess communication and without arithmetic openat  process stores whether it has received at least one message.
Thus, we are led to propose a novel two-step abstractipwever, these models are not sufficient to capture more
technique. Both steps are based marametric interval ab- inyolved FTDAS that contain threshold guards as in our case.
straction (PIA), a generalization of interval abstraction where \oreover, as [29] explain, the presence of a resilience
the interval borders are parameters rather than const3sitsy  condition such as > 3t would require them to intersect the
the PIA domain, we obtain a finite-state model checkinggular languages which describe sets of states with cbntex
problem in two steps: free languages which enforce the resilience condition.
Step 1: PIA data abstraction. We evaluate the threshold QOur framework captures the RBC algorithm, and more
guards over the parametric intervals. Thus, we abstracy awgivanced algorithms that use threshold guards over pagasnet
unbounded variables and parameters from the process cegf] resilience conditions.
We obtain a parameterized system where the replicated proTo the best of our knowledge, the current paper is the first
cesses are finite-state and independent of the parameters.in which a distributed algorithm that tolerates Byzantiaglfs
Step 2: PIA counter abstraction. We use a new form of has been automatically verified fall system sizes andll
counter abstraction where the process counters are aestraadmissible numbers of faulty processes.
to PIA. As Step 1 guarantees that we need only finitely manyOur technique applies to FTDAs, which are an important
counters, PIA counter abstraction yields a finite-statéesys aspect of distributed systems, but by far not the only one.
It is interesting to note that the intermediate model oletdin While there is other work in the verification and synthesis
by Step 1 still falls in the undecidable class obtained abovef distributed systems, they do not focus on algorithmic
To evaluate the precision of our abstractions, we inverification of safety and liveness properties for fauletaht
plemented our abstraction technique in a tool chain, adétributed algorithms. In this broader class of distrdulit



systems literature, the work by Abdulla and Johnsdn [1] ar®lstem Instance&or fixed admissible parameters a dis-
Mayr [42] appears most closely related to ours because theputed system is modeled as an asynchronous parallel com-
address faults. However, their “lossy systems” contairy veposition of identical process&k|,. The number of processes
different fault assumptions, which are not part of the peail depends on the parameters. To formalize this, we define the
class we consider here. size of a system (the number of processes) using a function
Regarding our abstraction technique, an abstract domah Pr- — Ny, for instance, when modeling only correct
similar to PIA was developed in_[46]. It was used in th@rocesses explicithyy — f for N(n,t, f).
framework of abstract interpretation [18], and was devetbp Givenp € Pgc, and a process skelet@®k = (9, S°, R),
as a generalization of the polyhedra domain. Starting from system instance is defined as an asynchronous parallel
a similar domain, [[46] is thus taking a direction that igomposition of N(p) process instances, indexed by €
substantially different from parameterized model chegkin  {1,..., N(p)}, with standard interleaving semantics. Let AP
Let us conclude the introduction with a note on terminologyse a set of atomic propositions. gystem instancist(p, Sk)
Fault-tolerant broadcast protocols are distributed algors is a Kripke structure{SI,S?,RI,AP, A7) where:
Whlch achieve r.ellable aII-to-a]I c_ommunl.catlon on top of « The set of(global) statess S; = {(o[1],...,0[N(p)]) €
(partially) unreliable commumc:_ﬂlpn, or in thg presepde o] (S|p)N(p) | Vij € {L.....N(®)}oli] —=ron o[j]}-
brocesses. This noton of broadcast” should not be coefuge OMMal, & global stater is a Cartesian product of
\F/)vith broad.cast systems where the computational model con- the statesi] of each proces_,s with identical values of
tains broadcagprimitivesthat ensure that processes can send parameters and sha_red variables _a_t each process.
o Y = (S9N NS is the set ofinitial (global) states

information to all others, as e.g., in [28] where (S°)V(P) js the Cartesian product of initial states
Il. SYSTEM MODEL WITH MULTIPLE PARAMETERS of individual processes.

A transition(o, ') from a global stater € S; to a global

statec’ € S; belongs toR; iff there is an index;, 1 <

i < N(p), such that:

We define the parameters, local variables of the processes,
and shared variables referring to a singlemain D that is
totally ordered and has the operations addition and sutimrac

In this paper we will assume thd? = Nj. — (MoVE) Thei-th processnoves (o[i],o'[i]) € R|p.

We start with some notation. LeY’ be a finite set of — (FRAME) The values of the local variables of the
variables ranging oveP. We will denote byD!Y!, the set of other processes are preserved: for every process
all |Y'|-tuples of variable values. In order to simplify notation, index j # 4, 1 < j < N(p), it holds that
givens € DIYI, we use the expressiany, to refer to the olj] =(spun o'j].

value of a variabley € Y in vectors. For two vectors of , .5, — 2AP js a state labeling function.

variable values ands’, by s =x s’ we denote the fact that .
? ys =x s Remark 1:The set of global state§; and the transition

forall x € X, s.x = s’.x holds. . L :

relation Ry are preserved under every transpositior j

Process.The set of variabled” is {svi UA UT'UIL The o process indices andj in {1,...,N(p)}. That is, every
variablesv is the status variablethat ranges over a finite Setsystemlnst(p Sk) is fully symmetricby construction.

SV of status valuesThe finite setA contains variables that Remark 2:We call a pair of resilience condition and system

range over the domauﬁ). The _vgrlablesv and.the variables size function(RC, N) natural if {N(p) | RC(p)} is infinite.
from A arelocal variables The finite sefl” contains theshared From now on we consider only families of system instances

variables that range overD. The finite setll is a set of with natural (RC, N), as this implies that there is no bound

parar_n_eter var_lablesthat_range overD, and theresilience on the number of processes.

condition RCis a predicate overD!"l. In our example,

II = {n,t,f}, and the resilience conditioRC(n,t, f) is Atomic PropositionsWe define the set of atomic proposition

n>3 A f<t A t>0.Then, we denote the set ofAP to be the disjoint union of AR and AR,. The set ARy

admissible parametefsy Prc = {p € DIl | RC(p)}. contains propositions that capture comparison againstengi
A process operates on states from the$et SVx DIAl x  status valueZ € SV, ie, [Vi. sy, = Z] and [Ji. sy, = Z].

DITI'x DI, Each process starts its computation in an initidfurther, the set of atomic propositions ARaptures com-

state from a setS° C S. A relation R C S x S defines parison of variablesr, y, and a linear combination: of

transitions from one state to another, with the restrictioarameters fronil; APp consists of propositions of the form

that the values of parameters remain unchanged, i.e., for g z; + ¢ < y;] and [Vi. z; + ¢ > ;).

(s,t) € R, s =n t. Then, aparameterized process skeletisn ~ The labeling function\; of a system instancist(p, Sk)

a tupleSk = (S, S% R). maps a stater to expressiongp from AP as follows (the
We get a process instance by fixing the parameter valu@gstential case is defined accordingly using disjuncjions

p € DI: one can restrict the set of process states|ip=

{s € S| s =n p} as well as the set of transitions |, =

RN (S|p xS|p). Then, aprocess instancis a process skeleton [Vi. sy, = Z] € A\ (o) iff /\ (oli].sv= 2)

Sklp = (S|p, S°|p, Rlp) Wherep is constant. 1<i<N(p)



Vi. 2; + ¢ > ;] € \i(o) iff *@

A (olile+elp) > ofily) e
1<i<N(p)

revd < revd’ A
revd < nsnt+ nsntf

sv# VIA
nsnf = nsntA
sV =sv

Temporal LogicWe specify properties using formulas of tem-
poral logicLTL. x over ARsy. We use the standard definitions

of paths andLTL.x semantics[[13]. A formula otLTL.yx is " X e
defined inductively as: (i) a literg or —p, wherep € APsy, ' -

sv=V0]J (sv=Vl1

or (i) Fp, Gy, pU ¥, p V1, andp A1, wherep and) are sv=AC sV = AC

LTL.y formulas. S ’Z’ﬁ —— e @ [s=cr]

Fairness.We are interested in verifying safety and liveness () 1> rovd

properties. The latter can be usually proven only in the nsnt = nsnf + 1 m

presence of fairness constraints. Aslinl[3[7].|[45], we ad@si (¢+1> rovd)A (o) nsnt =

verification of safety and liveness in systems wittstice ﬁ‘émsﬁgnp:] nsmﬂnsnn,:

fairness constraints. We define fair paths of a system instan nsntf+ 1

Inst(p, SKk) using a set of justice constraints C APp. A

path 7 of a systeminst(p, Sk) is J-fair iff for every p € J ar

there are infinitely many states in = with p € A\;(0). By

Inst(p, Sk) =, ¢ we denote that the formula holds on all

J-fair paths ofInst(p, Sk). Fig. 1. CFA of our case study forFig. 2. CFA of FTDA from [29]
Definition 3 (PMCP): Given a parameterized system deByzantine fauits. (if =" is not assigned, ther’ = x).

scription containing

« a domainD .
. _ Formally, aguarded control flow automato(CFA) is an
» a parameterized process skelefh= (5, %, 1), edge-labeled directed acyclic graph= (Q, qr, qr, E) with

» aresilience conditioRC (generating a set of adm'SS'blea finite set@ of nodes called locations, an initial location
parameter® r¢),

. a system size functiof, qr € Q, and a f|r_1al locatioryr € Q. A p_ath fromq; to gr
o2 . is used to describe one step of a distributed algorithm. The
« justice requirementd,

] . edges have the fory C @ x guard x @, whereguard is
and anLTL.x formula ¢, the parameterized model checkingyefined as an expression of one of the following forms where

problem(PMCP) is to verify ao, ..., am € Z, andTl = {py, ..., pm }:

Vp € Pgre. Inst(p, SK) E; ¢. o if Z € SV, thensv= 7 andsv# Z arestatus guards

« if z is a variable inD and< € {<, >}, then
IIl. THRESHOLD-GUARDED FAULT-TOLERANT

DISTRIBUTED ALGORITHMS ap + Z ai-pi < x

A. Framework for FTDAs 1<i<|]

We give a formalization that is adequate for threshold- is athreshold guard
guarded FTDAs, and suitable for verification. It captures e if y,21,...,2; are variables inD for k > 1, and< €
threshold guards as discussed in Sedfion | as a core pémitiv =~ {=,#, <, <,>, >}, andao, ...,y € Z, then
FTDAs are usually described in steps that consist of a loop-
free sequence of small steps. y <9zt 4z (a0 + Z a; - pi)

Further, we model faults (e.g., Byzantine) that have the 1<a<|T|

effect that correct processes receive more or less messages . .
actually should have been sent. We model the send operatiorJ :?&?ﬂiﬁg‘:ﬁ?f;iﬂ guardsg; and g, is a guard.
by an increase of a global variable, and the receive by a _
non-deterministic choice that captures faults and asymghr _ Status guards are used to capture the basic control flow.
in communication. By this, we model the effect of faunyThre_shold guards capture_ the core primitive of the FTDAs we
processes rather than modeling them explicitly. The Soemncon&der.. Finally, comparison guards are used to model send
of the modeling approach requires involved arguments dPd receive operations.
cussed in[[36]. These arguments are in the area of distdbut@btaining a Skeleton from a CF/One step of a process
computing theory and out of scope of the current paper. skeleton is defined by a path from to ¢z in a CFA. Given

To address all these issues, we propose a variant of con®dl A, T, I, RC, and a CFAA, we define the process skeleton
flow automata. Henzinger et al. [33] introduced CFA as 8k(A) = (9,5° R) induced by.A as follows: The set of
framework to describe the control flow of a program, usingariables used by the CFA 8 D ITU A UT U {sv} U {2’ |
a graph where the edges are labeled with instructions. =€ AUT U {sv}}.



Informally, a variablex corresponds to the value before avhich acts as a scheduler that ensures a specific intertpavin
step and the variable’ to the value after the step. A path between the updates of the status variables of the two CFAs.
from ¢r to gr of CFA induces a conjuction of all the guards Theorem 6:Let M be a two counter machine, at@C, V)
along it. We call a mapping from W to the values from be a natural pair of resilience condition and system size
the respective domains\aluation We may writev |= p to  function. One can efficiently construct a non-communiaatin
denote that the valuation satisfies the guards of the path CFA A(M) and anLTL.x propertyononnai (M) such that the
We are now in the position to define the mapping betweésllowing two statements are equivalent:
gkCEAﬁ ?]nd the transition (rjela'uorll of. a prqcr(]ess skeleton « M does not halt.

(A): If there is a pathp and a valuatiorv with v = p, « ¥p € Pre, Inst(p, SK(A)) o @nonnatc(M).

thenv defines a single transitiofs, t) of a process skeleton ) . )
SK(A), if for each variablez € A UT U {s\} it holds that Corollary 7: PMCP for CFAs is undecidable even if CFAs

s.z = v(z) andt.z = v(z’) and for each parameter variablecontain status guards only.

z €1l 5.2 =tz =v(2). As discussed in Section IIHA, we model faults by the
Finally, to specifyS?, all variables of the skeleton that rangdnfluence they have on values of variables in the donfain
over D are initialized to0, andsv ranging overSV takes an As we do not restrict the set of local and global variables, th
initial value from a fixed subset &V. result also applies if these sets are non-empty. Moreoner, i

Remark 4:1t might seem restrictive that our guards do ndis kind of modeling, the atomic propositionsi. sy, = Z]
contain, e.g., increment, assignments, non-deterninibtice fange over correct processes only. Hence, the undecigabili
from a range of values. However, all these statements canfBgult also holds for FTDAs. If one chooses to model faults
translated in our form using the SSA transformation alganit differently, i.e., by changing the transition relation gfcess,
from [19]. For instance, Figurél 1 has been obtained fromt@en the decidability depends on the way the transitiorticela
CFA (given in the appendix in Figurg 4) that contains this modified. For instance, certain problems are decidable
mentioned statements. in lossy systems[[1],[142]. However, lossy systems are not

Definition 5 (PMCP for CFA):We define the Parameter-suitable for modeling the FTDAs we consider.
ized Model Checking Problem for CFA by specializing  Notwithstanding this undecidability results, the rest loé t

Definition[3 to the parameterized process skeleéA). paper is concerned with abstraction techniques for thidsho
o based FTDA. In this context, Corollafyl 7 shows that the
B. Undecidability of PMCP for CFA model checking problem we obtain after the first abstraction

We call a CFA where all guards are status guardeon- Step (mentioned in the introduction) is still undecidais.
Communicating:FA_ In this section we argue that the prob'erﬁiscussed in the introduction, abStI‘aCtion aIWayS haS to be
from Definition [B is undecidable even if the CFA is nonaccompanied by a case study along with practical expersnent
communicatin@

The outline of the proof is similar to the undecidabilityC. Case Study
proofs in [31], [26]: one of the processes plays the role
of a control processthat simulates the program of a two
counter machine (2CM), and the other processes data

The distributed algorithm by Srikanth and Toueg][48].![49]
is one of the most basic distributed algorithms that hasiappl

processesthat each store at most one digit of one of th ations in a wide area of distributed computing. It is a basic

two counters encoded in unary representation. The cont ilding block that has been used in various environments

processes increments or decrements a counter by a handsl(1 garees of _synchroqy, fault assumptlons, etc.) and marey ot
with a data process. In system instances that contaifata more complicated distributed algorithms, such as consensu

processes, this is sufficient to simulatsteps of a 2CM. If the [23], {4, sof.tware and hardware clock synchronization][48
parameterized model checking problem under considerhiiorpol' approximate agreement 22], akeset agreement[21].

defined for a naturalRC, ), then for arbitrarily many steps Figure[1 shows the guarded control flow automaton of the core

there is some system instance that simulates at least thgt m%f Srikanth and Toueg's algorithm.

steps of the 2CM. Undecidability of the parameterized model !N our éxperiments we consider additional three algorithms
checking problem then follows from the undecidability oé ththat are based on similar algorithmic |dEz_ﬁhey deal with
non-halting problem for 2CMs. different fault models and resilience conditions; the alyons
Esparzal[27] has shown that test for zero statements of®: (BYZ), which is the algorithm from Figurél1, fot

2CM can be simulated with a temporal logic specificatioRYZantine faults ifn > 3¢, (Symwm) for ¢ symmetric (identical
using an atomic proposition “test for zero”. Given the prodpyzantine [6]) faults ifn > 2¢, (omIT) for ¢ send omission
strategies from[[31],[]26], the only technical difficultyah faults if n > 2t, and CLEAN) for ¢ clean crash faults if
remains is to ensure a handshake between non-communicafing ¢- FOr comparison with the results by Fisman etfall [29],
CFAs. We do so by enforcing a handshake using sequence¥/gfalso verified the RBC algorithm whose CFA is given in
status values the CFASs go through, and3h y specification Figure[2. In this paper we verify the following safety and

1The detailed construction and proof are given in Appefidix A. 2Their CFA is given in Figur€l5 in the appendix.



liveness specifications for the algorithrﬁs: Definition[8 allows us to properly define tiparameterized
abstraction functionap: D — D and the parameterized

[Vi. svi # V1] =G [Vj. sy; # AC] (U)  concretization functiony,: D — 2P
[Vi. sy, = V1] —F [35. sv; = AC] ©
G (—[3i. sv, = AC])V F [Vj. sv; = AC] R) () = I; if @ € [9;(p), ¥j+1(p)| for some0d < j < p
P I, otherwise

[0;(P), Vj+1(P)[ if j<p
[0.(p), 00 otherwise

to verify these FTDAs without putting additional constitain
on the environment, e.g., communication fairness, i.eeryev
message sent is eventually received. To capture this, we use o )
justice requirements, e.gJ = {[¥i. rcvd; > nsni} in the  Fromdo(p) = 0 and ¥, (p) = 1, it immediately follows

However, from the literature we know that we cannot expect
I {

Byzantine case. that for allp € Prc, we havea,(0) = Iy, ap(l) = I;, and
vp(lo) = {0}. Moreover, from the definitions of, v, and
IV. ABSTRACTION SCHEME Definition[§ one immediately obtains:

Proposition 9: For all p in Prc, and for alla in D, it
The input to our abstraction method is the infinite paranh—()'dsr,:hata € 7o (ap(a)) P R “
P p .

eterized family” = {Inst(p, Sk(A)) | p € Prc} of Kripke nogoiion 10: 1, < 1, iff & < ¢,

str_uc_tures specified via a CFAL. Th(.a family 7 has .tWO .The PIA domain has similarities to predicate abstraction
principal sources of unboundedness: unbounded variables._i

the process skeletoSk(A), and the unbounded number ofince the interval borders are naturally expressed asqatedi,

. and computations over PIA are directly reduced to SMT
processesV(p). We deal with these two aspects separatelgblvers However, notions such as the order of Definifioh 10
using two abstraction steps, namely R\ data abstraction ' ' . : ,

) . are not naturally expressed in terms of predicate absbracti
and thePIA counter abstractionin both abstraction steps we y exp P
use the parametric interval abstraction PIA that we intoedu

) . B. PIA data abstraction
in Section TV-A.

Our parameterized data abstraction is based on two abstrac-
A. Abstract Domain of Parametric Intervals (PIA) tion ideas. First, the variables used in a process skelet®n a
unbounded and we have to map those unbounded variables to
a fixed-size domain. If we fix parametepse Prc, then an
interval abstraction [18] is a natural solution to the pesblof
unboundedness. Second, we want to produce a single process
skeleton that does not depend on paramepers Prc and
captures the behavior ddll process instances. This can be
done by using ideas from existential abstraction| [17],! [20]
S[37] and sound abstraction of fairness constraints [37]r Ou
contribution consists of combining these two ideas to arat/
parametric interval data abstraction.
Our abstraction maps values of unbounded variables to
parametric interval$;, whose boundaries are symbolic expres-
D= {I;10<j <p} sions over parameters. This abstraction differs from vater
abstraction[[18] in that the interval bounds are not numeric
Our abstraction rests on an implicit property of many faultdowever, for every instance, the boundaries amnstant
tolerant distributed algorithms, namely, that the resii® because the parameters are fixed. We hence do not have to
condition RC induces an order on the thresholds used in ttgzal with symbolic ranges oveariablesin the sense of [46].
algorithm (e.g.£ + 1 < n —t). Assuming such an order does We now discuss an existential abstraction of a formbla
not limit the application of our approach: In cases wherg/onthat is either a threshold or a comparison guard (we consider
a partial order is induced WRC, one can simply enumerate allother guards later). To this end we introduce notation for
finitely many total orders. As parameters, and thus thresholsets of vectors satisfyingp. According to Sectior _TII-A,
are kept unchanged in a run, one can verify an algorithm ffsrmula® has two kinds of free variables: parameter variables
each threshold order separately, and then combine thegesdtom IT and data variables from U T. Let x? be a vector
We may thus restrict the threshold sets we consider by:  of parameter variablegz?, ... ,x”m) and x” be a vector
Definition 8: The finite set7 is uniformly ordered if for all of variables (z¥,...,xY) over D)c_ Given a k-dimensional

p € Prc, and alld;(p) anddy(p) in 7 with 0 < j <k <y, vectord of values fromD, by
it holds thatd;(p) < U (p).

Given a CFAA, let G 4 be the set of all linear combinations
a0+ <;<m @i pi that are met in the left-hand sides.4fs
threshold guards. Every expressioof G 4 defines a function
fe:Pre — D. Let T = {0,1} U{f. | € € Ga} be a
finite threshold sebf cardinality u + 1. For convenience, we
name elements of asvo, ¥4, ..., ¥, with ¥y corresponding
to the constant functiord, and ¢; corresponding to the
constant functionl. For instance, the CFA in Figufd 1 ha
the threshold sefdy, 91,92, 93}, whereda(n,t, f) =t + 1
and¥s(n,t, f) =n —t.

Then, we define the domain of parametric intervals:

xP=p,x"=dE?®
3In addition, for the RBC algorithm, we also verified the sfieation, . o
which was verified in[[20] (called A in Tab@ 1) we denote that® is satisfied on concrete values; =



di,...,z} = di and parameter valugs. We define: from CFAs. We denote bySkans(.A), the process skele-
R ton that is induced by CFAuwbst(.A). Analogously tohd‘”
|®||z ={d € D* | 3p € Pre3d = (dy,...,dx) € D*.  we define the parameterized abstraction mappiftf that
d = (ap(dr),...,op(dp) AXP =p,x" =d |= &} maps global states fromst(p, Sk(A)) to global states from
Inst(p, Skaps(.A)). After that, we obtain Theorem 116 from
Hence, ||®||z contains all vectors of abstract values thafheoren{I# and the construction of system instances.
correspond to some concrete values satisfyingNote care-  Definition 15: Let o be a state ofnst(p, Sk(.A)), and &
fully, that parameters do not appear anymore due to exiatenbe a state of the abstract instaniost(p, Skaps(A)). Then,
quantification. A PIAexistential abstractiorof ® is defined & = hdat( ) if for each variabley € AUTUIL, 6.y = ap(0.y),
to be a formula® over a vector of variableg = %1,...,2r andé.sv= o.sV.
over D* such that{d € D* | x = d |= &} D [|®||. Theorem 16:For all p € Pgc, and for all CFA A, if

Computing PIA abstractionsThe central property of our System instancénst(p, Sk(A)) = (S, S7, Rr, AP, \) and
abstract domain is that it allows to abstract comparisof¥stem instancenst(p, Skaps(A)) = (57, S}, R;, AP, A),
against thresholds (i.e., threshold guards) in a precisg wthen: if (0,0’) € Ry, then(hi® (o), hi® (o”)) 6 R

That is, we can abstract formulas of the foti(p) < z; by Theoren 16 is the first step to prove S|mulat|on. In order
I; < & andd;(p) > =1 by I; > 31. In fact, this abstraction to actually do so, we now define the labeling function For

is precise in the following sense. propositions fronp € APsy, A;(6) is defined in the same way
Proposition 11: For all p € Prc and alla € D: as);. Similarly to [37] for propositions fronp € APp, which
9;(p) <aliff I; < ap(a), andd;(p) > a iff I; > ap(a). are used in justice constraints, we define:

For all comparison guards we are going to use a general o
form (well-known from the literature), namely: (30 i +c <yl € Ap(0) iff

Op = \/ Fr=diA---ANdp=d, <o) oli] Eap({z+c(p) <y})
(d1,...,dr)€||®]|E <i<

Proposition 12:If @ is a formula over variables, . ..,z [Vi. z; +c > yi] € Aj(a) iff
over D, then®f is a PIA existential abstraction.

If the domainD is small (as it is in our case), then one /\ olil E as({z +c(p) 2 y})
can enumerate all vectors of abstract value®ihand check 1<i<N(p)

which belong to our abstractiofi®||z, using an SMT solver.  From TheorerfiZ6, the definition & with respect to the
Transforming CFAWe now describe a general method to abvariablesy, and the definition of\;, one immediately obtains
stractguard formulas, and thus construct an abstract procedf¥e following theorems. Theorern 118 ensures that justice
skeleton. To this end, we denote by: a mapping from a constraintsJ in the abstract systermst(p, Skaps(.A)) are a
concrete formulab to some existential abstraction @f (not sound abstraction of justice constraintsn Inst(p, Sk(A)).
necessarily constructed as above). By fixing, we can define ~ Theorem 17:For allp € Prc, and for all CFAA, it holds

an abstraction of guard of a CFA: Inst(p, Sk(A)) < Inst(p, Skans(\A)), with respect to AR\.
- Theorem 18:Let 7 = {o;}i>1 be a J-fair path of
agp(g) if g is a threshold guard  |nst(p, Sk(A)). Then# = {hd*(o;)}i>1 is a J-fair path of
abst(g) = ap(g) if g is a comparison guard Inst(p, Saps(-A)).
g if g is a status guard C. PIA counter abstraction

abst(g1) A abst(gz) otherwise, i.€.giS g1\ g2 | this section, we present a counter abstraction inspired

By slightly abusing the notation, for a CFA by abst(A) by [43] which maps a system instance composedtieftical
we denote the CFA that is obtained fromby replacing every finite stateprocess skeletons to a single finite state system.
guardg with abst(g). Note thatabst(A) contains only guards We use the PIA domaii along with abstractions ({2’ =
over sv and over abstract variables ovB z+1}) andap({z’ = 2 — 1}) for the counters.

Definition 13: We define a mapping?** from valuationsv Let us consider a process skeletsk = (S, Sy, i), where

of a CFA A to valuationsi of CFA abst(A) as follows: S = SVx DI* x DI'lx DIl that is defined using an arbitrary
for each variabler over D, ©.z = ap(v.z), and for each finite domainD. (Note that we do not require that the skeleton

variabley over SV, .y = v.y. is obtained from a CFA.) Our counter abstraction over the
The following theorem follows immediately from the defl_abstractdomalm) proceeds in two stages, where the first stage
nition of existential abstraction anthst(A): is only a change in representation, but not an abstraction.

Theorem 14:For all guardsg, all p in Prc, and for all Stage 1: Vector Addition System with States (VA$S).
valuationsv with v =r1 p: if v |= g, thenhd®(v) = abst(g). L = {¢ € SVx DM | 3s € S. £ =(yun s} be the set
For model checking purposes we have to reason about tifelocal statesof a process skeleton. As the domdihand
Kripke structures that are built using the skeletons olethinthe set of local variabled are finite, L is finite. We write



the elements ofl. as /1,...,/ ;. We define the counting [Vi. ®(i)] € A\c(w) if and only if
function K: S; x L — D such thatK (o, ?) is the number

l _ . —
of processes whose local state i¢ in global states, i.e., /\ (x" = £,x% =p w [ abst(®(i)) V w.k[] = L)
oli] =¢syua L. Thus, we represent the system state S; tel N
as a tuple(gi,...,gr Klo,01],...,K[o, £ 1)]), i.e., by the Theorem 21:For all p € Pgrc, and for all finite state

shared global state and by the counters for the local stétes. process skeletorSk, Inst(p, Sk) < C(Sk), w.r.t. APsy.

process moves from local statgto local state/;, the counters ~ Theorem 22:If 7 = {c}>, is a.J-fair path ofinst(p, Sk),

of ¢; and/; will decrement and increment, respectively.  then the patht = {h"(0;)}i>1 is a J-fair path ofC. _
Stage 2: Abstraction of VASSVe abstract the counter& From Theoremg 17,18, PL 122, aqd][13, Thm. 16] we obtain

of the VASS representation using the PIA domain to obta”%Ie following central corollary in the form necessary for ou

a finite state Kripke structur€(Sk). To computeC(Sk) = paéameilterlzgg néodeldchecklr}gdp;obéem. ter abstraction):
(Sc, S, Re, AP, Ac) we proceed as follows: orollary 23 (Soundness of data & counter abstraction):

. . . For all CFA A, and for all formulasy from LTL.x over ARsy
A state w € Sc is given by values of shared vari- o . o
ables from the sef’, ranging overD!'!, and by a vector and justice constraints C APp: if C(Skaps(A)) [=7 ¢, then

(k[1],...,k[¢r)]) over the abstract domaii from Sec- for all p € P e it holds Inst(p, Sk(A)) = ¢.
tion [V=A] More concisely,Sc = DILl x DI, ) V. ABSTRACTION REFINEMENT
Definition 19: The parameterized abstraction mappirig’ Due to our parametric existential abstraction of compariso

maps a global state of the systeminst(p, Sk) to a statew guards, which may be imprecise, we have to deal with several
of the abstractiorC(Sk) such that: For alf € L it holds that kinds of spurious behavior.
w.kll] = ap (Ko, f]), andw =r o. The first one is caused by spurious transitions. Consider

From the definition, one can see how to construct the initial transitionr of C(Skaps(.A)). We say that the transition
states. Informally, we require (1) that the initial shar¢@tes is spurious w.rt.p € Pgrc, if there is no transition in
of C(Sk) correspond to initial shared states 8k, (2) that Inst(p, Sk(.A)) that is a concretization ef. This situation can
there are actuallyV(p) processes in the system, and (3) thaje detected by known techniqués|[14] for a fixedHowever,
initially all processes are in an initial state. it is not sound to remove from C(Skaps(A)), unlessr is

The intuitioffl for the construction of the transition relationspurious w.r.t.all p € Prc. We call transitions that are
is as follows: Like in VASS, a step that brings a process frogpurious w.r.t. all admissible parametensiformly spurious
local statel; to £; can be modeled by decrementing the (norBetecting such transitions is a challenge and to the best of
zero) counter of; and incrementing the counter éf. Like our knowledge, this problem has not been investigated befor
Pnueli, Xu, and Zuck[[45] we use the idea of representin® detect such transitions, we use one more intermediate
counters in an abstract domain, and performing incremetht asibstraction in the form of VASS that abstracts local vagabl
decrement using existential abstraction. They used a -threg in Sectiori IV-B and keeps concrete shared variables and
valued domain representing 0, 1, or more processes. As pi®cess counters.
are interested, e.g., in the fact whether at least 1 or Independently of uniformly spurious transitions, paraioet
n —t processes are in a certain state, the domain fiorh [4&straction leads to the second interesting problem. @ensi
is too coarse for us. Therefore, we use counters flom transitionsr; and 72 of C(Skaps(.A)) that are not spurious
and we increment and decrement counters using the formuast. p; and p, in Prc, respectively, forp; # p.. It can

ap({r' =z +1}) andag({z' =z — 1}). be the case that a path, 2 is in C(Skaps(A)) and there
Theorem 20:For all p € Pgre, and all finite state is no ps € Prc such that the concretization of, 7 is a
process skeletonsk, let system instancdnst(p,Sk) = path ininst(ps, Sk(A)), i.e., the pathr, 7, is uniformly spu-
(S1, 8%, Ry, AP, \;), and C(Sk) = (SC7587RC7AP, Ac). rious. We detect such spurious behavior by invariants. @hes
Then: if (0,0”) € Ry, then (A& (o), h$(0”)) € Re. invariants are provided by the user as invariant candigdates

To prove simulation, we now define the labeling functhen automatically checked to actually be invariant using a
tion \c. Here we consider propositions from ABAPsy inthe SMT solver.
form of [3i. ®(4)] and [vi. ®(i)]. Formula®(i) is defined over  As observed by [45], counter abstraction may lead to justice
variables from thdIl|-dimensional vectox? of parameters, suppression. Given a counter-example in the form of a lasso,
a k-dimensional vectox!’ of local variables andv, an m- we detect whether its loop contains only unjust states. If
dimensional vector of global variabled. Then, the labeling this is the case, we refin€(Skaps(.A)) by adding a justice

function is defined by requirement, which is consistent with existing requiretaen
in all concrete instancemist(p, Sk(.A)). This refinement is
[Fi. ®(4)] € Ac(w) if and only if similar to an idea from[[45].

P g ) Below, we give a general framework for a sound refinement
\/ (X =A E,X' =r w ': abst((I)(z)) A wk[é] §£ I()) Of C(Skabs(A))E
lelL
5In the appendix, we provide techniques that allow us to dmeefient in
4A formal definition of the transition relation is given in Appdix[Q. practice in Sections EJA arld E-B.



M |= p? RC Spin Spin Spin Spin  #R Total

To simplify presentation, we define anonster sys- Time Memory States  Depth Time

tem as a (possibly infinite) Kripke structur&ys, = Byz=U (A) 22s 83MB 483k 9154 0 3s
(S.,S%, R, AP, \,), whose state space and transition rela- gyz |=% (A) é-g s 131 mg 16112‘;|E 11i9862% 68 1228
tion are disjoint unions of state spaces and transitiortiogia Syynj IEU Eﬁg 01 2 68 MB 18Kk 897 0 1 SS
of system instancetst(p, Sk(A)) = (Sp, Sp, Rp, AP, \p) SymlE=C (A) 0l1s 68 MB 19 1221 3 5s
over all admissible parameters: Sym =R (A) 02s 69 MB 40k 1669 8 125
Omtl=U (A) 01s 68MB 4k 487 0 1s
Omt=C (A) 0ls 68MB 6k 627 3 9s
So=J S, S82=J S5 Ro= | R Omtl=R (A) 0ls 68MB g8k 704 5 9s
PEP e PEP e PEP ne Cln=U (A) 03s 68MB 30k 1371 0 2s
Cln=C (A) 03s 68MB 35k 2043 6 10s
) AP _
Ao 1 Sw — 277 andVp € Pre, Vs € Sp. Au(s) = Ap(s) Cln=R (A) 11s 69MB  5lk 2647 20 60s
i _ o _ i RBCEU — O01s 68MB 08K 232 0 Ts
Using abstraction mappmg%‘” and h‘;,”t we defineanab- RBCE=A — 01s 68MB 1.7k 333 0 1s
straction mapping?© : S,, — Sc from Sys, t0 C(Skaps(A)):  BBCER — 01s 68MB 12k 259 0  1s
~de ~ent L dat RBCC — 01s 68MB 0.8k 232 0 2s
If o € Sp, thenh®(o) = hg™ (hp"(0)). o Byz EU (8) 7.2s 168MB 3160k 23120 12 855
Def|n1t|on 24: A sequencd’ = {0, };>1 is aconcretization Byz-C (B) 3.2s 100MB 1123k 17829 6 28s
of path? = {w;};>1 from C(Skaps(A)) if and only if o1 € SO Byzf~R () 04s 71MB 136k 6387 9 23s
. = ~de Byz=U (c) 40s 103MB 1192k 11073 O 5s
and for alli > 1 it holds h™(0y) = wi. _ Byz=C (c) 89s 175MB 3781k 36757 19 104s
Definition 25: A pathT' of C(Skans(A)) is aspurious path  Byz# R (c) 3.0s 110MB 1451k 24656 43 165s
iff every concretizatior” of 7' is not a path inSys,,. SympU  (8) 01s 68MB 31k 1503 1 1s
While for finite stat ¢ th thods to det fgym C (B) 01s 68MB 32k 1837 3 3s
ile for finite state systems there are methods to detect,,, _ r (5 o02s 69 mB 54k 2161 6 16s
whether a path is spurious [14], we are not aware of a metho®mt =U (p) 0.1s 68 MB 6k 544 0 1s
to detect whether a paffi in C(Skaps(A)) corresponds to a9t EZ% Egg 01s gMe Sk s 9 2
path in the (concrete) infinite monster syst8ys . Therefore, = : :
we limit ourselves to detecting and refining uniformly spus TABLE |
tranSitionS and UnjUSt states. EXPERIMENTAL DATA ON ABSTRACTION OF ALGORITHMS TOLERANT TO
Definiti 26: A bst tt iti ’ R . ) FAULTS: BYZANTINE, SYMMETRIC, OMISSION, CLEAN CRASHES RBC
elinition £o. An abstract transi 'fmwa w') € R is uni- CORRESPONDS TO THE RELIABLE BROADCAST ALGORITHM ALSO
formly spuriousiff there is no transition(o,¢’) € R,, with CONSIDERED IN[29]. CHECKED UNDER DIFFERENT RESILIENCE
W= Bdc(a) andw’ = Bdc(a/)_ CONDITIONS(RC): (A)n > 3tA f <t;(B)n>3tAf<t+1;(C)
L . . . n>3tAf<t;(D)n>2tAf<t. RBCWORKSFORn >t > f. RUN
Definition 27: An abstract statav € Sc is unjust under ON A 3.3GHz INTEL® CORE™ 4GB MACHINE.

q € APy, iff there is no concrete state € S,, with w = k(o)
andg € A, (o).
We give a general criterion that ensures soundness of
abstraction, when removing uniformly spurious transiiom 7 = {0;},>1 be an arbitrary fair path oBys_ under.J. The
other words, removing a transition does not affect the ptgpepath # = {h?°(0;)};>1 is a fair path inC(Skaps(.A)) under
of transition preservation. J U{[off U]}
Theorem 28:Let T C Rc be a set of spurious transitions. From this we derive that loops containing only unjust states
Then for every transitior(c,¢’) € R,, there is a transition can be eliminated, and th@®(Skaps(A)) be refined.
(he(c), h%(a")) in Rc\ T.
From the theorem it follows that the syste@@,..; =
(Sc, S2, Rc \ T, AP, X¢c) still simulatesSys,,. To show practicability of the abstraction, we have im-
After the criterion of removing individual transitions, weplemented the PIA abstractions and the refinement loop in
now consider infinite counterexamples®@fSkaps(.A)), which  OCaml as a prototype tool BMC. We evaluated it on the
have a form of lasso®, ... wg(wgs1 - - -wm)¥. For such a algorithms and the specifications discussed in Seétio®/ Il-
counterexampld’ we denote the set of states in the lassoand conducted experiments that are summarized in Thble I.
loop by U. We then check, whether all statesi@fare unjust  We extended the ROMELA language([34] with constructs
under some justice constraigte .J. If this is the case] is to expresdl, AP,RC, andN. BYMC receives a description of
a spurious counterexample, because the justice consirént a CFA A in this extended RoMELA, and then syntactically
violated. Note that it is sound to only consider infinite gath extracts the thresholds. The tool chain uses the Yices SMT
where states outside &f appear infinitely often; in fact, this solver for existential abstraction, and generates the teoun
is a justice requirement. To refir@s unjust behavior we add abstractionC(Skaps(.A)) in standard Promela, such that we
a corresponding justice requirement. Formally, we augnientcan use Spin to do finite state model checking. FinallyVEC
(and AR)) with a propositional symboldff U]. Further, we also implements the refinements introduced in Se¢tibn V and
augment the labelling functioAc such that everyw € Sc is  refines the Promela code fd€(Skaps(.A)) by introducing
labelled with pff U] if and only if w € U. predicates capturing spurious transitions and unjuststat
Theorem 29:Let J C APp be a set of justice requirements, The column “#R” gives the numbers of refinement steps.
g € J,andU C Sc be a set of unjust states underLet In the cases where it is greater than zero, refinement was

VI. EXPERIMENTAL EVALUATION



necessary, and “Spin Time” refers to thei® running time [14]
after the last refinement step.

In the cases (A) we used resilience conditions as providﬁq]
by the literature, and verified the specification. The model
RBC represents the reliable broadcast algorithm also densi
ered in [29]. [16

In the bottom part of Tablgl | we used different resilience
conditions under which we expected the algorithms to fall7]
The cases (B) capture the case where more faults occur t
expected by the algorithm designer, while the cases (C) an
(D) capture the cases where the algorithms were designed
assuming wrong resilience conditions. We OIfGLEAN) as
the only sensible case = t = f (all processes are faulty)
results into a trivial abstract domain of one inter{@loco).

w3
[20]

VII. [21]

We presented a novel technique to model check fault-
tolerant distributed algorithms. To this end, we extendes t[22]
standard setting of parameterized model checking to pseses
which use threshold guards, and are parameterized witH23
resilience condition. As a case study we have chosen t[%e]
core of several broadcasting algorithms under differeiniria
models, including the one by Srikanth and Toukal [49] théts)
tolerates Byzantine faults. These algorithms are widepliag
in the literature: typically, multiple (possibly an unbaled
number of) instances are used in combination. As future work7]
we plan to use compositional model checking techniques [44!;
for parameterized verification of such algorithms.

CONCLUSIONS

[26]

AcknowledgmentsVe are grateful to Javier Esparza for valuk29]
able discussions on decidability of VASS.
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APPENDIXA
UNDECIDABILITY OF LIVENESSPROPERTIES

(SV: (v, v, [dZC)] (SV: (’U‘u.',A(:k'C)] (SV: (z,x, IdZD)] (SV: (x,y‘AckD)]
In this section we show that the non-halting problem
of a two counter machine (2CM) is reducible to the pa-
rameterized model checking problem as defined above, that 459 @) G GD
is, using a parameten, a CFA A to construct an in-
stancelnst(n + 1,Sk(A)), an LTLx formula that usesG, SV = (v,w, AckC) V= @y, AckD)
F, and atomic propositions3f. sv; = Z]. We show that [sV = (v,w, $ynC) [ sV = (w, w, 14IC) || sV = (2,9, SynD) |[sV = (v.y, 1d1D) |
Inst(n + 1, Sk(.A)) simulates at least: steps of the 2CM,
and that therefore the general parameterized model chgckin @ @

problem as formulated in Sectidn Il is undecideable. No& th
G, F, and Bi. sy, = Z] are required to express the livenes§9- 3. CFAJ(v,w) for (v, w) € &4 andI(z, y) for inc y (anddec z).
property [R) of our FTDA.

The CFAA contains the functionalities of @ntrol process o , e _
that simulates the program of the 2CM, as well asdafa ~ * :{(U’w,z' st?t?menttat;t}goes tct)w asin@};
processesthat each store at most one digit of one of the * “— — {(v,w") | statement ab goes tow” as in (@)}.
two countersB and C encoded in unary representation' For In What fO||0WS, we m0de| a handshake betWeen the Contr0|
simplicity of presentation, we say that if a data processsdorocess and a data process in order to implement an increment
not store a digit forB or C, then it stores a digit for a @s in [1) or decrement as il (3). The handshake is guaranteed
counterD. CounterD thus serves as a capacity (initially sePy @ combination of steps both in the control and the data
to n), from which B and C' can borrow (and return) digits, Processes and by a constraint formulatedih_x as follows.
that is, initially all data processes’ status variable esponds ~ We define the se$V of status values of the control process
to D. Our CFA A uses only the status variabss, while the and the seBVp be the set of status values of a data process:
sets of local and global variables can be empty. We c0n5|d§ = U {(v,v, IdIC), (v, w, SynC), (v, w, AckC)}
paths where exactly one process plays the role of the control

process, and the remaining processes are data processes. ey
This can be encoded usir@, F, and Fi. sv; = Z]. S\p=|J {(@1dD),(x,y, SynD), (x,y, AckD)
Intuitively, whenever the control process has to increase o ©,ye{B,C,D}

decrease the value of a counter, this is done by a handshakgor each(f,t,h) € SV U SVp, f is the state before a
of the control with a data process; up to this point, our progfandshaket is the scheduled state after a handshake, 7and
follows ideas from|[[3I1],[[26],[[27]. In contrast to these paf s the status of the handshake.

however, our system model does not provide primitives for consider an edgév, w) € £ andz = D andy = C(v),

such a handshake, which leads to the central contribution {gat is, in locationv the counterC(v) is incremented, and
our proof: we “move” this handshake into the specificatiofhen the control goes to locatian. Incrementing the counter
without using the "next time” operator not presentlfiL.x. s done by a handshake during which the control process goes
specification using our propositiorg3i. sy, = Z]. We start g C(v).

with some preliminary definitions. To do so, we construct two CFAd(v,w) and I(z,y)

A two counter machin€2CM) M is a list of m + 1 state- shown in FigureB./ (v, w) goes from locations of M to
ments over two counter8 andC'. A statement at location |ocationw in three stepsSynC — AckC — IdIC, whereas
uses a countef(v) € {B, C_} and has one of the following 1 () transfers one digit from counterto countery in steps
forms (note, that the machine halts at locatiojx SynD — AckD — IdID. To actually enforce the handshake
synchronization, we add the following formulaS (v, w, z, y)

v:ine C(v); goto w (1) that must hold in every state of a system instance:
v: if C(v) = 0 then goto w’ @)
else dec C(v); goto w” 3) [Zk.sw, = (x,y, SynD)] —=[3Fk.sv = (v,w, SynC)] A (5)

@) [Fk.svw. = (x,y, AckD)] ——[3k.svi = (z,y, SynD)] A (6)
[Fk.sv. = (x,y, AckD)] —[Fk.sv% = (v, w, AckC)] A (7)

The control flow of the machine\ is defined by the Jk.SV. — TdICT —(=[3k.Sv — SunD

labelled graph(V,&,C), whereV = {v | 0 < v < m} is [3k.5v = (w,w, I =(Bk-su = (,y, SynD)]

the set of locations = £, U& UE_ U {m, m} is the set of ~[3k-sw. = (z,, AckD)])  (8)

edges, and’ : V — {B,C} is the labelling function which |5 what follows, we will consider the union of CFAs, where

maps a location to the counter used in this location. The sgfgion is defined naturally as the union of the sets of nodes and

&4, &0, E- are defined as follows: the union of the sets of edges (note that the CFAs are joint at
e & ={(v,w) | statement ab goes tow as in [ }; the initial nodeg;, and the final nodgr).

m : halt
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We are now ready to prove the central result: Létbe a Statesg. In o5 process 1 cannot move byl (8). As process 1

system ofK processenst(K, Sk(J (v, w) U I(x,y))) andog

be a global state of/ such that

The constraintd {5)-[8) impose a synchronization behavior
Proposition 30: Let = be an infinite path{c;};>1
starting withoy. If 7 = G HS (v, w, z,y),

o1[l].sv= (v, v, IdIC) and
o1lk].sv= (z,z,IdID) for all 2 < k < K.

index ¢ such that2 < /¢ < K and

Proof: We consider all states in the prefix,...o;. To

or[1].sv= (w,w, IdIC)
0'7[6]'5\/: (yv Y, ]dlD)
o7lk].sv= (z,z, IdID) for 2 < k < K,k # L.

resides in(v, w, AckC)—and thus not in(v, w, SynC)— by
(8), every data proceds> 1 different from¢ is blocked.
Stateo7. In og, every data procesk > 1 different from ¢
is blocked due to[{5), as process 1 residegwaty, AckC).
Process/ cannot move becal$éts CFA contains no guard
sv= (y,y, IdID). [ |
Using J (v, w) and(x,y) we can simulatd{1) fofv, w) €

of M . O
&4 by instantiating/ (v, w) andI(D, C(v)). Moreover, we can
then there exists an ">, 9/ (v, w) (D,C(v))

simulate [(B) for(v,w”) € £_ by instantiatingJ (v, w"”) and
I(C(v), D). Finally, we can simulaté2) fofv,w’) € & (that
is, the test for zero) by instantiating(v, w’) and adding one
more temporal constraiffQ, (v, w'):

[Fk.sv = (v,w', SynC)] — —[Ik.sw = (C(v),C(v), IdID)]

Now we can construct the CFA(M) that simulatesM.
This CFA is a union of CFAs constructed for edgesofif

prove the proposition, it is sufficient to show that the prefix

o1,...07 1S as follows for some procedgssuch that2 < ¢ < Q= U J(v,w),
K: (v,w)e€
Step 0'1[1] g; [ﬁ] O'i[k], k 7§ 14 then
or 1 (v, v, IdIC) (z,z,IdID)  (z,z,1dlD)
oy A (v,w, SynC)  (x,z,I1dID)  (z,z,IdID) AM) =Q,U U I(D,C(v)) U U I(C(v), D).
o3 1 (v,w, SynC)  (x,y,SynD) (z,z,IdID) (v,w)€EL (v,w)€E
oy A (v,w, AckC)  (x,y,SynD) (x,,IdID) Further we define a specification which ensures that there
o5 (L (v,w, AckC)  (x,y,AckD) (x,2,1dID) s always exactly one control processP, as
o 1 (v,w, AckC) (y,y,1dlD)  (z,z,1dID)
o7 (w,w, [dIC)  (y,y, [dID)  (z,a, 1dID) A A\ D3k sv =g V{3 sv =]

Now we show that other possible executions contradict to 9€Qv ¢'€Q\{a}
the lemma’s hypothesis. Recall that a single step of a psocesWe specify the non-halting propery,onnais as follows:

corresponds to a path of its CFA froga to ¢r.
G (ﬁ[ﬂk.svk = (m,m, 1dIC)] ) v

Fﬁ(CP/\ A EQu(v,w) A

(v,w)€&o

Stateos;. By the hypothesis of the lemma.

Stateos,. As data processes are blockeddan by (8), only
process 1 can move.

Stateos. Suppose by contradiction that process 1 makes a step /\

in o2. Thenoj[1] = (v,w, AckC). In such as}, process 1 is (v,w)EELUE_
blocked by [[8), and the other processes are blockedlby (5). e can specify two initial process states: One is where the
foIIc_)w_s .that no process can make a_further step., ﬁMnnot process stays iBve = (£, fo, IdIC); Another one is where
be infinite, which provides the required contradiction. een . processvp = (D, D, IdID). ThenSVy = {svo, svp ).

there is some data processvhich makes the step. Theorem[8.Let M be a two counter machine, af&C, N)
Stateoy. In o3 procesd is blocked by[(¥V). Further, suppose bybe a natural pair of resilience condition and system size
contradiction that data proces# ¢ makes a step resultingfunction. One can efficiently construct a non-communicgtin
in o)[k] = (x,y,SynD). Then due to[{5), i}, process 1 CFA . A(M) and anLTL.x propertyynonnait (M) such that the
is blocked. Moreover, due t¢1(6), procesgeand k are also following two statements are equivalent:
blocked incj. It follows that in the path starting witlr, . M does not halt.
all data processes move frofm, z, IdiD) to (z,y, SynD). As e Vp € Pre, Inst(p, SK(A)) Eo ©nonnalt (M).
we have finitely many processes, eventually all data presess
will stop at (z,y, SynD). In this state, every process will be APPENDIXB

CFAs oFFTDA

blocked by [[b) and[{6). This contradicts the assumption that
In this section we give examples of the CFAs we use for

m is infinite.
g our experiments in Figufd 4 afdl 5. They have been formalized
as discussed in [36]. In the body of the current paper, we use

HS (v, w,C(v), C(v)))

Stateos. In o4 every procesg > 1 different from/ is blocke
by the same argument as in statg(they all eventually group
and are blocked iffz, y, SynD)). Process 1 cannot move due ¢, 5 proof for the composition of several such automata, ooeldvapply
to (8). HS and [3) for different counters to obtain the same conclusion
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‘ rcvd := € where revd < e A e < nsnt+ f ‘

Fig. 4. Example CFA of a FTDA as formalized in_|36].

slightly different CFA definitions, namely without incremts,

2) Transition relation.: We now formalize the transition
relation Rc of C(Sk). The formal definition of when for
two statesw andw’ of the counter abstraction it holds that
(w,w") € R¢ is given below in[(®) to[(18). We will discuss
each of these formulas separately. We start from the tiansit
relation R of the process skeletd®k from which we abstract.
Recall that(s,s’) € R means that a process can go fram
to s’. From [10) and[(1I3) we get thatroMm is the local state
of s, andTo is the local state of’.

In the abstraction, iffFROM # TO, a step froms to s’
is represented by increasing the counter at indexby 1
and decreasing the one akRom by 1. Otherwise, that is,
if FROM = TO, the counter ofFROM should not change.
Here “increase” and “decrease” is performed using the cor-
responding functions over the abstract doman and the
mentioned updates of the counters are enforcefih (@6), (17)
and [I%). Further, the counters of all local states diffefiam
FROM andTo should not change, which we achieved byl (18).
Performing such a transition should only be possible if ¢her
is actually a process in state which means in the abstraction
that the corresponding counter is greater tlignWe enforce
this restriction by[(IR2).

By the above, we abstract the transition with respect tol loca
states. Howeveg ands’ also contain the shared variables. We
have to make sure that the shared variables are updated in the
abstraction in the same way they are updated in the concrete

assignments, and non-deterministic choice from a range ystem, which is achieved i (11) arid(14).

values.

We thus arrive at the formal definition of the abstract

Using the algorithm from[[19], the CFA in Figufd 1 istransition relation:Rc consists of all pairgw,w’) for which
obtained from the CFA in Figufi 4: In contrast to the origindhere exists ands" in S, andFroM and 7o in L such that
CFA from Figurel[%, for the CFA in FigurEl 1 in every patrequations[(9)£(18) hold:

from ¢; to qr, each variable appears at most once in the left-
hand side for every assignment in the original CFA. Every

variablex has several copies: for the initial value,z’ for the
final one, andc!, 22, ... for intermediate ones.

APPENDIXC
DETAILS OF THE COUNTER ABSTRACTION

1) Initial states.: Let Ly be a set{¢{ | £ € L A3dsy €
So. £ ={svyua So}; it captures initial local states. Then, €
S if and only the following conditions are met:

Ip € Pre Fky -+ Ik Y ki=N(p)A
1<i<|L]

Vi: 1 <i<|L|. ap(k;) = wo.k[¢;]
Vi:1<1< |L| (fz ¢ Lo) — (wo.ﬁ[&] = Io)

dsg € Sy. wo =r So

Less formally: Concrete counter values are mapped to
wo.k[¢;] usingayp; We consider only combinations of counters

that give a system siz¥ (p); Every countek[¢;] is initialized
to zero, if the local staté; is met in no initial states; € Sp;
a shared variablg of wy may be initialized to a value only
if there is some initial state, € Sy with sg.g = v.

14

(s,s) €R (9) w.k[FROM| # 1, (12)
FROM =(syua § (10)  TO =(syun &’ (13)
w=r s 11) w' =rs (14)
(TO = FROM) — w'.k[FROM] = w.x[FROM| (15)

(TO # FROM) —
(x = w.k[T0], 2’ = w' .k[TO] F ag({z' =z +1})) (16)
(TO # FROM) —

(x = w.k[FROM], 2’ = w'.k[FROM] =

ap({a’ =2 -1})) (A7)

Vi:1<i<|L|.(¢; # FROMA{; # TO) —

w'.k[l;] = w.kll;] (18)

APPENDIXD
DETAILED PROOFS

Simulation. In order to compare the behavior of system
instances we use the notion of simulation. Given two
Kripke structuresM; = (51,59, R1,AP,)\;) and M, =
(S2, 59, Ra, AP, \2), a relationH C S; x S, is a simulation



‘ rcvd := c whererevd < e A & < nsnt+ f, ‘

[rovd = = where rovd < e A e < nsnf]

[rovd := = where revd < e A ¢ < nsn
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Fig. 5. Control flow automata for the steps of the FTDA front tefright tolerating symmetric faults, omission faultsdasiean crashes; faults are modeled

by fairness constraints not shown.

relation with respect to a set of atomic propositions APAP
iff for every pair of states(si;,s2) € H the following
conditions hold:

. Al (81) n API = )\2(82) n API

« for every statel;, with (s1,t1) € Ry, there is a state,

with the property(sza,t2) € Re and (t1,t2) € H.

If there is a simulation relatio® on M; and M5 such that,
for every initial states! € SY there is an initial state$ € S9
with the property(s?, s9) € H, then we writeM; < M. In
this case we say/; is simulated byM..

A. The Proofs.

Proposition[11. For all p € Prc and all a € D:

Yj(p) < aiff I; < ap(a), andd;(p) > a iff I; > ap(a).
Proof: Fix an arbitraryp € Pgc.

Casea > vY;(p). (=) Fix an arbitrarya € D satisfyinga >

Y;(p). Let k be a maximum number such that> 94 (p).

Thenap(a) = I;. By Definition of ap, we havek > j and

thus, by Definitioi ID];, > I;. It immediately givesy,(a) >

L.

(<) Leta € D be a value satisfying, (a) > I;. There is
k such thatap(a) = Iy anda > Y (p). From ap(a) > I;
it follows that I,, > I; and, by Definitior_I0. > j. Then
by Definition[8 we haved,(p) > ¥;(p) and by transivity
a > J;(p).

Casea < ¥(p). (=) Fix an arbitrarya € D satisfyinga <
9;(p). Let k be a maximum number such that> 94 (p).
Thenagp(a) = Ii.

Consider the case when> ;. By Definition[10 it implies
I, > I;. It immediately givesay,(a) > I;, which contradicts
the assumptiors < ¥;(p). Thus, the only case B < j.

By Definition[10, k < j implies I;, < I;. As we excluded
the casek = j we havel, < I;, I # I; or, equivalently,
apla) = I, < Ij.
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(<) Let a € D be a value satisfyingy,(a) < I; o,
equivalently,ap,(a) < I; andap(a) # I;. There exists: such
that ap(a) = I, and either(a) a < Jx41(p) or (b) k = p.
From the assumption we havg < I; and I, # I;. From
this we conclude{c) k£ # p excluding (b); (d) Ix+1 < 1.
From (d) by Definition[10, k¥ + 1 < j. This implies by
Definition[8,94+1(p) < ¥,(p). From this anda) we conclude
thata < 9,(p). [

Proposition[12.If ® is a formula over variables, . ..
over D, then®y is a PIA existential abstraction.

Proof: Consider an arbitrard € ||®||g. Asd € ||?||g,
it satisfies the conjunct; = ch A Adp = dy and thus
satisfies the disjunctio®, i.e.x = d |= ®p. As d is chosen
arbitrarily, we conclude tha{®||z C {x € D* | x = ®p}.

[ |

Theorem [16. For all p € Prc, and for all CFA A, if
system instancénst(p, Sk(A)) = (57,59, R;, AP, \;) and
system instancenst(p, Skans(A)) = (S;, 5%, R, AP, \;),
then: if (0,0") € Ry, then(hi* (o), hi*(0")) € R;.

Proof: Let R and R,,s be the transition relations of
Sk(A) and Skaps(.A) respectively. Fron{o, ¢’) € R; and the
definition of Inst(p, Sk(.A)) it follows that there is a process
indexi : 1 < i < N(p) such that(c[i], o’[¢]) € R and other
processes do not change their local states.

Let v be a valuation ofA. By the definition of Sk(.A)
from (ofi],o’[i]) € R we have that CFAA has a path
41,91,42,---,q, such thatgy = qr, g0 = ¢qr and for
every guardg; it holds thatv = g;. Moreover, for any
x € IUAUT'U{sv} it holdsv(x) = o[i].z andv(z') = o'[i].x.

We choose the same pathdbst(.A) and construct the valu-
ation hg‘“ (v). From Theoreri 14 we have that for every guard
g;j itholds thath*!(v) = g;. Hence, the patty, g1, ¢2, - . . , @k
is a path of CFAabst(A) as well.

By the definitions ofzi** and hd** we have that for every

y Tk



z € TUAUT U{sV} it holds hi* (v)(z) = hi*(o)[i].z and (I2). From the definition ofuZ"" it follows thatw.x[FROM] =
hidet(v)(2') = hd*(o)[i].x. By ‘the definition 0fSkaps(A) it ap(K (o, FROM)).

|mmed|ately follows tha(h{* (o), & (0")) € Raps. From the existence of the index it follows that
Finally, (hdat( ), hdat( ") € Ras implies that K(o,FROM) > 1. Hence, we haveé (o, FROM) # 0 and from

(ﬁgat( ), hdat( ")) € R;. m the definition ofay, it follows that oy (K (o, FROM)) # 0.
Theorem [18. Let 7 = {o;};>1 be a J-fair path of Fromay (1) = I, and Definitior 1D of total order we conclude

Inst(p, Sk(A)). Then#t = {ﬁf,“t(ai)}izl is a J-fair path of (12), i.e.ap(K (0, FROM)) # I.

Inst(p, Skaps(A)). (LT) and [14) Follows immediately from the definition &f:".

Proof: By inductively applying Theorenl 16 tor we w5 sinceto — Frowm, it follows from (I0) and [(IB) that
conplude thaﬁ IS mdegd a path qut(p’ Skabs(“‘_‘)l)' n s =rsyua §'- Thus the process with indéxdoes not change its
Fix an arbitrary justice constraint < J C APp; infinitely |5¢4| state. Moreover from the propertyRAME) of transition
many states om are IabeIIedi\l/inr’q. Fix a stater onm with  6|5ti0ns, all processes other thamaintain their local state.
q € Ar. We show thay € A;(hg™(0)). Consider two cases: |t follows that for all ¢ in L, K(o,0) = K(o',0), and
Case 1.Propositiong has a form Bi. ®(i)], where & further thatap(K(0,¢)) = ap(K(o’,¢)), and in particular
has free variables of two types: a vector of parametens (K (o,FROM)) = ap(K (o', FROM)). Then [I5) follows

xP = a2l ... ,:cfnl from II and a vector of variables” = from the definition ofa.g™.

af,...,xj. There is a process index: 1 < i < N(p) such (Ig) and [IV).From the property KRAME) of transition
that oli] = ®(i). Hence,x” = p,zj = ofil.z1,...,2} = relations, all processes other thamaintain their local state.
olil.z;, = @(i). From the definition of the existential ap-SinceTo # FrowM it follows that i changes it local state. It
proximation it follows that(ap(o[i].:cl), ...,ap(ofil.zk)) €  follows that

|®(@)||. Thus, 27 = ap(oli].z1),..., 2} = ap(ofil.ar) )

ap(®(i)). As foreveryz; : 1 < j < k the valuehd® (o) [i].z; K(o',70) = K(0,T0) + 1, (19)
is exactlyz?, we arrive athd‘“( Wi E ar(®(i )) Then by K(o',FROM) = K (o, FROM) — 1. (20)

the construction of\; it holds that Bi. ®(i)] € A;(hd*(0)).

Case 2.Propositiong has a form Yi. ®(i)], where ®
has free variables of two types: a vector of parameters, .(ro] = ap(K (o, T0)) and
xP =i, .z ‘H from II and a vector of variables” =
zy,...,z}. Then for every process indéx 1 < i < N(p) it
holdso[i] = ®(i). By fixing an arbitrary: : 1 < i < N(p)
and repeating exactly the same argument as in the Case 1, we'.x[FROM| = ap, (K (o', FROM)) and

From the definition oz we have

w.K[TO] = ap (K (0, TO))

show thathi™ (c)[i] = ap(®(i)). Asi is chosen arbitrarily, w.k[FROM] = ap (K (o, FROM))
we conclude that hdat(o)[i oY By the
1§i§/\N(p) p ()] = _( i))- By From Propositiof 9 follows that
construction of); it holds that fi. ®(i)] € A;(h&(s)).
From Cases 1 and 2 we conclude that \;(hi*(0)). K (o', 70) € 7p(w'.k[T0]) and
As we choses to be an arbitrary state on labelled with K(o,T0) € yp(w.s[TO]) (21)

g and we know that there are infinitely many such states
on 7, we have shown that there are infinitely many states
hi*t (o) on 7 labelled withq. Finally, asq was chosen to be

an arbitrary justice constraint frosh, we conclude that every K (0, FROM) € 7p(w.K[FROM]).  (22)

justice constraing € J appears infinitely often of. Point [18) follows from [ID), [[21), and the definition of

¥E'S provghla:t;r 1S ﬁl fair pat;‘ 4 all fini existential abstraction, while (I7) follows from [2D),[(2R),
eorem -For all p € Pge, and all finite state and the definition of existential abstractiod;.

process skeleton$k, let system instancénst(p,Sk) = ,

(S1,S%, Rr,AP,)\;), and C(Sk) = (Sc,S2, Re, AP, Ac). (@8). From property €ERAME) processes other thando not

Then: if (0,0") € Ry, then (}_Lcnt( ), hcnt( )) € Re. move. The move of procegsdoes not change the number of
Proof: We have to shé)w that |f(o— o') € Ry, then processes in states other tharom and To. Consequently,

w = he(o) andw' = hcnt( ) satisfy [9) to [IB. We first for all local states¢ different from FROM and To it holds

note that ago, o’) € Ry, it follows from the (ove) property that K(o/,6) = K(o,0). It follows that O‘p_(K_(Ulvé),)mT
of transition relations that there is a process indesuch “p(K(:¢)), and [18) follows from the definition ohy".

that (o[i], o’[i]) € Rr; we will use the existence af in the L u
following: Theorem [21. For all p € Pgrc, and for all finite state

@). Abbreviatings — ofi] ands’ — o’[i], ) follows process skeletorSk, Inst(;:ék) =< C(Sk), w.r.t. ARsy.
' : Proof: Due to Theoreri 20, it is sufficient to show that if
(I0) and [13B).Follows immediately from the definition af. a propositionp € APsy holds in states of Inst(p, Sk) then

K(o',FROM) € ~p(w'.k[FROM]) and
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it also holds in state?z;”t(o—) and vice versa. We distinguishevery ¢ € L such that there exists: 1 < i < N(p) with
two types of propositions. ¢ =1, w the disjunct for¢ in holds true.

If p=[Vi. sy, = Z] andp € A;(o), then by the definition of
Ar we have), ;v () (oli].sv= Z). Thus, in global state
all processes are in a local state with= Z. In other words,
no process is in a local state wigv # Z. It follows that
each local staté satisfies ino that¢.sv=Z or K(o,¢) = 0.
From the definition oﬁ;”t and the definition of\¢ this case
follows. The same argument works in the opposite direction. Thus, we conclude that the conjunction in the right-hand

If p=[3i. sy, = Z] andp € A\;(0), then by the definition of side of the equatiori (24) holds, which immediately resuits i
Ar we haveV/, .,y (oi].sv= Z). Thus, in global state g € Ac(w).
there is a process in a local stdtwith sv= Z. It follows that

K(o,¢) > 0. From the definition ofh‘mt and the definition
of A\c the case follows. The same argument works in tqqeb |
opposite direction. ae

This two cases conclude the proof. ]

Theorem[22.1f m = {0, };>1 is a J-fair path ofInst(p, Sk),
then the patht = {h&"(0;)}i>1 is a J-fair path of C.

Proof: By inductively applying Theorenml 20 tar we
conclude thatt is indeed a path o€. This proves thatr is a fair path. ]

Fix an arbitrary justice constraint< J C APp; infinitely
many states om are labelled withy. Fix an arbitrary state- Then for every transitiorio,o') € R., there is a transition
on 7 such thaty € A\;. We show thay € Ac(hg" (0)). hde( ) Tde Y RANT. @

Propositions from AR have the form of $i. ®(i)] and (h?(0), h*(e")) in Re \ T
[Vi. ®(4)], where each®(i) has free variables of two types: Proof: Assume that there is transitidir, ') € R,, with
a vector of parameters” = z7, ..., zfy fromII, a vector of w = h%(0), w' = h(d’), and (w,w') € Rc NT. As T
local variablest® = z¥,...,z{ from A, and a vector of global is a set of uniformly spurious transitions, we have that the
variablesz? = z9,...,z9, from . transition (w, w") is uniformly spurious. Consider a pair of

statesp, p’ € S, with the propertyh?¢(p) = w andh¥(p’) =
w’. From Definition[26 it follows that(p, p’) &€ R,. This

Consider?’ € L such that for everyi : 1 < i < N(p)
it holds ¢/ #;, w. It immediately follows thatk (w, ¢') = 0;
from the definition ofa, we have thatag (K (w, f')) = Iy
and thusk[¢'] = Iy. Then for¢’ the disjunct in[24 holds true
as well.

From Universal case and Existential Case we conclude that
Ac(w). As we choses to be an arbitrary state on

led withgq and we know that there are infinitely many
such states on, we have shown that there are infinitely many
stateshcm( ) on 7 labelled withq. Finally, asq was chosen

to be an arbitrary justice constraint froff) we conclude that
every justice constraint € J appears infinitely often of.

Theorem[28.Let T' C Rc be a set of spurious transitions.

[Fi. ()] € Ac(w) iff contradicts the assumptide, ') € R,, as we can takp = o
/I __ /
\/ (x = £,x7 =p w = ap(®() Awkll] £ ) (23) andp’ = o". "
reL Theorem[29.Let J C APy be a set of justice requirements,
g € J,andU C Sc be a set of unjust states under Let
[Vi. ®(i)] € Ac(w) iff 7w = {o;};>1 be an arbitrary fair path ofSys_, under.J. The

path 7 = {h%(0;)};>1 is a fair path in C(Skaps(.A)) under
N\ (X =£6x =r w = ap(@@) Vwkll] =1) (4 Ju{[of U]}

LeL

. . . . Proof: Consider an arbitrary fair path = {o0;};>1 of
Consider two caseg&xistential casd (23)There is a process ! frary fair p {oi}izt

Sys,, under.J. Assume thatr = {h?°(0;)};>1 is fair under

indexi: 1 <i < N(p) such thatr[i] = ag(P(i)). J, but it becomes unfair undet U {[off U]}.

Consider a local staté e L with ¢ =5, 6[i]. As 6[i] =
aE(<I>(z')) it follows that ¢ = (.af, ... 2t = (2l af = If # is unfair under{[off U]}, then # does not have
wal,. a9 = wad, = ap(®@). Asi is the index of a infinitely many states labelled withoff U]. Thus, # must

process with/ =, cr[] it immediately follows that (w, ¢) # have an infinite suffixsuf (%), where eachv € suf(7) has
0. From the definition ofx it follows that for everyp € P the property pff U] ¢ Ac. From the definition of ¢ff U] we
it holds g, (¢ (w, £)) # I. Thus, by the definition obs™ we immediately conclude that every statee suf () belongs to

havew.x[(] # Io. U, i.e.,w is unjust undey € J.

Hence, both requirements of equatibni(23) are metfmd  ysing the suffix suf(#) we reconstruct a corresponding
from the property of disjunction we havee Ac(w). suffix suf () of 7 (by skipping the prefix of the same length as
Universal case[(24)Then for every process indéx 1 < ¢ < in 7). From the fact that every state @if (7) is unjust undeg
N(p) it holds 6i] = ag(®(4)) we know that every state € suf () violates the constraint

By fixing an arbitraryi : 1 g i < N(p), choosingl € L as well, namelyg ¢ A, (o). Thus,r has at most finitely many
with £ =p, w and by repeating exactly the same argument atates labelled witly € J. It immediately follows from the
in the existential case, we show thaf = (.2¢,... 2% = definition of fairness that is not fair undetJ. This contradicts
lab,z) = waf,...,zd, = wad, = ag(®(i)). Thus, for the assumption of the theorem. [
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APPENDIX E « other counters do not change values, é.: 1 < ¢ <
SOUND REFINEMENT TECHNIQUES |L|. (i # FROMA i # T0) = K] = K.

We can encode these constraints by a symbolic formula
. . . . Step(p, g, K, p’, g, K').
In this section we show symbolic techniques to detectThe function \,g labels states with justice constraints

spurious transitions and unfair states for our specific Pl§milar to the equat‘fons that defing: in Section[IV-Q. We
abstractions. We are concerned with symbolic representti o mit the formal definition here.

that can be encoded as a formula of an SMT solver. While pygposition 32: SystemVS, simulates systerSys,..

there are systems where one can encode the monster systefiis allows us to use the following strategy. We take a

how to do this for threshold-based distributed algorithms, is not reproducible ifVS,, due to Propositiofi 287 is

which have a parameterized local state space. _ a spurious transition irSys, and it can be removed. The
Our method consists of using a model for refinemerg|iowing proposition provides us with a condition to chetk

that abstracts only local state space, but is finer thancan pe replayed ivVS,:

{Inst(p, Skabs(A)) }peprc- Thus, we introduce a family proposition 33:Let (w,uw’) € Rc be a transition of

{Inst(p, Ska(A))}peprc, WhereSky(A) is a skeleton ob- C(Sk,,q(A)). If there exists a transitiofo, o’) € R, such

tained by applying a data abstraction similar to SedfiolBIV- that w = h(s) and w' = h%(s’), then there exists

but shared variablek preserve their concrete values. Becausg transition Step(p, g, K, p, g, K’) of VS, satisfying the
guards operate on variables both in the abstract and cenckgfjowing condition:

domain, we have to define a finer abstraction of guards.
We need some additional notation. In Sectlon IV-A we /\ (in(Kl- w.k[i]) A in(K! w/ﬂ[i])) A
introduced setG 4 of linear combinations met in threshold ’ v

A. Detecting Spurious Transitions and Unjust States

. ) 1<i<|L]
guards of CFAA. Let ¢; be such an expression that induces
the threshold function; for 0 < j < u. Note, thatsy stands /\ (in(gi,w.g;) Ain(g), w'.g;))
for 0 ande; stands forl. We construct a formulan(y, I,,) 1<5<|T|

expressing that a variable lies yvithin the interyal captured |n other words, if the formula from Propositidnl34 is
by I,. (Note that parameter variables are free in the formulg,hsatisfiable, the transitiofw, w') can be removed safely.
. Further, we check whether an abstract state Sc is an
= = < < ’
iy, L) = o = luNea <9) V o 7 [uNea S Y < at) unjust one. If it is, then Propositidn 33 allows us to refine
The abstraction of CFA guards is defined in Figilre 6. justice constraints. The following proposition provideswith
Similarly to Sectiofi IV-B we construct a CRébst, (A) and & condition that a state is unjust 5, :
then use a process skeletBk, (A) induced byabst (A). For ~ Proposition 34:Letw € Sc be a state 0€(Skans(A)) and
every parameter valugse Pz one can construct an instancel € APp be a proposition expressing a Jl{itlce constraint. If
Inst(p, Sk (A)) using Skx(A). We are going to show that there exists a state € .5, such thatw = h(0) andq €
this abstraction is coarser thamst(p, Sk(A)) and finer than Aw(), then there exists a stafg, g, K) of VS, satisfying
Inst(p, Skaps(A)) due to: the following condition:
Proposition 31: Sk(.A) < Skj (A) =< SKaps(A).
Now we encode the whole familjinst(p, Ska (A)) }pep ne 1€ Avs, (P.8 K)) A
using the VASS representation introduced in Sedfion IV-C. A /\ in(Ki, w.kli]) A /\ in(gi, w.g;)
global state of the systeMS, is represented by a vector of

parameter values, a vector of shared variable values, and a i . ,
vector of process counterép, g, K), wherep € Pre, g € In other words, if the formula from Propositidn 134 is

DIt K eNng. Moreover,N (p) :Zl<'<|L|Ki' unsatisfiable, there is no st_ate € S, with ¢ € A\,(0)
) s abstracted tav. Thus,w is unjust.
One can define a formuldnit(p,g,K) that captures . :
o o - Remark 35:The systenVS, and the constraints of Propo-

the initial states(p,g,K) similarly to the initial states _.. .
of C(Skave(A)) smons_@ a_nd_Efl_ can be encode_d in an SMT sol_ver. By

VS & Sk ‘ ten f lobal st K) t lobal checking satisfiability we detect spurious transitions amjdist
tat A :T]a, (;za Sr?p .rom a global stdte, g, K) to a globa states. Moreover, unsatisfiable cores allow us to pruneakeve
state(p’, g', K) when: spurious transitions and unjust states at once.

1<i<|L| 1<5<IT

« P =p; . : .

. there is a stepps, s') € R of the skeletorSk, (A), where B. Invariant Candidates Provided by the User
a process moves from the local sta&eom =, s to the In the transition-based approach of the previous section we
local stateTo =, s'; cannot detect paths of being spurious in the case they do

« at least one process staysAROM, i.e. Kerow > 0; not contain uniformly spurious transitions (cf. beginniofy

« the counters are updated &, = K/.on — 1 and Section[Y). In this case a human guidance might help: An
K, =Ko+ 1; expert gives an invariant candidate. Assuming the invéarian
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ag(g) if g is a threshold guard

abstp(g) =

V(Ia,lb)eugHE =1, Nin(y,I,) if gis acomparison guard overc A,y €I’

g if g is either a comparison guard oveyy € I" or a status guard

abstp(g1) A absta(gz) if gis g1 A go

Fig. 6. The abstraction of local variables in CFA guards.

candidate is expressed as a formitea over a global state
(p, g, K) of VS,, the invariant candidate can be automatically
proven to indeed being an invariant by verifying satisfiépil
of the formulas:

Init(p,g,K) — Inv(p, g, K) (25)

Inv(p,g,K) A Step(p, g, K, p,g', K')
— Inv(p, g, K') (26)

Then a transitior{w, w’) € R¢ is spurious if the following
formula is not satisfiable:

Inv(p,g,K) A
Step(p, g, K,p, g, K') A Inv(p,g',K') A

/\ (in(K;, w.ki]) A in(Kj,w' k[i])) A
1<i<|L|

/\ (in(gi, w.gj) A in(gl;-, w’.gj))
1<5<|T|

If we receive a counterexamplE that cannot be refined
with the techniques from the previous section, we test each
transition of 7" against the above formula. If the formula is
unsatisfiable for a transitiofw, w') € T, it is sound to remove
it from C(Skaps(\A)) due to Theorern 28, Equatiods [2%).1(26),
and the formula above.

Example 36:To give an impression, how simple an in-
variant can be, for our case study (cf. Sectidn Il) the relay
specification required us to introduce the following inaati
candidate: IfL;, = {¢{ € L | {.sv = SE V {.sv = AC},
then the following formula is an invariamsnt=_,_; K.
Intuitively, it captures the obvious property that the nmbf
messages sent is equal to the number of processes that have
sent a message. This property was, however, lost in theeours
of abstraction.
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