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Abstract—We study the problem of extracting a prescribed
number of random bits by reading the smallest possible numhbre
of symbols from non-ideal stochastic processes. The relate
interval algorithm proposed by Han and Hoshi has asymptotially
optimal performance; however, it assumes that the distribtion
of the input stochastic process is known. The motivation for
our work is the fact that, in practice, sources of randomness
have inherent correlations and are affected by measuremeist
noise. Namely, it is hard to obtain an accurate estimation ofthe
distribution. This challenge was addressed by the conceptef
seeded and seedless extractors that can handle general ram
sources with unknown distributions. However, known seeded
and seedless extractors provide extraction efficiencies dh are
substantially smaller than Shannon’s entropy limit. Our main
contribution is the design of extractors that have a variabé input-
length and a fixed output length, are efficient in the consumpbn
of symbols from the source, are capable of generating randorits
from general stochastic processes and approach the inforrtian
theoretic upper bound on efficiency.

Index Terms—Randomness Extraction, Imperfect Stochastic
Processes, Variable-Length Extractors.

I. INTRODUCTION

bits from any known stochastic process and achieves the
information-theoretic upper bound on efficiency. Howewer,
practice, sources of stochastic processes have inhergaet co
lations and are affected by measurement’s noise, hence, the
are not perfect. Existing algorithms for extracting randess
from perfect stochastic processes cannot work for imperfec
stochastic processes, where uncertainty exists.

To extract randomness from an imperfect stochastic prpcess
one approach is to apply a seeded or seedless extractor to a
sequence generated by the process that contains a sufficient
amount of randomness, and we call this approach as a fixed-
length extractor for stochastic processes since all theilples
input sequences have the same fixed length. Efficient canstru
tions of seeded or seedless extractors have been extgnsivel
studied in last two decades, and it shows that the number of
random bits extracted by them can approach the source’s min-
entropy asymptotically[]7],[112],116],[[19],.122]. Althazh
fixed-length extractors can generate random bits with good
quality from imperfect stochastic processes, their efficies
are not close to the optimality. Here, we define #fficiency
of an extractor for stochastic processes as the asympédiic r

E study the problem of extracting a prescribed numb@pt_we_en the number of extracted random pits and the entropy
W of random bits by reading the smallest possible numb@f its input sequence (the entropy of its input sequence is
of symbols from imperfect stochastic processes. For perfégoportional to the expected input length if the stochastic
stochastic processes, including processes with knowrratecu Process is stationary ergodic), which is upper bounded by
distributions or perfect biased coins, this problem hasnbe&ince the process of extracting randomness does not ircreas
well studied. It dates back to von Neumann [9] who consider&tropy. Based on this definition, we can conclude that the
the problem of generating random bits from a biased coffficiency of a fixed-length extractor is upper bounded by
with unknown probability. Recently, in [30], we improvedrvo the ratio between the min-entropy and the entropy of the
Neumann’s scheme and introduced an algorithm that gerserdfPut sequence, which is usually several times smaller than
‘random bit streams’ from biased coins, uses bounded spa@ fixed-length extractors are not very efficient in extregti
and runs in expected linear time. This algorithm can geeerg@ndomness from stochastic processes. The intuition i tha
a prescribed number of random bits with an asymptoticallj order to minimize the expected number of symbols read
optimal efficiency. On the other hand, efficient algorithm§0m an imperfect stochastic process, the length of thetinpu
have also been developed for extracting randomness frégfluénce should be adaptive, not being fixed. _
any known stochastic process (whose distribution is given) The concept of min-entropy and entropy are defined as
In [13], Knuth and Yao presented a simple procedure fépllows.
generating sequences with arbitrary probability distiins pefinition 1. Given a random sourc& on {0, 1}", the min-
from an unbiased coin (the probability of H and T 43. entropyof X is defined as
In [1], Abrahams considered a source of biased coin whose 1

distribution is an integer power of a noninteger. Han andhos Hpin(X) = min lo PIX =]
[10] studied the general problem and proposed an interval ) _16{0’1} =
algorithm that generates a prescribed number of randdfieentropyof X is defined as
1
Hongchao Zhou and Jehoshua Bruck are with the Departmenieofrigal H(X) = Z P[X = I] log P[X — x] :

Engineering, California Institute of Technology, Pasaje@A 91125, USA,
e-mail: hzhou@caltech.edu; bruck@caltech.edu.

This work was supported in part by the NSF Expeditions in Cating
Program under grant CCF-0832824.

ze{0,1}"
The following example is constructed for comparing entropy
with min-entropy for a simple random variable.
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Example 1. Let X be a random variable such tha[X = The remainder of this paper is organized as follows. Sec-
0] = 0.9 and P[X = 1] = 0.1, then Hyi,(X) = 0.152 and tion [ presents background and related results. In Section
H(X) = 0.469. In this case, the entropy of is about three [[] we demonstrate that one cannot construct a variable-
times its min-entropy. O length extractor with efficiency strictly larger thah — 3

In this paper, we focus on the notion and constructior\{\éhen the source has uncertainty Then we focus on the

of variable-length extractors (short for variable-to-fidength seeded constructions of variable-length extractors, hame

. ; ) use a small number of additional truly random bits as the
extractors), namely, extractors with variable input |énghd seed (catalyst). Three different constructions are pesviand
fixed output length. (Note that the interval algorithm prepd ysb. P

. . . analyzed in Section 1V, SectidnlV and Sectlod VI separately.
by Han and Hoshi [.10] and the str_eammg algorithm pmpOSEA(ill these constructions have efficiencies lower bounded by
by us [30] are special cases of variable-length extractars 1 — B, implying their optimality. Finally, we discuss seedless

goal is to extract a prescribed number of random bits in the : .

o : : L constructions of variable-length extractors for some $ypé
sense of statistical distance while minimizing the expécte : L .
. ) random sources in Sectidn VII, followed by the concluding
input cost, measured by the entropy of the input sequence

(whose length is variable). To make this precise, we Ié(?marks.
d(R, M) be the difference between two known stochastic
processek and M, defined by Il. PRELIMINARIES

] Pr(z) A. Statistical Distance
082 P (x)

d(R, M) =limsup max

> Statistical Distancés used in computer science to measure
n—oo =€{0,1}" log, @

the difference between two distributions. L&t and Y be

where P (z) is the probability of generating from R when two random sequences with ranf@ 1}, then the statistical
the sequence length ig|, and Pr(x) is the probability of distance betwee andY is defined as
generatinge from M. when the sequence lengthl|is. X =Y = max \PT(X) = 1] - PIT(Y) = 1]
A few models of imperfect stochastic processes are intro- 7:{0,1}m—{0,1}
duced and investigated, including, ~ over a boolean functioff’. We say that andY aree-close if
. Let_/\/l be a knov_vn stochastic process, we consider A% — Y| < e. According to this definition, we can also write
arbitrary stochastic proced8 such thatd(R, M) < 3 1
for a constans. IX-Y|=5 > |PX=a]-PY=a]<e
« We considerR as an arbitrary stochastic process such 2 ze{0,1}m
that minyeg, . d(R, M) < 3 for a constant3, where

G... denotes the set consisting of all stationary ergodit'S eguivalent to the former expression.
processes. Let U,,, denote the uniform distribution of0, 1}™. In order

Generally, given a real slight-unpredictable soufee it to let a sequenck to be able to take place of the truly random

. . bits in a randomized application, we [&t be e-close toU,,,
is not easy to estimate the exact value diR, M) for a wheree is small enou hpllon this case, the extr€a robabiﬁmerror
stochastic procesd/. But its upper bound, i.e.3, can be gn. ’ P y

easily obtained. The parametemdescribes how unpredictableIntrOduced by this replacement is gt mestn this paper, we
. : . want to extractn almost-random bits such that they form a
the real sourceR is, so we call it theuncertainty of R. : T m
T : s?quences-close to the uniform distributio®,,, on {0,1}
We prove that it is impossible to construct an extractor tha o ,
. .- . . with specified smalk > 0, i.e.,
achieves efficiency strictly larger than- 3 for all the possible
sources’R with uncertainty 5. Then we introduce several |V = Ul <e
constructions of variable-length extractors, and showtteir
efficiencies can reacly > 1 — ; that is, the construc-
tions are asymptotically optimal. The proposed variablegth .
extractors have two benefits: (i) they are generalizatidns o In 1990, Zuckerman introduced a general model of weak
algorithms for perfect sources to address general imperfégndom sources, callédsources, namely whose min-entropy
sources; and (ii) they bridge the gap between min-entroply ai$ at leastkt [32]. It was shown that given a source on
entropy on efficiency. {0,1}™ with min-entropyk < n, it is impossible to devise
The following example is constructed to compare the perfo- single function that extracts even one bit of randomness.
mances of a variable-length extractor and a fixed-lengttaext This observation led to the introduction of seeded extracto
tor when extracting randomness from a slightly-unprediieta which use a small number of additional truly random bits as
independent process. the seed (catalyst). When simulating a probabilistic atgon,
) i one can simply eliminate the requirement of truly random bit
Example 2. Consider an mdependept ProcesgroTs.... such by enumerating all possible strings for the seed and taking a
that Plz; = 1] eh_[0.9, 0.91], then Itblcaln behobtalned that aiority vote on the final results. There are a variety of very
/= 0.0315. For this source, a variable-length extractor Cangicient constructions of seeded extractors, summariz¢gli

generate random bits with efficiency at least B_: 0'9585 [16], [22]. Mathematically, a seeded extractor is a funatio
that is very close to the upper boundIn comparison, fixed-

length extractors can only reach the efficiency at nio3t17. E:{0,1}" x {0,1}¢ = {0,1}™,

B. Seeded Extractors



such that for every distributioX on {0, 1}™ with H,,;,(X) > D. Variable-Length Extractors

k, the distributionE (X, Uy) is e-close to the uniform distri- A variable-length extractor is an extractor with variabie i

bution Uy,. Here, d is the seed length, and we call such agyt jength and fixed output length. When applying a variable-
extractor as &k, ¢) extractor. There are a lot of works focusingength extractor to a stochastic process, it reads incoming
on efficient constructions of seeded extractors. A standagﬁ-nbms one by one until the whole incoming sequence meets
application of the probabilistic method [17] shows thatréhe certain criterion, then it maps the incoming sequence into
exists a seeded extractor which can extract asymptotlcagybinary sequence of fixed length as the output. Depending
Hupin (X)) random bits withog(n — Hmin(X)) additional truly - on the sources, the construction may require a small number
random bits. Recently, Guruswami, Umans and Vadhan [8] additional truly random bits as the seed. Hence, we have

efficiency is very close to the bound obtained based on th&iractors.

probabilistic method. Their main result is described aload: A seeded variable-length extractor is a function,

Lemma 1. [9] For every constantx > 0, and all positive Vi : S, x {0,1}% — {0,1}™,
integersn, k and all e > 0, there is an explicit construction
of a (k,e) extractor E : {0,1}" x {0,1}¢ — {0,1}™ with Such thaf[givenla rgal sourég, the output sequenceé_sc!ose
d < logn + O(log(k/€)) andm > (1 — a)k. to the uniform distributiort/,,,. Here,S,, is the set consisting of
o ) all possible input sequences, called the input set. It ispteta

‘The above result implies that given any soufCe= {0,1}"  and prefix-free. The input sequence is compete, that means,
with min-entropyk, if > (1+a)m with a > 0, we can always any infinite sequence has a prefix in the set; so when reading
construct a seeded extractor to generates a random sequ@pgfhols from any source, we can always meet a sequence in
Y € {0,1}™ that ise-close to the uniform distribution. In this the set. Then we stop reading and map this sequence into a
case, the seed lengih< logn +O(log(k/¢)) depends on the pinary sequence of length. Being prefix-free is not very

input lengthn and the parameter. necessary; it ensures that all the sequence iare possible
to read.
C. Seedless Extractors A general procedure of extracting randomness by using

variable-length extractors can be divided into three steps

In the last decade, the concept of seedless (deterministlcb Determining an inout se§. such that its min-entro
extractors has attracted renewed interests, motivatechéy t based on tr?e real Fs)ourdézi)s at leastk, namely Py

reduction of the computational complexity for simulating

probabilistic algorithms as well as some requirements in min log, ——— ’
cryptographyl[6]. Several specific classes of sources hegr b z€Sp Pr(z) —
studied, including independent sources, which can be eivid wherek > (1 + a)m for any a > 0.

into several independent parts containing certain amofint 02) \we construct an injective function

randomness[ [2],[[19],[]20]; bit-fixing sources, where some

bits in a binary sequence are truly random and the remaining VS, = {0,1}1",

bits are fixed [[4], [[8], [11]; samplable sources, where the {5 map the sequences iff, into binary sequences of
source is generated by a process that has a bounded amount lengthm. We read symbols from the sour@ one by

of computational resources like space![12]./[25]. For examp one until the current incoming sequence matches one in
suppose that we have multiple independent sources with the S,. This incoming sequence is then mapped to a binary

same lengt. It is known how to extract from two sources sequence of length based on functio’’. As a result,
when the min-entropy in each is 0.5n [20] or slightly less we get a random sequence with length and min-
than0.5n [3], how to extract fromO(1/+) sources if the min- entropyk (sinceV is injective).
entropy in each is at least’ [18]. All these constructions have 3) Sincek = (1 + ) with ana > 0, according to Lemma
exponentially small error, and they are able to exti@ck) [, we can always find a seeded extractor,
random bits.

Both seeded extractors and seedless extractors described E:{0,1}" x {0,1}* — {0, 1}

above have fixed input length, fixed seed length £ 0

for seedless extractors) and fixed output length. So we call
them fixed-length extractors. To apply fixed-length exwest E to the sequenceZ, we get a random sequence of
in extracting randomness from a stochastic process, itseed lengthm that ise-close to the uniform distributiofy,,,.

to first read a sequence of fixed length, whose min-entropy Here, the seed length < logn + O(log(k /).

is strictly larger than the number of random bits that we We can see that the construction of a variable-length ex-

nged to generate: F|xed-lgngth extractors cap generaienan tractor is a cascade of a functidn and a seeded extractar,
bits of good quality from imperfect stochastic processes, b

they usually consume more incoming symbols than what aré”
i . . ) . o Ve=EQV.
necessarily required. To increase information efficiemey)et

the length of input sequences be adaptive, hence, we have thdote that our requirement is to extract a sequencenof
concept of ‘variable-length extractors’. almost-random bits that is-close to the uniform distribution

that can extractn almost-random bits from a source
with min-entropyk. By applying this seeded extractor



U... The key of constructing variable-length extractors is to Let p(xz) denote P[X = z] for z € {0,1}"™. SinceX is
find the input setS,, with min-entropyk, even the distribution e-close to the uniform distributiot,,,, we have

of the real sourceR is slightly unpredictable, such that the 1
expected length of the sequencesdp is minimized. For 3 > p@) -2 < e
stationary ergodic processes, minimizing the expectegtiten z€{0,1}™

is equivalent to minimizing the entropy of the sequences iNThen the lower bound ofl (X) can be written as
Sp asymptotically (this will be discussed in this section).

For some specific types of sources, including independent min Z p(a) log, 1
sources and samplable sources, by applying the ideasfin [19] Poeionym p(x)
and [12] we can remove the requirement of truly random bits

without degrading the asymptotic performance. As a resuft/Piect o

we have seedless variable-length extractors. For exaniple, p(z) = 0,ve € {0,1}™;
the sourceR is an independent process, we can first apply Z (@) = 1;

the method in[[19] to extraaf almost-random bits from the ’

first ©(log ™) bits, and then use them as the seed of a seeded we{01ym
variable-length extractor to extract randomness from ¢ise of Z Ip(z) — 27™|| < 2e.
[%E] process. The detailed discussions will be given in Becti ce{01}m

Obviously, the optimal solution of the above problem hap-

pens at
N > llp@) — 27 =2
A. Efficiency ze{0,1}m

To consider the performance of an extractor, we define itst4 gove the problem based on Lagrange Multipliers, we let
efficiencyas the asymptotical ratio between the output length

and the total entropy of all its inputs. So the efficiency of an Ap) = Z p(x)log, S + A ( Z p(z) —1)
extractor can be written as refo}m p() ze{01}m

I1l. EFFICIENCY AND UNCERTAINTY

. m
N= N o) d (Y llp(x) — 27 - 2¢).

such that the output sequence dsclose to the uniform a0y

distribution U,,, on {0,1}™, wheree is small,d is the seed If p(x) > 0 with 2 € {0,1}" is a solution of the above
length,m is the output length, aniz (X,,,) is the entropy of question, then

the input sequencg,,, with range onS,,. In our constructions, 2 -0
d < logn + O(log(m/€)), which is ignorable compared to I(p(x)) ’
Hg(X.,) whenm — co. Hence, we can write ie.
. m
T Hr (K SR Ml =0 27 <p(e) <1,
" 1“1’5712““1—&:0 if 0<plz)<27™.

In the definition, we use the entropy of the input sequence

rather than the expected input length, because the souate th So there exists two constantsandb with 0 < a <2™™ <

we considered may not be stationary ergodic. It needs i< 1, such that,

mention that, in seeded construct?orjs, the valuel @f also plz)=a if 2™ < p(x) <1,

an important parameter although it is much smaller than { (@) =b if0<px)<2m™

The problem of minimizing the seed lengthcan be studied p =P = ’

separately from minimizing the entropy of the input seqeenc Assume that there areassignments of: with p(z) = a,

and it will be addressed in this paper. then there ar@™ — ¢ assignments of with p(z) = b. Hence,
First, we demonstrate that if a distributionds:lose to the the problem is converted to the one oveb,t, i.e.,

uniform distributionU,,,, then the entropy of this distribution

, T 1
is asymptoticallym for any e < 1. min talog P (2™ —t)blog 3’
Lemma 2. Let X be a random sequence d0, 1} thatis  gypject to
e-close to the uniform distributio®,,,, then 0<t<om.
m—log21_€§H(X)§m. ta+ (2™ —t)b=1; (1)
Proof: Since there are totallg™ possible assignments t27" —a)+ 2" —-t)(b—2"") = 2e. 2
for X, itis easy to gefd (X) < m. So we only need to prove
that 1 From Equ.[(1) and{2), we get
€ €
H(X)>m-—1 . =2"M"M—_- p=2"" .
( )—m Og21_ a t’ +2m_t



So the question is finding the optimathat minimizes Proof: X,,, is a random sequence froif, based on
the distribution of R. Let I; be the minimum length of the

—t(27" = ) log, (277 — 5) sequences ¥, asm — oo, l1 — co. Now, we define
@ e 2m€_ ) log, (27" + 2m€_ ), li =1 + (i — 1) logly for all i > 1.
subject to Based on them, we divide all the sequences,jrinto subsets
€
0<t< .
- T2 m Si:{:v|x65’p,li§ |.I'| Sli+1_1}
The optimal solution ig* = 5= .
for ¢ > 1.

of X is
Let p; = Pr(X.m € S;), then

>§: E:p; Hr (X 11+1|X111|X | > b)),
which is the lower bound. i g>i
This completes the proof.

1
H(X) =log(2™ —t) = m — log, 1

wherely = 0, Zj>ipj is the probability that| X,,| > L,
In the following lemma, we show that for any extractorand X! is a sequence ak,, from theath element to théth
its efficiency is upper bounded bl. The reason is that the element.
amount of information, i.e., entropy, does not increaséndur  Since X, is generated from a stationary ergodic process,
the process of randomness extraction. andl; —I,_1 — oo asm — oo, we can get

Lemma 3. For any extractor with seed lengi#h and output Hp (X} +1|XiH’ Xl > 1) = (I — Lio))R(R).

lengthm, if d = o(m), its efficiencyn < 1. o

Proof: We consider fixed-length extractors as a special As aresult, a3, — oo, we have

case of variable-lt_angth extractors, and consider seedbess Hr(Xn) > (1—e Z ij

tractors as a special case of seeded extractors wWhkef. So PR

our proof only focus on seeded variable-length extractors. 1 Lh
A main observation is that for any extractor, the entropy ¢ Zp ‘

of its output sequence is bounded by the entropy of the input

sequence plus the entropy of the seed, since the procesdopfan arbitrarye > 0.

extracting randomness cannot create new randomness. Also considering the other direction, we can get that as
For the output sequence, denotedWyit is e-close to the 1 — oo,

uniform distributionU,,,. According to Lemmal2, its entropy

_11 (R)

is ) Hr(Xm) < (1+¢) Zpili+lh(R)
Hzr(Y)>m —log ‘
=) 21— = (14 pilli +logh)(R),
The total entropy of the inputs iH% (X,,) + d. Hence, i
Hr(Y) < Hr(Xm) + d. for an arbitrarye > 0._ _ o
For the expected input length, i.&z [| X,.[], it is easy to
As a result, the efficiency of the extractor is show that
= lim ——— = lim —————— < 1. ili < BR[| Xm il i(l; +logly).
1 e Hr (X))  misbo HR(Xm) +d = Zp Rl|Xnll < Zp A Zi:p( +logh)
This completes the proof. " So asm — oo, i.e.,l; — oo, it yields
If R is a stationary ergodic process, we define its entropy  Hp(Xa) Z pilih(R)
rate as Hixl im m_ 1H ZP
m o0 R m m o0 ibg
h(R) = lim (l ),
where X! is a random sequence of lengtlgenerated from _
the sourceR. In this case, the entropy of the input sequence This completes the proof. ]

on S, is proportional to the expected input length.

Lemma 4. Given a stationary ergodic sourcg, let X, be

B. Sources and Uncertaint
the input sequence of a variable-length extractor that has a y

output lengthm. Then Given a sourcéR, if its distribution is known, we say that
this source is a known stochastic process, and its uncsriain
li HR(Xm) o . . .
im = h(R), 0. In this paper, we mainly focus on those imperfect processes

m=o0 BR[| Xl whose distributions are slightly unpredictable due to many
where Ez[| X,»|] is the expected input length. factors like the existence of external adversaries.



First, given two known stochastic procesgesand M, we According to our definitiond(M, R) < g if and only if
let d(R, M) be the difference betweeR and M. Here, we P < p 1-8
defined(R, M) as R (2) < Ppm(x)
log., PR () for all € {0,1}°° with || — co. This is a condition that is
. 082 B (z) - .
d(R, M) = limsup max 7/\41(% very easy to be satisfied by many natural stochastic progesse

n—oo €{0,1}" logy (@) for a smallj.

where Pr (z) is the probability of generating from R when Lemma 5. If d(R, M) — 0, we have

the sequence length ig:|, and Py(x) is the probability

of generatingz from M when the sequence length [s|.

Although there are some existing ways such as normalizgf} g|| » ¢ {0,1}*.

Kullback-Leibler divergence to measure the difference be-

tween two sources, with them it is not easy to estimate tl&e Effici qU caint

uncertainty of a source and it is not easy to analyze thé iciency and Uncertainty

performances of constructed Variab|e-|ength extractors. In this subsection, we investigate the relation between the
In the rest of this paper, we investigate a few modegfficiency and uncertainty. We show that given a stochastic

of unpredictable sources. Most natural source can be wRlPcessR with uncertainty3, as described in the previous
described in those ways. subsection, one cannot construct a variable-length dwirac

1) The sourceR is an arbitrary stochastic process such thyyith efficiency strictly larger than — 3 for all the possibilities
d(R, M) < B for a constant3 € [0,1] and a known 0 , . )
stochastic process . Let us first consider a simple example: [Etbe a random

2) R is an arbitrary stochastic process such that thep§duence with the uniform distribution i{r@,l}" and lety
exists a stationary ergodic process! (whose dis- P€ @n arbitrary random sequence @n1}" such that
tribution is unknown) andd(R, M) < §; that is, PlY =a]

logy #rx=2]

minpeg, . d(R, M) < 3, whereg, .. denotes the set —=
consisting of all stationary ergodic processes. log, PX=2]

In both the models, we calB as theuncertaintyof the Now, we show that from the sourd@é, one cannot construct
sourceR. In the real world 5 can be easily estimated withoutan extractor with efficiency strictly larger than— 3. To see
knowing the distribution of the processes. It just refleais/h this, we consider an extractgrwith output lengthm, and a
unpredictable the real sour@e is. sourceY with

To construct variable-length extractors, we only care abou B Cn(1-8) n
the possible input sequences, namely, thoseS;jn Hence, PIY =y €{0,2 3,y € {0, 13"
for the case of finite lengthj,(R, M) is a more important For this a source’, its entropy isH(Y) = n(1 — 8). In

Pr(z) = Pm(z)

< B,vx € {0,1}".

parameter for us, defined by order to make sure the output sequencef ptlenoted byZ,
Pr () is e-close toU,,, it has
dp(R,M) = max OgL'Ml(w), m H(Z) —|—10g 1
=5 log P@ lim — " < lim 21 <

As the number of required random bits increases, )
d,(R, M) quickly converge tal(R, M). And we can write SO W€ cannot generate more thaigl — 5) random bits
asymptotically. In this case, if we apply the seeded extract
dp(R, M) = d(R, M) + ¢ f to the random sequencé, which is a possibility oft”, then

for a very small constand,. As m — oo, €, — 0. In this the efficiency is

case, the upper bound @f (R, M) or minpcg, . dp(R, M) n= lim —1im Z<1-8
is m—00 H(X) m—oo N
Bp =B+ €p. So there does not exist a seeded extractor that can extract

N andomness from an arbitraty and its efficiency is strictly
Example 3. Let z125... € {0,1}* be a sequence generate({ar er thanl — 3. Here,$ is the uncertainty of the source
from an independent sourd@ such that 9 ' ' y '

Theorem 6. Let M be a known stochastic process, aRd
be an arbitrary stochastic process such th{R, M) < g,

If we let M be a biased coin with probabilit§.8132, then ~ then one cannot construct a variable-length extractor vehos
efficiency is strictly larger than — 3 for all possibleR.

Vi >1,Plz; = 1] € [0.8,0.82)].

8= max d(R,M)

possibleR Proof: Let f be a variable-length extractor whose input
log, ~2:2 log, %52 sequence _is a random sequenkg, on S, and its output
= max( 0.1868 0-8132 ) — 0.0405. sequence is a random sequenceon {0,1}™. Assume that
l0g; 51558 1082 5313 asm — oo, f can extract from an arbitrarR such that the

0 output sequenc¥ is e-close toU,,.



Let h = Hym(X,,) be the entropy of the input sequencetherwise, the output sequence cannotcimose to the uni-
based on the distribution o1, then we want to show form distributionU,,.
that there exists a proced® such thatd(R, M) < g and If we apply the extractoyf to the sourceM, which is also
Hr (X)) < h(l1—8) asm — oo. a possibility forR, then its efficiency is

To find such a procesR, we order all the elements ifi, .om
aszi, 2, x3, ... such that W:n}gnoog <1-5

So it is impossible to construct a variable-length extracto

o ) with efficiency strictly larger than — 3 for all the possibilities
Then we divide all these elements into groups, of the sourceR. This completes the proof. -

Pa(x1) > Pp(z2) > Pa(xs) >

{21,200y @i} {0041, Ti 2y Tin F o With the same proof, we can also get the following theorem.

such that the total probability of the elements in each groufaorem 7. Let R be an arbitrary stochastic process such
is almost the probability of its first element to the power gf, ., d(R, M) < 3 for a stationary ergodic proces$/ with

1-p e, unknown distribution, , then one cannot construct a vaeabl
ij41 length extractor whose efficiency is strictly larger thar- 3
0< Py (:vij+1)1_ﬂ — Z Ppy(ar) < Pm(i;41), for all possibleR.
k=ij+1

The above theorems show that one cannot construct an
for all j > 0, whereip = 0. extractor whose efficiency is strictly larger than— 3 for

Let A = {21, %41, %iy41, ...} be the set consisting of theg|| the possible sourc®. Here, 3 is an important parameter
first elements of all the groups. Now, we consider a possibilithat measures the uncertainty of a real souRgeeither to a
of R in the following way: for allz € {1, %, +1,%:,+1,--},  known process or to the nearest stationary ergodic probess.

its probability is the next a few sections, we will present a few constructions f
41 efficiently extracting randomness from the sources desdrib
Pr(z) = Z Pu(ay), if = xi,41; in this section. We show that their efficiengysatisfies

Forallz € S,/A = S,/{x1,2%i,+1, Tiy+1, ...}, itS probability

is That means the bound — S is actually achievable and

_ the constructions proposed in this paper are asymptaticall
optimal on efficiency.

For this sourceR, the entropy of the input sequence is

1 IV. CONSTRUCTIONI: APPROXIMATED BY KNOWN
Hr(Xm) = ) Pr(z)log, Pr(@) PROCESSES
T€ES, . . . .
e In this section, we consider those sources which can be
As m — oo, we have approximated by a known stochastic procggs namely, an
Hr(Xm) arbitrary procesk with d(R, M) < g for a known process
1 M. We say that a stochastic procesd is known if its
= Z Pr(z)log, Pr(z) distribution is given, i.e.Pr¢(z) can be easily calculated for
€A R . any z € {0,1}*. Note that this procesa/ is not necessary
- (1-8 Po(2) 1o to be stationary or ergodic. For instancé{ can be an
( )% rlr)logs Ppm(z) independent process z... € {0,1}* such that
ij41 , 1+ sin(i/10)
! Vi > 1, Pz =1) = ————
= (1-5) Pp(ze)logy 35— b= Ml 2 ‘
jgo k—i;ﬁ-l P (xij+1)
P41 1 A. Construction
< (1-5) Z Z Pp(zy) log, W Our goal is to extract randomness from an imperfect random
320 k=i;+1 sourceR. The problem is that we do not know the exact
= (1-B8)Hm(Xn) distribution of R, but we know that it can be approximated
(1—B)h. by a known processU. So we can use the distribution of

M to estimate the distribution dR. As a result, we have the
following procedure to extract: almost-random bits.
The idea of the procedure is first producing a random
) Hr(Y) sequence of length and min-entropyk = m(1 4+ «) with
i Hr(Xm) == a > 0, from which we can further obtain a sequeneelose
to the uniform distributionU,,, by applying a(k,¢) seeded
) m extractor. According to the results of seeded extractduis, t
lim ——— <1, o
m—oo (1 — B)h constanto > 0 can be arbitrarily small.

According to Lemmall2, asn — oo, — 1.

m
Hr(Y)
Furthermore, we can get

it implies that



Construction 1. Assume the real sourcR is an arbitrary for all z € S,,.
stochastic process such tha{R, M) < g for a known Since the second step, i.e., adding trivial zeros, does not
processM. Then we extractn almost-random bits fronR  reduce the min-entropy of,. As a result, we get a random

based on the following procedure. sequenceZ of lengthn and with min-entropy at leas.
1) Read input bits one by one froR until we get an input ~ Sincek = m(1 + «) with a > 0, according to Lemma
sequencer € {0,1}* such that [, we can construct a seeded extractor that applies to the
1 i sequenceZ and generates a binary sequeneelose to the

uniform distributionU,,,.
This completes the proof. ]

lo > ,
52 Pu(e) = 1-5,

where 3, = 4 ¢, with ¢, > 0 andk = m(1 4 «) with

a > 0. The small constant, has value depending on o )

the input setS,; as m — oo, ¢, — 0. The constanty B- Efficiency Analysis

can be arbitrarily small. Now, we study the efficiency of Constructibh 1. According
2) Let n be the maximum length of all the possible inpub our definition, given a construction, its efficiency is

sequences, then

= lim ——.
n = argmin{l € N|vy € {0,1}}, R Hr(Xm)
! Theorem 9. Given a real sourcék and a known process1
log, > k . §uch thatd(R, M) < g, then the efficiency of Constructibh 1
Puly) = 1-0p is
If || < n, we extend the length of to n by adding 1-f=<n=<l
n — |x| trivial zeros at the end. Since is randomly Proof: Sincer is always upper bounded hy, we only

generated, from the above procedure we get a randafeed to show that > 1 — 5.

sequenceZ of lengthn. And it can be proved that this  According to Lemmall, as» — oo, we have
random sequence has min-entrofy

3) Applying a(k, €) extractor toZ yields a binary sequence lim — =1.
of lengthm that is e-close to the uniform distribution o meemn _
U,.. 0 Now, let us consider the number of elementsdp, i.e.,

|Sp|. To calculate]S,|, we let
The following example is provided for comparing this

construction with fixed-length constructions. Sz/) ={a[l:[a] -1z € Sp},
Example 4. Let M be a biased coin with probabilitg.s (of ~Wherez[l : || —1]is the prefix ofx of length|z| —1, then
being1). If ﬁ =2, then we can get the input set forall y € S},

1 k

S, ={0,10,110,1110,11110,111110,1111110,1111111}.

log < .
. ] . ) > Py (y) ~ 1-5p
In this case, the expected input length is strictly smakemt

7. For fixed-length constructions, to get a random sequence , k
with min-entropy at leas®, we have to readr input bits log, |5, < 1-3,
independent of the context. It is less efficient than the éorm ) , i
method. 0 It is easy to see thdtS,| < 2[5}, so
Theorem 8. Constructior L generates a random sequence of log, [Sp| < b + 1.
lengthm that is e-close toU,,,. 1—5p
Proof: We only need to prove that given a soufReand a Let X, be the input sequence, then
model M with d,(R, M) < j,, it yields a random sequence lim Hr(Xm) < lim logs, |S,|
Z with min-entropy at leask. k—o00 k ~ koo
According to the definition ofl, (R, M), for all z € 5, | 1 1
< lim = —.
log, IIDDE((J;)) ko l—08, 1-0
T — Finally, it yields
082 P (@) m
Based on the construction, for alle S, = mlﬂnoo Hr(Xm) 21-5
1 k This completes the proof. [ ]

log, 2 :
PM (CL‘) 1-— ﬁp . . i
) N ) We see that the efficiency of the above construction is
The two inequalities above yield that betweenl — 3 and 1. As shown in Theorerfil6, the gap
1 introduced by the uncertainty of the real sourke cannot
1Og2 Z ka . . . . .
Pr(z) be smaller. Our construction is asymptotically optimal he t



sense that we cannot find a variable-length extractor with  wherek, is the number of zeros im, k; is the number

efficiency definitely larger tham — £. of ones inz, 8, = B+¢, withe, > 0 andk = m(1+a)
with a > 0. The small constard, has value depending
on the input setS,; as m — oo, ¢, — 0. The constant
« can be arbitrarily small.

2) Since the input sequenaecan be very long, we map it
into a sequence of fixed lengthn such that

Corollary 10. Given a real sourcéR and a known process
M such thatd(R, M) < 3, then asp — 0, the efficiency of
Constructior1L is

n— 1.

In this case, the efficiency of the construction can achieve
Shannon’s limit.
If R is a stationary ergodic process, we can also get the wherel >.,) = 1 if and only if kg > ki, and r(z)
following result. is the rank ofz among all the permutations aof with
respect to the lexicographic order. Singeis randomly
generated, the above procedure leads us to a random
sequenceZ of lengthn.
3) Applying a (k,¢€) extractor to Z yields a random se-
R B[ Xo|] < 1 quence of lengtn that is e-close toU,,,. O

hR) = m=eem = (1= B)A(R) To see that the construction above works, we need to show
whereh(R) is the entropy rate of the source. that the random sequengeobtained after the second step has
4min-entropy at least, and its lengthm is well bounded.

Z = [I(kOZkl)vmin(kov kl)a T(«I)],

Corollary 11. Given a stationary ergodic proceBsand a
known process\ such thatd(R, M) < 3, for the expected
input length of Construction] 1, we have

Proof: This conclusion is immediate following Lemrhh

and Theorem]9. B Lemma 12. Given a sourceR with minpeg, . d(R, M) <
3, Constructior R yields a random sequeri€ewith length
V. CONSTRUCTIONII: A PPROXIMATELY BIASED COINS n<l-+ (10g2(1 kﬁ +1)]+ (1 2’2 1.
—Fp — Fp

In this section, we use a general ideal model such as a
biased coin or a Markov chain to approximate the real source Proof: 1) I(,>x,) can be represented asbit.
R. Here, we do not care about the specific parameters of2) Without loss of generality, we assumg < ;. Accord-
the ideal model. The reason is, in some cases, the sdurcdnd to our construction,
is very close to an ideal source but we cannot (or do not ko+k —1 k
want to) estimate the parameters accurately. As a result, we 082 ( ko — 1 ) “1-5, for ko > 1,
introduce a construction by exploring the characters ofdila
coins or Markov chains. For simplicity, we only discuss th . k
case that the ideal model is a biased coin, and the same idea log, <1> < 13 for ko =0 or ko = 1.

. : : X p

can be generalized when the ideal model is a Markov chain.
Specifically, letG, .. denote the set consisting of all the models Then

gnd

of biased coins with different probabilities, and we coesid 2k — 1
. : ko—1 < logy
‘R as an arbitrary stochastic process such that ko—1
. ko+ ki —1
d(R, M) < 8.
e, ARM) <5 < om (Pt )
A. Construction 1-8,

The idea of the construction is similar as Construcfibn 1
i.e., we first produce a random sequence of lengtnd with
min-entropyk = m(1 + a) for « > 0, from which we can
further obtain a sequenceclose to the uniform distribution

' Somin(ko, k1) can be represented fleg, (=5~ +1)] bits.
3) Let us consider the number of permutations pflenoted

by N(x). If kg > 1, then

[ ko + k
U,. by applying a(k, ¢) seeded extractor. log, N(z) = log, < 0 ]:— 1>
Construction 2. Assume the real sourcR is an arbitrary 0
stochastic process such that < log, <k0 + ki — 1) +log, ko + k1
- ko —1 ko
in dR,M)<
pBn d( )<8 < k. log, ko + k1
for a constant3. Then we extractn almost-random bits from 1—6p ko
R based on the following procedure. If ko =1, then
1) Read input bits one by one froR until we get an input loen N(x) <1 k1 ) ki +1
sequencer € {0,1}* such that 0gy N () < log, 1) Tlose oy
ko + k1 k If kg =0, then
logy . > — _
max (1, min(ko, k1)) 1-5p log, N(z) = 0.
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Based on the analysis above, we can get then the efficiency of Constructiéh 2 is

2k
1og2N(:c)§1 5 1-8<n< 1.
— 5, .
Hence,r(z) can be represented &s2: 1 bits. _ Proof: Let Ny, », denote _the number of input sequences
. ¥75, with ko zeros andk; ones inS,, and letpy, ;, be the
This completes the proof. [ ] ’

probability based orfiR of generating such a sequence. Let
Let 1¢ denote the all-one vector of length then we get Us define
the following result. A = {(ko, k1)|Nkg,k, > 0},

Theorem 13. Constructiori 2 generates a random sequence gfen we can get
lengthm that is e-close toU,, if Pr(1%) < 2% Pr(0%) <

ok for o — oLt HR (Xm) < H({pro 12 (o, k1) € A})
Proof: Since the mapping in the second step is injective, + Z Dko, k1 1080 Nio ks -
it will not affect the min-entropy; we only need to prove that (ko,k1)EA

the input sequence has min-entrapyi.e., According to the proof in the above theoremin (ko, k1) <

log, L > k,Va € S, 25 + L. So there are totally at mog{y5- + 1) available

Pr(x) pairs of (ko, k1 ). Hence
where S, is the set consisting of all the possible input
sequences. H({Pro. k1 |(ko, k1) € A}) <logy(2 + (1 —3 +1)) =o(k).
It is not hard to see that ifnin(kg, k1) > 1, P
1 Now, we writen = kg + k1. According to our method, if
Ppm(z) < (Form)’ min(ko, k1) > 1,
ko
which leads to ( ko + k1 > S 9T5
| 1 - k min(ko, kl) - ’
ngPM(:C)_l—ﬁp- < ko+ ki —1 > 2%
Furthermore, based on the definitiondf(R, M), we can min(ko, k1) — 1 <

get if min(ko, k1) 2 1, Hence, givem, we get an upper bound fanin(kg, k1),

log LI which is
2 Pr(x) = n—1 e
— y 1-Bp
If min(ko, k1) = 0, according to the condition in the lemma, tn = max{i € {0,1,...,n}| <z _ 1) <277p ()

we can also have the same result.

Sincek = m(1 + «) with o > 0, according to Lemma  Note that if (Zjll) > 2%, thent, is a nondecreasing

[, we can construct a seeded extractor that applies to fafction of n. Using the Stirling bounds on factorials yields
sequenceZ and generates a binary sequeneglose to the

uniform distributionU,,,. lim 1 log, (n> — H(p),
This completes the proof. [ n—oo n pn
Actually, the idea above can be easily generalizedVif whereH is the binary entropy function. Hence, followirlg (3),

is a Markov chain that best approximates the real solce we can get
tn k

The idea follows the main lemma inh_[29] that shows how to i g 4
generate random bits with optimal efficiency from an arlbytra n3oo0 ( n) T oo (1-p3,)n @

Markov chain. . . .
Let P, denote the probability of having an input sequence

B. Efficiency Analysis of Iength at Ieas_m basgd on thg distribution oR. In this
o ) case,P, is a nonincreasing function of. Let (),, denote the
For the efficiency qf the construction, we can get the samfobability of having an input sequence of length at least
bounds as Constructién 1. based on the distribution of1 € G, . whose probability is

Theorem 14. Given an arbitrary sourcéR such that p < 4. Since for all binary sequencec {0,1}",

in d(R, M) < B, 1 1
Méeor . ( )< 5 log, Pu(®) < nlogy ’
if there exists a modeM € G, .. with probability p < & of

X we can get
being1 or 0 and

Pr(a)

log
> Jd(R, M) log, L2 " Pula)
O —_——
p ’ &2 p 2 whered = d,(R, M).

1
< dnlog, —,
p



Since P, = ) g Pr(z) and Q, = g Pm(x) for
somesS C {0,1}", it is not hard to prove that

P, 1
log, == < dnlog, - (5)
> Qn ’p
According to Hoeffding’s inequality, we can get
k tn
< 2P[ —p< 2 —p
n n
< e ),
Hence
P, < 27dnlog2 an < 26710g2pln2-dn72n(p7t7")2. (6)
From this inequality, we see tha, — 0 asn — 0 if
tn
—dlog2p1n2—2(p——) < 0. @)
Based on[(4) and7), we can get tHat — 0 asn — 0 if
n 1
= 2
(1= Bp)H(p — \/dlogy ;5 7).
1+€ H
Now, leta = YT \/dlog ) with € > 0, we can
write
Hr(Xm) < o(k)+ > Drom logs Nig

ko,k1:ko+k1>ak
+
ko,k1:ko+ki1<ak
According to our analysis, ikg + k1 > ak, ask — oo,
Po= )
ko,k1:ko+k1>ak

andlogy Ny, < 275~ "“ N ko + ky < ak, then

Pko,ky 1Og2 Nkmkl :

Dko k1 — 0

k ko + k1 k
1 N, < k).
%2““—1—@+ 8 winCho, k) = 1-5,
As a result, we can get
Hr(Xm) < o(k)+o(1) 2k +( i + o(k))
e L=f 15,
k
< + o(k).
=g, "W
So
lim L >1-p
k—oo Hr(X.;m) — ’
Furthermore, based on the fact that,,,—, o % =1, we

can gety > 1 — . It is known thaty < 1, so it concludes the

theorem. [ |

Similar to Constructiofi]1, this construction is also asymp-
totically optimal in the sense that we cannot find a variable-

length extractor with efficiency definitely larger thar- 3, as
shown in Theoreral6.

Corollary 15. Given an arbitrary sourcéR such that
in d <
nin (R,M) <8,

€Gb.c.
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then asg — 0, the efficiency of Constructidd 2 is
n— 1.

It is easy to see that a8 — 0, Constructiol P reaches
the Shannon’s limit on efficiency. IR is a stationary ergodic
process, we can also get the following corollary.

Corollary 16. Given an arbitrary stationary ergodic source
R such that
in d(R <
Mty A S
if there exists a modeM € G,... with probability p < 1 of
being1 or 0 and

1ln2
WVWMMQ;
then for the expected input length of Construcfibn 2, we have

Lo lim EllXm] < !
h(R) ~m=se  m  ~ (1-pB)A(R)’

whereh(R) is the entropy rate oRR.

VI. CONSTRUCTIONIII: A PPROXIMATELY STATIONARY

ERGODIC PROCESSES

In this section, we consider imperfect sources that are
approximately stationary and ergodic. Here, we7Retbe an
arbitrary stochastic process such thR, M) < 3 for a
stationary ergodic process1. For these sources, universal
data compression can be used to ‘purify’ input sequenaes, i.
shortening their lengths while maintaining their entrapin
[27], Visweswariah, Kulkarni and Verdu showed that optima
variable-length source codes asymptotically achievenuydti
variable-length random bits generation in the sense of abrm
ized divergence. Although their work only focused on ideal
stationary ergodic processes and generates ‘weaker’ mando
bits, it motivates us to combine universal compression with
fixed-length extractors for efficiently generating randoits b
from noisy stochastic processes. In this section, we wak fir
introduce Lempel-Ziv code and then present its application
constructing variable-length extractors.

A. Construction

Lempel-Ziv code is a universal data compression scheme
introduced by Ziv and Lempel [31], which is simple to
implement and can achieve the asymptotically optimal rate f
stationary ergodic sources. The idea of Lempel-Ziv code is t
parse the source sequence into strings that have not appeare
so far, as demonstrated by the following example.

Example 5. Assume the input i§10111001110000...,
we parse it as strings

0,1,01,11,00, 111,000, ...

then

where each string is the shortest string that never appear
before. That means all its prefixes have occurred earlier.

Let ¢(n) be the number of strings obtained by parsing a
sequence of length. For each string, we describe its location
with log ¢(n) bits. Given a string of length it can described
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by (1) the location of its prefix of length- 1, and (2) its last Theorem 17. Whenm — oo, Construction[B generates a
bit. Hence, the code for the above sequence is random sequence of length that is e-close toU,,.

(000, 0), (000, 1), (001,1), (010, 1), (001, 0), (100, 1), (101, 0), ... Proof: Let z be an input sequence. According to theorem

12.10.1 in [[5], for the stati di )
where the first number in each pair indicates the prefi in [3], for the stationary ergodic process, we can

location and the second number is the last bit of the string:. 1 1 ¢ ¢
O —logQP— > —logyc— —H(U, V),
Typically, Lempel-Ziv is applied to an input sequence of =1 wlw) ~ Jal o1
fixed length. Here, we are interested in Lempel-Ziv code witf{here
fixed output length and variable input length. As a result,
we can apply a single fixed-length extractor to the output of
Lempel-Ziv code for extracting randomness. In our algonith ~ As a result, ifk = ©(n),

EclH(U, V) — 0 as|z| — 0.

we read raw bits one by one from an imperfect source untilthe 1 1 ) 1 1
length of the output of a Lempel-Ziv code reaches a certain 11 3108 Pr(z) Z klg]go(l - BP)E log, Pulz)
length. In another word, the number of strings after parsing _
- : . ; (1= Bp)clogye
is a predetermined number For example, if the source is > klingo A
1011010100010... andc = 4, then after reading bits, we can (1= B,)n
parse them intd,0,11,01. Now, we get an output sequence = lim P
(000, 1), (000,0), (001, 1), (010, 1), which can be used as the _ k;;lo . —i—f
input of a fixed-length extractor. We call this Lempel-Zivdeo k—00
as a variable-length Lempel-Ziv code. = L
Let Z be a random sequence obtained based on Variablei:inally we can get that

length Lempel-Ziv code such that its length is ’

Z] = (loge + 1 tim o)y, Hoin@)

- gC+ )67 k—o0 k k—o0 k =

for a predetermined. Then Z is very close to truly random This implies that asn — oo, i.e., k — oo, the min-entropy
bits in the term of min-entropy if the sourd@ is stationary of Z is at leastk.

ergodic. As a result, we have the following construction for Sincek = m(1+«) for ana > 0, we can continue to apply
variable-length extractors. a (k, €) extractor to extractn almost-random bits fron¥. m

Construction 3. Assume the real source 18 and there exists

a stationary ergodic procesd/ such thatd(R, M) < 8.

Then we extracin almost random bits fronR based on the

following procedure. Now, we study the efficiency of the construction based on
1) Read input bits one by one based on the variable-leng{fifiable-length Lempel-Ziv codes.

Lempel-Ziv code until we get an output sequetfe Theorem 18. Given a real sourceR such that there exists a

whose length reaches stationary ergodic process/ with d(R, M) < f3, then the
efficiency of Constructiop] 3 is

(1+¢),

16 1-8<n<1
wheree > 0 is a small constant indicating the perfor-
mance gap between the case of finite-length and that
of infinite-length for Lempel-Ziv code; as — oo, we ~ _
havee — 0. Similar as aboveg, = 8+ ¢, with e, >0
and k = m(1 + «) with o > 0. The small constant,
has value depending on the input sgf as m — oo, Hg(Xm) < c(logyc+1) = n.

e, — 0. The constantx can be arbitrarily small. Then ) )
we get a random sequenggof lengthn and with min- According to the proof in Theorefn 117, we have that the

B. Efficiency Analysis

n

Proof: Similar as above, we only need to prove that

Since there are at most = 2¢(eg2¢+1) distinct input
sequences, their entropy

entropyk. random sequencg has min-entropy at leagt and it satisfies
2) Applying a (k,¢) extractor to Z yields a random se- .oon 1
guence of lengthn that is e-close toU,,. O mlﬁf},o T 1- B’
We show that the min-entropy df is at leastk asm — Based on the construction of seeded extractors, we can also
oo. If m is not very large, by adjusting the parametewe get
can make the min-entropy of be at leastt. So we can lim 2 — 1.
continue to apply an efficient fixed-length extractor to ipur m—oo k
the resulting sequence. Finally, we can getandom bits that ~ As a result,
satisfy our requirements on quality in the sense of stadibti ) m

distance. m—co Hp (X)) =
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This completes the proof. m From which, we can get the efficiency of an optimal fixed-

length extractor, which is
Although Constructionl3 has the same efficiency as the otherg

constructions, whemn is not large, it is less efficient than Nized € [0.2901,0.3117],
the other constructions because the Lempel-Ziv code daes no . . .
I.e., about only0.3 of the input entropy is used for generating

always have the best performance when the input sequenC(realr.f,dom bits, which is far from optimal

not long. B_ut its advantage is _that _|t can manage more genera{n the above example, we le¥ be a biased coin model
sources without accurate estimations. In the above theore

the gap s represents how far the sourd@@ is from being with probability p = 0.9072. In this case,
stationary ergodic. In general, the efficiency loss intietu B <d(R, M) =0.0315.

by the uncertainty of sources is a part that cannot be avoid, . . . . .
According to the constructions in the previous sectionsyeh

Corollary 19. Given a real sourceR such that there exists exists seeded variable-length extractors such that tfigiee-
a stationary ergodic modeM with d(R, M) < 3, then as cies are

B — 0, the efficiency of Constructidn 3 is Nvariabie € [1 — B,1] C [0.9685,1],

n— 1 which are near Shannon’s limit.

Based on the fact that the source is independent, we
can eliminate the requirement of truly random bits as the
seed, hence, we have seedless variable-length extra@tors.
Corollary 20. Given a stationary ergodic sourcR (assume construct a seedless variable-length extractor, we firgtyap
we do not know that it is stationary ergodic), for the expdctea seedless fixed-length extractBy (which may not be very

It shows that as@ — 0, Construction[B reaches the
Shannon'’s limit on efficiency.

input length of Constructiohl 3, we have efficient) to extract a random sequence of lengfinom input
1 <y E[| X m]] B 1 Loits. Ulsing thisOI rgndombTeclquent%e ats thteﬁbztfed, ;/ve tcontinue
——y < lim < ) o apply a seeded variable-length extrac 0 extractm
A(R) = mmee m (1= B)h(R) almost-random bits from extra input bits. So seedless bhria
whereh(R) is the entropy rate ofR. length extractors can be constructed as cascades of seedles
fixed-length extractors and seeded variable-length etxitrsic
VII. SEEDLESSCONSTRUCTIONS Since the input length of’; is much shorter (it is ignorable)

To simulate seeded constructions of variable-length extrdhan the input length oft, the efficiency of the resulting
tors in randomized applications, we have to enumerate 8fedless extractor, i.ely = E» ) £y, is dominated by the
possible assignments of the seed, hence, the computatiifigiency of E». So the efficiency of the seedless extradtor
complexity will be increased significantly. In real appticas, s in [0.9685, 1], which is very close to the optimality.
we prefer seedless constructions rather than seeded wonstr This example demonstrates a simple construction of seed-

tions. It motivates us to study the seedless constructiéns!@ss variable-length extractors for independent souraas,
variable-length extractors in this section. it shows the significant performance gain of variable-langt

extractors compared to fixed-length extractors.

A. An Independent Source
., Generalized Sources

. . . . .B
Let us first consider a simple independent source described ) o )
in the introduction. This type of sources have been wideIé_Here we consider a generalization of independent processes
i

studied in seedless constructions of fixed-length extracto Given a system, we usg denote the complete system status at
time 7. For example, in a system that generates thermal noise,

Example 6. Letz,z,... € {0,1}" be an independent sequencenhe system status can include the value of the noise signal,
generated from a sourc® such that the temperature, the environmental effects, etc. Usutily,
Plz; = 1] €[0.9,0.91] Vi > i. evolution of such a system has a Markov property, namely,

O
o _ CPig1, Aoy A i1, e M) = Plhign, Aias A,
We see that the existing methods for generating random bits ]

from ideal sources (like biased coins or Markov chains) canrfor all i > 1. Let X = z,z5... € {0,1}" be the binary se-
be applied here, since the probability of each bit is slightduénce generated from this system, then forlaryk < n—1,
unpredicta_ble. Some seedless extractors have been de_delop P[X571,X£+1|/\k] _ P[Xf71|)\k]P[X£+1|/\k], (8)
for extracting randomness from such sources. In particular
there exists seedless extractors which are able to extsactere X = z,z,11...z5. In Some sense, the sourdé that
many asH.i,(X) random bits from a independent randonive consider is a hidden Markov process, but the number of
sequenceX asymptotica”y_ In order to extraect random bits hidden states can be infinitéi(can be discrete or Continuous).
in the above example, it needs to reag=—— input bits s gyample 7. One example of the above sources is the one
m — oo. In this case, the entropy of the input sequence is §ludied in [12], called a space source. A space source is

[F(0.9) m m ] basically a source generated by a widthbranching program.

H(0.91 . . .
log, 0__191 H( )]og2 0__191 At each step, the state of the process generating the sagirce i
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in one of 2° states, and the bit generated is a function of Let X,, be the input sequence & that read fromx (1),
the current state. Unlike perfect Markov chains, the tréiosi  then given\("), we have

probabilities can be different at each step. In this examible _

system status,; is the content of space at time ¢, that is, 12 (Xom, Ua) = Un|| < €2
one of the2® states, andr; € {0,1} is a function of);. From the two inequalities above, givev) A .. (V)

. we have
Spaces sources are very general in that most other classes Gt

sources that have been considered previously can be cothpute
with a small amount of space [12]. The model that we Since it is true for any assignments &f" X2 . \(),
consider, as described byl (8), is a natural generalizatfonwe can get
spaces sources. This model has a very nice feature: from

it ||E2(Xm7D)_UmH
such a source, we can get a group of sequences conditionally
independent of each other. Namely, given system statues at Z P[/\(l),/\@), ...,)\(7)](61 +€2)
some time points A A@) A0
< €1+ eo.

| E2(Xm, D) — Unll < €1 + €2.

D AR A = Aoy Azas ooy Aval,
Hence, them almost-random bits extracted by is also

the subsequences (e1 + €2)-close toU,,. u

XM, x® L x® X0+ In the following theorem, we show that the seedless
variable-length extractoF has the efficiency as the seeded
variable-length extractoFs.

are conditionally independent of each other. Based on thifegrem 22. In Constructior[#, suppose that
condition, we have the following seedless construction of

variable-length extractors. Hppin (X OO NEDY — 9(|X D)), v0 < i < 7.

Construction 4. Given a sourceR described by [(8), we Letng denote the efficiency of the resulting seedless variable-
can construct a seedless variable-length extractbin the length extractorE, and letng, denote the efficiency of the

o a—1 2a—1 ya—1 fe’e]
- [Xl 7Xa+1 7"'7X(7,1)a+17X'ya+1]

following way: E5, then
1) Suppose that NE = NE;-
Hmin(X(i)p\(i)’ /\(i-i—l)) > kg V0 < i < 7. ot Proof: According to the construction oy, we can get
We construct a ~v-source extractor [[19] E; : d=06(a),

[{0,1}2=1]7 — {0, 1}¢ such that if each source has min
entropy k4, it can extractd almost-random bits which
are ¢;-close to the uniform distribution of0, 1}.
2) We construct a seeded variable-length extracor : d = O(logm) = o(m).
S, x{0,1}% — {0,1}™ such that with condition oa(?),
it can extractm almost-random bits fromX 1) and im % — o
thesem almost-random bits are,-close to the uniform m—oc0 M ’
distribution on{0, 1}™ if the seed is truly random. Let H denote the entropy of the input sequencefsf then
3) The seedless variable-length extractbris a cascade 7, = lim,, o %, and
of F; and E»: Let

‘Wherea = | X®| +1for 1 <i <.
If 5 is a constant, then

As a result,

3

< < i —.
=Ne _AgnooH

lim
D=FE/(XM Xx® . x0) m=oc a7y + H

Henceng = ng,. |
then we apphyD as the seed af; to generaten almost-

random bits fromX (V1) that is, The theorem above shows that the efficiency of seedless
variable-length extractors can be very close to optimalityr
E(X) = EQ(X(Hl)vEl(X(l)vX(Q)’-'-’X(W)))- many sources, such as biased coins with noise, or Markov
For this construction, we have the following theorems. chains with noise, the existing algorithms for ideal sosarce
(e.g., perfect biased coins or perfect Markov chains) canno
Theorem 21. In Constructior[#, then almost-random bits generate high-quality random bits from them. At the same
generated by the seedless variable-length extraktare (e;+  time, the traditional approaches of fixed-length extractme
€2)-close to the uniform distribution of0, 1}™. not very efficient. The gap between their efficiency and the
Proof: According to the construction, we can let theppt_imality is determined by the bias of the source. Seedless
parameter, = | X | + 1 with 1 < i < ~ be large enough, so variable-length extractors take th_e advar_wtages of _both, as
given \(D A2 (), - a result, they can approach the information-theoretic uppe
bound on efficiency while being capable to combat noise in
1D — Uqll < €. the sources.
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