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Abstract

In this paper, we propose a linear precoder for the downlink multi-user MIMO system with multiple
users that potentially act as eavesdroppers. The propasedder is based on regularized channel inversion
(RCI) with a regularization parameterand power allocation vector chosen in such a way that the=eahle
secrecy sum-rate is maximized. We consider the worst-camgaso for the multi-user MIMO system, where
the transmitter assumes users cooperate to eavesdrop @nustéirs. We derive the achievable secrecy sum-
rate and obtain the closed-form expression for the optimgililarization parameter;,s of the precoder using
large-system analysis. We show that the RCI precoder with outperforms several other linear precoding
schemes, and it achieves a secrecy sum-rate that has salimg $aetor as the sum-rate achieved by the
optimum RCI precoder without secrecy requirements. We @sep power allocation algorithm to maximize
the secrecy sum-rate for fixedl We then extend our algorithm to maximize the secrecy sumirg jointly
optimizing o and the power allocation vector. The jointly optimized j@er outperforms RCI witlwrgs and
equal power allocation by up t20 percent at practical values of the signal-to-noise ratio fam 4 users and

4 transmit antennas.
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. INTRODUCTION

In current practical multi-user MIMO systems such as LTE &03@.11n, securing transmitted data
from nearby eavesdroppers is critical. In these systergrisgis achieved using potentially vulnerable
network layer cryptography techniques. The vulnerabisitgue to a reliance on the limited resources of
the eavesdropper and on the unproven computational coityptéxnverting the encryption algorithms
[1]. To enhance the protection of transmitted data and aehperfect secrecy, methods exploiting the
channel, known as physical layer security, have been peapos

Physical layer security techniques were proposed to prtitecdata from eavesdroppers for several
network topologies in[[2]+[14]. In[]2],[13], a three-tern@hnetwork consisting of a transmitter, an
intended user and an eavesdropper, known as the wiretapaharas considered. The authors derived
the secrecy capacity, where the message is transmittedblselio the intended user while the rate of
information leakage to the eavesdropper vanishes asyirgitgtwith the code length. The secrecy
capacity of the wiretap channel was derived for the MIMO cas¢]—[6] when all terminals had
full channel state information. It was shown in [7]-[11] thhe transmission of artificial noise, as
well as adaptive encoding, is an effective method to redheeetivesdropper’s signal-to-noise ratio
when the eavesdropper’s channel is not known by the tratemrfRecently, physical layer security was
also extended to multiuser networks where the eavesdroppeat an intended user [12], [13] and to
two-user networks where the intended users are also eaygsis [14]. The secrecy capacity region
for multi-user networks where any number of intended usesspatentially eavesdropping remains
an open problem. Moreover, the achievable secrecy ratesabf swulti-user networks with practical
transmission schemes are also unknown.

Suboptimal precoding schemes have proven to be practichleffactive in controlling interuser
interference for the downlink of multi-user MIMO network&5]-[23]. While the sum-capacity of
multi-user MIMO networks without eavesdroppers is achiewsing dirty paper coding [24], it requires
high-complexity coding schemes [25]. Linear precodingessls were proposed as a low-complexity
alternative for multi-user MIMO downlink implementatioff86]. A popular and practical linear pre-
coding scheme to control interuser interference is chaimaelsion (Cl) precoding, sometimes known
as zero forcing precoding [15], [16]. To increase the suta-gerformance of the CI precoder, the

regularized channel inversion (RCI) precoder was proptséadeoff the interuser interference and the



desired signal through a regularization parameter [1#jear precoding schemes were also proposed
to achieve secrecy in single-user MIMO networks [4]—[7].

In [27], the use of linear precoding was proposed to achidwesipal layer security in a multi-user
MIMO system. For RCI precoding, the authors obtained aneaettile secrecy sum-rate as a function
of the singular values of the channel. A bound on the optiglilarization parameter of the precoder
was also given in the large-system regime.

In this paper, we consider the multi-user MIMO downlink withultiple single-antenna users that
cooperate and jointly eavesdrop on other users, and we gpeopdinear precoder based on RCI. We
use large-system analysis with an approach different froat of [27], and we derive the optimal
regularization parametet;s and the corresponding achievable secrecy sum-rate. Ncahegsults
confirm the accuracy of the large-system analysis, even vapefied to a number of users as low as
4. Moreover, the RCI precoder withy s outperforms several other linear precoding schemes. In fac
it achieves a secrecy sum-rate that has same scaling factbeasum-rate achieved by the optimum
RCI precoder without secrecy requirements. We then propaoséerative power allocation algorithm
to obtain the maximum secrecy sum-rate for fixedVe extend our algorithm to maximize the secrecy
sum-rate by jointly optimizing the regularization paraeret and the power allocation vector. The
proposed power allocation algorithm outperforms RCI witk and equal power allocation (RCI-EP)
by up to20 percent at practical values of the SNR and 4ousers and! transmit antennas.

Throughout the paper we use the following notation: boldenpase (lowercase) letters denote
matrices (column vectorsj;)” and(-)" denote matrix transpose and conjugate transpose, resgecti
the trace of a matrix is denoted hy{-}, and the Euclidean norm of a vector is indicated |py]|;

E[-] denotes the expected value of the random variable in the&k&CN (1, %) denotes circularly
symmetric complex-Gaussian distribution with meanand variances?, and we use the notation

[]* 2 max(-,0).

[I. SYSTEM MODEL

We consider the downlink of a narrowband multi-user MIMOtsys, consisting of a base station
(BS) with M antennas which simultaneously transmitsindependent confidential messagesAio

spatially dispersed single-antenna users. Transmisal@stplace over a block fading channel, where



the coherence time of the channel is much longer than one dymterval. In this model, the

transmitted signal is = [z1,...,z)]" € CM*!, and the received signal at useiis given by

M
Yk = Z P 5 + (1)

j=1
whereh;, ; ~ CN(0, 1) is the fading gain between theth transmit antenna element and théh user,

andn; ~ CN(0,0?) is the noise seen at thieth receiver. The corresponding vector equation is

y=Hx+n (2)
whereH = [hy ;] is the K x M channel matrixy = [y1,...,yx]" andn = [n,,...,ng]". We impose
the long term power constrain{|k|’] = 1, assume that fan'] = 021, and define the SNR = 1/02.
The transmitted signat is obtained at the BS by performing a linear processing orctimdidential
messages, k=1,..., K.

It is required that the BS securely transmits each confidentessage:,, ensuring that the unin-
tended users receive no information. This is performedes#trecy ratér, ;, defined as follows. Let
Pr(&,) be the probability of error at the intended userpe a confidential messagg; be the vector
of all signals received by the eavesdroppers, &Hd:|y”) be the corresponding equivocation. Then
a (weak) secrecy rat&, ;. for the intended user is achievable if there exists a sequeh@"’s n)
codes such thatr(€,) — 0 and+ H(m|y?) < = H(m) — &, with &, approaching zero as — oo [6].

In general, the behavior of the users cannot be determinéagoBS. As a worst-case scenario, in our
system we assume that for each intended recéitke remainingil’ — 1 users can cooperate to jointly
eavesdrop on the messagg For each usek, the alliance of the/’ — 1 cooperating eavesdroppers

is equivalent to a single eavesdropper with— 1 receive antennas, which is denotedfby

[1l. LINEAR PRECODING

In this section, we derive an achievable secrecy sum-ratéhto multi-user MIMO downlink with
malicious users by using a linear precoder. Although subwt linear precoding schemes are of
particular interest because of their low-complexity inmpéntations and because they can control the
amount of crosstalk between the users [15]-[18]. We thewialiee and obtain the secrecy sum-rate
achievable by the RCI precoder. RCI is a linear precodin@msehthat was proposed to serve multiple
users in the multiuser MIMO downlink channel, which has &eperformance than plain channel

inversion, especially at low SNR [17].



A. Preiminaries

In linear precoding, the transmitted vectoris derived from the vector containing the confidential
messagest = [uq, . .. ,uK]T through a deterministic linear transformation (precodlifice]—[18]. We
assume that the entries afare chosen independently, satisfyingul;::|2] = 1. We assume spatially
homogeneous users, i.e. each user experiences the sanvedesignal power on average, thus the
model assumes that their distances from the transmittesiaréar.

Let W = [wy,...,wg| be theM x K precoding matrix, wherev,, is thek-th column of W. Then

the transmitted signal and the power constraint are, réspsc

1 1
x=—Wu=— Wi, (3)
val VZ o

E [|Ix[I”] = 5 E [|[Wul]’] ZHWH (4)

wherey = tr{ WIW} is the long-term power normalization constant.

B. Achievable Secrecy Sum-Rates with Linear Precoding
By employing the linear precoding ial(3), the signals obsdrat receiverg andk are, respectively

1
Yr = —hkauk + — Z hTw]u] + nyg

1
yi = —= E Hywiu, + ng
k ﬁ - k k
wheren; = [nq, ..., N1, N1, - - - ,nK]T, hl is the k-th row of H, andHj is a matrix obtained from

H by eliminating thek-th row. The channel in{5) is a multi-input, single-outpom,lti-eavesdropper
(MISOME) wiretap channel |6]. The transmitter, the inteddeceiver and the eavesdropper of this
MISOME wiretap channel are equipped widld, 1 and K — 1 virtual antennas, respectively. Due to
the simultaneous transmission of the messages, usér experiences noise and interference from all
thew;, 7 # k.

In the following, we derive an achievable secrecy sum-iatefor the multi-user MIMO system
with malicious users. Although the design of codes for thdtioser MIMO channel with security
constraints is not the focus of this paper, we prove the aabibty of R, with a code construction

based on independent codebooks and linear precoding.



Lemma 1 (Codebook construction): An achievable secrecy sum-rafg, for the multi-user MIMO

system with malicious users is given by

K
R, =Y Ra, (6)
k=1

where R, ;. is an achievable secrecy rate for theh MISOME wiretap channe[{5f = 1,..., K.

Proof: Assume that the BS uses independent codebooks for eachwissre each codebook is
a code for the scalar wiretap channel [6]. The confidentiabsageu, is obtained as a codeword
independently drawn from the codg, corresponding to thé-th user. The rate?, ; of the codeC;, is
chosen according to the secrecy rate achievable foriusethe presence of eavesdropﬁeli.e. by the
secrecy rate achievable for the MISOME wiretap charifelTbg existence of such code is guaranteed
by the definition of secrecy ratel[3]. To construct the vecimdeword for the broadcast channel, the
scalar codewords for each MISOME wiretap channel are sthakeording tou = [uy, ..., ux|”, and
no additional binning is required. The vectaris then linearly precoded as ihl (3), which means that
each message, is transmitted by beamforming (i.e. signaling with rank awvariance) along the
directionwy. The secrecy sum-ratk, is then by definition the sum of the simultaneously achievabl
secrecy ratesi; j. [ |

Lemma 2: An achievable secrecy rat®, , for the MISOME wiretap channell5) is given by
+
Ryy = [1og2 (1 n SINRk> ~log, (1 n SINRE)] , @)

where SINR;, and SINR; are the signal-to-interference-plus-noise ratios for nessagey,;, at the
intended receivek and the eavesdroppér respectively.
Proof: By noting that the MISOME wiretap channél (5) is a nondegdabimadcast channell[6],

the secrecy capacity is given by [3]:

Cs= max [ (ukyk) -1 (uk;y;;) (8)

U W UE =YY
wherel(z;y) denotes mutual information between two random variablasdy. The secrecy capacity
C, is given by the difference of the mutual informations at theemded user and at the eavesdropper,
respectivelyC, is achieved by maximizing over all joint probability digtutions such that a Markov

chainu, — wiu, — yi, y; is formed, wherey, is an auxiliary input variable. By evaluatingl (8) with



ur, ~ CN(0,1) and with the linearly precoded date,u;, we obtain an achievable secrecy rdtgy

for the MISOME wiretap channell5) given by
+ . +
Ry = [I (w;%) —1 (uk;yf,;)} = [I (Wkuk;yk) -1 (Wkuk;y;;)] : 9)
where (a) follows fromw,u;, being a deterministic function af;, [6]. Equation [(¥) then follows from
(@) and from the statistics afj. [ |
From equation[(7) it is clearly observed that for high-perfance linear precoder design an efficient

tradeoff between maximizingINR; and minimizingSINR;; is required.

Theorem 1. A secrecy sum-rate achievable by multi-user MIMO linearcpring is given by

2
K ‘hTW‘ TP
RSZZ [log2 <1+ P 2) — log, <1+HH§%’€H>] . (10)
k=

1 Yor 43, ‘hLWj

Proof: By using Lemmall and Lemnia 2, we have that an achievable sesuetrate is obtained
as the sum of the secrecy ratBs,, in (7). A lower bound on the quantitieB, , can be obtained by
considering a genie-aided eavesdropper which observesnipthe signalsgy; received by itsik' — 1
antennas, but also all the confidential messageg # k. Such channel clearly has an achievable
secrecy rate smaller than the original channel. The gddh&alaeavesdropp&can perform interference
cancellation, and it does not see any undesired signal tpart #om the received noise;.

According to the previous considerations, the signals atintended receiver and the eavesdropper

of the k-th equivalent MISOME wiretap channel become, respedtivel

Yk —ﬁhlwkuk + —7 E hLW]uJ + ny,
J#k (11)
—1 H +
Yi = W UL n;
k ﬁ k k

For the k-th equivalent MISOME wiretap channel ii_{11), the SINRs l& tntended user and the

eavesdropper are, respectively:
2

SINR;, = o (12)
yo? + Ej;ék: }hLWj
2
H~
SINR; = [Hzw[” (13)

o?



Since the noise iry; in (1) is spatially white, the optimal receive filter Atis the matched filter
(H;wy)". Equation [(IB) then follows. For a given chani®] substituting[(I2) and{13) int¢l(7) and
then into [6) yields[(10). [ |
For the remainder of the paper, we refer to equation (10) eséerecy sum-rate. We note that it
depends on the choice of the precoding maW as well as on the channkEl and the noise variance

o%. A possible choice foW, based on regularized channel inversion, is discusseckirfiolfowing.

C. Achievable Secrecy Sum-Rates with Regularized Channel Inversion

We now consider RCI precoding for the multi-user MIMO dowkliwith malicious users. Although
Cl precoding can achieve secrecy by canceling all signalsel@ at the unintended users, this comes
at the cost of a poor sum-rate. The RCI precoder has bettésrpemce than plain ClI, particularly
at low SNR [17]. For each messagg, RCI precoding achieves a tradeoff between the signal power
at thek-th intended user and the crosstalk at the otlfér— 1) unintended users for each signal. The
crosstalk causes interference to the unintended userseloaise when the unintended users are acting
maliciously, the crosstalk also causes information leakddperefore, RCI achieves a tradeoff between
signal power, interference, and information leakage.

With RCI precoding, linear processing exploiting reguation is applied to the vector of messages

u [17]. The RCI precoding matrix is given by
W =H' (HH' +alx) . (14)

The transmitted signat after RCI precoding can be written as
x= —Wu= L H (HH +al)  u= = (HH+ oly) ' Hhu, (15)
VY Val V7

The latter passes through the channel, producing the vett@ceived signals
1 -1
y=—H (HH + ol Hiu + n. (16)
H (HIH 1 o)

The function of the real nonnegative regularization pateme is to improve the behavior of the
inverse, although it also produces non-zero crosstalksemnil1).

Using RCI precoding, the SINRE{[12) and](13) at the intendwt/uand the eavesdroppkhecome
I} (H'H + aly) ™ hkf

SINR;, = (17)

29

~yo? + Z#k )hz (HH + olg) ™" h;




HHE (HH + alg) "' thz

SINR; = o= (18)
where
_ f f 2
7-tr{HH(HH+aIK) } (19)
To simplify (I7) and [(1B), we introduce the quantities
-1
A, =hl <H£HE + aIK> h, and (20)
1 —1
By = b (HUH; + ol ) HIHG (HIHG +olx) Dy (21)
It is then possible to expredss (17) as|[28]
A2
SINR;, = k . (22)
By +v02 (14 Ay)
In a similar fashion, we rewrité (18) as
B
SINR; = ——— (23)

yo? (1 + Ak)z.
By substituting [2R) and (23) intd](7) and then infd (6) weaibtthe following expression for the

secrecy sum-rates achievable with RCI precoding

- A2 By *
Ro=>" fog, (14 )_10 (H—ﬂ | 24
k:l[ g2< Bitar(1+ A7) P\ T 502 (1+ Ay &9

IV. LARGE-SYSTEM ANALYSIS

In this section, we consider the performance of the RCI mtecan the large-system regime, where
both the number of transmit antenn&é and the number of receivers approach infinity in a fixed
ratio. We derive closed-form expressions for the optimguftarization parameter and the optimal
secrecy sum-rate achievable with RCI in the large-systegime We then compare the secrecy sum-
rate achieved by the optimized RCI precoder to several dihear precoding schemes. Finally, we
evaluate the sum-rate loss due to the secrecy requiremienthis section, we focus on the case
K = M because the analysis for this case is more tractable, asd@nsidered to be most important

[L7].



A. Secrecy Sum-Rates in the Large-System Regime

We define¢ = a/K as the normalized regularization parameter, and note thdt a> oo, the

quantities [(1P),[(20) and_(R1) converge (almost surely2&] [

d
i 5= g() + €50 (6). (25)
I}i_lgo Ar=g(8), (26)
Jm B =g(9) +659(6). @)

respectively, where

9O =517~ 3 (29)

By substituting the above expressionsinl (22) (23), aneconclude that a&" — oo, all the SINRs

at the intended usér and at the eavesdroppérconverge to a non-random function of the parameter
¢ and the noise varianee?. Moreover, these quantities are the same for all confideméssages:,,
as K — oo. Hence, in the large-system regime, it is possible to whte decrecy sum-rate with RCI

precoder as

+ pg(£)?
[p+(1+9(6)*][9()+ £ 9(6)]

I
I+ mor

Ry~ R, 2 K |log, . ask — oo. (29)

B. Sdection of the Optimal Regularization Parameter

The value of the asymptotic secrecy sum-rAte, in (29) depends on the normalized regularization
parameteg. We now derive the optimal valug,, that maximizesRk; ...
Lemma 3. The optimal normalized regularization parameter in thgdasystem regime is given by

1
Sopt = 3p+14+3p+1

(30)

Proof: The value of¢,,. is obtained as the stationary point of the secrecy sum#ate, which
can be found by setting to zero the derivative of the logarith (29), by applying some algebraic
manipulations, and showing that the maximum value is noatineg [ |

As in the case with no secrecy requirements, the valug,Qfis a function of the SNRp. In a

multi-user channel without secrecy requirements, theaehi= 1/p is optimal for largek, as it
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maximizes the sum-rate of the systeém|[17]. However, thiseséé no longer optimal in a multi-user
channel with malicious users. In fact, because of the sgaeuirements the crosstalk terms appear
twice in the secrecy sum-rate expression (10). As a conseque = 1/p is too large and gives too
much crosstalk to the other users. This was prover_in [27] iamsl also easily confirmed by the

following inequality:

1 1
opt < 3_p < ; Vp. (31)

Similarly to the case with no secrecy requiremets, decreases as we incregselhe high-SNR
asymptote of,. is given by )
Eopt ™ 3—/), asp — o (32)
andé&,,, tends to zero ifp — oc.
Unlike the case with no confidentiality, the optimum normedl regularization parameter is upper

bounded and it does not tend to infinity asends to zero. The low-SNR asymptote&f; is
1
Eopt = 3 for p = 0. (33)

In the remainder of the paper, we will denote bys = K¢, the unnormalized large-system

regularization parameter.

C. Optimal Secrecy Sum-Rate

It is now possible to obtain an expression for the optimalesgc sum-rate of the RCI precoder in
the large-system regime. The optimal secrecy sum-rate usi@ibn of the SNRp and the number of
usersK only.

Theorem 2. The optimal secrecy sum-rafésR,Sj achievable by the RCI precoder in the large-system

regime is given by

Ip+24(6p+2)/3p+1

4(4p+1) (34)

A
Rﬁg = mgx R = Klog,

Proof: Equation [(34) is obtained by substitutiig (30) in](29) anglgipg some algebraic ma-
nipulations. u

The secrecy sum-ratBX<! in (34) satisfies

,O0

R >0 vp>o, (35)

,O0
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and the high-SNR asymptote ﬁﬁfg is given by

K. 2 K
fiiee = S loga gy + 5 logap, asp— o0, (36)

Therefore, in the large-system regime the secrecy sumfoateptimal ¢ scales logarithmically with
high SNR, and it scales linearly d§/2 with the number of users.

We have shown that although féf — oo the number of eavesdroppéeks—1 for each message tends
to infinity, a positive secrecy sum-rate is still achievaflhis occurs because the number of transmit
antennas\/ = K also tends to infinity, and it is larger than the number of edwuappers. Therefore,
for each message the transmitter is able to control the anadunterference and information leakage.

We now compare the per-user secrecy rate achieved by RCeéteettrecy capacity of the MISOME
channel CMSOME Hin the high-SNR regime. The former is obtained by dividiB@)(by the number
of usersK, and it can be further approximated by

RE

e ~ 3 log, p, asp — oc. (37)

The value ofCMSOME was obtained in[6], and it can be approximated by the follgiower bound

1
CIEONE > Slogy p, asp — o0, (38)

which is tight at high SNR[6]. We note that @'S°ME from [6] a single-user system is considered.
Therefore, only one message is transmitted to one legéirmaaer, and the user does not experience
any interference. For large SNR, the RCI precoder achieyes-aiser secrecy rate which is the same

as the secrecy capacity of a single-user system.

D. Comparison to Other Linear Schemes

In the following, we compare the secrecy sum-rate3if) @chieved by the RCI precoder wigh,; to
the secrecy sum-rates obtained frd2f)(by using: 1)¢ = 0 (CI precoder), 2¥ — oo (matched-filter
precoder) and 3§ = 1/p (optimum RCI precoder without secrecy requirements).

The aim of the CI precoder is to cancel all the interferencd mmfiormation leakage, therefore
yielding to a secrecy sum-rate that coincides with the sata-\We note that for the CI precoder it is

¢ =0, and the precoding matrix is given by

W = H' (HH) . (39)
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In order for the inverse in_(39) to exist, it is required thHat< M.
The secrecy sum-rate achieved by CI in the large-systenmeegirows at most sublinearly with
K — o0. In fact,

lim lim 2 — 0. (40)

£—0 K—o0

This result is consistent with [28], where it was shown theg €I precoder performs poorly in the
large-system regime when the number of antennas equalauthbar of users.

Similarly, we calculate the secrecy sum-rate achieved vghenoo (matched-filter precoding). Here,
the transmitter beamforms in a direction such as to maxittieesignal strenght of each user, without
taking into account the interference it creates and the amofresulting information leakage. The

secrecy sum-rate achieved by matched-filter precodingdnatge-system regime is zero. In fact,

R, 20+1 1"
lim lim — = |log, ———| =0. 41
§1 i [ogQ T 1)2] (41)

Clearly, matched-filter precoding performs poorly compaiie the optimal RCI precoder. This is due
to the intended user suffering from a large amount of interfee, while the eavesdroppers may cancel
the interference by cooperating.

Finally, we considet = 1/p, which is the value that maximizes the sum-rate of the systéhout
secrecy requirements [17]. The secrecy sum-fefg, achieved by RCI withf = 1/p in the large-
system regime is given by

dp+1+ 2p+1)Ap+1 (42)
2(4p+1) '

We observe that the RCI scheme with= 1/p outperforms the Cl and the matched-filter precoding

RS = Klog,

schemes in the large-system regime, but it is suboptimapeoed to the use of,,:. For high SNR,
the per-antenna secrecy sum-rate gain provided by usiag,,; in place of{ = 1/p is given by

R¥ — R 3v3

lim = log, 4 ~ (.38 bits. (43)

p—>00 K
E. Secrecy Loss

We now consider theecrecy loss, i.e. the sum-rate loss due to the secrecy requirements.efifeed
this as the difference between the optimal sum-fetewithout secrecy requirements and the secrecy

sum-rateRFCl in (34). The sum-rate°, is obtained with RCI and = 1/p, and it is given by[[28]

1+vAp T 1
Re, = K'log, +2—p+. (44)
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The high-SNR asymptote of the sum-rate[in](44) is

K
R} ~ 5 log, p, asp — oc. (45)

For high SNR, the per-antenna secrecy loss is given by

. R —RX) 1. 64 :
pll)rgo — K% —3 log, 5 ~ (.62 bits. (46)

By comparing [(46) to[(36), one can conclude that the secreqyirements do not change the linear
scaling factor for large SNR. In other words, the RCI precosli¢h &,,. achieves a secrecy sum-rate
that has same scaling factéf/2 as the sum-rate achieved by the optimum RCI precoder without
secrecy requirements in [17]. The RCI precoder with can achieve secrecy with a penalty in terms
of the per-antenna sum-rate given lby1(46). The secrecy W85 dorresponds to a power loss of a
factor 64/27 ~ 3.75dB. Therefore, the RCI precoder withi,; can achieve secrecy without reducing

the sum-rate of the system, as long as the transmitted p@waciieased by.75dB.

V. POWER ALLOCATION

In this section, we consider power allocation for the RClcpder. We first propose a new algorithm
to obtain the power allocation vectgr which achieves the optimal secrecy sum-rate with a fixed

regularization parameter. We then extend our algorithm to jointly optimizeand «.

A. Achievable Secrecy Sum-Rates

We consider the RCI precoding matrix with arbitrary powdodtion given by
W, = WD = H'(HH' + oI)"'D, (47)

whereD = diag(,/p), andp = [pi,...,pk|" is the power allocation vector. The vectprmust be
chosen such that the power constraim{W;Wp} = 1 is met. Clearly, [(47) generalizes the RCI
precoderW with equal power allocation (RCI-EP) if_(14).
When the precodeW,, is used, the SINR at the-th intended user, given by (12), becomes
pi[ |
Ej;ékpj|hzwj|2 +0?
and the SINR at the eavesdropﬁergiven by [18), becomes

H-w,||2 o |hiwy |2

o2 o2

SINR,, = (48)
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From (48) and[(49), we obtain the achievable secrecy suenwih power allocation

K AL o htwg 2\ T
R = Z [logQ (1 + S Pulhy | ) — log, (1 —I—pk Z]#;J Wil )] . (50)

k=1 j;ékpj|hLWj|2 + 02

B. Power Control

To obtain the optimal power allocation vecjorwe are required to solve the non-convex optimization

problem

maximize R (p)
P (51)

subject to tr {W/W,} <1,
where R (p) is given by [B0),W,, is given by [4Y), and the maximum total transmit power over
all antennas is one. In the following, we will ignore the nimta [-|* in (B0) in the maximization
problem. In fact, any negative term in the sum can be replégerero (thus increasing the sum) by
using pr = 0 which is always feasible.
We now reformulate the problerh (51) by applying the transfation p, = logp,, k =1..., K,

and obtain the optimization problem

maximize R™(p)
P

(52)
subject to tr {WIW,} <1,
wherep = [py,...,px|’.
Lemma 4: The second term of the objective functiakl™ (p), of (52) is concave.
Proof: The second term and its first and second derivatives are
ePe S [hiwg |2
—log, (1+SINR;5) = —log, (H— Zﬁgﬁ Wil ) ,
dlog, (1 + SINR; Pk S [hiw,|?
_ Og?( il k) =—— §:J7ﬁk| J ’;| 210g26’ (53)
Ok 0% + el Y [hiwy|
d?log, (1 + SINR; Pk S [hiwg|20?
0108, (3:‘2 k) _ Z]¢k| j k| _logy e < 0.
P (02 + e 32, Inlwi2)
Hence, by the second order condition [38,4.3] , —log, (1 + SINR;) is concave. [

In order to solve the probleni _(52), we consider a modifiediwarsf the method as in_[29] and

[30] which is based on a reformulation df {(52). This approactarantees an improvement in the
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performance over the standard high-SNR approximation d@mgachannels/ [30]. In order to obtain

the reformulation, we use the following bound obtained_ifl] [2

alogz+b<log(l+z), a= log 2o, (54)

20 20
and b =log(1 —
1+ 2 og(1+ 20) 1+ 2

for somez, > 0, with equality whenz = z,.

Lemma 5: With the change of variables, = logp,, k=1..., K, the lower bound

Pr|hiw, |2 b hiw, |2
Ik _1og €~‘ L d + " <log, [ 14 Pl . d : (55)
log 2 > iz € W[ + o2 log2 > DilW; 2 + 02

is concave inp,, k=1,..., K.

Proof: The result follows immediately using the method in Lenima 4. [ |
We showed in Lemmal 4 that the second term[of (50) is concavéédgecond order condition. By
using the lower bound in_(55) for the first term 6f(50), we @bta concave objective function. Since
the constraints are affine, the optimization problem agisirom (52) and the bound (55) is a convex
optimization problem. This convex optimization problengisen by

= p 5 i
maximize Z[ @k 1Og< e [hfwy|* >+ b log, <1+6p‘“ Zj;ék:|hjwk|2>]
P = [log2 2 €] hle |>+0? log 2 o? (56)

subject to tr {W/W,} <1
The power allocation vector can then be obtained using Atlgor 1 in Table[l. To show that
Algorithm 1 converges monotonically to a local optimum, weenthe constraint is the same for both
the¢-th and(¢+ 1)-th subproblems. Hence, the solution of thln subproblem[(56) is also feasible for
the (¢t +1)-th subproblem(56). Moreover, by the bound[inl(54), the cijje function is monotonically

increasing and converges to a local optimum.

C. Proposed Precoding Scheme

Having established an algorithm to determine the optimalgrcallocation vectop for a fixed «,
we now obtain our precoding scheme by considering the jgntiimozation of « and p. The joint

optimization problem can be written as

maximize R (p,a)
P (57)

subject to tr {WIW,} < 1.
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Even after using the transformatign = logp,, £ = 1,..., K, the problem[(57) is non-convex. To
solve this problem, we propose Algorithm 2 in Table I.

At each iteration, Algorithm 2 optimizes the regularizatiparameterr and subsequently the power
allocation vectop. It is straightforward to prove that Algorithm 2 convergesmotonically and it thus
provides with a locally optimal paifc, p) for the proposed linear precoder. In Section VI we show
via simulations that the proposed precoder with jointlyimad regularization parameter and power

allocation vector outperforms RCI precoding withs and equal power allocation (RCI-EP).

VI. NUMERICAL RESULTS

In this section, we show the performance of our proposedogiiag scheme via simulations. We also
consider the finite user scenario to show that many resuts the large-system analysis in Section
IV hold for a small number of users. The precoding maWkwas normalized by/7, as in [19), in
order to meet the power constraint [d (4). This correspoonda tong-term power constraint, which
does not require the receivers to know the instantaneoue il [17]. In the following, we denote
by ars = K& the large-system regularization parameter, obtained &)

Fig.[1 compares the large-system regularization parameteio the optimal regularization parameter
arg for a finite number of users. The value af.s was found by using single-variable numerical
optimization to maximize the mean value of the secrecy sat@4n [24). The figure shows the finite-
system and large-system regularization parameters atiqgaiaENR values for four different numbers
of users:4, 8, 16 and 32. We observe that as the number of uséfsincreases, the value afgg
approaches the large-system regularization parameter

In Fig.[2 we demonstrate that using the large-system reigatayn parametenyg in a finite-size
system does not cause a significant loss in the secrecy dencompared to using a regularization
parameteings(H) optimized for each channel realization. The figure showscthraplementary cu-
mulative distribution function (CCDF) of the normalizedcsecy sum-rate difference between using
ars and aps(H) as the regularization parameter of the RCI precoderifor 4, 8, 16, 32 users at
an SNR of10dB. The difference is normalized by dividing by the secreayngate of the precoder
that usesvps(H). We observe that the average normalized secrecy sum-fégeedce is less than.4

percent for all values of{. As a result, the large-system regularization parametermay be used
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instead of the finite-system regularization parameter witly a small loss of performance. Moreover,
the value ofa;g does not need to be calculated for each channel realization.

Fig.[3 compares the analytical secrecy sum-rate of the R&liqgater in[(34) to the simulated secrecy
sum-rate of the RCI precoder with a finite number of userscivig averaged ovel)® channels. The
RCI precoder with a finite number of users was obtained byguie regularization parametaks,
found by simulation, that maximizes the average secrecy-rsiien We observe that the large-system
analysis is accurate at low SNR for all valuesiof Moreover ags” increases, the large-system analysis
is accurate for larger values of the SNR.

In Fig.[4 we compare the simulated secrecy sum-rate of the jR&ioder using the large-system
regularization parameteti;s with Cl precoding [[15] and RCI precoding with = K/p, which
maximizes the sum-rate without secrecyl|[17]. The sum-rétéhe optimal RCI precoder without
secrecy requirements is also plotted. The figure shows fboté = 4, 8, 16, 32. We observe that
CI precoding exhibits a large performance loss comparetidséecrecy sum-rate of the optimal RCI
precoder for large values df. The RCI precoder witlwh = K/p outperforms Cl precoding, but it is
suboptimal compared to the RCI precoder that uggs We note that although CI precoding achieves
secrecy in a simple way by completely canceling the inforomateakage, this comes at the cost of a
poor sum-rate. Secrecy can be achieved with a significaayel sum-rate by using the RCI precoder
with a;s. We also observe that the secrecy loss between the sumifrtite ®CI precoder without
secrecy and the secrecy sum-rate of the RCI precoder is atnastant at high SNR for larg&’.
This confirms the result we derived in_{46). Moreover, thaugadf the simulated per-antenna secrecy
loss is 0.59 bits fork’ = 32 and p = 25dB; close to the 0.62 bits suggested by the analysi§ ih (46).

In Fig.[8 we compare the simulated per-user secrecy rate eofpthposed precoder with jointly
optimized regularization parameter and power allocation vectgp to the RCI precoder withy g
and p., and to the RCI-EP precoder witlys. We observe that there is a negligible performance
difference between the proposed precoder and the RCI peeedth s andp,,:. As a result, a low-
complexity, near-optimal RCI precoder may be implementgdi§ing ars and optimizing the power
vector separately. The figure shows that fér= 4, the proposed power allocation scheme always
outperforms the RCI-EP precoder withs by up to20 percent, and the gain does not vanish at high

SNR. This occurs because at high SiR. — 0 and the RCI precoder behaves as a Cl precoder,
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for which the optimal power allocation is waterfilling |[19flence, equal power allocation for RCI is
suboptimal at high SNR. Fid.] 5 also shows that the proposeeepallocation scheme reduces the
sum-rate loss due to the secrecy requirements.pFor 15dB, RCI with power allocation achieves
a per-user secrecy rate which is even higher than the perateachieved by the optimal RCI-EP
without secrecy requirements. Furthermore, Fig. 5 showssiimulated secrecy capacify}'S°M® of

a MISOME channel with the same per-message transmitted rpévtbough CMSOME s obtained

in a single-user and interference-free system [6], at hiyR SRCI with power allocation achieves a

per-user secrecy rate as large@s"5°ME,

VIl. CONCLUSIONS

In this paper, we considered the problem of secret commtiaican a multi-user MIMO system
with malicious users. We proposed a linear precoder baseceguiarized channel inversion (RCI)
with a regularization parameter and power allocation vettat maximize the achievable secrecy
sum-rate. The analysis presented in the paper, as well asnthation results, showed that RCI with
equal power allocation (RCI-EP) and with the optimal regaktion parameter outperforms several
other linear precoding schemes. Moreover, it achieves aratenthat has same scaling factor as the
sum-rate of the optimum RCI precoder without secrecy reguénts. The secrecy requirements result
in a loss in terms of the sum-rate. This loss can be compahégtehe proposed power allocation
scheme, which increases the secrecy sum-rate comparedl{BRRC

Part of the analysis presented in this paper focused on gewhen the number of useks equals
the number of transmit antennas. Generalizing the results to the case whérand M can take any
value is part of our ongoing research effort. Whgrn> M, the secrecy sum-rate degrades due to the
increased interference and information leakage. Thezefocan be useful to design a user scheduling
algorithm that selects a subset of the users to be servesl,itbteasing their SINR. However, user
scheduling cannot reduce the number of potentially malgi@ceivers in the network, since discarded
users are still able to eavesdrop. The transmission ofcatifioise can limit the eavesdropping ability
of the discarded users, but it must be harmless to intendmvess.

Throughout the paper, we focused on the worst-case scewhieén the transmitter assumes that

users cooperate and jointly eavesdrop on other users. Wtarested in this scenario because the
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transmitter is unable to predict whether the users are demggsing or not. Possible extensions of this
work include considering a scenario where only some of tlegsusavesdrop on other users, or where
users can individually eavesdrop, but without cooperatinghis case, the secrecy rate for each user
is limited by the eavesdropper that receives the largestnmdtion leakage. We leave the analysis of

these aspects for future work.
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TABLES

TABLE |

PROPOSED ALGORITHMS FOR POWER ALLOCATION

Algorithm 1

Algorithm 2

Initialize iteration countet = 0

Initialize all a{” =1, b\ =0

repeat
Solve [56) to obtairp™®
Updatea!”, b\" at zy = SINRy(p®)
Incrementt

until convergence

Obtainp, = e?*, k=1,...,K

Initialize iteration countet; =0, t2 =0
Initialize pr = 1/, and setpr, =logpr, k=1,..., K
Initialize cy = K&,pt Using equation[{30)
repeat
Incrementt,
Obtain o, using steepest descent with, 1 as initial point
Initialize all a{'?) =1, "> = 0
repeat
Solve [56) to obtairp(¢>)
Updatea ™, b{"?) at zo = SINR(aj,,p""))
Incrementt,
until convergence
Setp = p(*?)
until convergence
Obtainpy, = eP*, k=1,..., K
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