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Abstract

Recent increase in online privacy concerns prompts theviatly question: can a recommender
system be accurate if users do not entrust it with their peidata? To answer this, we study the
problem of learning item-clusters under local differehfiigavacy, a powerful, formal notion of data
privacy. We develop bounds on the sample-complexity ofniear item-clusters from privatized
user inputs. Significantly, our results identify a sampdeaplexity separation between learning in
an information-rich and an information-scarce regimerghg highlighting the interaction between
privacy and the amount of information (ratings) availaleleach user.

In the information-rich regime, where each user rates &t laaconstant fraction of items, a
spectral clustering approach is shown to achieve a sangpigiexity lower bound derived from
a simple information-theoretic argument based on Fan@&guality. However, the information-
scarce regime, where each user rates only a vanishingdnagtiitems, is found to require a fun-
damentally different approach both for lower bounds andriigms. To this end, we develop new
techniques for bounding mutual information under a notibch@annel-mismatcltand also propose
a new algorithmMaxSensgand show that it achieves optimal sample-complexity ia Heitting.

The techniques we develop for bounding mutual informati@y ne of broader interest. To
illustrate this, we show their applicability {6) learning based on 1-bit sketches, diq adaptive
learning, where queries can be adapted based on answest tpupaies.

Keywords: Differential privacy, recommender systems, lower boupdstial information

1. Introduction

Recommender systems are fast becoming one of the cornesstbrthe Internet; in a world with
ever increasing choices, they are one of the most effectiyes\wf matching users with items. Today,
many websites use some form of such systems. Research énalyesithms received a fillip from
the Netflix prize competition in 2009. Ironically, howevtre contest also exposed the Achilles heel
of such systems, whedarayanan and Shmatik@2006 demonstrated that the Netflix data could
be de-anonymized. Subsequent works (for exan@pddandrino et al{2011)) have reinforced belief
in the frailty of these algorithms in the face of privacy aks

To design recommender systems in such scenarios, we fidttoekefine what it means for a
data-release mechanism to be private. The popular pevoelmdis coalesced around the notion that
a person can either participate in a recommender system aive all claims to privacy, or avoid
such systems entirely. The response of the research cortyntarthese concerns has been the
development of a third paradigm between complete exposwteamplete silence. This approach
has been captured in the formal notiondifferential privacy(refer Dwork (2006); essentially it
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suggests that although perfect privacy is impossible, @mecontrol the leakage of information
by deliberately corrupting sensitive data before relea3de original definition inDwork (2006
provides a statistical test that must be satisfied by a @d¢é@se mechanism to be private. Accepting
this paradigm shifts the focus to designing algorithms ttay this constraint while maximizing
relevant notions of utility. This trade-off between utjiliand privacy has been explored for several
problems in database managemighim et al.(2005; Dwork (2006); Dwork et al.(2006 2010ab)
and learning3lum et al.(2008; Chaudhuri et ali2011); Gupta et al(2011); Kasiviswanathan et al.
(2008; McSherry and Mirono{2009; Smith(2017).

In the context of recommender systems, there are two modelsnisuring privacy: central-
ized and local. In the centralized model, the recommendstesy is trusted to collect data from
users; it then responds to queries by publishing resultshtae been corrupted via some differen-
tially private mechanism. However, users increasinglyirdesontrol over their private data, given
their mistrust in centralized databases (which is suppdrteexamples such as the Netflix privacy
breach). In cases where the database cannot be trustedpta&teconfidential, users can store
their data locally, and differential privacy is ensuredotigh suitable randomization at the ‘user-
end’ before releasing data to the recommender system. Jpiecisely the context of the present
paper: the design of differentially private algorithms fmtrusted recommender systems.

The latter model is variously known in privacy literaturd@sal differential privacy(see Kasiviswanathan et al.
(2008; we henceforth refer to it decal-DP ), and in statistics as the ‘randomized response tech-
nique’ (seéWarner(1965). However, there are two unique challenges to local-DRgdxy recom-
mender systems which have not been satisfactorily deditlvafore:

1. The underlying space (here, the set of ratings allétems) has very high dimensionality.

2. The users havanited information they rate only a (vanishingly small) fraction of items.

In this work we address both these issues. We consider thxepnoof learning an unknown (low-
dimensional) clustering for a large set of items from pized user-feedback. Surprisingly, we
demonstrate a sharp change in the sample-complexity df@edearning algorithms when shift-
ing from an information-rich to an information-scarce ragi— no similar phenomenon is known
for non-private learning. With the aid of new informatidmebretic arguments, we provide lower
bounds on the sample-complexity in various regimes. On therchand, we also develop novel
algorithms, particularly in the information-scarce sejtiwhich match the lower bounds up to loga-
rithmic factors. Thus although we pay a ‘price of privacy’evhensuring local-DP in untrusted rec-
ommender systems with information-scarcity, we can deggimal algorithms for such regimes.

1.1. Our Results

We focus on learning a generative model for the data, undger-end, or local differential privacy
constraints. Local differential privacy ensures that uk#a is privatized before being made avail-
able to the recommender system — the aim of the system isdHaarh the model from privatized
responses to (appropriately designed) queries. The nodtinterest is thesample-complexity the
minimum number of users required for efficient learning.

Formally, given a set of items, we want to learn a partitiorclosteringof the item-set, such
that items within a cluster are statistically similar (imntes of user-ratings). The class of models (or
hypothesis clagsve wish to learn is thus the set of mappings from iténig' to clustersg L] (where
typically L << N). The system can collect information frobh users, where each user has rated

1. Throughout the paper, we ug¥] to denote the seft1, 2,..., N}.
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only w out of the NV items, and interacts with the system via a mechanism satigéylocal-DP. To
be deemed successful, we require that an algoritiemtify the correct cluster label for all iterAs

To put the above model in perspective, consider the problemovie-recommendation — here
items are movies, and the recommender system wants to letustaring of these movies, wherein
two movies in a cluster are ‘similar’. We assume that each bhas watchedv movies, but is
unwilling to share these ratings with the recommender systihout appropriate privatization of
their data. Once the recommender system has learnt a gagtdritg, it can make this knowledge
public, allowing users to obtain their own recommendatidrased on their viewing history. This is
similar in spirit to the ‘You Might Also Like’ feature on IMDBr Amazon.

Our starting point for sample-complexity bounds is thedaihg basic lower bound (c.f. Sec-
tion 2 for details):

Informal Theorem 1 (Theorem 7) For any (finite) hypothesis clags to be ‘successfully’ learned
undere-local-DP, the number of users must satisty; g = 2 <10ng\) .

The above theorem is based on a standard use of Fano’s iitgduatatistical learning. Similar
connections between differential privacy and mutual imfation have been established before (c.f.
Sectionl.2) — we include it here as it helps put our main results in petip

Returning to the recommender system problem, note thathtamptoblem of learning item-
clustersog |H| = ©(NN). We next consider amformation-rich settingwhereinw = Q(N), i.e.,
each user knows ratings for a constant fraction of the itaMesshow the above bound is matched
(up to logarithmic factors) by a local-DP algorithm basedaomovel ‘pairwise-preference’ sketch
and spectral clustering techniques:

Informal Theorem 2 (Theorem 8) In the information-rich regime underlocal-DP, clustering via
the Pairwise-Preference Algorithm succeeds if the numbaesers satisfiest/ % = Q (M) .

The above theorems thus provide a complete picture of thendtion-rich setting. In practical
scenarios, howeve is quite small; for example, in a movie ratings system, ussuslly have seen
and rated only aanishingfraction of movies. Our main results in the paper concernaxbeptive,
local-DP learning in thénformation-scarce regime whereinw = o(N). Herein, we observe an
interesting phase-change in the sample-complexity ofjpilearning:

Informal Theorem 3 In the information-scarce regime undetflocal-DP, the number of users re-
quired for non-adaptive cluster learning must satisﬂ)yL’:S =Q (g—i) (Theorem 13).

Furthermore, for smally, in particular, w = o(Né), we have:Uijs3 =0 (NTQ) (Theorem 14).

To see why this result is surprising, consider the followiog problem: each item € [N]
belongs to one of two clusters. Users arrive, sam@mgle itemuniformly at random and learn its
corresponding cluster, answer a query from the recommesysdtem, and leave.

For non-private learning, if there is no constraint on theoant of information exchanged be-
tween the user and the algorithm, then the number of usemdede®r learning the clusters is
© (Nlog N) (via a simple coupon-collector argument). Note that the amhof data each user
has is©(log N) (item indextcluster). Now if we put a constraint that tiawerage amount of in-
formation exchanged between a user and the algorithrh Ist, then intuition suggests that the

2. This is for ease of exposition — our results extend to atigva fraction of item-misclassifications, c.f. Appendix
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recommender system now nee@s(N log? N) users. This is achieved by the following simple
strategy: each user reveals her complete information withability @, else reveals no infor-
mation — clearly the amount of information exchanged per issebit on average, and a modified
coupon collector argument shows that this scheme reqaltéélog® N) users to learn the item
clusters.

However, the situation changes if we impose a condition tivatamount of information ex-
changed isxactly1 bit per user (for example, the algorithm asks a yes/no questidhet user);
as a side-product of the techniques we develop for Thedgrwe show that the number of users
required in this case i©(N?) (c.f. Theoreml0). This fundamental change in sample-complexity
scaling is due to theombination of users having limited information and a ‘peser information’
constraint(as opposed to the average information constraint). Onerrnefeaway of our work is
that local differential privacy in the information-scan@gime has a similar effect.

Finally for the information-scarce regime, we develop a adégorithm, MaxSense, which (un-
der appropriate separation conditions) matches the atmwedoup to logarithmic factors:

Informal Theorem 4 (Theorem 15) In the information-scarce regime undetlocal-differential-

privacy, for givenw = o(N), clustering via the MaxSense Algorithm (Sect)iis successful if the
N2 logN)
we :

number of users satisfiesly;g = 2 (

Techniques: Our main technical contribution lies in the tools we use far tower bounds in the
information-scarce setting. By viewing the privacy medblanas a noisy channel with appro-
priate constraints, we are able to use information thenratthods to obtain bounds on private
learning. Although connections between privacy and muitti@rmation have been considered
before (refetMcGregor et al(2010; Alvim et al. (2011)), existing techniques do not capture the
change in sample-complexity in high-dimensional regimé& formalize a new notion of ‘chan-
nel mis-alignment’ between the ‘sampling channel’ (theiphratings known to the users) and the
privatization channel. In Sectiohwe provide a structural lemma (Lemm@athat quantifies this
mismatch under general conditions, and demonstrate iteyusbtaining tight lower bounds under
1-bit (non-private) sketches. In SectidiiB we use it to obtain tight lower bounds under local-DP.
In Section6 we discuss its application to adaptive local-DP algorithestablishing a lower bound
of orderQ(N log N) — note that this again is a refinement on the bound in Thedtehinough we
focus on the item clustering problem, our lower bouagply to learning any finite hypothesis class
under privacy constraints

The information theoretic results also suggest thait privatized sketches are sufficient for
learning in such scenarios. Based on this intuition, we show existing spectral-clustering tech-
niques can be extended to private learning in some regimese Bignificantly, in the information-
scarce regime, where spectral learning fails, we developvalralgorithm based on blind probing
of a large set of items. This algorithm, in addition to beirriyate and having optimal sample-
complexity in many regimes, suggests several interestem gquestions, which we discuss in Sec-
tion 7.

1.2. Related Work

Privacy preserving recommender systemsThe design of recommender systems with differential
privacy was studied biicSherry and Mironoy2009 under the centralized model. Like us, they
separate the recommender system into two components, raniggshase (based on a database
appropriately perturbed to ensure privacy) and a recomatamdphase (performed by the users
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‘at home’, without interacting with the system). They nuroally compare the performance of
the algorithm against non-private algorithms. In confras& consider a stronger notion of privacy
(local-DP), and for our generative model, are able to pretight analytical guarantees and further,
quantify the impact of limited information on privacy.

Private PAC Learning and Query Release: Several works have considered private algorithms
for PAC-learning.Blum et al.(2008); Gupta et al(2011) consider the private query release prob-
lem (i.e., releasing approximate values for all queries given class) in the centralized model.
Kasiviswanathan et a(2008 show equivalences between: a) centralized private legrand ag-
nostic PAC learning, b) local-DP and the statistical qu&§®) model of learning; this line of work
is further extended bBeimel et al.(2010. Although some of our results (in particular, Theorem
7) are similar in spirit to lower bounds for PAC (s&asiviswanathan et a(2008; Beimel et al.
(2010 there are significant differences both in scope and tecienigurthermore:

1. We emphasize the importance of limited information, amaracterize its impact on learning
with local-DP. Hitherto unconsidered,information schris prevalent in practical scenarios,
and as our results shows, it has strong implications onileguperformance under local-DP.

2. Vialower bounds, we provide a tight characterizationamfiple-complexity, unlikéasiviswanathan et al.
(2008); Blum et al.(2008; Gupta et al(2011), which are concerned with showing polyno-
mial bounds. This is important for high dimensional data.

Privacy in Statistical Learning: A large body of recent work has looked at the impact of differ-
ential privacy on statistical learning techniques. A migjoof this work focusses on centralized
differential privacy. For exampleChaudhuri et al(2011) consider privacy in the context of empiri-
cal risk minimization; they analyze the release of clagsfiebtained via algorithms such as SVMs,
with (centralized) privacy constraints on the trainingadatvork and Lei(2009 study algorithms
for privacy-preserving regression under the centralizedeh these however require running time
which is exponential in the data dimensioBmith (2011) obtains private, asymptotically-optimal
algorithms for statistical estimation, again though, ia tientralized model.

More recently,Duchi et al.(2013 consider the problem of finding minimax rates for statisti-
cal estimators under local-DP. Their techniques are base@fned analysis of information the-
oretic quantities, including generalizations of the Farlaequality bounds we use in SectidriL
However, the estimation problems they consider have a singtucture — in particular, they in-
volve learning from samples generated directly from an tgiohg model (albeit privatized). What
makes our setting challenging is the combination of a geweranodel (the bipartite stochastic
blockmodel) with incomplete information (due to user-itesampling) — it seems unlikely that the
techniques obuchi et al.(2013 can extend easily to our setting. Moreover, lower bountdriggies
do not naturally yield good algorithms
Other Notions of Privacy: The local-DP model which we consider has been studied béefqa-
vacy literature Kasiviswanathan et a(2008); Dwork et al.(2006) and statistics\arner(1965)).

It is a stronger notion than central differential privacgdaalso stronger than two other related no-
tions: pan-privacy@work et al.(20108) where the database has to also deal with occasional eeleas
of its state, and privacy under continual observatidde/drk et al. (20109), where the database
must deal with additions and deletions, while maintainingazy.

Recommendation algorithms based on incoherenceipart from privacy-preserving algorithms,
there is a large body of work on designing recommender systemder various constraints (usually
low-rank) on the ratings matrix (for exampl/ainwright (2009; Keshavan et al(2010). These
methods, though robust, fail in the presence of privacy ttaims, as the noise added as a result
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of privatization is much more than their noise-tolerancehisTis intuitive, as successful matrix
completion would constitute a breach of privacy; our workdsuthe case for using simpler lower
dimensional representations of the data, and simpleritigus based on extracting limited infor-
mation (in our casel-bit sketches) from each user.

2. Preliminaries

We now present our system model, formally define differeritons of differential privacy, and
introduce some tools from information theory that form tlasib of our proofs.

2.1. The Bipartite Stochastic BlockModel

Recommender system typically assume the existence of arlyimd) low-dimensional generative
model for the data — the aim then is to learn parameters afrtbdel, and then, use the learned model
to infer unknown user-item rankings. In this paper we coms&dmodel wherein items and users be-
long to underlying clusters, and a user’s ratings for an ile@mend only on the clusters they belong
to. This is essentially a bipartite version of tBchastic Blockmodélolland et al. (1983, widely
used in model selection literature. The aim of the recomratiowl algorithm is to learn these clus-
ters, and then reveal them to the users, who can then conty@it@ivn recommendations privately.
Our model, though simpler than the state of the art in reconal®esystems, is still rich enough
to account for many of the features seen empirically in revemder systems. In addition it yields
reasonable accuracy in non-private settings on meanintasets (c.fTomozei and Massoulié
(201D).

Formally, let[U] be the set ot/ users andN]| the set of N items. The set of users is divided
into K clusters[K], where clusteri containsa;U users. Similarly, the set of items is divided
into L clusters[L], where cluster containss,N items. We useA to denote the (incomplete)
matrix of user/item ratings, where each row correspondsuses, and each column an item. For
simplicity, we assumed;; € {0,1}; for example, this could correspond to ‘like/dislike’ rags.
Finally we have the following statistical assumption foe tfatings — for user. € [U] with user
classk, and item: € [N] with item clas</, the ratingA,,; is given by a Bernoulli random variable
Ayi ~ Bernoulli(b,). Ratings for different user-item pairs are assumed indagen

In order to model limited information, i.e., the fact thatusrate only a fraction of all items, we
define a parameten to be the number of items a user has rated. More generallyniyeneed to
know w in an orderwise sense — for example= ©(f(/NV)) for some functionf. We assume that
the rated items are picked uniformly at random. We define: (V) to be the information-rich
regime, andw = o(N) to be the information-scarce regime

Given this model, the aim of the recommender system is tm lder item-clusters from user-
item ratings. Note that the difficulty in doing so is twofold:

e The user-item ratings matrid is incomplete — in particular, each user has ratings for anly

out of N items.

e Users share their information only via a privacy-presegvimechanism (as we discuss in the

next section).
Our work exposes how these two factors interact to affecséimeple-complexity.e., the minimum
number of users required to learn the item-clusters. We alstethat another difficulty in learning
is that the user-item ratings are noisy — however, as longisstise does not depend on the number
of items, this does not affect the sample-complexity sgalin
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2.2. Differential Privacy

Differential privacy is a framework that defines conditiamgler which an algorithm can be said to
be privacy preserving with respect to the input. Formalbfi¢iving Dwork (2006)):

Definition 1 (e-Differential Privacy) A randomized functio®@ : X — ) that maps dataX € X
toY € Y is said to bee-differentially private if, for all valueg; € Y in the range space of, and
for all ‘neighboring’ datax, 2/, we have:

PY —yX =] = °© @

We assume that” conditioned onX is independent of any external side informatiBn(in other
words, the output of mechanisindepends only oX” and its internal randomness). The definition
of ‘neighboring’ is chosen according to the situation, aatedmnines the data that remain private. In
the original definitiorDwork (2006, two databases are said to be neighbors if the larger dagaba
constructed by adding a single tuple to the smaller datathagke context of ratings matrices, two
matrices can be neighbors if they differ if):a single row (per-user privacy), ot) a single rating
(per-rating privacy).

Two crucial properties of differential privacy ammmpositionand post-processing We state
these here without proof; c.fDwork (2006 for details. Composition captures the reduction in
privacy due to sequentially applying multiple differetitigprivate release mechanisms:

Proposition 2 (Composition) If k£ outputs,{Y7,Y>,...,Y}} are obtained from dat&X € X by k
different randomized functiong¥q, Us, ..., ¥}, whereV; is ¢;-differentially private, then the
resultant function iile ¢; differentially private.

Post-processing states that processing the output ofexeaditially private release mechanism can
only make it more differentially private (i.e., with a snmelk) vis-a-vis the input:

Proposition 3 (Post-processing) If a function¥; : X — ) is e-differentially private, then any
composition functionl, o ¥, : X — Z is /-differentially private for some’ < .

In settings where the database curator is untrusted, amagtie notion of privacy igocal
differential privacy(or local-DP). For each user, let X, be its private data — in the recommendation
context, the rated-item labels and corresponding ratireysdHetY,, be the data that the user makes
publicly available to the untrusted curator. Local-DP rieggithatY,, is e differentially private w.r.t.
X,. This paradigm is similar to the Randomized Response tqabnin statisticdVarner(1965).

It is the natural notion of privacy in the case of untrustethdases, as the data is privatizgdhe
user-end before storage in the databateemphasize this, we alternately refer to itldser-end
Differential Privacy

We conclude this section with a mechanism for releasinggleshit under-differential privacy.

Differential privacy for this mechanism is easy to verifyngsequationl.

Proposition 4 (e-DP bit release): Given bit.S? ¢ {0,1}, set outputS to be equal toS? with
probability 1<, else equal t@° =1 — S°. Thens is e-differentially private w.r.t.S°.
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2.3. Preliminaries from Information Theory

For a random variabl& taking values in some discrete spateits entropy is defined al (X)) :=
> sex —PIX = 2]log P[X = z] 3. For two random variable&’, Y, the mutual information be-
tween them is given by:

ﬂxyy:E:MX:@Y:ﬂbg<
(z.y)

Our main tools for constructing lower bounds are variantd-afo’s Inequality, which are
commonly used in non-parametric statistics literaturé. (Santhanam and Wainwrigt{2009);
Wainwright (2009). Consider a finite hypothesis clags || = M, indexed by[M]. Suppose
that we choose a hypothesis uniformly at random from{1,2, ..., M}, sample a data s&!
of U samples drawn in an i.i.d. manner according to a distribufty (H) (in our caseu € [U]
corresponds to a user, atX, the ratings drawn according to the statistical model in i8e@.1),
and then provide a private version of this dﬁ% to the learning algorithm. We can represent this
as the Markov chain:

Samplin ivatization = ~
HeH p g lej Privatization Xﬁj Modgl i
Selection

Further, we define a given learning algorithm toweeliable for the hypothesis clasK if for a
hypothesis drawn uniformly at random, we hanex;¢(, P H # H|H = h} > %

Fano’s inequality provides a lower bound on the probabiityerror under any learning algo-
rithm in terms of the mutual information between the undagyhypotheses and the samples. A
basic version of the inequality is as follows:

Lemma 5 (Fano's Inequality) Given a hypothesi&l drawn uniformly fron#, andU samplesxy{
drawn according toH, for any learning algorithm, the average probability of @rrP, := IP’[}AI #+
H] satisfies:

I(H;XY)+1

P>1—
- log (M)

2)
As a direct consequence of this result, if the samples atethatZ (H; XY{) = o(log M), then
any algorithm fails to correctly identifglmost allof the possible underlying models. Though this is
a weak bound, equatiaghturns out to be sufficient to study sample-complexity sgplinthe cases
we consider. In AppendiA, we consider stronger versions of the above lemma, as weticas

general criterion for approximate model selection (e lipwang for distortion).

3. Item-Clustering under Local-DP: The Information-Rich Regime

In this section, we derive a basic lower bound on the numbesefs needed for accurate learning
under local differential privacy. This relies on a simplaubd on the mutual information between
any database and its privatized output, and hence is aplgizageneral settings. Returning to item-
clustering, we give an algorithm that matches the optimalisg (up to logarithmic factor) under
one of the following two conditionsi) w = Q(N), i.e., each user has rated a constant fraction of
items (the information-rich regime), @i) only the ratings are private, not the identity of the rated
items.

3. For notational convenience, we usg(-) as the logarithm to the bagethroughout; hence, the entropy is in ‘bits’
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3.1. Differential Privacy and Mutual Information

We first present a lemma that characterizes the mutual irsftoom leakage across any differentially
private channel:

Lemma 6 Given (private) rv.X € X, a privatized output” € ) obtained by any locally—DP
mechanismP : X — ), and any side informatio, we have:I(X;Y|Z) < eloge.

Lemmas follows directly from the definitions of mutual informaticemd differential privacy
(note that for any such mechanism, the oufpugiven the inputX is conditionally independent of
any side-information). We note that similar results haveeaped before in literature; for example,
equivalent statements appeamiitGregor et al(2010; Alvim et al. (2011). We present the proof
here for the sake of completeness:

Proof [Proof of Lemmeg]

[(X:Y|Z)= ) pla,y|Z)log [%]

(z,y)€X XY
p(ylz, Z) ]
> wrex P 2)p(yla’, Z)

= > pxyl2) log[

(z,y)€X XY

= 2 —p(w,y\Z)log[Z p(a'|2) P 2)

(Ivy)GXXy r'eX p(y‘x7Z)

—

a)
< > —pa,ylZ)log
(z,y)EX XY

> p(|2)e

r'eX

< celoge.

Here inequality(a) is a direct application of the definition of differential yaicy (Equationl), and
in particular, the fact that it holds for any side informatio [ |

Returning to the private learning of item classes, we obgaiower bound on the sample-
complexity by considering the following special case of ttem-clustering problem: consider
H = {0,1}", and letCy € H be a mapping of the item séN] to two classesepresented as
{0, 1} — hence the size of the hypothesis clasg'\s Each user has some private dats,,, which

is generated via the bipartite Stochastic Blockmodel,(Bdction2.1). Recall we define a learning
algorithm to beunreliable for H if max,cy P [6; # Cn|Cy = h} > 1. Using Lemmab and

Fano’s inequality (Lemma&), we get the following lower bound on the sample-complexity

Theorem 7 Suppose the underlying clusteridgy is drawn uniformly at random fronfo, 1}%.
Then any learning algorithm obeyinglocal-DP is unreliable if the number of queries satisfies:

U<(N)

eloge |*

Proof We now have the following information-flow model feach usefunder local-DP):

Samplin ivatization o
o pling X, Privatization X,
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Here sampling refers to each user rating a subset béms. Now by using the Data-Processing
Inequality (Theoren2.8.1 from Cover and Thomag&006), followed by Lemmab, we have that:

U —_—
Z(Cn; XV) <Y Z(Xus Xu|XY7Y) < Uelogee,
u=1
Fano’s inequality (Lemma&) then implies that a learning algorithm is unreliable if thember of
queries satisfied/ < <L> |

eloge |*

We note here that the above theorem, though stated for tlatibgpStochastic Blockmodel, in fact
gives sample-complexity bounds for more general modeletieh problems. Further, in Appendix
A, we extend the result to allow falistortion— wherein the algorithm is allowed to make a mistake
on some fraction of item-labels.

For the bipartite Stochastic Blockmodel, though the abawend is not the tightest, it turns out
to be achievable (up to log factors) in the information-niegime, as we show next. We note that a
similar bound was given bBeimel et al (2010 for PAC-learning under centralized DP, using more
explicit counting techniques. Both our results and the bigunBeimel et al.(2010 fail to exhibit
the correct scaling in the information-scarce case{o(N)) setting. However, unlike proofs based
on counting arguments, our method allows us to leverage suphisticated information theoretic
tools for other variants of the problem, like those we comsglbsequently in Sectigh

3.2. Item-Clustering in the Information-Rich Regime

To conclude this section, we outline an algorithm for cltsatgin the information-rich regime. The
algorithm proceeds as follows:) the recommendation algorithm provides each usevith two
items (i, 7.,) picked at random, whereupon the user computes a privatenskgtvhich is equal to
1 if she rated the two items positively, and elsei) users release a privatized versigy of their
private sketch using theDP bit release mechanisrij) the algorithm constructs matrit, where
E(z’,j) entry is obtained by adding the sketches from all users edexith item-pair(z, j), and
finally iv) performs spectral clustering of items based on matrisT his algorithm, which we refer
to as the Pairwise-Preference algorithm, is formally dpatin Figurel.

Recall in the bipartite Stochastic Blockmodel, we assuraettielU users belong tg clusters,
each of sizex;U. We now have the following theorem that characterizes thopeance of the
Pairwise-Preference algorithm.

Theorem 8 The Pairwise-Preference algorithm satisfieical-DP. Further, suppose the eigenval-
ues and eigenvectors df satisfy the following non-degeneracy conditions:

e ThelL largest magnitude eigenvalues Afhave distinct absolute values.

e The corresponding eigenvectays o, . . ., yr., normalized under tha-norm,||y||2 = Zszl aky,%,,
for somex satisfy:
ti#t]’ 1 <i<i <L

wheret; := (y1(7),...,yr(7)).

Then, in the information-rich regime (i.e., when= Q(XV)), there existg > 0 such that the item
clustering is successful with high probability if the numbgusers satisfies:

U>c(NlogN) .

10
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Setting: Items[N], UsergU]. Each user has set afratings(W,, R,,), Wy, € [N]w, Ry, € {0,1}".
Each itemi associated with a clustéfy (i) € [L].
Return: Cluster labeld Oy (i) }ic[n
Stage 1 (User sketch generation):
e For each usen € [U], pick itemsP,, = {iy, ju}:
— Atrandom ifw = Q(N)
— If W, is known, pick two random rated items.
e Useru generates a private sketélj given by:

1 Ry(in) = Ru(Ju)
0 : otherwise

)

Sg(PuaRu) = {

Whereﬁm = R,; if © € W, and0 otherwise.
Stage 2 (User sketch privatization):
Each usen € [U] releases privatized sketc$), from SO using thee-DP bit release mechanism
(Propositiord).
Stage 3 (Spectral Clustering):
e Generate a pairwise-preference mattixwhere:

Aj= > S

uEu‘Pu:{Lj}

e Extract the topl, normalized eigenvectors, xs, . .., x1, (corresponding td. largest eigen
values ofA).

e Project each row ofl into the L-dimensional profile space of the top eigenvectors.

e Perform k-means clustering in the profile space to get time deisters

Figure 1. The Pairwise-Preference Algorithm

Proof [Proof Outline] Local differential privacy under the Pais&-Preference algorithm is guaran-
teed by the use @fDP bit release, and the composition property. The perfooaanalysis is based
on a result on spectral clustering Bgmozei and Massouli€011). The main idea is to interpret
Aas representing the edges of a random graph over the itenvigegn edge between an item in
classi and another in classif ﬁij > 0. In particular, from the definition of the Pairwise Prefezen

algorithm, we can compute that the probability of such aneeid@ (W%N) This puts us in

the setting analyzed bjyomozei and Massouli€011) — we can now use their spectral clustering
bounds to get the result. For the complete proof, refer AgpeB. [ |

4. Local-DP in the Information-Scarce Regime: Lower Bounds

As in the previous lower bound, we consider a simplified wrsif the problem, where there is
a single class of users, and each item is ranked efttwerl deterministically by each user (i.e.,
bui = b; € {0, 1} for all items). LetCx(-) : [N] — {0, 1} be the underlying clustering function; in
general we can think of this as ah-bit vectorZ < {0, 1}V. We assume that the user-data for user
u is given by X,, = (I, Z,), wherel, is a sizew subset of N| representing items rated by user

11
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u, andZ, are the ratings for the corresponding items; in this c&se= {Z(i)};cs,. The setl,, is
assumed to be chosen uniformly at random from amongst alsigubsets of N|. We also denote
the privatized sketch from userasS, € S. Here the spac8 to which sketches belong is assumed
to be an arbitrary finite or countably infinite space. The dket assumed-differentially private.
Finally, as before, we assume tt#ats chosen uniformly ovef0, 1}"V. Thus we have the following
information-flow model for the user:

Sa I' - - -
7 mpmg (L, Za) Privatization s,

Now to get tighter lower bounds on the number of users needleddcurate item clustering,
we need more accurate bounds on the mutual information keetivee underlying model on item-
clustering and the data available to the algorithm. The ra&ia behind our lower bound techniques
is to view the above chain as a combination of two channels fittst wherein the user-daté,, Z.,)
is generated (sampled) by the underlying statistical maatad the second wherein the algorithm
receives a sketch,, of the user’'s data. We then develop a new information inédiyuidat allows
us tobound the mutual information in terms of the mismatch betviiee channelsThis technique
turns out to be useful in settings without privacy as well -Siction4.2, we show how it can be
used to get sample-complexity bounds for learning viithit sketches.

4.1. Mutual Information under Channel Mismatch

We now establish a bound for the mutual information betweesiatistical model and a low-
dimensional sketch, which is the main tool we use to get sewopinplexity lower bounds. We
define[N],, to be the collection of all size: subsets of N], andD := [N],, x {0,1}" to be the set
from which user information (i.e([, Z)) is drawn, and defin® = |D| = (Y)2v. Finally Ex[]
indicates that the expectation is over the random varidhle

Lemma 9 Given the Markov ChaitZ — (I,Z2) — S, let (11, Z1), (12, Z2) € D be two pairs
of ‘user-data’ sets which are independent and identicalltributed according to the conditional
distribution of the pair(, Z) givenS = s. Then, the mutual informatiah(Z; S) satisfies:

2(Z;S) < Es [E(h,zl)\su(b,zgns [2“1012‘]1{21522} - 1“ :

where we use the notatidry 7, -, to denote that the two user-data sets are consistent on ¢exin
set on which they overlap, i.6lyz,=z,} := 1z, (=2, (¢)vee N}

Proof For brevity, we use the shorthand notatigfz) = P[Z = z],p(s) = P[S = s],p(z|s) =
P[Z = z|S = s] and finallyp(z, s) = P[(Z, S) = (z, s)]. Now we have:

7(2:S) = 3 p(a: ) log ( p<z,8>))

p(z)p(s

= 3 Y pteblptoyios (473

p

> ol (p;(‘))ﬂ @

< Eg

12



PRICE OFPRIVACY

Let f(s,2) := log (p(?j ) Similar to above, we use the shorthand notaji¢, b) := P[-|A =

a, B = b, where(A, B) are random variables arid, b) their corresponding realizations. Now we

have:
f(s,z) =log <p(Z|S)> — log (Z(iz,ZQ)p(Z,i2722‘3)>

p(z) p(z)
(Summing over Iz, Z5))
~log D (in,20) P(2l12, 22, 8)p(i2, 22]$)
p(z)
_ log z(iQ,ZQ) p(z‘i2722)p(i2722‘3)
p(z)
(By the Markov property)
- D (in,20) P(2l12, 22)p(i2, 22|5) B
B p(z)
(Sincelog(z) <z —1)

= Y plia, 2]8)22 1 ey — 1, (4)

(i2,22)

where the last equality is obtained using the fact that the tf each iten%(!) is independent and
uniformly distributed ovef0, 1}. Next, using a similar set of steps, we have:

> plzls)f(s,2) =) ZP(ZJl!S)f(& z)

z z

= Z Zp(il, zﬂs)]P’[Z_h = Z—il‘ila Zl]f(37 Z)

il,zl Z,il

(Wherez_, == {Z()li € [N] \ ir} € {0,1}¥121)

= Z Zp(z’l,21]3)2_(N—\i1|)f(s,z), (5)

il,zl Z,il

Finally, we combine equation8),(4) and &) together to get the result:

1(Z;S) < Eg ZP[Z = z|S = s]f(s, z)]

<Es Z Zp i1, z1]s)2~ V=l (Z plia, za[$)22 =y — 1)]

(21,21) (Z'2yz2)

=Eg Z Z (11, 21]8)p(ia, z2]8)2~ (N=lia=leal) (Zﬂ{(zl,zll)zz}l)]
Z,il

| (i1,21) (i2,22)

=Eg [E(Il,zlnsmz%zms |:2ulm[2|]l{Z1EZ2} - 1“

13
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We note here that the above lemma is a special case (Whtakes the uniform measure over
{0,1}") of a more general lemma, which we state and prove in Appefdix

4.2. Sample-Complexity for Learning with 1-bit Sketches

To demonstrate the use of Lem®@ave first consider a related problem that demonstrates teetef
of per-user constraints (as opposed to average consjramthe mutual information. We consider
the same item-class learning problem as before with 1 (i.e., each user has access to a single
rating), but instead of a privacy constraint, we considgoaa-user bandwidth’ constraint, wherein
each user can communicate oalgingle bitto the learning algorithm.

Theorem 10 Supposev = 1, with (I, Z) drawn i.i.d uniformly ove{N] x {0,1}. Then for any
1-bit sketch derived froni/, Z), it holds that: Z(Z, S) = O (&) , and consequently, there exists
a constantc > 0 such that any cluster learning algorithm using queries withit responses is
unreliable if the number of users satisfigs< cN2.

Proof In order to use Lemm@&, we first note thaf (Z, S) is a convex function oP[S = s|Z = Z]
for fixed P[Z = z] (Theorem2.7.4 in Cover and Thomag006). Writing P[S = s|Z = z| as
Z(i’z) PIS =s|(I,2) = (i,2)|P[(I,Z) = (i, 2)|Z = z], we observe that the extremal points of the
kernelP[S = s|Z = z| correspond t@[S = s|(i,z)] € {0,1}, where the mutual information is
maximized. This implies that the class of deterministicroggewith 1-bit response that maximizes
mutual information has the following structure: given udeta(Z,, Z,), the algorithm provides
userw with an arbitrary setd C {(i,2)|¢ € [N],z € {0,1}} of (items,ratings), and the user
identifies if (1,,, Z,,) is contained inA. Formally, the query is denotesl, = 1 4(I,, Z,) (i.e., is
(Iu, Zy,) € A?).

Definingp; , := P[(I, Z) = (i,2)|S = s], for a query respons€ = 1 4(/,, Z,), we have the
following:

o= Pl[(Z, Z) = (5, 2)|P[S = 1](i, 2)]
Y Y PIUL Z) = (4, 25)PLS = 1((4, 25)]
(4,%5) J J
_ ]lA(i,Z) o ﬂA(i,Z)
SN {1aG,0) + 4G )} AL
and similarly p), = ﬂ?“gf) where A is the complement of sel. From Lemma9, for r.v.s
(I, Zy) AL (I, Z2)|S, we have:

1(Z,S) < Eg [IE [2“1”12‘]1{21522} _ 1”
= Z PS = s]E []l{h:h} (21{21522} - 1)] :
s€{0,1}

Introducing the notatio®(I = ¢,Z({) = o|S = s) = =}, , the following identity is easily
established:

N N
ZE{]1{11:12:4}(2]1{21(4):22(5)} - 1|S = S] => (mo— i) (6)
/=1 (=

—
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The RHS of §) is a non-negative definite quadratic form of the variapfes(sincer; , = >, ;sc; - (0)=0 Pi.2)-
Thus:

N
ST OPIS =58> (n5o - 7iy)

s€{0,1} =1

> PS=s

s€{0,1} i=1

2

(4,0),(¢,1)}|=1}>»

whereA, = Aif s =1 andA if s = 0. Now for a givenA, consider the partitioning of the sgY]

into Cp U Cy U Co, where fork = 1,2,3, Vi € Cyi,|AN {(i,0),(i,1)}| = k. We then have the

following:

1€

A2

_ Al | A6
2N |A]2 2N |A]2

Wﬂ( - ><1
[A] 2N 4]

Now, using Fano’s inequality (Lemntg to get the result. [ |

|C4

Z(2,5) < PIS = 7 + PIS = 0] 7

(SinceS =14(1, %))

Note that the above bound is tight — to see this, consider ap{ae) scheme where each user
is asked a random query of the form 15,, Z,) = (i,b)?"(wherei € [N] andb = {0,1}). The
average time between two successful queriesNs and one needd’ successful queries to learn
all the bits. This demonstrates an interesting change irséimeple-complexity of learning with
per-user communications constraintsbit sketches in this section, privacy in next section) usrs
average-user constraints (mutual information bound orageebandwidth).

4.3. Sample-Complexity for Learning under Local-DP

We now exploit the above techniques to obtain lower boundgherscaling required for accurate
clustering with DP in an information-scarce regime, i.eheww = o(NN). To do so, we first require
a technical lemma that establishes a relation between stribdition of a random variable with and
without conditioning on a differentially private sketch:

Lemma 11 Given a discrete random variabld € A and somee-differentially private ‘sketch’
variable S € S generated from, there exists a function : A x S — [e™¢, ] such that for any
ac Aands € S:
P(A =alS =s)=P(A=a)\a,s) (7)
Proof
P(A=a)P(S =s|A=a)
S weaP(A=a)P(S = s[4 =d)
(From Bayes’ Theorem)

, -1
:MA:@<§:MA:“§£Zjizg>

P(A=alS=s)=
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Thus, we can define:

, -1
Aass) = (Z P(A = “’)I;(éjﬁj)) ) |

a’'€eA
Further, from the definition of-DP, we have:
L _P(S=slA=d) _
<e,
T P(S=slA=a) ~
and hence we havi(a, s) € [e™, ¢], Vae A,s € S. [ |
Recall we defineD := [N],, x {0,1}" to be the set from which user informatidd, Z) is

drawn. We writeP? for the base probability distribution off;, Z1) and (I, Z3) (note: the two
are i.i.d uniform) overD, and denote b{E? mathematical expectation undef. We also need the
following estimate (c.f. Appendig for the proof):
w
-o (%)

Lemma 12 If w = o(N), then:
(G0 B P
() N
We can prove our tightened bounds. We first obtain a weak lbswend in Theoreni3, valid for
all w, and then refine it in Theorefd¥ under additional conditions.

Theorem 13 In the information-scarce regime, i.e., when= o(N'), undere-local-DP we have:

1(Z,5) =0 <“’WZ>

and consequently, there exists a constant 0 such that any cluster learning algorithm with
local-DP is unreliable if the number of users satisfiés< ¢ (NQ) .

w?
Proof To bound the mutual information between the underlying rhadd each private sketch, we

use Lemma®. In particular, we show that the mutual information is boe@dby(%) for any given

values of the private sketch.
Consider any sketch realizatigh= s. Now, we have:

E (2000 gy = 1] SE [Lgzmzy) (207 - 1))

The RHS of the above equation is a non-negative quadratitiumof the variablegp; . } (; .)ep,
wherep; , :=P[(I,Z) = (i, 2)|S = s]}. Now, using Lemmd.1, we get:

E (20020 7, 7y — 1] < B (7,27 (2277 - 1))

= 625 ZEO |:]]-{|I1OI2‘:]€}]]‘{Z15Z2} <2|Ilﬁf2‘ _ 1):|
k=0

— o2 kzw::OEO {ll{ulnzg\:k}?_k (2k - 1)]

= €2E(A1 + Ag),
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where we define:
1
Ar =SB [Lynani=]

Ay =E° []l|11|’112|>1 (1 - 24[10[2')}

Now we bound each of these terms separately.for

1
A = -E° [Lginnm=1})

5
N
E° [L{snn=(y)] =
2 Lo )

w2 w2 w4
T 2(N 2w+ 1) (1_W+O<W>>

(Using Lemmal2)
w2 w2 4
T 2(N —2w+1) <I_W+O<ﬁ>>

w2
= (W) (8)
Similarly for As, we have:

Ay < E° []l{|11|’112\>1}] =1-p° [[Ih N 12| < 2]

(") +w(Y)
()

w2 UJ2 w4
—1—<1+m> (“W—O(m))

DO | =

S

—1—

w4
-o(52) ©)
Combining equations8] and @), we get the result. [ |

The above result shows how Lemi®iaan be used to obtain sharper bounds on the mutual infor-
mation contained in a differentially private sketch in théormation-scarce setting in comparison
to Lemma6. Theoreml3 gives a lower bound dn(fuf—;) on the number of samples needed to learn
the underlying clustering. Observe however that the dontitexm in the above proof is the bound
on A; —a more careful analysis of this leads to the following sgearbound:

Theorem 14 Under the scaling assumptian = o(N'/3), and fore < In(2), it holds that

1(Z,S) = O (%) :

and thus there exists a constant- 0 such that any cluster learning algorithm witHocal-DP is
unreliable if the number of users satisfigs< ¢ <N72> .
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The proof of Theoreni4 is much more technical than that of Theord®— we provide an
outline below, and defer the complete proof to Apperdix
Proof [Proof Outline] Starting from Lemm§, we first perform a decomposition of the bound. For
anyS = s, we establish:

N 4
w
EE [2|11m2‘]1{21522} - 1] ZE Liennny 2 * 1a@=ze — D] +0 < > o)
=1

Under the scaling assumptian = o(N1/3), the second term in the right-hand side of the above
equation iso(w/N), and we only need to establish that the first term in the rigine side is
O(w/N). Using the notatiol?(¢ € I, Z({) = o|S = s) = my,, we establish the following:

N N

ZEﬂ{Zelmlg} (202, (0=za(e) — 1) = Y (m00 — 7e1)”.
=1 =1

Now definingp; . :=P(I =i, Z = z|S = s) we havery, = >, ;1 .= Pi,=- We formulate the
problem of upper-bounding the first term on the right-haé sif (L0) as the following optimization

problem:
N

Maximize Z(m,o—ﬂm)Z
pizdaer 3

Subjectto > pi.=1, p.De[1-€,1+¢].
(3,2)€eD

Wheree’ = max(e — 1,1 — e~¢), and the constraint is derived from ta®P definition.
We first establish that the extremal points of the above coset consist of the distributions
p{}z indexed by the setst C D of cardinality D/2, defined byp;!, = < if (i,2) € A and

2
" (wg}o - 7721) < O(w/N), where
ﬂ—éa Zz@ézz,zz —opzz u

Significantly, however, the bound in Theoreld matches the performance of the MaxSense
algorithm, which we present next, thereby showing thattigist.

5. Local-DP in the Information-Scarce Regime: The MaxSensgalgorithm

The Pairwise-Preference algorithm of Sect®hmlthough orderwise optimal in the information-rich
regime, is highly suboptimal in the information-scarcdiggt In particular, note that the probability
that two randomly probed items have been rated by the ugefi€ /N?2) — now, in order to obtain
the same guarantees as in the information-rich regime @wverneede® (N log(N)) samples to
learn the cluster labels), we now ne®dN log(N) - N2 /w?) users — this however is polynomially
larger than our lower bounds from Sectibn

This suggests that in order to learn in an information-seaegime, an algorithm needs to probe
or ‘sense’ a much larger set of items (intuitively, of theardf %) in order to hit the set of watched
items with a non-vanishing probability. We now outline thex®$ense algorithm for cluster-learning
in the information-scarce regime, which is based on thigitioin.

18
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As with Pairwise Preference, MaxSense uses (privatizdu) sketches for learning — however
each sketch now aggregates ratings for several items. A/ qoerseru is formed by constructing
arandom sensing vectdt,, = (Hm-)iem, whose entried,; = 1 if item ¢ is being sensed, artd
otherwise. Each iterhis chosen for sensing (i.€1,,; is set tol) in an i.i.d. manner with probability
6/w (for some chosen constafit> 0). Useru then constructs a private sketélj, which is the
maximum of her ratings for items that are being sensed; asdainrated items are given a rating
of 0. Formally, S0 = max;e () HyiZui, WhereZy; is 1 if useru rated item: positively, else0.
Finally, useru outputs a privatized versiof, of S). The sensing vectof, is assumed to be
known publicly.

Based on the sketches, and sensing vector#,,, the algorithm then determines a per-item
score given byB; = Zuem H,,S., n € [N]. Finally, it performsk-means clustering of these
scores iMR. The algorithm is formally specified in Figuge

Setting: N items[N], U users[U]. Useru has set ofw ratings (W,, R,,), W,, € [N]w, Ry €
{0,1}™. Itemi associated with cluster-labély (i) € [L].
Output: Cluster-labels of each itedUy (7) }ic (v
Stage 1 (User sketch generation):
e For useru € [U], generate sensing vectéf, € {0,1}", whereH,,; ~ Bernoulli(£), i.i.d.
(for choserm).
e Useru generates a private sketélj given by:

SS(WH, R,, H,) = max Hmém
1€[N]

Whereﬁfm- = R,; if i € W, and0 otherwise.
Stage 2 (User sketch privatization):
Each usewn € [U] releases a privatized sketéh from SO using thee-DP bit release mechanism
(c.f. Propositiord).
Stage 3 (Item Clustering):
e For each item < [N], compute scord3; > ,, H,; S,
e Perform k-means clustering (with= L) on{B; };c[n-

Figure 2: The MaxSense Algorithm

2(ef—1)

Theorem 15 The MaxSense algorithm satisfiekcal-DP. Further, lete = = and define:
K L
- ; =031 Bebre — b
Omin = | Wi | g_l age (bre — brer)

(where the item sensing probabilitydgw). Then for anyl > 0, there exists a constant > 0 such
that the clustering is successful with probability- N~¢ if the number of users satisfies:

N2log N
€262, w )

min

UzC( (11)

Before presenting the proof, we note thgt;, encodes the required separability conditions for
successful clustering. In particular, kgt = >, 5¢:bx¢ — then it can be checked that,,, is strictly
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positive for allf (except on a set of measuigprovided the following holds:

Ve # (' € [L], 3k € [K]suchthat > a;(bje — bjer) # 0.
Jvj=vg
Designing algorithms with similar performance under weaeparability remains an open problem.
Proof We usek(u) to denote the user-cluster of useand!(;j) to denote the cluster of itegh
Privacy: For each useu, note thatH,, is independent of the datd,,, R,). Next, givenH,, we
have thatW,, R,) — S — S, form a Markov chain, and hence it is sufficient (via the post-
processing property) to prove théf — S, satisfye-differential privacy. This however is a direct
consequence of using theDP bit release mechanism.
Performance:An overview of the proof of correctness of MaxSense is a®fadt First, we show
that for any iteny, its countB; concentrates aroun% , the expected count for its corresponding
cluster. Next, we compute the minimum separatiog;,, between the expected counts for any two
item-clusters. Finally, we show that under the given sgatiusers, each item coust; is within
a distance) i, /5 from B;(j) w.h.p. This implies that any two items belonging to the satuster
are within a distance dfA,,,;, /5, while two items of different clusters have a separationt déast
3Anin/5, thereby ensuring successful clustering.
First, letp = % denote the sensing probability, and define:

0. plg0 — = _ Pwbu)
df = PIS2 = k() =41 = [T (1- 2232,
JE[N]

i.e.,q" is the probability that a user of clusterk will have a (private) sketcl$? equal to0. Then
we have:

N
log ¢f) = Zlog ( 9bk]> ZﬁlNlOg <1 - %>
L
Be(e()
L 1
=0 Z,Blbkl +© (N) (12)
=1

Thuslog ¢) > —6 + © (+), from which we have:

1 1 0
E<1+®<N>> <q; <1,

Thus we see that for any user, the probability of the MaxSeketeh beind) is ©(1). Intuitively,
this means that each sketch ha$) bits of information. We defing® = >"1_, ¢¥ (i.e., the proba-
bility that a random user’s sketch (3.

Next, for any itemi € [N], consider the item-scorB; = ), ., H.:S;. From the i.i.d sensing
property and the-DP bit release mechanism mechanism, we have:

U
B - E[1 - S0\ Hy, =1]  €eE[S0|Hy; = 1]
_ %E[Hmsu] = ;p [ ] =T
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Substitutinge = (( )) we can expand the expression Kjf3;| as follows:

]

€+1

B [E[S2142,] = 1]

U ~ o~
B 1 € ¢ Wby Hoyj
O

u=1 L JE[IN]
Uolh e el wh why Hyj
B 1 e ef wby _ Whu; Huj
=P 571 2<1 N>E H<1 N >
u=1 L jF#i
B v —1 € € 1 Whi(w)i(s) 1 1 Whp(u)i(5)
EP A Pt iat-] Gy Gt

(Using the i.i.d sensing properties £f,;)

e € wbkl(j) p'lUbkl(i) ! pwbkl(j)
—ZakU Z‘i(l_T o) 1L

JEIN]
(Grouping terms by user and item classes.)

1
2

Note that we have dropped the explicit dependence on theindex and retained only the user-
cluster label. Similarly, we henceforth writeand! for k(i), 1(j) respectively, whenever it does not
cause confusion in the notation. Thus we have:

E[Bj]| =U 1+§—§ZKja o (1 v (Pl )
H=EPI5 Ty 2 £ kK N N
[ ~ ~ K (1 —p)
1 € € 0 by
_Up §+Z—§;aqu (1 ( ?V )>]
. '1+§_gia o| w0 gi aqubkl(z)
PR E g TN 24 0 )

Now, noting thatE[B;] only depends on the clag&) of item i, we defineB;, = E[B;|i(i) = I].
Then we have:

~ - ~ K

— 1 € € (w — 9) € akqobkl

B =Upl|l=+4-—="|+U SN MR
! p[2+4 2q]+ PN 2];(1_9%1>

Recallw = o(N), ande < 1 — hence, for sufficiently largév, we have that for all item classes
le[L]: B, <Up.
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Next, given any two distinct item classksn, we defined;,,, := E[|B; — B,,|]. Then we have:

Ay, > |E[B; — Byp]|  (By Jensen’s Inequality)

| K K
(w—0)e g2k ke qbrm
ople NS e oo

S (%) E ()

k
Ue(c — czw_l)(S
= N Im>
where we define (using equatid):
5 Qb 5 Qb
O, = k _ DTk P
S =Y (R S )
k=1 k=1
K
_ ZO‘ 0 (brr — brm)
ME e
k=1 N N
K
> Z (bkl_bk ) —031 Bibi
k=1
K
> 8o = i — b )e—0 Tit1 Bibi )
= 5m1n 1§Ilgll¥1§L ;ak(bkl bkl )6 =1

Let Amin := ming y,e(1)2,14m Aum- NOW, for a given iteny, a standard Chernoff bound (applicable
since the sketches are independent and bounded) givestdisrtanay a > 0:

CL2
PlIB; - B = B < 2exp (-5 B

Amin
5B(j)

Y Amin Ar2nin A?nin
? |12, B > 552 <20 (‘m) <20 (- (7))
l

and by taking union bound over all items, we have:

Choosen = . Then we have:

- 7N Amin A12nin Uw62512nm
P quI\)f |B; — Bi(j)| > < exp (log 2N — m) < exp (log 2N — W) ,
JE[N]
where we have substituted= . Now if we choosé/ as:
- 75N2(log2+(1+d) log N)\ o N2 logN
U= 252 - 262
then we have:
— A 1
P | sup |B; — Bi(j)| > — | < —,
L‘e[N] ’ 5 N

22



PRICE OFPRIVACY

Thus, if number of users scale as i), then clustering is successful with probability- N ~¢. l

Theorem15 demonstrates that MaxSense is sufficient to achieve op8oaing in/N (up to
logarithmic terms) under suitable separability conditi@ne problem is that MaxSense does not
achieve the optimal ‘privacy trade-off’, namely,%afactor in required sample-complexity scaling.
To correct this, we propose tihvdulti-MaxSensealgorithm, a generalization of Algorith@ wherein
we ask multiple MaxSense queries to each user.

In Multi-MaxSense, eaclquery now has an associated privacy paramete%ofwhere@ is
the number of questions asked to a user — thus, for each usetili\maintaine-local-DP via the
composition property (Propositiod). Independence between the answers is ensured as follows:
first, for each user, we choose a random partition/¢f into % sets, each of siz&/p; we pick
Q@ of these and present them to the user. Next, each user ¢akglasketches using thesg@
sensing vectors, and reveals the privatized set of skefghiés each sketch revelation obeying
5-differentia| privacy. Finally, we compute and cluster ftem-counts as before. Formally, the
algorithm is specified in Figurd. Now we have the following theorem.

Setting: N items[N]. U usergU], each with datdW,,, R,,) € [N],, x {0,1}*. Paramete€).
Output: The cluster labels of each itefiC’y (7) }ic (]
Stage 1 (User sketch generation):
e For each usen € [U], generate sensing vectors, ., € {0,1}*, where each vector |s
generated by choosinlyp items uniformly andvithout replacementAs beforep = %
e Useru generates) private sketche§(0u,q) as in Algorithm2
Stage 2 (User sketch privatization):Each user € [U] releases) privatized sketches, where egch
sketch is generated usingéaprivate bit release mechanism (Propositin
Stage 3 (Item Clustering):
e Foreachitem € [N], compute a counB; = 3, o, > ci0) Hw.q)iS(uq)
e Perform k-means clustering using the coufi } () with & = L.

Figure 3: The Multi-MaxSense Algorithm

Theorem 16 The Multi-MaxSense algorithm satisfietocal-DP. Further, suppos€) = [e¢]. Then
for anyd > 0, there exists a constantsuch that if the number of users satisfies:

N2log N
U > -
_C< €62 . w >’

min
then the clustering is successful with probability- N .

Proof
Privacy: Since each user revedlsbits, and each bit is privatized usingéaDP mechanism, there-

fore for any usew, the Q) user skt=:tche$Su,q}§:l and user datélv,,, R,,) satisfye-DP using the
composition property (Propositid). The remaining proof for the privacy of the learning al¢jfom
is as before, using the post-processing property.
Performance:To show the improved scaling, observe that:
1. Due to choice of sensing vectors, the probability of ampprfor a item in any sensing vector
(i.e., Hy,q); for someu € [U],q € [Q],7 € [N]) being set td is p, i.i.d.

23



BANERJEEHEGDE MASSOULIE

2. Further, since the multiple sensing vectors given to glsinser do not overlap, therefore the
sketcheq S, 4 }u,q are also independent.
Hence, the analysis in Algorithia can be repeated with’ being replaced witlQU ande being
replaced Withé—g. Choosing® = [¢] implies that we now have:

2(e () =1) _ 2(e—1)
exp(é—]) 11 et2
Substituting these in equatidrl, we get the condition for correct clustering w.h.p as:

U>c/<w>.

€=

€d?. w

min

6. Lower Bounds under Adaptive Queries

The lower bounds of Sectiof applied to non-adaptive learning, where queries to userpear-
formed in parallel, without leveraging answers of uskrs..,u — 1 when querying uset. We
now extend these bounds to the adaptive setting, where weassuwme that users are queried se-
guentially, and the query for thieth user can be affected by the sketclﬂ—‘;@“ ={S1,...,51-1}
released by thé — 1 previous users. We now have the following sample-compldgiter bound:

Theorem 17 Assumev = 1, and items are uniformly clustered into one of two clusfgrsl } (i.e.,
Cn () is drawn uniformly at random frorfi0, 1}%V). If users’ responses satisfflocal-DP, then the
number ofadaptivequeries needed to learn the clusteriag;(-) is (N log N).

To prove this, we first need a generalization of Len®na&s the proof is similar to Lemm8§, we
defer it to AppendixC.

Lemma 18 Assume that under measupe the set/ of items sampled by a user is independent of
the type vectoZ. Letp,(i,z) = P((I,Z;) = (i,2)|S = s), and for any subsef C [N] let
p;(z) := P(Z; = z). Then the following holds:

.Q . g pivir (2 U Z/)
I(Z;S =s) < Z Zps(z, 2)ps(i', 2") []l{zzzl} i pr () 1.
Note that Lemmd.8 does not make any assumption regarding the distributid of of the user-
data(I, Z) — assumindZ is uniformly drawn from{0, 1}*, we get back Lemma@.
Proof [Proof Outline for Theorenl7] We consider the system wheh — 1 sketches have been
released, and denote [/ the probability distribution conditionally on the previly observed
sketch values. We want to develop bounds of the fm(rﬁ;s'{) < 47, for a suitable function
or. These bounds are obtained inductively as follows. Firstcan expand and bound the mutual
information as follows:

P
i,z i,z

T
I(z;87) = T(Z; SiST) (13)
=1
<I(z; Sf_l) + sup Z(Z; St = S|Sf_1 = s{_l), (14)
T—1
5,87
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whereZ(U;V = v|W = w) is the mutual information betweelii andV = v conditioned on
W = w.

Now consider any sequen({ef‘l, s}. We defingP” to be the probability measure conditional
onST ' = s andp” (i, 2) = PTT(I, Z) = (i, 2)] andp "' (2) = PT*+1[Z(i) = 2]. Using
Lemmall, we havep” *1(i,z;) = f;(2)+p! () where f;(z;) belongs tol — €', 1 + €] where
¢ = e — 1. Further, we can use Lemni& to obtain:

L(Z;Sr=s|S{ =51 71) <

T
. . Piyui, (21 U 22)
E E p" (i1, 21)p" T (i, 22) lﬂzlz@—z}um —1]

P}, (21)pf, (22)

11,21 12,22

Combining and rearranging the above results, we get:

1
I(Z;Sr = s|ST 1 =sT71) < mVarT

where Vaf is defined w.r.t. th@®” measure.

Next, letP? be the unconditional probability, under which tagare i.i.d. uniform on{0, 1},
and defineF := Ef\il fi(Z;). Note that undeP”, the random variablé” has variance< 2¢’2N —
a similar bound for Vaf [F] would yield an upper bound of ordéy N onZ(Z; ST). This appears
difficult, as the only information we have abdeit is that the sketcheS! are obtained via local-DP
mechanisms. However, we show that we can control VAt via controlling the mutual information
leakage. The crux of our argument is encapsulated in thewoiy technical lemma:

Lemma 19 If Z(Z; ST) < 4, then we have:
Varl [F] < Var’[F] - max {20,106} .

Lemmal9is of independent interest, and could enable extensionsirofesult (e.g. relaxing the
assumption thay = 1). For ease of exposition, we defer the proof to ApperidlixVe instead now
show how to complete the proof of Theordmvia an induction argument.

AssumeZ(Z; ST) < §r — Lemmal9 now gives us that VA F] < Var’[F] - max {20, 104}
Now, using equatiori3, we can recursively defing; as:

1
5741 = 0 + mVarO [F] max {20, 1067} .
Recalling that VA F] < 2N¢?, we can bound this as:

5T+1 < 5T + %max{l, 5T}7
whereC := 40¢? is independent olN. It then follows that:57 = CT/N for T' < N/C, and for

T > N/C one has
oNT
< — .
or < <1+N>

Thus for any fixed exponent > 0, in order to learnV* bits of information about the unknown
labelsZ{¥, one needs at lea%t = alog(N)/log(1 + C/N) = Q(N log N) samples. [ |
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We leave it as a topic for further research to establish ha#sthis lower bound is. In particu-
lar, if it can be tightened to a lower bound @f N2) and further extended QQ(N?/w) for w # 1,
this would imply that MaxSense is optimal even when one caragsptive queries. If on the other
hand there is a gap between non-adaptive and adaptive cqtiggdethen this implies that schemes
superior to MaxSense in the adaptive case have yet to befiddnt

7. Conclusion

We have initiated a study in the design of recommender systamer local-DP constraints. We
have provided lower bounds on the sample-complexity in lfibrmation-rich and information-
scarce regime, quantifying the effect of limited infornoation private learning. Further, we showed
tightness of these results by designing the MaxSense #iggrivhich recovers the item clustering
under privacy constraints with optimal sample-complexitye lower bound techniques naturally
extend to cover model selection for more general (finite)dtlypsis classes, whilebit sketches
appear appropriate for designing efficient algorithmstiersgame. Development of such algorithms
and analysis of matching lower bounds by leveraging andnektg the techniques we introduce
seem promising future research directions.
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Appendix A. Lower Bounds: Private Learning with Distortion

The item clustering problem fits in a more general framewdrkadel selection from finite hypothesis-
classes, with local-DP constraints: we consider a hyp@&taassH, |H| = M, indexed by[M].
Given a hypothesisZ, samplesXY{ are drawn in an i.i.d. manner according to some distribution
Py (Z) (in our caseu € [U] corresponds to a user, add, the ratings drawn according to the
statistical model in SectioB.1 P (Z) thus includes both the sampling of items by a user, as well
as the ratings given for the sampled items). liélf be a privatized version of this data, where
for eachu € [U], the outputf(\u is e-differentially private with respect to the dafa, (by local-
DP). Note here thak’, and X,, need not belong to the same space (for example, in the cabe of t
Multi-MaxSense algorithm.X,, is a subset of items and their ratings, Whﬁ’@ is the collection

of privatized responses to the multiple MaxSense querids)e also that the probability transition
kernel Py can be known to the algorithm (although the exact mddé$ unknown). Finally the
learning algorithm infers the underlying model from thevatized samples. We can represent this
as the Markov chain:

Samplin ivatization = ~
ZeH p g lej Privatization Xllj Modgl 7
Selection

In Section3, we considered an algorithm to be successful onE/ i 7, i.e., the model is identified
perfectly. A natural relaxation of this is in terms of a di$itmn metric, as follows: given a distance
functiond : Z x Z — R, we say the learner is successful if, for a giver 0, we have:

d(Z,2) < d.

For anyh € H, we define the seBy(h) = {W € H|d(h,h’) < d}. Further, we definel/; =
maxpey |Bg(h)| to be the largest size of such a set. Finally, given a dididbufor Z, we define
the average error probabilit§. for a learning algorithm for the hypothesis cldssas:

g:PMZm>4.

Then we have the following bound d?.:

Lemma 20 (Generalized Fano's Inequality) Given a hypothesig’ drawn uniformly from#, for
any learning algorithm, the average error probability sdies:

1(Z;XYV) +1
log M —log My~

P.>1

LemmaZ20is standard in deriving lower bounds for model-selectiothwlistortion constraints
— for example, refeBanthanam and Wainwrigf2009. We present the proof for the sake of com-
pleteness:
Proof First, we define an error indicatdf as:

. 1 :d(Z,Z)>d
10 : otherwise
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and hence’, = P[E = 1]. Recall that the entropy is given Wy (z) = —zlog(z) — (1 —x) log(1—
x). Now we have:
I(Z; )A(l{) > 1(Z;Z) (By the Data Processing Inequality)
= H(Z) - H(Z|Z)
where the last inequality follows from basic informatioegualities, and the fact thatis uniform
overH = [M]. Let us denote?, = 1 — P.. Expanding the RHS, we have:
I(Z:XV)>1logM — P.H(Z|Z,E=1) - P.H(Z|Z,E=0) -1
(SinceH(P.) > H(E|Z) andH(P.) < 1)
>P.(logM — H(Z|Z,E=0))—1 (SinceH(Z|Z,E =1) < log M)
> TP, (log M —log My) — 1 (SinceH(Z|Z,E = 0) < log |B4(Z)| < log My)

Rearranging, we have:

I(Z;XV) +1
log M — log My

P.>1

We now have two immediate corollaries of this lemma. Firgt,consider the non-adaptive learning
case, i.e., where the data of each u¥gris obtained in an i.i.d manner. Then we have:

Corollary 21 Given a hypothesig drawn uniformly fron/{, for any non-adaptive learning algo-
rithm, the number of users satisfies:

I(Z:X,)+1

log M — log My
Next, using Lemm#, we get a bound on the sample complexity of learning undex{D®.

Corollary 22 Given a hypothesig drawn uniformly from#, for any learning algorithm orl/
privatized samples, each obtained viocal-DP, the average error probability satisfies:

Pezl—i Ue+1 .
In2 \ log M — log My

Note that these results do not imply that we are assumingpagmithe hypothesis class for our
algorithms; rather, the lower bound can be viewed as a pilidiabargument that shows that below
a certain sample complexity, any learner fails to distisguietween a large fraction of all possible
models.

Returning to our problem of learning item clusters, we nbgd/ = KTJ,V in that case. Further,
by choosingd as the edit distance (Hamming distance) between two cingtenof items (i.e., for
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two clusteringsCy andC', d(Cn,C}y) is the the number of items that are mapped to different
clusters in the two clusterings), we get that:

MdZ%izj;(]j)(K—l)i

KN

= W]P) [Binomial(N,1/K) > N — d|
KY (NK(— b

= KT P ( 3

Now, combining the above results, we obtain a more generaioreof Theoreny.

Theorem 23 Suppose the underlying clusteringy(-) : [M] — [K] is drawn uniformly at random
from {0, 1}N. Further, for a given tolerancd > 0 and error threshold,,.x, we define a learning
algorithm to be unreliable for the hypothesis clagsf:

Pld(Z,2) > d| > Puax.
pmax [(7) } p

Then any learning algorithm that obeydocal-DP is unreliable if the number of queriéssatisfies:

NKﬂ—%—%V)

U < (1 _pmax) ( 36

Appendix B. Analysis of the Pairwise Preference Algorithm

In this appendix, we present a complete proof for the perdore of the Pairwise Preference Algo-
rithm from Section3.2 For convenience, we first restate the theorem:

Theorem 24 (Theorem8 in the paper) The Pairwise-Preference algorithm satistidscal-DP.
Further, suppose the eigenvalues and eigenvectors sdtisfy the following non-degeneracy con-
ditions:

e ThelL largest magnitude eigenvalues Afhave distinct absolute values.

e The corresponding eigenvectays y», . . . , 7., hormalized under the-norm, [|y||2 = S, Yz,
for somex satisfy:
ti#t]’ ,1§Z<]SL

wheret; := (y1(7),...,yr(7)).

Then, in the information-rich regime (i.e., when= Q(N)), there exists: > 0 such that the item
clustering is successful with high probability if the numbgusers satisfies:

U>c(NlogN) .

30



PRICE OFPRIVACY

Proof As mentioned before, privacy for the algorithm is guarathteg the use ot-DP bit release
(Propositiond), and the composition property of DP (Propositi)n

We will prove the sample complexity bound for the case where- (N) — the case where
rated items are not private follows similarly. From the difam of thee-DP bit release mechanism,

we have that:
1+ (ef = 1)P[SY = 1]

e+ 1

and thus for any pair of item§, 5}, definingb;; £ Ele o (bribr; + (1 —br;) (1 —by;)) (i.e., the
probability that a random user has identical preferencédarsi and;) andb;; = 1 — b;;, we have:

]P’[Suzl,Pu:{z‘,j}]:N(Nl_l)(eeil_i_(;;i) Ew )b>é b;
(
N(

N(N —1) N(N —1)’
B g 1 e w(w —1) N
P[Su—O,P —{Zvj}] - N(N—l) <€6—|—1+ <€6+1> N — )(b _1)> N N(NJ— 1)’

o
where, under the assumptions that= () ande = O(1), we have thab;j,ﬁ-j' are bothO(1).
Now, sinced;; = 3,1/ p.—(.j} Sur We have that:

P[S, = 1] =

)

~ bis
A;: ~ Binomial 9

j inomia <U, NN = 1)>
SettingU = ¢N log N, we have that:

~ . bij v . Ubij U2 g logN (log N)2
P[AZ]>O]—1—<1—m> —m+@<m —wa N + 06 A

Thus we can interpreﬁ as representing the edges of a random graph over the iterwigfetan
edge between an item in clasand another in classif 4;; > 0; the probability of such an edge

is© (M) We can now use Theoreiinfrom Tomozei and Massouli€2011) to complete the
proof. [ |

Appendix C. Lower bounds for the Information-scarce Settirg

In this appendix, we provide generalizations and compledefp for the results in Sectich

Recall that we consider a scenario where there is a singde ofausers, and each item is ranked
either0 or 1 deterministically by each useC(-) : [N] — {0,1} is the underlying clustering
function. We assume that the user-data for usirgiven by X,, = (1,,, Z,), wherel, is a sizew
subset of N| representing items rated by userandZ,, are the ratings for the corresponding items;
in this caseZ,, = {Z(i) };c1,. We also denote the privatized sketch from usassS,, € S, where
S denotes the space from which sketches are drawn, which wenas® be finite or countably
infinite. The sketch is assumed to obepP. Finally, we assume th& is chosen uniformly over
{0,1}", and the set of items, rated by user is also assumed to be chosen uniformly at random
from amongst all sizes subsets of V.
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C.1. Mutual Information under Generalized Channel Mismatch

Recall we defindN],, to be the collection of all sizer subsets of N] = {1,2,...,N}, and
D £ [N], x {0,1}* to be the set from which user information (i.€l, 7)) is drawn (and define
= |D| = (¥)2). Finally Ex[] indicates that the expectation is over the random variablgve

now establish a generalization of Lem®a

Lemma 25 Assume that under probability distributidh the setl of items whose type is available
to a given user is independent of the type veétoDenotep; (i, z) := P((I, Z1) = (i,2)|S = s).
Also, for subsetg C [N], we denote;(z) := P(Z; = z). Then the following holds:

pivir (2 U 2') }
Z(Z;S = s) (1,2 szz 1, y————— — 1.
< S rli pells7) [ BT

Note that in the above lemma we do not make any assumptiondiagas) the distribution of
Z, i) the distribution of the user-datd, Z). If Z is uniformly distributed or{0, 1}V, we recover
Lemmao.
Proof [Proof of Lemma25] From the definition of mutual information, we have:

5) = S PIZ.8) = (as)og (g™ ) — B [1(Zi5 = ).

ZZZZ

where we use the notation:

PZ=12z|S=s
Z(Z;S =s) ZP =z|S = s|lo (ﬁ)
Now note that:
PlZ=2zS=s]= Y PlZ=2z( 2%)=(i1,21)S =5

(i1,21)
= Z ]P)[Z = Z’il,zl]]P)[([l,Zl) = (il,zl)\s]
(i1,21)
P[Z = z]
= s(t,2i) ———1g,=,
= 2 el ey
i1,21)

Combining the equations, we get
1I(Z; 8 = s) Zzﬂz LP(Z = )ps Z1,»731 Z]lz Z2ps Zzazi) )
z 11,21 12,22 ng 22

Using Jensen’s inequality, the R.H.S. is upped bounded éycthresponding expression where
averaging oveg conditionally onZ;, = z; is taken inside the logarithm, yielding

Z=2z) 1
Z(Z;8 =s) Zps (i1, 21) log (Z]lz 2T ) Zps (ig, 29) —— 22)

11,21 i2,22 Piy (22)

p 21 U22
- Zps 11, 21 10g (Z Ds ZQ,ZQ)]lzl 22’1UZ2()) )

11,21 i9,72 Piy (Zl)p'lQ (22)
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The result now follows from the inequalityg(z) < =z — 1. [ |

C.2. Lower Bound on Scaling for Clustering with Local-DP
We now fill in the proofs for results from Sectign3;

Lemma 26 (Lemmal2in the paper) Ifw = o(N), then:

5 (- 9)-o(3)

w

Proof First, it is easy to verify that the binomial coefficientsisft

B R S (O
N-w+1) — (g) - N
Now for the upper bound, using the binomial expansion, wehav
w\w w2 w4
(1-%) :1‘W+9<m>

Similarly for the lower bound, we have:

1 w w_l w2 + w4
N—-w+1)] = N-w+1l 2(N—-w+1)2 7

w? w? w?
>1

= _W_N(N—w+1)+2(N—w+1)2_

w2 w4
”‘W‘@(m)

Theorem 27 (Theorem14 in the paper) Under the scaling assumption = o(N'/3), and for
e < In(2), it holds that

7(2,8)= 0 (%)

and thus there exists a constant> 0 such that any cluster learning algorithm with local-DP is
unreliable if the number of users satisfies:

2
U<c<£>.
w

Proof In the proof of Theorenl3, the two steps which are weak are the conversion to the base
measureP’[] using Lemmall, and the evaluation of the bound far;. We start off by performing
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a similar decomposition of the bound, but without first cating to the base measure. For any
S = s, we have:

N

E [2\11012\]1{le22 - 1] = ZE [ﬂ{flmlzz{é}}@ * 17122,y — 1)]
=1

+E [ﬂ{‘flﬂfzbl}(2|hm2‘]l{21522} - 1)}
= AL+ AT + A

where
N
Ay =) E[Lgennny (2 1z 0=z — 1)]
(=1
N
AV == "E [Lyenntyinnm>12 * 1z, 0=z — 1],
(=1

Ay =E []1\11012\>1(2‘11012‘]1{21522} - 1)}

Note thatA} + AY are similar toA; and A/, similar to A, in Theorem13 (albeit without first
converting to the base measure). Unlike before, howevefirstdboundA? + AJ, establishing that
A" + AL = O(w*/N?) = o(w/N) wheneverw = o(N'/?). For A/, we need to employ a more
sophisticated technique for bounding. As before, we witftdor the base probability distribution
under which(Iy, Z;) and(I, Z5) are independent and uniformly distributed of&rand denote by
E° mathematical expectation undet. For A”, we have:

N
Al < Z E []l{fel1ﬂlz;lllﬂlz\>1}]
=1

—F [|Il N 12|]l{|11012|>1}]

Since the RHS is non-negative, we use Lemitido convert the expectation to the base measure.
Thus, we get:

AT < [E° [N L] - P [N L] =1]]
2sw(N_1) B w(N_w)

w—1 w—1

()
=" (%2 - (N—Q;ju—l—l) (%;”)) 4o

Similarly for A, we have:

Ay <E []l{\11012|>1}2‘11012|]1{21522}} < e*E° []l{\11012|>1}2|11012|]l{Zlfzz}

<PV N L) > 1],
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asP’ (7, = Z,] = 2~IN2| Now sincel; andl, are picked independently and uniformly over all
sizew subsets of N| (underP?), we have:

Ay < e* <1 _0 &;U(iv”ﬁ» =™ (1 - (1 + N—I;)ju—l— 1) UZ}E?) (16)

Finally combining equationslg) and (L6), we get:

2 2w2 (N—w)
" Al< 2e 1 w__ 1 w
1= e <+N <+N—2w+1> ™ )
and using Lemmaz2, we get:
2 2w? 2uw? (2w — 1) w? w?
A+ Ay <e(1+2 (1 1-2 oL
1A= e <+N <+N+N(N—2w+1)>< N N2

o)

Thus, we now have:

N 4
w
E |:2‘IOJ‘]l{Z(Z):Z’(Z)VZEIﬂJ} - 1} <Y B [Lgernn @ Lzp—z10 — 1] + O <_N2>
=

Under the scaling assumptian = o(N1/3), the second term in the right-hand side of the
above equation is(w/N), and we only need to establish that the first term in the rigintd side is
O(w/N).

As in TheoremlO, we introduce the notatioB(¢ € I,Z({) = o|S = s) = m,, (here we can
omit indexing with respect te for notational convenience). The following identity is theasily

established:
N

ZEH{ZeImIg} (212, 0)=zy — 1) = Z (o0 — me1)”. (17)
/=1 /=1

The left-hand side ofl(7) is thus a non-negative definite quadratic form of the véemb
pi. =PI =1i,7Z=2z28=s),

where we have that,; = >, ;e .=, Pi,z IN (17). We know however by Lemmal that these
variables are constrained to lie in the convex set definetidyailowing inequalities:

—€

e
Z Diz = 17 D < Pi,z <
(3,2)eD

ol ™

Defininge’ := e — 1 = max(ef — 1,1 — e~ ), we can relax the last constraint to
1—e'§pisz§ 1+€.

Providede is small enough (precisely, provided< In(2), which we have assumed), it holds that
e < 1.
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Given this setup, we can now formulate the problem of uppeintimg A as the following

optimization problem:
N

maximize Z(mo—w,1)2
pizYamer 7

subjectto > pi. =1, (18)
(i,2)€D
pi-D € [1 —€, 1+ e/] .

In order to evaluate this bound, we need to first charact#nzextremal points of the above convex
set. We do this in the following lemma.

Lemma 28 The extremal points of the convex set of distributi¢ps.} defined by 18) consists
precisely of the distributionpg‘}z indexed by the setd C D of cardinality

N D
|A| = < >2“’_1 = —,
w 2

1+€’ 5/

A D if (Z, Z) S A,

pi z —€ H . (19)
’ { 1T |f (Z, Z) ¢ A

defined by

Proof Let{p; .} be a probability distribution satisfying constraini$). The aim is to establish the
existence of non-negative weights for each subse$ C D of size D/2, summing to 1, and such
that for all (7, z) € D, one has:

pie= Y. s(l+€Lgues — €L ags)/D. (20)
SCD,|S|=D/2

Let us now express the existence of such weightas a property of a network flow problem. For

eachn € [D], define:
o 1-€¢\ D
= \Pn™ T ) 20

The constrainp,, € [(1 — €)/D, (1 + ¢)/D] entails thatw,, € [0,1]. Construct now a network
with for eachn € [D] two links, labelled(n €) and(n ¢), and with respective capacities, and
1—ay,. In addition, for each se§ C [D], |S| = D/2, create a routeg through this network, which
for eachn € D crosses linkn €) if n € S, and crosses linkn ¢) if n ¢ S. All such routes are
connected to a source and a sink node.

We now claim that the existence of probability weightssatisfying @0) is equivalent to the
fact that the maximum flow through this network is equal torideled, the existence of a flow of
total weight 1 is equivalent to the existence of a probabdistribution~yg on the routes s through
this network which match the link capacity constraintst thdo say such that for alt € [D], one
has:

>_Smes VS = On,

Zs;n¢s Y5 =1—ap.
It is readily seen that this condition implie2Q). Conversely, if the probability weightgs satisfy
(20), using the definition oy, it is easily seen that the two previous equations hold.
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Let us now establish the existence of such a flow. To this erduse the max flow-min cut
theorem. Any set of links that contains, for some [D], both links(n €) and(n ¢), is a cut, and
its capacity is at least,, + 1 — a,, hence larger than 1. Any cat which for eachn either does not
contain(n €) or does not contaifn ¢) must be such that either:

|C N {Upnep)(n €)} > D/2 (21)
or:
|C N {Unepy(n €)} > D/2, (22)

for otherwise we can identifg C [D], |S| = D/2 which crosses this cut'. Assume thus tha2()
holds. Assume without loss of generality tidatontains the linkgn €) foralln =1,...,D/2+1.

The weight of this cut is thus at Iea@fﬁ“ an. We now argue that this must be at least 1. Indeed,
it holds that:

D
Z an, =D/2.
n=1
D/2+1 D

However, if) """ a,, < 1, using the fact that eaals, is at most 1, it follows thad ", «, is
strictly less thanl + D/2 — 1 = D/2, a contradiction. The case when cuwerifies EquationZ2)
is similar. |

We can now complete the proof of Theordd Since as argued the second term in the right-
hand side of 17) is a non-negative definite quadratic form of the, it is in particular a convex
function of thep; ., and as such is maximized over the convex set described8)ya{ one of its
extremal points, which are precisely identified by Lem&&a It will thus suffice to establish the
following inequality for allA C D of size half the cardinality of the full set:

N
(7720 - 7Tf,‘l)Q < O(w/N), (23)
=1

where we introduced the notation for &le [N] ando € {0,1}:

A _ A
The =D DL Phe

i€l z:z2(0)=0
andp;‘}z is as defined inX9). Introducing also the sets
Ao ={(i,2) : L €iandz({) = o},

we have

Tho i = (e [Aeo N Al = [Aea N Al

= (ﬁﬁ (L a,ve)

(24)

where in the last display we used the following notatiofis.) stands for the scalar productf’,
1 4 is the characteristic vector of the sé&tandwv;, is defined as

’Ug(i, Z) = ]l{éei} (1 — 22’(6)) .
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Equation 24) entails that the left-hand side of Equati&8) also equals

YL 2¢\?
Z(f) (La,00)?. (25)

=1
The scalar productyy, vy) reads, fort £ ¢
(ve,v0r) = Zzu’ez > (1 =22(0))(1 — 22())
1

= Yieee2072[(1) * (1) + (1) + (=1)]
= 0.

Note further that for alf € [N], one has

N -1 wD
2 _ w o
o] <w—1>2 N’

Orthogonality and equality of norms among thereadily implies that the expression ig5) is

upper-bounded by
2¢'\" wD 9
(%) 2y

Recalling that the vectal 4 has entries equal to 1, and all other entries equal to zero, tharsq
of its Euclidean norm|1 4||? equals preuselyQ Plugging this value in the last display, after
cancellation, one obtains that the expressior2b) (s bounded by

P

2
‘N

This completes the proof. [ |

Appendix D. Lower Bound for Adaptive Queries

In Section6, to establish a lower bound on the sample complexity forgagvpreserving cluster-
learning with adaptive queries, we considered the follgngatup: we define@ < {0,1}" to be

a random type-vector, and definB8 to be the unconditional probability under which thg are
i.i.d. uniform on{0, 1}. Finally, in the proof of Theoren7, we were interested in a given random
variableF' := Zf\il fi(Z;), wheref;(Z;) € [e~¢,ef]. Note that undeP?, the random variablé’
has variance< 2¢2N. The crux of the proof of Theorerh7 was based on the following technical
lemma:

Lemma 29 (Lemmal9in the paper) IfZ(Z; ST) < §, then we have:
Var! [F] < Var’[F] - max {20,106} .

In this appendix, we provide a proof for this result. The anguat proceeds in several steps.
Step 1: Bounding the divergence between the measure dhunder P” and under P°:
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Lemma 30 For eachf in the support of any discrete random varialiie let p andpgl denote the
probabilities thatF = f underP” andP° respectively. Then we have:

H(P’) — H(P") > D(p||p") pr log ( ) (26)
f

Proof For eachf, let N; denote the number of vectorse {0,1}" for which FF = f, so that
p} = Ny27N. Now we have:

we) =S 3 52 (5) e ()

z:F(2)=

< Ef:pf [log <p_f> +10g(Nf)]
— Ef:pf {log <pif> +log(N) + log(p?c)]

= H(P") — D(pl|p"),

where the inequality follows by upper-bounding the entropg probability distribution on a set of
size Ny by log(Ny). |

Step 2: Bounding variance ofF' under PT' given divergence constraints:
Let F' = E°[F] (i.e., the expectation af underP’). Note that:

VarT(F)zggszT(F 2)? < Epr(F — F)? prf F)?

Assume that the entropif (PT) verifies H(PT) > H(P°) — ¢, for somes > 0. Then in view of
(26) and the previous display, an upper bound on the variandé efderP’ is provided by the
solution of the following optimization problem:

Maximize Y ps(f — F)?

over pr =0
such that >pr=1
and >, py log< > <. (27)

It is readily seen (for example, by introducing the Lagrangof this optimization problem, and a
dual variablev—! > 0 for the constraintZ7))that the optimal of this convex optimization problem
is achieved by:
1

) v(f-F)?

for a suitable positive constant where the normalization constafity) is given by:
Z(v) = Zp(}ey(f_ﬁ)z — ROev(F-F)?,
f
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For this particular distribution, the divergenegp||p") reads:

Zf: %p(}eu(f—ﬁ)? [V(f - F)Z — log Z(I/)] = — IOg(Z(l/)) + Z(VV) EO(F . F)26V(F_F)27

so that constraint?) reads:

14

0(F _ )2V (F—F)* <
Z(V)E (F—F)“e <. (28)

—log(Z(v)) +

This characterization in turn allows to establish the follg:

Lemma 31 Lety(v) := log Z(v). Assume there exiat v > 0 such that:
va—(v) > 4. (29)
Then the solution to the value of the optimization probl&i) {s less than or equal ta.

Proof Note that by Holder’s inequality, functiog is convex, so that its derivative:
W) = 27 (V)E(F — F)?e "1,

is non-decreasing. Note further that the functiaff (v) — v/(v) appearing in the left-hand side of
(28) is non-decreasing for non-negativeas its derivative readsy” (v). Thus the value* which
achieves the optimum is such that

v (V) —(vT) =0

and the sought bound i (v*). Now for a givena € R, the supremum ofa — ¢(v) is achieved
precisely at such thatw = v’ (v). Thus if for somer and somex, condition @9) holds, it follows
that:

wherea* := ¢/ (v*). It follows from monotonicity ofv — v’ (v) — v (v) that the value/’ where
the supremum is achieved in the left-hand side, and sucluthat)’ ('), verifiesy’ > v*. Mono-
tonicity of ¢/’ then implies that: > a* as announced. [ |

Step 3: Deriving explicit bounds, using concentration reslts under PY.
Consider the centered and scaled random variable:

_F—-F
N g

G

Recall that after centering, each varialf}¢Z;) is bounded in absolute value by Thus, using the
Azuma-Hoeffding inequality yields the following bound:

POG > A) < e /2 A>0, (30)

and the same bound holds fBf(G < —A). To obtain the above, we used the fact that after
centering,f;(Z;) is of the forma;(2Z; — 1) whereo; is the standard deviation ¢f(Z;) underP®.
We now apply these to bound the valueA(f) as follows:
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Lemma 32 Defines? = Var’[F] (i.e., undeiP’), and consider any € (0, 71>). Then the partition
function Z(v) verifies:

Z(v) <1+

e 31
- 1—2vo? (31)

Proof We can write:

Z(v) = / iy (eu(F—FF > t) dt <1 +/ P (v(F — F)? > logt) dt
0 1

— 14 / PO <\G\ > ,/%) e*dr  (Substitutinge® = )
0 vo

=1 +/ P° (|G| > v) 2byeby2dy (Denotingb = vo? € (0,1/2), and substitutingy? = )
0

=1 +/ [P(G > y) + PG < —y)] 2bye’ dy.
0
Using Hoeffding's bound30), the last term is upper-bounded by
% 020 I gy — —20 2| _ 4b
1—1—2/0 e 20ye™ dy =1+ 2 T . 1+1—2b’
as announced ir8(). [ |

Finally, using these three results, we can prove Lerifha
Proof [Proof of Lemma29] Fix § > 0, and recallb? := Var’[F]. We now want find somé > 0
such that Vaf [F] < bo?. In view of Lemma3l, it suffices to verify that for some > 0, Condition
vba? — 4p(v) > 4 holds. In view of Lemm&82, denoting the corresponding upper bound/{o)

by:

b(v) = log (1 + lf’éjzg) f vo? < 1/2
00 :Otherwise

it suffices to findb such that for some, vba? — ¢(v) > 6. Maximizing vbo? — ¢(v) overv for
fixed b, one finds that the optimal value foris given by:

S YA
YT 902 b’
Plugging this expression far in vbo? — ¢(v), we have thabo? upper-bounds VA F] if:
b 4 14+ (1 —4/b)Y/?
—/1—==—1 > 0.
oV T8 (1 ENTERTYAIEE
Forb > 16/3, it holds thatl /2 < (1 — 4/b)*/2 < 1. Thus under this condition ah the left-hand
side of the above is at least as large as:

B 1/212
9—1og<[1+(1 4/6) ]>>9—1og(b)z%, if b > 20.

4 1—1+4/b

Thus, settind = max {20, 105}, we see that the above conditions are satisfied. [ |
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