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Abstract: This paper reports a variant of the three-stage quantum cryptography protocol which 

can be used in low intensity laser output regimes. The variant, which tracks the intensity of the 

laser beam at the various stages, makes the task of the eavesdropper harder than the standard 

K06 protocol. The constraints on the iAQC protocol are much lesser than those on BB84 and just 

like the K06 protocol it can not only be used for key distribution but also for direct bitwise 

encryption of data. The iAQC protocol is an improvement on the K06 protocol in that it makes 

the task of the eavesdropper harder. It can also be used to transmit polarization states that carry 

additional information if the transmission states are polarization angles. 

 

Introduction 

We present here a variant of the three-stage quantum cryptography protocol [1], sometimes 

called the K06 protocol, which has protection against eavesdropping built into it. The 3-stage 

quantum cryptography protocol is based on random rotations (or other commutative operators) 

which can better protect duplicate copies of the photons than in non-single qubit transmissions of 

BB84. This protocol can use attenuated pulse lasers rather than single-photon sources in the 

quantum key exchange, which makes it possible to transmit the pulses over a greater distance. 

The theoretical basis of the K06 protocol is the fact that unknown pure states also carry 

information [2],[3],[4] even though the von Neumann entropy of such states is equal to zero. 

 

In this new protocol, which we call iAQC protocol, both Alice and Bob monitor the intensity of 

the light beam coming to them in the intermediate stages of the protocol. Doing so makes it 

possible for Alice and Bob to determine if any photons have been siphoned off by the 

eavesdropper. This tracking can be done by measuring a pre-set fraction of the incoming beam. 

This makes the task of Eve, the eavesdropper, harder than it would be without the intensity 

awareness feature. If intensity is not tracked then iAQC is identical to K06. 
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The development of this protocol is motivated by search for effective implementations of the 

K06 protocol, which is a collaborative project of Oklahoma State University, University of 

Oklahoma Tulsa, and University of Houston that is funded by the National Science Foundation. 

A major attribute of the three-stage protocol is that the unitary transformations used by Alice and 

Bob can change as fast as one cycle time that a photon takes in traversing the round-trip distance 

from Alice to Bob and back. This means that Alice and Bob can independently and concurrently 

change their transforms, making it all but impossible for an intruder to siphon off photons in 

transit and making any sense out of them.  The basic free-space implementation of the K06 

protocol has been achieved and current research is on increasing data rates and implementation 

in fiber optics. 

 

This paper will first sketch the K06 protocol and then describe the iAQC protocol. The protocol 

will be illustrated by means of an example and analysis of the working of the protocol will be 

provided. 

 

K06 Protocol 

The K06 protocol is described as follows. Consider transferring state X from Alice to Bob. The 

state X is one of two orthogonal states and it may represent 0 and 1 by prior agreement of the 

parties, and this is the quantum cryptographic key being transmitted over the public channel. 

Alice and Bob apply secret transformations UA and UB that are commutative. These secret 

transformations can be changed as frequently as desired.  

 

Step 1: Alice applies a unitary transformation UA on quantum information X and sends 

the qubits to Bob. 

Step 2: Bob applies UB  on the received qubits UA(X), which gives UBUA(X), and sends it 

back to Alice. 

Step 3: Alice applies UA
†
  (transpose of the complex conjugate of UA) on the received 

qubits to get UA
†
UBUA(X) = UA

†
UAUB(X) =  UB(X)   (since UA  and UB  commute)  and 

sends it back to Bob. 
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Figure 1. The K06 protocol (the key X can be 0  or 1  qubit and the 

transformations are rotations) 

 

Bob then applies UB
†   on UB(X) to get the quantum information X. The use of random 

transformations, which Alice and Bob can change from one qubit to another, guarantees that 

from the perspective of the eavesdropper, the probability of collapsing into 0  and 1  states has 

equal probability, which is desirable for cryptographic security. An example of the proposed new 

protocol is illustrated in Figure 2. As we can see, while the actual quantum state of X is never 

exposed on the link, Bob is able to restore X and receives key 0 successfully. The commutativity 

of the rotation operator  ( )    (
         
            

)  is clear from the relation: 
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Thus, instead of UA(X) and UB(X), one can use R(θ) and R(φ).  

 

Unlike the BB84 protocol which is vulnerable to siphoning of photons in an attenuated pulsed 

laser system, the 3-stage protocol is immune to such an attack since the actual quantum state of 

the key is never revealed in the communication. This property is of significant importance in 

terms of using quantum cryptography in a practical network environment where an optical path 

can potentially be extended beyond trusted routers. But the 3-stage protocol does not go into the 
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details of its implementation. These are covered in its practical variant which is the iAQC 

protocol. 

 

iAQC Protocol 

In iAQC, the intensity-aware protocol, the intensity of the beam generated by Alice is publicly 

announced [5]. For the sake of simplicity of presentation it will be assumed that there is no loss 

in intensity during transmission from Alice to Bob. In practice, this loss can be factored in the 

protocol. The protocol is as follows: 

 

Step 1. Alice uses photons of intensity I (which is publicly known) to Bob and performs a 

polarization rotation of angle θ. 

Step 2. Bob uses a partially silvered mirror (or some suitable beam-splitter) to divert 

fraction k of the incoming beam to measure its intensity. He applies another random 

rotation φ on the remaining beam of intensity I(1-1/k) and transmits it to Alice. 

Step 3. Alice receives the beam of intensity I(1-1/k) and diverts a fraction k of it to 

measure its expected intensity and undoes her random rotation of angle θ and retransmits 

the beam of intensity I(1-1/k)
2
 to Bob. Bob uses the intensity-testing portion of it I(1-

1/k)
2
1/k for checking it and uses the rest of the bean of intensity I(1-1/k)

3
 to determine the 

value of the qubit. 

 

 

  

 

 

 

 

 

 

 

 

   Figure 2. iAQC Protocol 
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The eavesdropper will be detected by Alice and Bob if the intensity of the beam reaching them in 

the three stages is less than expected.  

  

The constraint on the maximum number of photons being used in the transmissions between 

Alice and Bob is much less severe than in BB84. If a single photon is transmitted then the system 

is provably secure. Let us assume that Alice and Bob each uses s different rotation angles. Eve 

needs to have access to each of the three transmissions to be able to break the system. Assuming 

that she needs m photons to determine which one of the s rotation angles were used by Alice and 

Bob, the total number she needs to siphon off is 3m. If the photon source produces 6m photons, 

the siphoning off of 3m photons would reduce the intensity by a factor of 2. The intensity used 

could be a clearly defined variable of the system and any reduction in it would be obvious to Bob 

and therefore the eavesdropper would be found out. 

 

Also note that m >> s, therefore, the laser source output can consist of many photons. From 

information theoretic point of view, the number of photons required to distinguish between s 

rotation angles is log2 s. Therefore, the minimum number of photons that need to be siphoned off 

by the eavesdropper is 3log2 s. In reality, the number of photons to be siphoned off will be 

significantly greater.  

 

If the technique of using s photons each fed into detectors aligned to different polarizations is 

used then one requires a total of 3s photons to be siphoned off by Eve to determine the three 

different polarization angles. If the detectors used by Bob and Alice to check the intensities at 

intermediate stages can determine reduction of intensity by a factor of one-half, then the source 

can use 6s photons in each burst. In reality the constraints are even less severe as the bases used 

by Alice and Bob are arbitrary as long as they are in the same plane. 

 

Siphoning Attack on K06 and iAQC Protocols 

Eve can fool Alice and Bob into believing that no photons have been siphoned off if she injects 

the number of random photons equal to the ones she has taken from the beam. But this can only 

be done at a cost to her ability to tap the exchange. If she withdraws g percent of the photons and 



6 
 

injects the same number of some known polarization, the probability that she will be able to 

determine the polarization angles of the siphoned photons will go down in the next two passes. 

Furthermore, Bob would know that siphoning had taken place from the fact that the measured 

photons will not all have the same polarization. 

 

To see this, assume that Alice sends 6 photons and Eve takes out 1 photon in each link. The 

following example picture describes the situation: 

 

Table 1. The workings of the iAQC protocol 

Alice Sends A(X) A(X) A(X) A(X) A(X) A(X) 

Photons after Eve’s first 

siphoning 

A(X) A(X) A(X) A(X) A(X) E 

Bob Sends Back BA(X) BA(X) BA(X) BA(X) BA(X) B(E) 

Photons after Eve’s 

second siphoning 

BA(X) BA(X) BA(X) E BA(X) B(E) 

Alice Sends to Bob B(X) B(X) B(X) A
-1

(E) B(X) A
-1

B(E) 

Photons after Eve’s third 

siphoning 

B(X) B(X) B(X) A
-1

(E) E A
-1

B(E) 

Photons obtained by Bob X X X B
-1

A
-1

(E) B
-1

(E) A
-1

(E) 

 

Bob would be easily able to determine that Eve had siphoned off the photons since all his 

photons will not be aligned.  

 

Conclusions 

The BB84 protocol for quantum key distribution (QKD) and its variants [6],[7] deal with the 

secure exchange of key between sender and utilizing the quantum properties of photons. The 

major threat to the security of QKD algorithms comes from the fact that the constraints on the 

implementation of the optical apparatus used in these protocols are extreme. BB84 is provable 

secure only if the photon sources produces single photons [8] and the detector can detect single 

photons. Recently, industry implementations of the protocol that were thought to be secure were 
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successfully hacked [9],[10]. Although patches for these attacks have been introduced, there is 

no evidence at this point that other loopholes in the implementation do not accept. 

 

In general, BB84 remains open to siphoning attacks in some form or the other if the number of 

photons being transmitted per time unit exceeds one. On the other hand, if the average photon 

rate is much less than one as used in the implementation schemes of iDQuantique and MagiQ, 

the overall rate of a few thousand bits per second makes the system unsuitable for quantum 

cryptography of continuous data and that is the reason why it is used only for quantum key 

distribution. Current systems use symmetric classical cryptography after the key has been 

exchanged using BB84.  

 

The constraints on the iAQC protocol are much less than those on BB84. The iAQC protocol is 

an improvement on the K06 protocol in that it makes the task of the eavesdropper harder than in 

the straight K06 protocol. It can also be used to transmit polarization states that carry additional 

information if the transmission states are polarization angles. 

 

An analysis of the performance of the iAQC protocol in the presence of noise remains to be 

done. For this analysis further information on the relationship on the number of photons and 

capacity to determine polarization state will be required [11]. This research is contribution to the 

development of effective implementations of the three-stage protocol. 
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