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Abstract—A two-transmitter Gaussian multiple access wiretap and characterizes the secrecy degrees of freedom (9.dlbé.
channel with multiple antennas at each of the nodes is invest same paper extended the single user analysis to the two user
gated. The channel matrices at the legitimate terminals ardixed Gaussian MIMO multiple access (MIMO-MAC) channel. This

and revealed to all the terminals, whereas the channel matxi . o .
of the eavesdropper is arbitrarily varying and only known to Was possible only when all the legitimate terminals haveaéqu

the eavesdropper. The secrecy degrees of freedom (s.d)orégion number of antennas, leaving the MIMO-MAC with arbitrary
under a strong secrecy constraint is characterized. A tranmission number of antennas at the terminals an open problem.

scheme that orthogonalizes the transmit signals of the twosers ~ Qur main contribution is to fully characterize the s.d.o.f.
at the intended receiver and uses a single-user wiretap code region of the two-transmitter MIMO MAC channel when the

is shown to be sufficient to achieve the s.d.o.f. region. The d h i bitraril . We show that t
converse involves establishing an upper bound on a weighted eavesdropper channel IS arbitranly varying. vve show the

sum-rate expression. This is accomplished by using induet, S-d.0.f. region can be achieved by a scheme that orthogesali
where at each step one combines the secrecy and multiple-the transmit signals of the two users at the intended receive

access constraints associated with an adversary eavesdppg Moreover, it suffices to use a single-user wiretap channel
a carefully selected group of sub-channels. code [17] and no coordination between the users is necessary
except for synchronization and sharing the transmit dimen-
sions. To establish the optimality of this scheme, our coswe
proof decomposes the MIMO MAC channel into a set of par-
Information theoretic security was first introduced by Sharllel and independent channels using the generalized lsingu
non in [1], which studied the problem of transmitting confivalue decomposition (GSVD). A set of eavesdroppers, each
dential information in a communication system in the presenmonitoring a subset of links, is selected using an induction
of an eavesdropper with unbounded computational powgrocedure and the resulting secrecy constraints are caabin
Since then, an extensive body of work has been devotedttoobtain an upper bound on a weighted sum-rate expression.
studying this problem for different network models by derly The outer bound matches the achievable rate in terms of the
fundamental transmission rate limits! [2]-[4] and designins.d.o.f. region, thus settling the open problem raised i [1
low-complexity schemes to approach these limits in practi¢or the case of two transmitters.
[5], [6]. Interestingly, the s.d.o.f. region remains open for thigdalo
Secure communication using multiple antennas was exhen the eavesdropper channel is perfectly known to all
tensively studied as well, see e.d.] [T]Z[15]. These worksrminals. A significant body of literature already exists o
investigated efficient signaling mechanisms using theiapatthis problem, see e.g[, [19]=[22]. If the channel model leas r
degrees of freedom provided by multiple antennas to limitputs and outputs, Gaussian signaling is in general sithapt
an eavesdropper’s ability to decode information. The ugeerand user cooperating strategies as well as signal alignment
ing information theoretic problem, the multi-antenna wage techniques are necessafy|[23]. [n1[24] it is established tha
channel, was studied and the associated secrecy capasitio.f. of1/2 is achievable using real interference alignment
was identified. We note that these works assumed that floe almost all configurations of channel gains. If the chdnne
eavesdropper’s channel state information is availableeeit model has complex inputs and outputs, it is shown[in [25,
completely or partially, although such an assumption may n8ection 5.16] that in general s.d.o.f. bf2 is achievable using
be justified in practice. asymmetric Gaussian signaling. In contrast, the best known
As a more pessimistic but stronger assumption, referenegmper bound on the s.d.o.f. of individual rate2}8 for both
[16]-[18] study secrecy capacity when the eavesdropper-chaases, established in[25, Section 5.5].
nel is arbitrarily varying and its channel states are known t The remainder of this paper is organized as follows. In
the eavesdropper only. Referentel[17] studies the sirgge-uSectionIl, we describe the system model. The main result is
Gaussian multi-input-multi-output (MIMO) wiretap charinestated as Theorelh 1 in Sectfon IV. The proof of the theorem is
divided into two parts. First, we establish the result fa tase

This Work_wa_s presented in part at the_z 49th Annual Allertomf@mm_:e of parallel channels in Sectidn V. Subsequently, in Sed@dn
on Communication, Control, and Computing, September, 2Uhis work is

supported in part by NSF Grant 0964362. A. Khisti's work wapprted by we establish the result for the general _Case by decomposing
an NSERC Discovery Grant. The ordering of authors is alpticdie the MIMO-MAC channel into a set of independent parallel
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Fig. 1. The MIMO MAC wiretap channel whe®, = Np, = 2, N = 3,
Ng = 1.
represent the corresponding channel outputs Ydt. The

strong secrecy constraint i$ [17]:
channels. Such a reduction is used both in the proof of the

converse as well as the coding scheme. Se€fioh VII concludes nh_{rgol (Wl, Wz;YZ) =0, Vy )
the paper. _

We use the following notation throughout the paper: F(yyhere the iony?rgfeniﬁ mt\ljft be uniform _oveﬂ'i?e average
a setA, V; 4 and V4 denote the set of random variableOWEr constraints for the two users are given by
{Vij,j € A} and{V;,j € A} respectively.{5,} denotes a 1 g =
non-negative sequenceothat converges to whenn goes to Jim " Z Xe(@)]" < Py, k=12 (4)
oco. We use bold upper-case font for matrices and vectors and =1
lower-case font for scalars. The distinction between roasri The secrecy rate for usér, R, ;, is defined as
and vectors will be clear from the context. For a skt|.A| 1
denotes its cardinality and a short hand notatiénis used Ry = lim EH(WIC% k=1,2. (5)

for the sequencézy, oz, .., xn}. ¢ denotes the empty set. thatiV,, can be reliably decoded by the receiver, did (3)

and [3) are satisfied.

Il. SYSTEM MODEL We define the secrecy degrees of freedom as:
As shown in Figuré]l, we consider a discrete-time channel R
model where two transmitters communicate with one receiver {(dl, ds) : dp = limsup k=1, 2} (6)
in the presence of an eavesdropper. We assume transmnitter Pi=P,=P 00 1082 P
has Nr, antennas; = 1,2, the legitimate receiver had'r
antennas whereas the eavesdropper Nas antennas. The I1l. M OTIVATION
channel model is given by Before stating the main result, we illustrate the main dif-
9 ficulty in characterizing the s.d.o.f. region through a dienp
Y (i) = ZHka(i) +Z(3) 1) exampl_e. As illustrated in Figuild 2(a),l in this example,heac
et transmitter has 2 antennas and the intended receiver has 3

2 antennas, while the eavesdropper has only 1 antenna. Let
i{(,’) = Z ﬁk(z’)Xk(i) (2) 1,72,73, 74 denote the transmitted signals from the two users
k=1 andyy, y2, ys denote the signals observed by the intended the

wherei € {1,...,n} denotes the time-indexXli;, k = 1,2, receiver. And the main channel is given by

are channel matrices and is the additive Gaussian noise Y1 =1 + 21, Y3 =T4+ 23 @)
pbserved by the_intende_zd re_ceiver, which is cqmposed of Yo = Lo + T3 + 29 (8)
independent rotationally invariant complex Gaussian oamd
variables with zero mean and unit variance. The sequentberez;,i = 1,2,3 denote additive channel noise. As shown
of eavesdropper channel matricéBl,(i),k = 1,2}, is an in [L7], a secrecy degree of freedanin(Ny, , Ng) — Np =
arbitrary sequence of length and only revealed to the 1 is achievable for a user if the other user remains silent.
eavesdropper. In contra®l,, k = 1,2 are revealed to both the Time sharing between these two users lead to the following
legitimate partiesndthe eavesdropper(s). We assuivg, the achievable s.d.o.f. region:
number of eavesdropper antennas, is known to the legitimate d+dy <1, dp>0, k=12 ©)
parties and the eavesdropper.
Userk, k = 1,2, wishes to transmit a confidential message For the converse, we begin by considering a simple upper
Wk, kK = 1,2, to the receiver overn channel uses, while bound, which reduces each channel to a single-user MIMO
both messaged); and W5, must be kept confidential from wiretap channel. First, by revealing the signals transditt
the eavesdropper. We use to index a specific sequenceby user2 to the intended receiver and assuming that the
of {flk(z’),k = 1,2} over n channel uses and us@';l to eavesdropper monitors eithef or x> we have thatl; < 1.



Similarly we argue thatl; < 1. To obtain an upper bound d dy dy
on the sum-rate we let the two transmitters to cooperate ant? S P2=ps
reduce the system toax 3 MIMO link. The s.d.o.f. of this P2 =Da
channel[[1V] yieldsi; + d> < 2. This outer bound, illustrated

in Figure2(b), does not match with the achievable regioemyiv P s

by (@). _ o d, dy dy
As we shall show in Theorefd 1L1(9) is indeed the s.d.o.f. ” o le ~

capacity region and hence a new converse is necessary t® prov @) (b) (©

this result. Our key observation is that the above upper doun

only considers one eavesdropper at a time in deriving ea@h. 3. The secrecy degrees of freedom (s.d.o.f.) regionhieofen{L: (a)
of the three bounds. For example, when derivig< 1, we 0 < Ng < min{ro — 71,70 — 72}, (b) min{ro — 71,70 —r2} < Ng <
assume there is only one eavesdropper which is monitorifig*7e = 71:70 =2k (€ max{ro —ri,ro —r2} < Ng

eitherz, or zo. When derivingd, < 1, we assume there is

only one eavesdropper which is monitoring eithgror zy. andr, as the rank of H, | H, |. We will refer tor, as the

Similarly when derivingd; + dy < 2 we again assume thatnHmber of transmit dimensions at uget 1,2 andry as the

there is one eavesdropper on either of the links. As we sha . . .
number of dimensions at the receiver.

discuss below, a tighter upper bound is possible to find if we ) .
. i Theorem 1:The secrecy degrees of freedom region of the
consider the simultaneous effect of two eavesdroppers. . . o .
IMO multiple access channel with arbitrarily varying eave

In our system model, there are infinitely many possibl ropper channel is given by the convex hull of the followin
eavesdroppers, each corresponding to a different chatatel s PP 9 y 9

sequence. The challenge is to find out a finite number ]Z')\fe points of(ds, da):
eavesdroppers, whose joint effect leads to a tight convense po = (0,0) (13)
choice of eavesdroppers is based on the following intuition

+
When an eavesdropper chooses which links to monitor, it p1= ([Tl — Ng] 70) (14)
should give precedence to those links over which only one B B +
user can transmit. This is because these links are the major b2 = (O’ [r2 = Ne] ) (15)
contributor to the sum s.d.od; +d- since they are dedicated p3 = ([7‘1 — Ng|" [ro—m — NE]+) (16)

links to a certain user. Based on this intuition, we consiter

following two eavesdroppers: one monitarsfor 1, and the Py = ([ro — 7y — Ng]t,[ro — NE]+) a7)

other monitorgy; for 5. As we shall show later in Lemna 1,

the first eavesdropper implies the following upper bound aghere we usézr|*t a max{z,0}.

Ry: Fig. 3 illustrates the structure of the s.d.o.f. region as a
n. om|,mn .n function of the number of eavesdropping antennas. Infig) 3

(B —on) <1 (IQ’y2|y1’x{3v4}) (10) we have Ny < min(rg — 71,70 EJprg)g. In this case ?r)]e (
and the second eavesdropper implies the following upped.o.f. region is a polymatroid (see e.f..][27, Definitioh] 8

bound onRs: described byd; < r; — Ng andd; + d2 < rg — 2Ng.
- n Fig. @ (b) illustrates the shape of the s.d.o.f. region when
n(Re —6n) <1 (yl ,x{3,4};y2) (11) min{rg — r1,79 — ro} < Ng < max{ro — r1,70 — r2}. In
Their joint effect can be captured by addirig](10) afd (1£9-[ (b), without loss of generality, we assume< r; and
[26], which lead to: the s.d.o.f. region is bounded by the lings> 0, d; <r;—Ng
and

n(By+ Ry —20,) <1 (25,00 0%0598)  (12)

Since there is only one term, which ig', at the right side
of the mutual information/ Ig,y?,x’{%A};yQ , we observe
the sum s.d.o.f. can not excegdthereby justifying that[{9) Whenmin(ri,rz) > Ng > max(ro —r1, 70 —2), the s.d.o.f.
is indeed the largest possible s.d.o.f. region for Fige.2( region, as illustrated in Fid.l 3 (c) is bounded 8y > 0 and

As captured by[(10) and(lL1), a simultaneous selectidie line
of two different eavesdroppers for the two users reduces the dy + d <1. (19)
effective signal dimension at the receiver from three to,one rn—Ng r2—Ng —
thus leading to a tighter converse. As we shall show later inThe s.d.o.f. region in Theoref 1 allows the following
Section\/-C, in generalizing this example we are required 8mple interpretation: The region can be expressed as @gonv
systematically select a sequence of eavesdroppers usinghail of a set of rectangles shown by Figure 4 (illustrated
induction procedure. for Figure[3 (a)). Each rectangle is parameterized by the

dimensions of the subspace occupied by the transmission
IV. MAIN RESULT signals from the two users, denoted b, t,), where t;

In this section, we state the main result of this work. Todicates the dimension of usér i = 1,2. Then in order

express our result, we define as the rank ofH;,¢ = 1,2 for the signals from both transmitters to be received réfiab

(r1 +re —ro)di + (11 — Ng)d2
< (Tl — NE) X (7’2 — NE) (18)




D2

Fig. 4. Interpretation of the s.d.o.f. region as a conveX bfirectangles:

The parallel channel model is a special case bf (1) with

Iy 04
H, = 15 , Ha= I5 ;
Ojc| Iic|

wherel, 4, I3 andI)¢ denote the identity matrices of size
|A[, |B| and|C| respectively, and)| 4 and Oz denote the
matrices, all of whose entries are zeros. Note that we do not
make any assumption on the eavesdropper’s channel niddel (2)

(di,d2):0<d; <[t;i—Ng|T,i = 1,2, wheret; is the number of degrees A. Achievability

of freedom occupied by usér To achieve reliable transmission, we must have

(0) and [(21).
'R
147 R,
.. } A
1
2
3 B
4
Wo } C

~—

Fig. 5. Definition of the setd, B, C, where|B| = 4.

by the receiver, we must have

t1+t2 <19
OgtiSTi,i:LQ

(20)
(21)

Each user then transmits confidential messagesWithd; <
[t; — Ng]™ over the available; dimensions, where the N

term is an effect of the secrecy constraldt (3).
It is clear thatps, ps given by [16) and[(I7) are in one of

It suffices to establish the achievability of points and p,

in (I8) and [(II7) respectively. The rest of the region follows
through time-sharing between these points. Note that fer th
proposed parallel channel model

ps = (1Al + 1Bl = Nul* . [lc| = N&I*)  (26)
pa = ([14] = NeJ* 1Bl +1cl - Ne]T) - @7)

To prove the achievability gf; we restrict use? to transmit
only on the las{C| components of in[(24) and allow usero
transmit over all of the components gfu B in (22) and [(2B).
Note that in this case, the signals of these two users do not
interfere with each other at the intended receiver Frionj, [17

userl can transmi#¥; such thatd; = [|A| +|B|— Ng]* and
lim I(Wy; HIX?) =0 (28)
n—oo

and user2 can transmifi?’; such thatd, = [|C| — Ng]* and

lim (W HEXE) =0 (29)
n—oo
where we use H?X? to denote the sequence
{H;())Xy(i),i = 1,..,n}. Furthermore since(Wy, X7}
is independent of W5, X%') we have that

these rectangles. Hence the convex hull of these rectangiésch imply:

yields the s.d.o.f. region stated in Theorgm 1.

V. PROOF FOR THEPARALLEL CHANNEL MODEL

In this section, we establish Theordrh 1 for the case of
parallel channels. As illustrated in FId. 5, the receivesarlies

i =1+ 2, €A,
Yi = T1; + Tog + 25, 1 E DB,
Yi = x9; + 2, 1€C,

where the noise random variables across the sub- chanleelsvg?ere the last step follows from the fact thav?,
independent and each is distributed accordingX&0, 1) and

(22)
(23)
(24)

lim I(Wp; HIX?, HIXS) =0 (30)
n— 00
lim I(Wa; HPX?, HEXE) = 0 (31)
n— 00
I (Wl; far H”X"|W2)
<1 (Wi we, HYX7, A5 ) (32)
1 (W FyXy, Xy ) + 1 (W WalAEXY, FIpXG )
(33)
<I (Wl, Arxy, H"X") +1 (Wl, XD W, H"X")
(34)
HyX7) is

independent fron{IW,, H}X""). Therefore[(2B8) implies

{z1:}icaun and {z9; }icpuc denote the transmit symbols of lim I (Wl;fPfX?,fIgXﬁWg) —o. (36)

user 1 and user 2 respectively.

n—oo



Adding (38) and[(31), we obtain Fi Vi

,,,,,,,, "
112 3!
Jim 1 (W Was FPXYL HEXE) =0 (37) @ [ 25 4567
g
and the secrecy constraift (3) follows from the data-prsiogs
inequality. Also, since the convergencersinin (3d) and [(31) F F Fs Fi Vs
is uniform [17], the convergence in_(37) and hence[ih (3) "1 234 56712345
is uniform as well. Hence we have proved the paigtis ® [12 3456712345 67
achievable. G g
The achievability ofp, is proved by repeating the argument
above by exchanging usérwith user2. Fig. 6. The setFy, G, andV;, when|F| = 3, |G| = 7 and |B| = 8. (a)

Remark 1:As is evident from[(3]7), the secrecy guarantegasf Iéi ;41'50(15 - 1. () 2Case_||,§ =4, Hs = {1}, F5 = {6,7,1},
achieved by one user is not affected by the transmissioﬁ_{ 3,4,5,6,Th ca=2c5=3.
strategy of the other user.

C. Converse :Np > max(|.A|,|C])

Without loss of generality, we assun@ > |A|. Let &, be
the set of links such that an eavesdropper is monitoring for
We need to show that the s.d.o.f. region is contained withifx, k¥ = 1,2. Let |&1] = [£2] = Ng, A C &1, andC C &,.
Define the sefF, G such thatF = B\&, G = B\&:. Since

B. Converse :Ng < min(|A|,|C])

dy <|A|+ |B| - Ng (38) |C| > |A|, we have|G| > |F|.
do < |C| + |B] — N (39)  Then Theoreril]1 reduces t > 0,k = 1,2 and
dy +dy < |A| +|B| +[C| - 2NEg (40) |G]dy + [ Fld2 < [F| x [G] (47)

Since [38) and39) directly follow from the single user cas‘é(hiCh we now show. We first introduce the following lemma:
in , we only need to show_(40). ) ,
[ Y . ) ._Lemma 2:For any choice ofF C B andG C B with
Let & be the set of links such that an eavesdropper 55 ropriate cardinalities the ratd®, , and R. . are or
monitoring for Wy, k = 1,2. |&| = |&| = Ng. A D &, ppropr inait o1 9,2 upp

C 2O &. We establish the following upper bound on thgounded by

achievable rate pairs. Ry —60) <1 (Xf_f; Y2 |M, X?B\f) (48)
Lemma 1: ' ’
n(Roz = 00) < 1M, X{5,6:7¢) (49)
n(Rs1 —6,) <1 (XLA\gleA\Sl) + (X7 5 Y5 |M)41 where M = {7, X e}
(41) Proof: The'proofyis provided in Appendix]B. |
n(Rs2 —0,) < (X3 o\e,i Yere,) +1 (M;Yg) (42) For the remainder of the proof we assume without
loss of generality that3 = {1,...,|B|}. We fix § =
where M = (Y,"4, X3 5.c)- {1,...,|G|} while choosingg| different sets of F| elements:
Proof: The proof is provided in AppendixJA. B Fi,..., Fg.the setdy,. ..,V and a sequence of in the

The proof is completed upon addifg{41) ahdl (42) so that following recursive manner.
Definition 1: Let Vy = G, ¢ = 1. Fori > 1 recursively

n(Rs1+ Rs2 — 20,) constructF; as follows.
S (XP e Yae) (XS g, Yalone,) 1) (L:atsi-“l: |Vif{1)|}Z |(]3 Vi 2(1FD}, where Vi_s(i)
I(M.X",.: Y2 43 et/ = i—1(d), .y Vi , wnere V1
+ (M, X 53 Y5) (43) denotes thekth smallest element iV,_;. Let V; =
and using V_i—1\fi, and ¢ = Ci-1. This case is illustrated in
Figure[®(a) fori = 1.
1 . . 2) Case Il |V;_1] < |F]
d (EI(XA\&;YA\&)> <|Al - Ng (44) Let F; = Vi_1 UM, andV; = G\H;, ande; = ¢ +
1 1, whereH; = {1,2,...,|F| — [Vi_1]}. This case is
d (—I(Xg\gz;ch\gz)) <|C|— Ng (45) illustrated in Figuré16(b) foi = 4.
7; To interpret the above construction, we note that thedset
d (—I(M, X%;yg)) <|B| (46) is a row-vector with|G| elements and le§® be obtained by
n ’ concatenating.F| identical copies of the vector i.e.,
whered(z) £ limp_, o % characterizes the pre-log scaling G®=1G1G]l...g| (50)

of = with respect toP. | F| copies



As shown in Figur€l6, by our construction, the vectarspans holds. Then[(58) follows by combining (b2) with (48) as we
the first|7| elements off®, the vectorF; spans the nextF| show below. Note that

elements off® etc. The constant; denotes the index number
of copies of theG vector necessary to COVé; . (

. I(M, X Y ) =I1(M, X7 Y. Yy
Wheni = |G| the row-vectorF; terminates exactly at the Le\gi W) = I 1o\ Ve Wiz
end of the last vector inG®. Hence, +I(M, XTp\g: YV,,,) (60)
cg = IFl, Vg =0 51) S TOLX G Wr i VA + TV X i V)
By going through the above recursive procedure and invok= r(p7, X7 .\ o, X7 YR YV I(M, X gy Vi)
|ng Lemmal2 repeatedly, each time by settifign (@8d) and BENG LY T LB VlZéz)
(49) to beF;, we establish the following upper bound on the "
rate region. < T(M, X7 g\gr X1 g\ 7,y V) T 1M, XY g6 YY)
Lemma 3:Foreachi =0, 1,...,|G| and the set of channels (63)
Fi1, Fo,...,Fg defined in Def[lL, the rate paiiRs 1, Rs2) = 1M, XT g7, i Y7, ) +1(M, X7 56 YV, ,) (64)
satisfies the following upper bound
i n(Req — 0n) +¢; - n(Rsa — 67) where [60) follows from the chain rule of the mutual infor-
; mation and the definition of;,; in (&9), while [62) follows
< ZI(M’ X7 g VE) + T(M, X7 5 6: V- (52) from the Markov condition
j=1
< (XTyvr XV~ < (M, Y2 X7
Before providing a proof, we note th&t {47) follows from(52) s & Ky Xavaza,) & ALYZ, 1’6(\6952)
as described below. Evaluating152) with= |G|, using [51) and the fact that\f — — (XZpoe Yy already includes
and letting R, ; = Ry, — on, X2y 7., ©3) follows from the fact thay; € g, while (€2)
I follows from the fact thaf{ B\G} U {G\Fi+1} = {B\Fi+1}.
n|G|Rey +n|F|Rep <Y I(M, X{' 5 YE) (53)  Substituting [[6) into the last term iA{52) we get
j=1
1G] .
i-n(Rg1—0p)+ci-n(Rs2 — p)
= Z{ R(YE, M, X'5) | i
(54) <Y I(M X7 5 YE) + (M, X7 563 Y57
j=1
= n{|G| - |F| -log, P+ ©(1)}, (55) "
where the last step uses the fact that = ZI (M, X5 YF )+ I(M, X7 B\Fiq1 YE+1)
7j=1
hYRE) < D (YY) < n{|Fllogy P +O(1)},  (56) (M, X} 5 g5 Y50 ). (66)
keF;
and Finally combining [66) with [(48) and using; .1 = c¢;

W(YE M. X{g) = h(VA|XT 5 Xp ) =n-0(1). (57) (@F BD)wehave
Dividing each side of[(85) bylog, P and taking the limit
P — oo yields [47).
Proof of Lemma]3: We use induction over the variable " " " "
. < : :
i to establish[(32). Fof = 0, note thatcp = 0 andV; = G - z;l(M’ Xig VE) + 1M Xy g\ 7,3 Y7 )
and hence[(82) is simply_(49). This completes the proof for !

(i + 1) . n(RSJ - 5n) + Cit1 TL(RS,Q — (Sn)

the base case. +I(M, XTp\g: YV,,,)
For the induction step, we assume thai (52) holds for some + (X r,  YE L IM X 5, ) (67)
t = i, we need to show thaf(b2) also holds tot i + 1, i.e., i+1
= I(M, X7 Y7) + 1(M, X{ g g: YV, ) (68)
(i +1) - n(Rs1 — 0n) + ip1 - (R — 8n) < ; LE\G? Vita
it1
ZI(M’ X V7)) + 1M, X{ 563 YV,,) (58) a5 required.
j=1

When | F| > |V, as stated in Definitio]1 we introduce
holds. For our proof we separately consider the cases whgn, , — {1,2,...,|F| — |Vi|} and recall that
|F| < V4| and when|V;| < |F]| holds.
When | F| < |V;|, from Definition[1
Fl< i Fit1 =ViUHita, Vi1 = G\Hit1, Cit1=¢ +1
Fiv1 C Vi, Vi1 = Vi\Fit1, civ1=c¢;  (59) (69)



holds. From[(4B) and_(38) we have that where in [79), we use the Markov relation

i n(R5=1 —6n)+ (i +1)- n(RSvQ — 6n) an\]:i+1 AR (X;ﬁg\]:i+l ) X;-,Q\]:Hl) < (M, XﬁB\g’ Y;‘—lwr(l)
i 8
= Z I(M, X7z Y7) + 1(M, X g\ g: Y7,) and the fact thatM = (X3 c,Y)"4) already contains
j=1 X536\ 7., Combining [75) and(80) gives
+I(M, X7 p\g: YS') (70)
; I(M, X7 g\gi Y5,) + I(M, XT g\g: Yot | Y i y)
_ ;I(M, X{'g; Y2) + (M, X{ g g5 Y3 <I(M, X7 7 YR ), (82)
J

+ (M, X7 56 Vi | Ya )+ T(M X s g5 YA, ) thus establishind (72).
(71) This completes the proof.

As we will show subsequently,
D. Conversemin(]A|,|C|) < Ng < max(]A|,|C|)
I(M, X7 g6 Y,) + T (M XT3 Yot Yo, ) We assume without loss of generality thét > |.A| and as
<I(M, X7 B\Fi +1’Y}1+1) (72) before let&, be the set of links such that an eavesdropper is
. monitoring for messagéV;. Since || = |&2] = Ng and
Comrk])mmg [28), [7) and (72) and using,; = c; + 1 we |A|] < Ng < |C| holds, we select the sets such that the
get that relations A C & C AU B andC D & are both satisfied.
(i+1) n(Req — 0n) + Cis1 - n(Re2 — 0n) Define F = B\&; and note thatF]| = |A| + |_B| -
i Theoren]L reduces to the following region :
< ZI(MaX{Iva]’:l]) +I(M5X{IB\Q?Y12+1)

> 0<di < |7 (83)
J=
TI(M, X? 5, Y7 ) F XRS5 YE L IM X T 7, ) ?

B TS Bldy + | Flds < (1B + 1| - Ng) < [F|  (85)

a Since and[(84) directly follow from the single user
= ZI(M’ X1 VE) + 1M, X g3 Y, ) case [[il%{g)we onlf(yanzeed to e)gtablisEEI(SS). As in ea?lier cases
7=1 we begin by establishing the following bounds on the rate pai
IO X YE ), (T4 (Roy. Ruo).
which established (58). n n n
It only remain;‘:t((l)S gstablisiﬂVZ) which we do now. First, n(Ro1 = 0n) S HXT £ YEIM, X B\F) (86)
sinceF; 41 C G it follows that{B\G} C {B\Fi+1} and hence n(Rso—0n) <I(M;Yg)+1 ( 5 C\gz,YC\g2) (87)
we bound the first term in the left hand side [6f](72) as
where M = (X3 500, Y{"4)-
(M, X7 p\gi Y) < T(M, Xy 7,4 Y00 (75) Proof: The broof for [86) is identical td{48) in Lemnia 2
Next, since the set;.; = {1,...,|F| — [Vi|} constitutes the since the proof does not depend on the choic&,ofl he proof
first | 7| —|V;i| elements of; andV ={IG|-Vil+1,...,IG]} for (81) is identical to[(4R) in Lemmfl 1. . |
constitutes the lagl;| elements oG and|F| < |g| we have 10 establish[(83)E(85), note that by defining
that
/

1
52 = Rs2— EI( 2, C\SQ’YC\SQ) ; (88)
{O\Hix1} ={|F| =il +1,....1G|}
— {|F] = Vil + 1., 1G] — [} U{IG] — V4] + 1., |G|y We have from[87) that
={G\(Hi-1 UV} UV; n( ;72 —0n) < I (M;Yg) (89)
— {G\Fi Y UV, 76 .
{G\Fis1} (76) and the bounds onk,; and R, in (B8) and [89) are

where the last relation follows from the definition &%, identical to the bounds [(#8) an@_{49) in Lemia 2 with
(c.f. (69)). Using [(7b) we can bound the second terniid (72) = B. Applying Lemma[B toR, and R,, for each

as follows. 1=0,1,---,|G|, it follows that
I(M, X7 B\G? YHM |YQ\H1+1) i-n(Rs1—0p)+ci- n(R’S)2 —0n)
=I(M, X7 B\G? Y3l |Yg\]-}+1 YY) (77) i

o <STI(M, X7 YR ) + I(M, Y. 90

< I(M, XT g Yen 70 Yol |YY)) (78) JZ:; ( 15 VE) + 1 v.) (90)
< I(M, X" g, X7 , vy 79
<10 L8\0 X10\F i V7 1) (79) where the set¥;, 7; and the sequeneg are as in Definitiof]1.
< I(M, XiB\Fin YHM' v (80) Substituting[(8B) intd{d0) and evaluating the boundifer | B]



we have that Without loss of generality, we can canc€ and U; and
rewrite [1) as:
IBIn(Rs,1 = 0n) + | FIn(Rs,2 —0r) < |FII( ;C\&;YCR\&) "
|B| Y = |: Aroxro ]
+ 3 I(M X] g YE). (91) O(Nr—ro)xro | npxro
j=1 n { Al

=X,

70 XT0

] Xy +Z. (99)
O(NRfTo)X’r‘[) NgrXxro

Finally substituting

1 . . Since Q and U, are unitary matrices, the componentsZf
d (51(]\4’ X3 o\ess YC\€2> <ICl = Ng (92)  are independent from each other and the power constraints of
1 each transmitter remains the samelasi = 1, 2. Because the
d (—I(M, X{fB;Y}lj)) < |F|, (93) components oZ are independent, the intended receiver can
" discard the lastNp — o components inY without affecting
in @) we obtain[(8b). m the secrecy capacity region of this channel. This means that
we only need to consider the case whéafg = ro and rewrite
VI. GENERAL MIMO-MAC @ as:
The result for the general MIMO casEl] (1) follows by a Y=A" (=X +3X;) + Z. (100)

transformation that reduces the model to the case of phralle
independent channels in the previous section while prasgrv
the secrecy degrees of freedom region. As we discuss néxt,
transformation involves the generalized singular valueode For establishing the converse, we further enhance the chan-
position (GSVD) [28] and a channel enhancement argumenel model in [(10D) to the following

For an analogous application of GSVD to broadcast channels " " ,

see e.g.,[[18],129]/T30]. Y=3"X; +3'Xy+04Z (101)

. Converse

whereo, < 1 is any sufficiently small constant such that,
A. GSVD Transformation times the maximal eigenvalue o&ﬁXTOATOXTO, is smaller

than1 andZ’ is a circularly symmetric unit-variance Gaussian
noise vector.

To establish[{I01), note that we can express

Theorem 2: [28] Given a pair of matricedl; and Hy
such that the rank oH; is r;, i« = 1,2, and the rank of
[H; | Hy ] is g, there exists unitary matricds;, Uy, W, Q
and nonsingular upper triangular matriR such that for Z=0, A"Z' +7" (102)
S=r1+1r9—19,7T1 =71 — 8, Tg =T9 — 8§,
whereZ” is a Gaussian random vector, independeriZ/oand

HytH _ H
Ui HY' Q = Xy (v, xro) [W R (roxro)s O} (roxNg) (94)  with a covariance matrix
HytH H
U3 H'Q = Zo(vr, xro) (W R0, 0], vy (95) Lors — 02 AT A, (103)
r - ToXTo ToX1To*FT0 XT0
L7, <)
> = o Si(sxs) (96) Whichis guarantegd tp be posit?ve semi-definite by our ahoic
I O1((Npy —71—s)x72) | of 0. Upon substituting[(102) intd_(ID0), we have
Os((Nr,—#p—s)xi1) Y=A (=X +2{Xs+0,Z)+2Z".  (104)
3o = SQ(SXS) (97)
I Loy i) | We consider an enhanced receiver that is revezledClearly

hereL i — 1.2 5w ident tricesO. i — 1.2 this additional knowledge can only increase the rate andeser
wherel;, ¢ i arer; Xfl' 2en ity ma gges, i’ll trioes &S @n upper bound. Itis also clear that sidi¢eis independent
ar.(tahzero {pa nceT, allrﬁi’zt_ ’ ?hresdg 5 |ag|3c|)_na matnce? f (X1,Xa2,2Z'), it suffices to use this information to cancel
\é"; SpQOi' |Ive regN € em(?nf on F © Ila_gor;ﬁ (|jr_1e a S |fs " in (104) and then discard it. Furthermore since the matrix

1152 = L, andry +s+75 = ro. For clarity, the dimension of » i inyertiple, upon canceling it, we obtain (101).
each matrix is shown in the parenthesis in the subsdriptas . "
the same number of columns @s. I, has the same number We_further gnhance the receiver by replacB§ and3;

2 -~ with £ and 4 so that the model reduces to
of columnsO;. However,O;,i = 1,2 are not necessarily
square matrices and can be empty, i.e., having zero number of Y =3UX, + 20X, + 0,2 (105)
rows.

For convenience in notation we defime = WHR and where
observe thaf is a square and non-singular matrix. Then from
Theoreni 2, we have: SH Ty (ars)

H 0.

A ] >A t=1,2. (98) L(rax(Nry =) 1oy,
0 (106)

Ifl Xfl

Q"H,U, = [



. 02 (7, x (Nzy—12)) VIl. CONCLUSION
X = Io(sxs) In this work we have studied the two-transmitter Gaussian
Lo (i x ) rox N, complex MIMO-MAC wiretap channel where the eavesdrop-

(107) per channel is arbitrarily varying and its state is known to
are obtained by replacing each diagoal by the identity the ez_;\vesdropper only, and the main channel is static anq its
matrix. The model{I05) can only have a higher capacity,esin§tate is known t_o all node_s. We have completely f:haractdarlze
each diagonal entry i; is between(0, 1). We observe that the s.d.o.f. region for this channel for all possible antenn

in the resulting channel model is identical [51(223(24) configurations. We have proved that this s.d.o.f. regionbmn
achieved by a scheme that orthogonalizes the transmitlsigna

|Al =70 =72 (108)  of the two users at the intended receiver, in which each user
Bl=s=mr+mr2—10 (109) achieves secrecy guarantee independently without cotiera
IC| =ro—m1 (110) from the other user. The converse was proved by carefully

changing the set of signals available to the eavesdropper

except that the noise variance is reduced by a factariof h5gh an induction procedure in order to obtain an upper
Since a fixed scaling in the noise power does not affect the ,nd on a weighted-sum-rate expression.

secure-degrees of freedom, an outer bound on the s.d.n.f. fopg suggested by this work, the optimal strategy for a

the parallel channel modd[(22)-(24) with, B andC defined  ;ommunication network where the eavesdropper channel is

via (I05), continues to be an outer bound on the s.d.o.foregiz pitrarily varying can potentially be very different frothe

for the general MIMO-MAC channel. _ case where the eavesdropper channel is fixed and its state is
Substituting[(I0B)E(110) in the upper bounds in sedfionl V-B o\ to all terminals. This is also observed for exampléin t

[V-Cl and[V-0} we establish the converse in Theolém 1. \y\0 broadcast channel [18] and the two-way chanhel [31],

[32]. Characterizing secure transmission limits for a kieva

C. Achievability class of communication models with this assumption is hence
To establish the achievability for the general MIMO casgnportant and is left as future work.

we further use a suitable degradation mechanism to reduce

the model[(100) to APPENDIX A
Y = 20X, + =X, + 02" (111) Proor orlev s di
whereo > 1 is any sufficiently large constant such that, For R, 1, from Fano’s inequality, we have
times the minimum eigenvalue dﬁ{f}xroAme, is greater n(Rs1 — 0n) < I(W1Yiisue) — I(Wh YE) (115)
- . ¢ Lo . , .
tha}nl andZ” is a C|rCL_JIarIy syr_nmetrlc unit-variance Gaussian <1 (Wl; YAUBUC|Y£1) (116)
noise vector. Since\ is non-singular we are guaranteed that o " "
all the singular values oA are non-zero and hencesa< oo <I (le Y Ausucs Xz,Buc|Ysl) (117)
exists. =1 (W1;Yis X5 soclVE) (118)
. , . . .
To gstabhshlIEI]l), leZ’ be a Gaussian noise vector WIthwhere the last sted (Il18) relies on the fact that the additive
covariance . . . ;
noise at each receiver end of each sub-channel in Fidure 5 is
aQAﬁ)XTOATOXTO — L xro (112) independent from each other and hence

independent o and consider a degraded version [of (100) Y& = Xie = W, Y YE, X3 5)

Y=A (/X +3Xy)+Z+ 7 (113) holds. Since(X5' ¢, X3 5) is independent froni?;, and&; €
which can be simulated at the receiver by adding additiondt (I18) can be written as:
noiseZ’ to its output. SinceZ + Z’' ~ CN(0,0?A A), we T(W: V" Y. XD
can expres¥ + Z' = 0 A"Z". Substituting into [(T13) and (Was Yius IV, X3 oc)
canceling the non-singular matri, we arrive at[{Z111). =1 (Wl; Y&\gl)UB|Y£aX§,Buc) (119)

Let 5 > 0 denote the minimum element on the diagonals

of S; and S, in (@8) and [[9F) respectively. By appropriately =I (W15Y£\51|Y£’X§,Buc) + 1 (Wi YEIYAL X3 se)

scaling down the transmit powers on each of the sub-channels (120)
we can further reducé (ID4) to where the last ste_(1R0) follows from the fatt C A and
Y = X, + £UX, + 7 (114) henceA = (A\E1)UE:. We separately bound each of the two
S terms above.

where ¥, are defined in[{36) and_(P7) respectively. The 1 (Wevn . ye xo
model [I1%) is identical to the parallel channel model (22)- ( 1Y e Ve QvBUC)
@) with the size of setsl, B andC in (]ZIZIIEQ)—EI_I@) and with a I (Wl, Ve X pocs Yﬁ\sl) (121)
noise power that is larger by a factor®t/s2. Since a constant

factor in the noise power does not affect the secrecy degrees <I (Wl, Yg,XgBuC,XﬁA\gl;Yj\gl) (122)
of freedom, the coding schemes described in sedfion V-A

achieves the lower bound in Theoré&n 1. =1 (XﬁA\gl;YX\gl) (123)

IN
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where the last step follows from the Markov chain relation APPENDIXB
Yi'ae € Xhe © W, Ye, X3 ic), We upper bound PROOF OFLEMMA [Z

the second term i{I20) as follows Assume the eavesdropper monitbig and X, , for W,

Then for R, ;, from Fano’s inequality, we have

I (Wi YEIYE X3 s0c) n(Rs1 — 0n)
< n .vn n n
< T(XTaum YEIVE X5 s0c) (124) <T(Wi3 Y2 sue) — I (Wl; Vi X7 A) (141)
=1 (X!'g: YEIYE X3 s0c) 7
+1 (X{‘ A ng(, X;BUC, X7'g) (125) ( s Yiusuel YA X7 Sl\A) (142)
where we use the Markov relatioh; < X7, 5 < <I (W yn o xn |y xn ) (144)
(Y2, X3 5,c) in step [I24) and{126) follows from the fact B BUCr T2 BUCIE AL £\
Markov relation =/ (W Yiue YA XT' e\ a5 X3, Buc) (145)
Y o (XIp Xp) & (X5, V). (127) =1 (W YAIYE XT e\ 4 Xd e (146)
N?te tha)t [(41) follows upon substitutingr (123) ard _(126) =J (Wl; YAYY, IZ,B\]-'ng,BuC) (147)
into (120
For R, », from Fano's inequality and the secrecy constrain¢here [14b) follows from the fact that’ ; . is independent
we have: of (W1, Yi, XT ¢\ 4)- while (148) follows from the fact that
since the noise across the channels is independent the Warko
n(Rs2 — 0n) < T(Was Yipue) — I(Wa; X3'g,) (128) condition
(Wa; Yiusue| X5e,) (129)

(Y Ye') < (XT e a0 X2 Bue) < W1, Y, YA)
(Was YL YA X3e,) (130) £1\A LEN\A 42,BU B\Es
holds and furthermore we have definéd= B\¢;.

<I
=1
I(W27YC\52)UB|YA7X2 52) (131)  since the channel noise is independent of the message,
=1 (Wi Y3 e, VA, X3, ) + 1 (Wai YEIVA, X3, V8, ) V1 Haos © (YEu4 X7 372 X3 50c) holds. Hence

(132) 1 (WisYEIVE X7y s X o) (148)
where [(13D) follows from the fact that} is independent of " Cvmivm vn "
(W2, XJ' 5c) and [I31) follows from the fact thaty — st (XLAUB’Y7|YA’X1=B\’T’XQVBUC) (149)

X3¢, = (Y e\, Wo, Y3) holds. We separately bound each  _; (Xﬁ;; YoR[Y®, fs\vag,Buc)

term in
+1 ( 1 aus\F YEIY A X1, X3, BUC) (150)
1 (W2;ch\£2|Y£7X§l,$2) <I (WQ,Y,?,XQ&;ch\&)

(133) =1 (X{L,f?YﬁYXaX{L,B\PX;Buc) (151)
<I (X;fc\&, Wa, Yj,ngz;YC’ig2) (134) where the last step uses the fact that the secor_1d term_ih _(150)
involves conditioning o{.XT' », X3' ) and hence is zero. This
=1 (XSL,C\Eg;ch\Eg) ; (135) established(48).

C e L o . For Rs2, we assume the eavesdropper is monitoring
where the justification for establishing_(135) is identical, X7 for Wy. Using Fano’s inequality and the secrecy

2,6:\C
to (IZ3) and hence omitted. We finally bound the second te%2 straint. We have:

in (I32).

I (WQ, Y5 |Yi, X3e,, YC\£2) (136) n(Rso — 8,) < T (Wa; Yiigoe) — 1 (Wa; X3e,) (152)
(X VEIVE X V) e < EW% Vil Xde,) | (159
<I WQ;Y.ZUBUC’X{L,S ﬂB|X§l,£ (154)
I (YA’XZ BUC’X2 527YC\€27YB) (138) T (Wo:Y2 |IXD ;n xn ’ 155
- ( 2 BUCl 2,600 L A> 1.,&08) ( )
=7 (Y_AvXQ,BUC5X2,£2;YB) SI (XgBUC;YélUC'ngg’YX?X?EQﬂB) (156)
+1 (ch\fz? YEIYZ X3 sues Xg,fz) (139) =1 (X3 puc; Youe, | X5 e, YA, XT'e,n5) (157)

=I (Y}, X3 puc: YE) (140) =1 (X3 puc; Y& X5 e, YA, XT'ey)

where the justification for arriving af (IK0) is similar {a2@) : I (Xzfuci Yé, |)§2’527; Yivg: XTes0m) (158)
and hence omitted. =1 (X3 50c: Y31 X5 e, YA, X e,n8) (159)
Substituting [I36) and (1#0) intb (132) we establiEh (42). < I (X3 g e, YA, X1 e,n5: YS) (160)



<I (M, X7 g (161) 21

Yg“)
where [15b) follows from the fact thatX{. -z, Y}) are
the transmitted signals from user 1 and independent el
(Wa, ggz) and [I5Y) follows from the fact that C & C
BUC andG = B\&; and hence, UG = BUC holds. Eq.[(I50) [23]
follows from the fact that since the noise on each channel is
Markov, we haveYy <« (X3¢, X{¢,n5) < (Yiig: XBue)

and hence the second term [n (1L58) is zero. [24]
Hence we have proved Lemrhh 2.
[25]
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