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In cognitive radio mobile ad hoc networks (CR-MANETS), sedary users can cooperatively sense the
spectrum to detect the presence of primary users. In thigtehave propose a fully distributed and scalable
cooperative spectrum sensing scheme based on recent agvanmonsensus algorithms. In the proposed
scheme, the secondary users can maintain coordinatiod loasenly local information exchange without

a centralized common receiver. We use the consensus of dagonsers to make the final decision. The
proposed scheme is essentially based on recent advanassensus algorithms that have taken inspiration
from complex natural phenomena including flocking of birstshooling of fish, swarming of ants and hon-
eybees. Unlike the existing cooperative spectrum sensimgrses, there is no need for a centralized receiver
in the proposed schemes, which make them suitable in distdbCR-MANETSs. Simulation results show
that the proposed consensus schemes can have significartagsing detection probabilities and false
alarm probabilities in CR-MANETS. It is also demonstratkdttthe proposed scheme not only has proven
sensitivity in detecting the primary user’s presence, I&d has robustness in choosing a desirable decision

threshold.
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1 Introduction

Recently, there has been tremendous interest in the fieldgfitive radio (CR), which has been introduced
in [1]. CR is an enabling technology that allows unlicenssgcondary) users to operate in the licensed
spectrum bands. This can help to overcome the lack of aVaitgdectrum in wireless communications, and
achieve significant improvements over services offeredusyeit wireless networks. It is designed to sense
the changes in its surroundings, thus learns from its enwient and performs functions that best serve its
users. This is a very crucial feature of CR networks whicbvallisers to operate in licensed bands without a
license [2]. To achieve this goal, spectrum sensing is aisfreshsable part in cognitive radio.

There are three fundamental requirements for spectrumngena the first place, the unlicensed (sec-
ondary) users can use the licensed spectrum as long asahsdit (primary) user is absent at some particular
time slot and some specific geographic location. Howevegnithe primary user comes back into operation,
the secondary users should vacate the spectrum instaatipio interference with the primary user. Hence, a
first requirement of cognitive radio is that the continugosctrum sensing is needed to monitor the existence
of the primary user. Also, since cognitive radios are cogr&d as lower priority and they are secondary users
of the spectrum allocated to a primary user, the second fuedtal requirement is to avoid the interference
to potential primary users in their vicinity [3, 38]. Furtingore, primary user networks have no requirement
to change their infrastructure for spectrum sharing witgritive radios. Therefore, the third requirement is
for secondary users to be able to independently detect gsepce of primary users.

Taking those three requirements into consideration, spetteum sensing can be conducted non-cooperatively
(individually), in which each secondary user conductsoatitection and makes decision by itself. However,
the sensing performance for one cognitive user will be dgptavhen the sensing channel experiences fad-
ing and shadowing [4, 26]. In order to improve spectrum sepsseveral authors have recently proposed
collaboration among secondary users [3,5-7], which mear®@p of secondary users perform spectrum
sensing by collaboration. As the result, it shows that dafation may enhance secondary spectrum access
significantly [5].

Our research is focused on the distributed cooperativagmasensing (DCSS) in cognitive radio, and
more precisely, the distributed cooperative schemes @tspa sensing in a Cognitive Radio Mobile Ad-hoc
NETworks (CR-MANETS).

In the first place, at present, distributed cooperativedaliete problems are discussed in [6,8-10, 23]. In
a typical wireless distributed detection problem, eaclssenr secondary user individually forms its own
discrete messages based on its local measurement and ploets te a fusion center via wireless reporting

channels. In certain models [10], however, there is in ganey direct communication among the sensors.
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A sensor may indirectly obtain information about other sessbut this is achieved by feedback from a
common fusion center. Nevertheless, a centralized fusatec may not be available in some CR-MANETSs.
Moreover, as indicated in [11], gathering the entire reegidata at one place may be very difficult under
practical communication constraints. In addition, aushof [4] study the reporting channels between the
cognitive users and the common receiver. The results shatttikre are limitations for the performance of
cooperation when the reporting channels to the commonuercaie under deep fading.

Based on recent advances in consensus algorithms [12],opege a new scheme in distributed coopera-
tive spectrum sensing called distributed consensus-legzkbrative spectrum sensing (DCCSS).

The main contributions of this work include:

e \We propose a consensus-based spectrum sensing schenteissghially distributed and scalable scheme.
Unlike many existing schemes [29, 32, 60], there is no need fmmmon receiver to do data fusion and
to reach the final decision. Since itis rare to have a cendlnode in MANETS, in the proposed scheme,
a secondary user needs only to setup local interactiongutittentralized information exchange [17,18].

e Unlike most decision rules, such as OR-rule or n-out-ofded in existing spectrum sensing schemes,
we use consensus from secondary users. The proposed scagssffconfiguration and self-maintenance
capabilities,

e Since the CR paradigm imposes human-like characterigigs, (earning, adaptation and cooperation) in
wireless networks, the bio-inspired consensus algoriteetun this work can provide some insight into

the design of future CR-MANETS.

Extensive simulation results illustrate the effectivenekthe proposed scheme. It is shown that the pro-
posed scheme can have both lower missing detection pralanitl lower false alarm probability compared
to the existing schemes. In addition, it is able to make bet#ection when secondary users undergo worse
fading (lower average SNR). Last but not the least, with le bf this scheme, a fixed threshold is feasible,
which can take active effect in different fading channels.

The rest of the chapter is organized as follows. Section Zrdes the research background of this
research, which includes spectrum sensing in cognitive@sadooperative spectrum sensing, and central-
ized/distributed cooperative spectrum sensing. Sectipre8ents system models, spectrum sensing model,
fixed/random graphs theories and consensus notions. lioBé&gtthe distributed consensus-based coopera-
tive spectrum sensing scheme is proposed based on fixedsgtapkther with the network models. Going
further, the distributed consensus-based cooperatiarsipe sensing scheme based on random graphs is de-
scribed in Section 5. In Section 6, the simulation resultsdiscussions are presented. Finally, we conclude

this chapter in Section 7.
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2 Background

This section is intended to cover the topics regarding thearch background. They include the introduction
of cognitive radio, functionalities of cognitive radio fidgirences of individual spectrum sensing and cooper-
ative spectrum sensing, followed by the introduction oftcaized distributed cooperative spectrum sensing

and distributed consensus-based cooperative spectnisimge

2.1 Introduction of Spectrum Sensing in Cognitive Radio

The idea of cognitive radio is first presented officially inaticle by Joseph Mitola and Gerald Q. Maguire,
Jr. [13]. It is a novel approach in wireless communicatidrag Mitola later describe in his PhD dissertation
as:

“The point in which wireless Personal Digital Assistant®f3) and the related networks are sufficiently
computationally intelligent about radio resources andtesl computer-to-computer communications to de-
tect user communications needs as a function of use comtedtto provide radio resources and wireless
services most appropriate to those needs.”

It is thought of as an ideal goal towards which a softwarerdefiradio platform should evolve: a fully
reconfigurable wireless black-box that automatically gjemnits communication variables in response to
network and user demands.

The above citation originates from the following fact. Onedmand, the growing number of wireless
standards is occupying more and more naturally limiteddesgy bandwidth for exclusive use as licensed
bands. However, large part of licensed bands are unusedHat @oncerns a large amount of both time
and space: even if a particular range of frequencies isveddpr a standard, at a particular time and at
a particular location it could be found free. The Federal @amication Commission (FCC) estimates that
the variation of use of licensed spectrum ranges from 15%%,8vhereas according to Defence Advance
Research Projects Agency (DARPA) only the 2% of the spectsimuse in US at any given moment. It is
then clear that the solution to these problems can be foundrdically looking at spectrum as a function of
time and space.

With the high demand of bit transmission rate for 4G or IMadced high-speed wireless applications,

there are several approaches to increase the system gegeastated in the following equation:

C=n-B-logy(1+SNR 1)
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The first approach is using MIMO to increasgso that capacity may have a gain proportionally. The
second approach is trying to incre&S®R The third one is focusing on the bandwidth. Cognitive radio

among the third category, and thrives to fully utilize thequency.

2.1.1 Functionalities of Cognitive Radios

The main functionalities of cognitive radios are [14]:

e Spectrum Sensing (SS): detecting the unused spectrum and sharing it without harimierference with
other users, it is an important requirement of the cognfaeio network to sense spectrum holes, detect-
ing primary users is the most efficient way to detect spectiofas. Spectrum sensing techniques can be

classified into three categories:

— Transmitter detection: cognitive radios must have thebdity to determine if a signal from a primary
transmitter is locally present in a certain spectrum, tlagesseveral approaches proposed:
Matched filter detection
Energy detection
Cyclostationary feature detection
— Cooperative detection: refers to spectrum sensing metivbeére information from multiple cognitive
radio users are incorporated for primary user detection.

— Interference based detection.

e Spectrum Management (SMa): Capturing the best available spectrum to meet user conuation re-
quirements. Cognitive radios should decide on the bestipadand to meet the quality of service re-
quirements over all available spectrum bands, therefaetgpm management functions are required for
cognitive radios, these management functions can be fidasais: spectrum analysis and spectrum deci-
sion.

e Spectrum Mobility (SMo): is defined as the process when a cognitive radio user exebatisgrequency
of operation. Cognitive radio networks target to use thespen in a dynamic manner by allowing the
radio terminals to operate in the best available frequeraydb maintaining seamless communication
requirements during the transition to better spectrum.

e Spectrum Sharing (SSh): providing the fair spectrum scheduling method, which i€ @f the major
challenges in open spectrum usage is the spectrum sharican lbe regarded to be similar to generic

media access control MAC problems in existing systems.



6 F. Richard Yu, Helen Tang, Minyi Huang, Peter Mason, and i&imig| Li

Boundary of decodability of P
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Broadcase Channels

Fig. 1: A typical cognitive radio network.

2.1.2 Individual and Cooper ative Spectrum Sensing

Spectrum sensing can be conducted either non-coopeyatimdividually), in which each secondary user
conducts radio detection and makes decision by itself, opemmtively, in which a group of secondary users
perform spectrum sensing by collaboration. No matter inclwhiiay, the common topology of such a cog-
nitive radio network can be depicted as in Fig. 1. Individsiaéctrum sensing is conducted by secondary
users on its own, and each user has a local observation andlalkxision accordingly. Thus, in Fig. 1, each
secondary user performs the spectrum sensing locally amdmanunication is between one another, nor is
the common receiver (fusion center). In such a conditiogniive radio sensitivity can only be improved [6]
by enhancing radio RF front-end sensitivity, exploitingitil signal processing gain for specific primary
user signal, and network cooperation where users sharesihaitrum sensing measurements. However, if
the sensing channels are facing deep fading or shadowieny atffiected individuals will not be able to detect
the presence of the primary user, which leads to missingtietefailure.

In order to improve the performance of spectrum sensinggraéauthors have recently proposed co-

operation among secondary users [2, 4,5, 15]. Coopergiizetsim sensing has been proposed to exploit
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multi-user diversity in sensing process. It is usually perfed in three successive stages: sensing, reporting
and broadcasting. In the sensing stage, every cognitivepgsorms spectrum sensing individually. This can
be shown as in Fig. 1, where secondary users try to colledigiial of interest through sensing channels. In
the reporting stage, all the local sensing observationsegrarted to a common receiver via reporting chan-
nels (see Fig. 1) and the latter will make a final decision @nahsence or the presence of the primary user.
Finally, the final decision is broadcasted via broadcashobk to all the secondary users concerned, which
include not only the ones involved into the sensing stagealso those that do not have sensing capabilities
but want to participate into the spectrum sharing stage.

There are several advantages offered by cooperative spesinsing over the non-cooperative ones [5,
11, 16,19, 24,27-29, 32]. If a secondary user is in the cammdif deep shadowing and fading, it is very
difficult for a secondary user to distinguish a white spacenfia deep shadowing effect. Therefore, a non-
cooperative spectrum sensing algorithm may not work wethis case, and a cooperative scheme can solve
the problem by sharing the spectrum sensing informationgnsecondary users. Moreover, because of the
hidden terminal problem, it is very challenging for singtgjaitive radio sensitivity to outperform the primary
user receiver by a large margin in order to detect the preseigrimary users. For this reason, if secondary
users spread out in the spatial distance, and any one of tetutd the presence of primary users, then the
whole group can gain benefit by collaboration.

Authors of [5] quantify the performance of spectrum sensimfading environments and study the ef-
fect of cooperation. The simulation results in [5] indicttat significant performance enhancements can be
achieved through cooperation. Authors of [16] study thesfimlity to forward the signal with higher SNR
to the one on the boundary of decidability region of the prymaser. The performance is evaluated under
correlated shadowing and user compromise in [11]. Whenxhkange of observations from all secondary
users to the common receiver is not applicable, authors@jfgiiow that it is still worth doing by cooperat-
ing a certain number of users with relatively higher SNR. dter, in [24], a linear-quadratic (LQ) fusion
strategy is designed with the consideration of the coimadtetween the nodes. In order to further reduce
the computational complexity, authors of [27] propose aiséia approach so as to develop an optimal linear
framework during cooperation. Sensing-throughput tréfde@nalyzed in [28] for both multiple mini-slots

and multiple secondary users cooperative sensing.
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2.1.3 Centralized Cooperative Spectrum Sensing

Although some research activities have been conducteddperative spectrum sensing, most of them use
a common receiver (fusion center) to do data fusion for thed fiecision whether or not the primary user is
present. However, a common receiver may not be availableriresCR-MANETSs. Moreover, as indicated
in [11], gathering the entire received data at one place neayelby difficult under practical communication
constraints. In addition, authors of [4] study the repatohannels between the cognitive users and the
common receiver. The results show that there are limitatfon the performance of cooperation when the
reporting channels to the common receiver are under de@ggfdd summary, the use of a centralized fusion

center in CR-MANETs may have the following problems (see E)g

e Every secondary user needs to join/establish the conmewiib the common receiver, which requires a
network protocol to implement.

e Some secondary users need a kind of relay routes to reacbrtiva@n receiver if they are far away from
the latter.

e Communication errors or packet drops can affect the peidana of such a network if more users have
worse reporting channels (e.g. Rayleigh Fading) to reaelcdimmon receiver.

e There should be a reliable wireless broadcast channel 22612 for the common receiver to inform each
of every user once there is a decision made.

e The current centralized network does not fit for the averadmutation of all the estimated sensing energy
levels, because it requires the common receiver to coyremtkeive all the local estimated sensing results.

Otherwise, the decision precision can not be guaranteed.

2.2 Mobile Ad Hoc Networks

In recent years, MANETs have become a popular subject becautheir self-configuration and self-
organization capabilities. Each device in a MANET is freentove independently in any direction, and
will therefore change its links to other devices frequentifreless nodes can establish a dynamic network
without the need of a fixed infrastructure. A node can funttoth as a network router for routing pack-
ets from the other nodes and as a network host for transétird receiving data. MANETS are particular
useful when a reliable fixed or mobile infrastructure is naiable. Instant conferences between notebook
PC users, military applications, emergency operationd,aher secure-sensitive operations are important

applications of MANETS due to their quick and easy deploymen
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2.2.1 Self-organization of MANETS

Due to the lack of centralized control, MANETs nodes coofermith each other to achieve a common
goal [30,33]. The major activities involved in self-orgaaiion are neighbor discovery, topology organization,
and topology reorganization. Through periodically trait8ng beacon packets, or promiscuous snooping on
the channels, the activities of neighbors can be acquiradhBode in MANETs maintains the topology
of the network by gathering the local or entire network infiation. MANETS need to update the topology
information whenever the networks change such as participaf new node, failure of node and links, etc.

Therefore, self-organization is a continuous processithato adapt to a variety of changes or failures.

2.3 Distributed Consensus-based Cooperative Spectrum Sensing Scheme

In this work, we will present a distributed consensus-basmaperative spectrum sensing scheme without
using a common receiver. Our scheme is based on recent advanconsensus algorithms [12], or more
precisely, bio-inspired mechanisms, which have becom®itapt approaches to handle complex commu-
nication networks [34-36, 39]. An important motivationalckground of this area is initially related to the
study of complex natural phenomena including flocking ofibjrschooling of fish, swarming of ants and
honeybees, among others (see the survey [37]). The inadéistigof such biological systems has generated
fundamental insights into understanding the relation betwgroup decision making at the higher level and
the individual animals’ communication at the lower level [30-44, 62], and in fact consensus seeking in
animal colonies is vital for group survival [44]. Such calliee animal behavior has motivated many effective
yet simple control algorithms for the coordination of mtient systems in engineering. Recently, consen-
sus problems have played a crucial role in spacial disedbabntrol models [12, 21, 45], wireless sensor
networks [46], and stochastic seeking with noise measunefé]. Since these algorithms are usually con-
structed based on local communication of neighboring agémey have low implementation complexity and
good robustness, and the overall system may still functioerocal failure occurs.

The main highlights of this scheme are as follows.

e Itis a fully distributed and scalable scheme. Unlike theség schemes [29, 32, 60], there is no need
for a common receiver to do the data fusion for the final denisA secondary user only needs to set up
neighborhood with those users having desired channel ciegigtics, such as Line of Sight ones, or even

with probabilistic link failures.
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e Unlike most decision rules, such as OR-rule or 1-out-of-#ged in the existing schemes, we use the
consensus of secondary users to make the final decisiorefdoherthe proposed scheme can leverage the
detection results among users in a severe wireless fadiagries.

e The proposed spectrum sensing scheme uses a consensith@lgoicope with two underlying network

models, one witlfixed bidirectional graphs and one withndomgraphs.

Our consensus-based approach is different from those nskstiibuted/decentralized detection problems
[8-10,50]. In a typical distributed detection problem [&@)], each sensor individually forms its own discrete
messages based on its local measurement and then repoftstoracenter, and there is in general no direct
communication among the sensors. In certain models [1@nam may indirectly obtain information about

other sensors, but this is achieved by feedback from a confusion center.

3 Secondary Users Network M odeling

This section is organized in the following order. First, awegk topology in distributed consensus-based
cooperative spectrum sensing is presented. Then, thedpeatrum sensing model is discussed in details. At

last, the network model and consensus notions are presented

3.1 Network Topology in Distributed Consensus-based Cooper ative Spectrum Sensing

As shown in Fig. 2, no common receiver is necessary compaithdrig. 1, and secondary users are commu-
nicating with each other via communication channels thatimigood radio coverage of each of secondary
users. Secondary users that are far away from each othert ¢h@v® direct communication channels due to
poor radio signal quality.

There are two stages in the proposed cognitive radio consechemes. In the first stage, secondary users
use a spectrum sensing model to make measurements aboatypusers at the beginning of detection. This
is done via sensing channels in Fig. 2. We denote the locatumement of usdrasy;. In the second stage,
secondary users establish communication links with thein aeighbors to locally exchange information
among them, and then calculate the obtained data so as toarlakel decision whether primary users are
around. The above process in the second stage is donevigdyafit the initial time instank = 0, each user
i setsxi(0) =Y; as the initial value of the local state variable. Next, atetkn=0,1,2,---, according to the

real-time network topology (or local wireless neighborihasers mutually transmit and receive their states
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Fig. 2: A topology of distributed consensus-based cooperativetspa sensing.

and then use local computation rules to generate updatessi&+ 1). Those iterations are done repeatedly
until all the individual states; (k) converge toward a common value

Before we introduce the detailed algorithms used in our ensigs scheme, the common spectrum sensing
model used in the first stage and the network model used iretteng stage are to be presented, followed by

the formal definition of the spectrum sensing consensussehe

3.2 The Spectrum Sensing Model

In the first stage, secondary users make measurements abuoatypusers at the beginning of each time
slot. Three kinds of methods are widely used for spectrursiegri6]: matched filter, energy detector and

cyclostationary feature detector.

e Matched Filter
The optimal way for any signal detection is a matched filtdf,[Since it maximizes received signal-to-
noise ratio. However, a matched filter effectively requidesnodulation of a primary user signal. This
means that cognitive radio has a priori knowledge of primesgr signal at both PHY and MAC layers
[23, 25, 26, 30], e.g. modulation type and order, pulse sttagiacket format. Such information might be

pre-stored in CR memory, but the cumbersome part is thatdoradiulation it has to achieve coherency
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with primary user signal by performing timing and carrienslronization, even channel equalization.
This is still possible since most primary users have pilptesambles, synchronization words or spreading
codes that can be used for coherent detection. For exanipesgnal has narrowband pilot for audio and
video carriers; CDMA systems have dedicated spreadingsctepilot and synchronization channels;
OFDM packets have preambles for packet acquisition. The adwantage of matched filter is that due to
coherency it requires less time to achieve high processing[§2]. However, a significant drawback of a
matched filter is that a cognitive radio would need a dedicegeeiver for every primary user class.

e Energy Detector
One approach to simplify matched filtering approach is tégeer non-coherent detection through energy
detection. This sub-optimal technique has been extelysisgd in radiometry. There are several draw-
backs of energy detectors that might diminish their sinifglim implementation. First, a threshold used
for primary user detection is highly susceptible to unkn@awvohanging noise levels. Even if the threshold
would be set adaptively, presence of any in-band interferevould confuse the energy detector. Further-
more, in frequency selective fading it is not clear how tatBetthreshold with respect to channel notches.
Second, energy detector does not differentiate betweenlaied signals, noise and interference. Since,
it cannot recognize the interference, it cannot benefit femtaptive signal processing for canceling the
interferer. Furthermore, spectrum policy for using thed@constrained only to primary users, so a cog-
nitive user should treat noise and other secondary usdesetitly. Lastly, an energy detector does not
work for spread spectrum signals: direct sequence anddrexhopping signals, for which more sophis-
ticated signal processing algorithms need to be devisagkmeral, we could increase detector robustness
by looking into a primary signal footprint such as modulatigpe, data rate, or other signal feature.

e Cyclostationary Feature Detection
Modulated signals are in general coupled with sine waveararpulse trains, repeating spreading, hoping
sequences, or cyclic prefixes which result in built-in peiddy. Even though the data is a stationary
random process, these modulated signals are charactesgzgatlostationary, since their statistics, mean
and autocorrelation, exhibit periodicity. This periodyds typically introduced intentionally in the signal
format so that a receiver can exploit it for: parameter esiiom such as carrier phase, pulse timing, or
direction of arrival. This can then be used for detection odirmdom signal with a particular modulation

type in a background of noise and other modulated signals.

In summary, Matched filter is optimal theoretically, butétads the prior knowledge of the primary system,

which means higher complexity and cost to develop adapéwusiag circuits for different primary wireless
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Fig. 3: Block diagram of an energy detector.

systems. Energy detection is suboptimal, but it is simplenfdement and does not have too much require-
ment on the position of primary users. Cyclostationarydeatletection can detect the signals with very low
SNR, but it still requires some prior knowledge of the prignaser [4].

In this chapter, we consider the modeling scenario wher@iioe knowledge of the primary user is un-
known. For implementation simplicity, an energy detecpactrum sensing method [5] is used. Fig. 3 shows
the block-diagram of an energy detector. The input band filtexs(BPF) selects the center frequenfgyand
the bandwidth of interest/. This filter is followed by a squaring device and subsequyaarilintegrator over
a period ofT. The outputy of the integrator is the received energy at the secondanyarskits distribu-
tion depends on whether the primary user signal is presemtoil he goal of spectrum sensing is to decide

between the following two hypotheses,

X(t) = (2)
h-s(t) +n(t), Hy
wherex(t) is the signal received by the secondary usgj, is the primary user’s transmitted signalt) is
the additive white Gaussian noise (AWGN) amis the amplitude gain of the channel. We also denotg by
the signal-to-noise ratio (SNR). The output of integratoFig. 3 isY, which serves as the decision statistic.

Following the work of [53],Y has the following form,

2
XoTws Ho

Xarw(2y), H

where x2,, and x4, (2y) denote random quantities with central and non-centrakghiare distributions,
respectively, each withTAW degrees of freedom and a non-centrality parameteydb2the latter distribu-
tion. For simplicity we assume that the time-bandwidth pr@dl W, is an integer number, which is denoted
by m.

Under Rayleigh fading, the gamis random, and the resulting SNRvould have an exponential distribu-
tion, so in this case the distribution of the output energyathels on the average SNR). When the primary

user is abseny is still distributed according tqZZTW. When the primary user is preseMtmay be denoted
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as the sum of two independent random variables [54], [55]:
Y :Yx +Ye7 Hla (4)

where the distribution ofy is X3, andYe has an exponential distribution with parametéy 2 1).

As a summary, afteF seconds, each secondary us#gtects the energy and gets the measureMerik *.

3.3 The Network Model and Consensus Notions

In the second stage, secondary users establish commonidiatis with its neighbors to locally exchange
information among them. In our scheme, the network formedhleysecondary users can be described by
a standard graph model. For simplicity, this can be reptesgdny an undirected graph (to be simply called
a graph)G = (.4, &) [56] consisting of a set of nodgs =1,2,--- ,n} and a set of edge$ C .4 x 4.
Denote each edge as an unordered ajy. Thus, if two secondary users are connected by an edge, itsnea
they can mutually exchange information. A pathGnconsists of a sequence of nodego,--- ,ij, | > 2,
such that(im,imy1) € & forall 1 <m< | —1. The graptG is connected if any two distinct nodes@are
connected by a path. For convenience of exposition, we offien node as secondary userThe two names,
secondary user and node, will be used interchangeably.&dwndary usej (resp., nodg) is a neighbor of
useri (resp., node) if (j,i) € &, wherej # i. Denote the neighbors of nodéy 4 = {j|(j,i) € &} C A"
The number of elements i is denoted by./{| and called the degree of node

Throughout this chapter, the analysis is for undirecteglgsabecause we only deal with good duplex
wireless links by which two adjacent nodes can establishngonication (being connected) with each other.
That is, the grapl@ is connected, and the information exchange between twdhergng nodes is bidirec-
tional.

The Laplacian of the grapB is defined as. = (lij)nxn, Where

| A, if =i
lij=9 -1, if jes (5)

0, otherwise

The matrixL defined by (5) is positive semi-definite. Further@fis a connected undirected graph, then

rankG) = n—1 (see, e.g., [37]).
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Since the cooperative spectrum sensing problem is viewaatassensus problem where the users locally
exchange information regarding their individual detettimtcomes before reaching an agreement, we give
the formal mathematical definition of consensus as follows.

The underlying network turns out to consist of secondaryausEaching a consensus via local communi-
cation with their neighbors on a grah= (.1, &).

For then secondary users distributed according to the graph mBdele assign them a set of state
variablesx;, i € 4. Eachx; will be called a consensus variable, and in the cooperafieetsum sensing
context, it is essentially used by nod#or its estimate of the energy detection. By reaching cosisgrnwe

mean the individual stateg asymptotically converge to a common vakiei.e.,

i (k) — x* ask — oo, (6)

for eachi € .4/, wherek is the discrete timek = 0,1,2, - - - , andx; (k) is updated based on the previous states
of nodei and its neighbors.

The special cases witti = Ave(x) = (1/n) 3{L1x(0), X" = max!_; x;(0) andx* = min{__, x;(0) are called
average-consensus, max-consensus, and min-consemspegtigely. It is worth mentioning that the existing
spectrum sensing algorithm with the OR-rule can be viewed ftgm of max-consensus. This chapter is

intended to propose a cooperative spectrum sensing scieimeframework of average-consensus.

4 Distributed Consensus-based Cooper ative Spectrum Sensing in Fixed Graphs

In this chapter, let us assume the secondary users havédigtstdbduplex wireless connections with their
desired neighbors, and the connections remain workingthetconsensus is reached. This kind of topology
is called as a fixed graph. Based on this assumption, we ang tmpropose the spectrum sensing consensus

algorithm as follows.

4.1 The Consensus Algorithm

We denote for usdr its measurement at timek = 0 by x;(0) =Y; € R*. The state update of the consensus
variable for each secondary user occurs at discrete kimed, 1,2, ---, which is associated with a given
sampling period. Frork=0,1,2,-- -, the iterative form of the consensus algorithm can be statddllows

[37]:
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x(k+ 1) =x(K)+e 3 (x(k)—x(K), (7)
jem
where
O<e< (miax|</1{|)*1é 1/A. (8)

The numben is called the maximum degree of the network.

This algorithm can be written in the vector form:
X(k+1) = Px(k), )

whereP = | — ¢L. Notice that the upper bound in (8) ferensures thal is a stochastic matrix, and in fact
one can further show th& is ergodic wherG is connectel SinceG is an undirected graph, all row sums
and column sums df are equal to zero. Hené®is a doubly stochastic matrix (i.€.js a nonnegative matrix
and all of its row sums and column sums are equal to one).

We also point out that (9) uses only a particular constrmatibthe coefficient matrix for the consensus
algorithm, which is based on the graph Laplaclams long as each node has the prior knowledge of an
upper bound of the maximum degrAeof the network, the iteration may be implemented and ther®is
necessity for neighboring nodes to exchange informatiganding the network structure. Also, it is possible
to construc® in other forms. An alternative choice & may be based on the so called Metropolis weights

[46] by taking

l . « .
Tmaagy () ed,
Pij = 1-Siex by ifi=j,

0 otherwise

whered; = |.4{] is the degree of node If G is a connected graph and we defPe- (Bij Jnxns thenP is an
ergodic doubly stochastic matrix. Whe¥is used in (9) in place dP, the state average will still be preserved
as an invariant during the iterations and our convergenabysis below is still valid. Notice that wheR is
used in the consensus algorithm, it is only required thataoyneighboring nodes report to each other their

degrees, and the knowledge of the maximum degree of the rnetsvoo longer needed.

1 For some network topologies, it is possible to have an eggotitrix P = | — el whene = 1/A. For instance, ik is taken
as 1/A and meanwhile it is ensured thathas at least one positive diagonal entry, then it can be shiatP is an ergodic
stochastic matrix.
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We cite a theorem concerning the convergence property afahsensus algorithm.

Theorem 1. (see, e.g., [37]) Consider a network of secondary users,

Xi(k+1) = xi(K) + ui(k), (10)

with topology & applying the distributed consensus algorithm (7), whef@)u= €3 jc x(xj(K) —xi(K)),

0< e<1/A,andA is the maximum degree of the network. Geb&a connected undirected graph. Then

1. A consensus is asymptotically reached for all initiatesa
2. Pis doubly stochastic, and an average-consensus is astiogitpreached with the limitx= (1/n) 3", x (0)

for the individual states. [ |

According to Theorem 1, if we choosesuch that 0< € < 1/A, then an average-consensus is ensured and
the final common valug* = (1/n) 31 ; x(0) will be the average of the initial vecta®(0), or equivalently,
the average of T = {"1,Y2,---,Ya}, which has been obtained during the energy detection stage.

Finally, by comparing the average consensus resultith a pre-defined thresholdl based on Fig. 3,

every secondary usegets the final data fusion locally:

1Lx>A
DecisionHi= (11)

0, otherwise

4.2 Performance of the Consensus Algorithm

It is quite apparent that the convergence rate is yet anatkenesting issue in evaluating the performance
of the spectrum sensing consensus algorithm. This is dueettatt that secondary users must continuously
detect the presence of primary users, and back up as soorssiblpamn recognizing such incident. From
this point of view, the speed of reaching a consensus is thigrkéhe design of the network topology as
well as the analysis of the performance of a consensus #igofor a given spectrum sensing network. For
the connectediundirected grapls, the above algorithm can ensure exponential convergeteewhere the
error can be parameterized in the foBte2') with the exponend > 0. To have some bound estimate for the

parameted, we first recall thaP = | — L. Sincel is a positive semi-definite matrix, denoteritsigenvalues
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by

0=A1 <A< < An. (12)

Here A, > 0 since the undirected grah is connectedvhich ensures that the rank bfis equal ton— 1
([57])- The second smallest eigenvaleof L is usually called the algebraic connectivity of the undieelc
graphG. Then the second largest absolute value of the eigenvafu@$sodetermined as(€) = max{|1—
€A2|,]1— €Anl}, which can be verified to satisfy(¢) < 1. By using standard results in nonnegative matrix
theory (see, e.g., [58]), we can obtain an upper bound fam fact, we can také as any value in the interval
(0,—Ina(g)). We also remark that similar convergence rate estimateseaarbed out when general weight
matrices in averaging are used.

SinceP has a unit eigenvalue, we see that the difference betwedingtisvo largest absolute values of the
eigenvalues oP is given agy(e) = 1— a (&), which is customarily called the spectral gagPoin general, the
greater igy(¢), the greater is the upper bourdn a (¢) for the exponend, and the faster is the convergence
of the consensus algorithm. In practical implementatidris, desirable to choose a suitable value faio
increase the spectral gape) while P is ensured to be ergodic. We will discuss the convergenedamehe

simulation part of this chapter.

5 Distributed Consensus-based Cooper ative Spectrum Sensing in Random Graphs

In the previous section, it has been assumed that any twiln@igng nodes can reliably exchange data at
all times. Hence the network topology remains unchangethduhe overall time period of interest. This
kind of network modeling may not be accurate in certain situs. For example, fading of wireless signals
can cause packet errors, which will result in wireless liaikuires for that period. Furthermore, even under
LOS channels, moving objects between neighboring nodestemagorarily affect signal reception. For the
above reasons, in this chapter, we consider a more redhisticnode communication model with random
link failures. Unlike the previous model, which is based aedi bidirectional graphs, the new model is based
on random graphs. Nevertheless, similar to the previoud fixeology scenario, for the random graph based

modeling below, we still consider bidirectional links whisvo nodes can communicate.
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5.1 Random Graph Modeling of the Network Topology

Before characterizing random connectivity of the netwdrlbsecondary users, let us first introduce a fixed
undirected grapls = (.4, &) which describes the maximal set of communication links whene is no link
failure. Due to the random link failures, at tinkehe inter-user communication is described by a subgraph
of G denoted byG(k) = (4", &(k)) where&' (k) C &; the edgq j,i) € £(Kk) if and only if nodesj andi can
communicate at tim& where(j,i) € &. Thus, the (undirected) gragB(k) is generated as the outcome of
random link failures. Note that an edggi) never appears iG(k) if it is not an edge ofG. The neighbor
set of node is .4 (k) = {j|(]j,i) € &£(k)} at timek. The number of elements in{(k) is denoted by. 4 (k).
At time k > 0, the adjacency matrix dB(k) is defined asA(k) = (aii(k))1<j,i<|.»|, Wwhereaji(k) = 1 if
(j,i) € &(k), andaji(k) = 0 otherwise. It is clear that the gra@(k) is completely characterized by the
random matrixA(k).

Concerning the statistical properties of link failures, agsume that for all links (each associated with an
edge in the grapi®) fail independently with the same probabilipye (0,1). For notational simplicity we
use the same parameteto model the failure probability. The generalization of thedeling and analysis to

link-dependent failure probabilities is straightforward

5.2 The Algorithm with Random Graphs

For the random link failure-prone model, the two spectrunssey stages introduced in the previous chapter
are still applicable. In the first stage, each node perfohmsadio detection and computes the measurements
accordingto (2). During the second stage, at tkeach node exchanges states information with its neighbors
and performs the corresponding computation to generagtats update;(k+ 1). Let A be the maximum
degree of the grap@, and takes € (0,1/A).

The state of usdarc ./ is updated by the rule

Xi(k+1) =xi(k)+¢€ z x; (k) —xi (k)] (13)
jeA K

whereg is a pre-determined constant step size4{fk) = 0 (empty set), (13) reducesxgk+ 1) = x; (k).

Theorem 2. Under the independent link failure assumption, the aldonit(13) ensures average consensus,

e, imie Xi(K) = (1/n) 371 %;(0) for all i € .4/, with probability one. If, in addition, (0)|? < e and



20 F. Richard Yu, Helen Tang, Minyi Huang, Peter Mason, and i&imig| Li

x(0) is independent of the sequence of adjacency matAc&s k= 0,1,---, then each Xk) converges to

(1/m) 31 %j(0) in mean square with an exponential convergence rate.

Proof. We can write the algorithm (13) in the vector form
x(k+1) = [l — eL(K)]x(Kk),

whereL (k) is the Laplacian of the grapB(k). For a vectorz = (z,---,z,)", denote the Euclidean norm
|z| = (3, Z)Y/2. For any given sample point, we can show thNHK) = | — eL(Kk) is a symmetric aperiodic
stochastic matrix so that it has all its eigenvalues withia interval(—1,1] (see, e.g., [58]), and therefore
M (k) determines a paracontracting map [46,59] in the sbh@ez + zif and only if M (k)z| < |z|. ForM (k),
we denote its fixed point subspagé(M(k)) = {ze R"|M(k)z= z}.

By the assumption on the independent link failures, we saewfith probability oneG(k) = G for an
infinite number of timek. Let Q denote the underlying probability sample space. Thusr akeluding a
setAg of zero probability, for alkw € Q\Ag, G(k) = G infinitely often with the associated Laplacian being
L(k) = L. Hence, for eaclw € Q\Ap, x(k) converges to a point in the spagé(l — L) = {ze R"|Lz= 0}
whenk — o. Furthermore{z € R"|Lz= 0} = spar{1,} sinceG is a connected undirected graph.

On the other hand, it is straightforward to check tfiain) 3 x; (k) remains as a constant sinWk) is
a doubly stochastic matrix (i.e., nonnegative matric withiaw sums and column sums equal to one). Now
it follows that eactxi (k) converges tg1/n) y7_; x;(0) with probability one, a& — .

We continue to analyze mean square convergence. Six¢@) |2 < « and SUR_ s k>0 X (K)] < maxc s [%(0)] <
|x(0)|, by the probability one convergencexpfk), it follows from dominated convergence results in proba-
bility theory thatx; (k) also converges t@l/n) 37, x(0) in mean square.

Now, we proceed to give an estimation of the mean square ogenee rate within the random network

model. Denote Avix(0)) = (1/n) 31 x;(0). It is straightforward to show that

X(k+ 1) — Ave(x(0))1n = [1 - (1/n) 1111 - eL(K)][X(K) — Ave(x(0))1s] (14)

B(K)x(K) — Ave(x(0))1. (15)

In fact, for eachw € Q, by the eigenvalue distribution of the matrigdgn)1,1} andL(k), we can show
that BT (k)B(k), and subsequentlg[B' (k)B(k)], haven real eigenvalues on the intervi, 1]. We use a
contradiction argument to show that the largest eigenvalwé E[BT (k)B(k)] is less than one. Suppose

p = 1 for E[BT (k)B(k)]; then there exists a real-valued vecc# 0 such that
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x"E[BT (k)B(k)]x = x"x. (16)
By the factx" [BT (k)B(k)]x < X" X, the equality (16) leads to
x"[BT (k)B(k)]x = x"x (17)

with probability one. On the other hand, by the link failussamption, there exists a &t C Q such that
P(A1) > 0 and for eaclw € A4, the associated matrix vallk) = | — eL. Without the loss of generality, we
can assumgy has been chosen in such a manner that foramyA;, (17) also holds.

By noticing the fact that for ang € R",
2" BT (k)B(K)]z< Z' (I —eL)?z< 2'2, (18)
we obtain from (17) that
X" (1 —el)>x=x"x. (19)

Hence, (19) implies thatis the eigenvector df— eL associated with the eigenvalue 1, which further implies
thatx € spar{1,}. Denotex = c1, wherec is a constant. By substituting= c1, into the left hand side of
(17), we obtairk" [BT (k)B(k)]x = 0 for eachw € Q, which contradicts with (17) and the faxt4 0. Hence,
we conclude that the largest eigenvapuef E[BT (k)B(K)] is in the interval0, 1).

Finally, by elementary calculation we obtain the convengenate estimate

E|x(K) — Ave(X(0))1n|? < p*E|x(0) — Ave(x(0))1,[2. (20)

In fact, we have the simplified expression:

BT (K)B(k) = [I - eL(K)][1 — (1/m) 115 ]*[1 - £L(K)]
=[1 =LKl — (1/m)2a17][1 — £L(K)]

= [ —eL(K)]* - (1/n)1n1y,

and thereforep is also given as the largest eigenvalue of the positive stfinite matrixE[l — £L(k)]2 —

(1/n)1,1].
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6 Simulation Results and Discussions

In this section, we present and discuss the simulationtesfithe distributed consensus-based scheme.

6.1 Distributed Consensus-Based Cooperative Spectrum Sensing

6.1.1 Simulation Setup

In the simulations, we assume that all secondary users pegiercing i.i.d. Rayleigh fading without spatial
correlation. Each secondary user uses an energy detectosiridlate the output of the energy detec-
tor directly in our simulations. When the primary user isalisY is a random quantity with chi-square
distribution. When the primary user is presentmay be denoted as the sum of two independent random
variables [54], [55]. The parameters 6fdepend on the average SNR in the Rayleigh fading (see (3) and
(4)). The simulations are done in three test conditionshéfirst condition, every user has the same average
SNRY), which is 10dB. In the second condition, each user has diffeaverag&NRY) varying from 5dB to
9dB. In the third condition, each user has different ave@§&Yy) varying from 5dB to 15dB. The relevant
information of primary users, such as the position, the mgdirection and the moving velocity, is unknown
to the secondary users.

We compare the performance of the proposed scheme withfthatexisting OR-rule cooperative sensing
scheme [29, 32, 60], which is better than AND-rule and MAJDRIule in many cases of practical interest
[32, 60]. In the OR-rule cooperative sensing scheme, eacbnsry user makes local spectrum sensing
decision, which is a binary variable - a “one” denotes thesg@nee of a primary user, and a “zero” denotes its
absence. Then, all of the local decisions are sent to a di¢aiwo to sum up all local decision values. If the
sum is greater than or equal to one, a primary user is beli@vied present.

In the first stage of spectrum sensing, after time synchatioiz, every secondary user performs energy
detection withTW = 5 individually to get local measuremeyjtat the selected center frequenfgyand the
bandwidth of interestV. To set up the initial energy vectd(0), we setx (0) =Y.

In the second stage, the existing method and the proposegmsus algorithm (7) are conducted based
on fixed graph models, while the proposed consensus algo(itB) is run based on random graph models.
For fixed graphs, the basic requirement is to set up duplexi@gs channels. In the simulations, we consider
a network topology with 10 secondary users that establishplhgG = {4, &}, as shown in Fig. 0.4(a). For

random graphs, we use the same set of nodes as in Fig. 0.4{b¢ptace solid lines with dotted ones, which
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have probabilities of link failure of 40% (refer to Fig. Ob3). The links in those figures stand for bidirectional
wireless links. With regard to link failure probabilitigbey mean both directions will fail to work in case of
link failure. We also consider a network topology with 50 eedn the simulations, which is shown in Fig.
5. All of the 50 nodes are located randomly. The links in thenb@le network have probabilities of failure of

40%.

6.1.2 Convergence of the Consensus Algorithm

Figs. 0.6(a) and 0.6(b) show the estimated primary useggnerthe network with a 10-node fixed graph.
We can observe that, although the initially sensed enenggwgreatly due to their different wireless channel
conditions for different secondary nodes, a consensudwileached after several iterations. The stepsize
has effects on the convergence rate of the consensus hfgoAiccording to (7) and (13), a value should be
selected foe such that 0< £ < A~1. Since the maximum number of neighbors of a node in Figsapaid
0.4(b)is 5,A =5. Then, 0< € < 0.2.
Here we provide some discussion about the choice of the pdeam First, given the network topology,

we may construct the associated Lapladiaas a 10x 10 matrix. For reasons of spadejs not displayed.

The eigenvalue of are listed as follows:

0, 0.3416 0.840Q 1.4239 2.000Q 2.000Q 3.000Q 3.1373 4.9411 6.3161 (21)

On the interval 0, 0.2), the spectral gag(e) may be shown to be

g(e) = 1—0.3416, (22)

which monotonically decreases ¢, 0.2). We note that for this specific network topology, wheg- 0.2,
the resulting matriP = | — €L is ergodic. On the intervdD, 0.2] the spectral gap is maximizedat= 0.2.

In below we select two values far, 0.1 and 0.19, in Fig. 0.6(a) and Fig. 0.6(b), respectivalg. can
see that the algorithm converges faster when 0.19 than that whew = 0.1, which is due to the fact that
€ =0.19 corresponds to a larger spectral gép.19).

After about 5 iterations in Fig. 0.6(b), the difference betn the nodes is less than 1 dB, which indicates
that a consensus is achieved. Fig. 7 shows the estimatedrgrimer energy in the network with a random

graph wherg = 0.19. Comparing Fig. 7 with Fig. 0.6(b), we can see that therélyn converges more slowly
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Fig. 4: Network topology with 10 nodes in the simulations.
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Fig. 5: Network topology with 50 nodes in the simulations.

in the random graph case due to the random link failure in RRen€work. In Fig. 7, after about 10 iterations,
the difference between the nodes is less than 1 dB, whichatek that a consensus is achieved.

Fig. 8 shows the convergence performance for the 50-nodenlete = 0.15 is used. We can observe
that the algorithm converges more slowly in the 50-node agkwompared to the 10-node network due to a
larger number of nodes. Nevertheless, after about 30ib@stthe difference between the nodes is less than
1 dB, which indicates that a consensus is achieved.

In the rest of the simulations, we conduct the simulatiorthiige scenarios. In scenario one, under each of
the three test conditions, the simulations are conductesing one of the existing methods and the proposed
scheme, respectively. The purpose of this scenario is to@eathe performance of the proposed scheme in
terms ofPy, (probability of missing detection) arfé} (probability of false alarm). In scenario two, we focus
on test condition one, and try to find the best detection &eitgifor different algorithms. In scenario three,
we also work on test condition one, and set a fixed detecti@shioldA as stated in (11) to simulate the real

situation in practice.

6.1.3 Scenario One

We compare the performance of the proposed scheme with tlaait existing OR-rule cooperative sensing
scheme [29, 32, 60]. Before the comparison, let us discusflybthe relationship betweeR,, (probability
of missing detection)= 1Py (probability of detection) an&; (probability of false alarm). The fundamental

tradeoff betwee®y, andP; has different implications in the context of spectrum seg$5]. A high Py, will
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Fig. 8: Convergence of the network with a 50-node random graph 0.15).

result in the missing detection of primary users with higblability, which in turn increases the interference
to primary users. On the other hand, a highwill result in low spectrum utilization since false alarms
increase the number of missed opportunities (white spadesxpectedp; is independent of since under
Ho there is no primary signal.

Figs. 9 and 10 show; vs. R, We can see that the proposed algorithm has better perfasrthan the
existing OR-rule cooperative sensing scheme. The numlesiddthe curves are the corresponding thresh-

olds A in dB. In Fig. 9, where each secondary user has the same av8idlg 10dB, if the threshold is
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false alarm probabilityPs ) (Each secondary user has the same average BNR,0dB).

in the range of 14 to 12dB, bothPs andPy, can simultaneously drop below the probability of 2dor the
proposed consensus algorithm in both fixed and random grists the results are the same between the
fixed and random models. In comparison, to reach the sametgeaxisting OR-rule method must geto
be around 18dB, which has far worsey, (1072 vs. 10-3) with regard to the samig level (1072).

In condition two, secondary users undergo different av@@gR varying from 5dB to 9dB. In condition
three, secondary users undergo different average SNRngafsom 5dB to 15dB. The similar results are

demonstrated in Figs. 10 and 11 for condition two and thieesnectively.

6.2 Scenario Two

Next, we examine the performance of detection probalsilfieto find out the sensitivity in detecting the
primary user’s presence. Fig. 12 showgdetection probability = - Py,) vs. average SNRy) of secondary
users. Condition one is used in this scenario, and the stionles performed when the average SNR varies
from 5dB to 10dB for all the nodes. The decision threshaldis chosen so as to keép = 10~1. Time-
bandwidth productT W, is set to be 5, which is the same as before. From Fig. 12, wihagééhe proposed

scheme can have a significant improvement in terms of theresjaverage SNR for detection. In particular,
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1 T T T T T QQ} 6150 @@@@1@@@ . .
30 Avg SNR =808 s (5 O OOURHE ason, and iainig) Li
0.99 AVg. SNR =6.8dB o O Onvg. SNR =7.8dB 1
O
0.98 O o o O 1
0.97f o o O 1
°
0 gesl @ O i
2 el © O
3 >0 o
8 oo0af 6 1
<)
a 0.931 O b
c = 4
S 0.92 ®)
© 091 i
) ' (@)
-
8 09r b
0.89 O b
0.8 b
ft (- Pd, Existing method in fixed graphs
0.87H L] Pd, Proposed fixed-graph-based consensus i
<> Pd, Proposed random-digraph-based consensus
1 1 1 1 1 1 1 1 1

0.86
5

55 6 6.5 7 7.5 8 8.5 9 9.5 10

Average SNR 7 (dB)

Fig. 12: Simulation results in scenario two: detection probabi(iy) vs. average SNRy) (P = 1071,
TW=5).

if the probability of detection is expected to be kept abo@dqor Py, < 10-2), the existing spectrum sens-
ing scheme requireg= 7.8dB. This required average SNR is higher than those in thpgsed consensus

scheme, both of which are approximatel@@B.

6.2.1 Scenario Three

In reality, it is unlikely to adjust the threshokddon demand with regard to the different average SNR. Rather,
a fixed threshold that can work in arnyis much more desirable. We can call it as threshold robustnes

Therefore, in this scenario, we use condition one and interst a pre-defined thresholdby using (11)

S0 as to achieve a certain goal. In fact, there are threeraptitnen we choose such a goal to keep missing
detection probabilityPy) below a certain level, to keep false alarm probabHtyaround a certain level, or

to keep bottPy, andP; as low as possible.

We first try to keegPn, below 1072 when all the ten users undergo the sanvarying from 5dB to 10dB.
Fig. 0.13(a) shows a fixedl that letsP,, below 1072 for the average SNR ranging from 5dB to 10dB. As the
result, the worsP; decreases from.B86 by using the existing method t@86 in both the random graph and
the fixed graph by using the proposed scheme.

The second option is to I& always around 10 when all the ten users undergaarying from 5dB to

10dB. The result is shown in Fig. 0.13(b), whéekeeps around 1¢. The proposed consensus algorithm
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Fig. 13: Results in simulation scenario three: Part One.

has the better performance in term$gf down from 0161 in the existing method ta@27 in the proposed

method.
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In the third option, keep botRy andP; as low as possible. When determining a threshold, we refer to
Fig. 0.14(a), which shows the worst case when all the tersissdfersy = 5dB. For the consensus scheme to
have better missing detection performance, the threstnasien in the proposed scheme should be lower than
that in the OR-rule scheme. In Fig. 0.14(a), we can see tlitlt the same missing detection probability, the
threshold is lower in the proposed scheme than that in theu@dscheme. On the other hand, with this lower
threshold, a better false alarm probability can be achiavélde proposed scheme. The reason is that, when
there is no primary user, the output of the energy dete¥toof each secondary user is a random quantity
with central chi-square distribution (please see Eq. @RceY varies greatly, it is easy for a secondary
user to have a false alarm in the OR-rule scheme. By conthestonsensus scheme does not use the raw
dataY to make decisions. Instead, it uses the consensus amongdbiedary users to make decisions, thus
it can remove some randomness in the raw dataéherefore, the consensus scheme can have a better false
alarm probability than the OR-rule scheme with the samestiolel. This can be shown in Fig. 0.14(a). From
Fig. 0.14(a), we can also observe that both missing deteatiol false alarm probabilities are low when the
threshold is round 11dB for the consensus scheme and whémréshold is around 13.6 dB for the OR-rule
scheme. In Fig. 0.14(a), if we compare the performance ott@msensus scheme with a threshold 11dB to
that of the OR-rule scheme with a threshold 13.6 dB, we cathsgdooth missing detection and false alarm
probabilities are lower in the consensus scheme than thake IOR-rule scheme. We chooke- 11dB for
the proposed consensus algorithm, and 13.6dB for the existing method to conduct our numerical studies
Fig. 0.14(b) illustrates the result of such a fixedlt is seen that botl®,, andP; have better performance
for the proposed algorithm than those of the existing metRgéndP; drops to a relatively low level. This
highlights the overall advantage in so-called thresholdistness for the proposed consensus algorithm. That
is, for a givenA, the proposed consensus algorithm can outputMgsand P; than those of the existing
method. The algorithm works well in both fixed graphs and candnes. Another observation in scenario
three is, when the average SNR risBg,drops for a given thresholdl, but P; remains more or less at the
same level. This means, for a fixadPy, is subject to the change of the average SNR. In confPast,stable,

because this parameter deals with the conditiodgfvhere only the collective noises exists.

7 Conclusion

In this chapter, we have presented a fully distributed aradagte scheme for spectrum sensing based on
recent advances in consensus algorithms. Cooperativérgpesensing is modeled as a multi-agent co-

ordination problem. Secondary users can maintain coctidméased on only local information exchange
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without a centralized receiver. Simulation results werespnted to show the effectiveness of the proposed
consensus-based scheme. It is shown that both missingidatpoobability and false alarm probability can
be significantly reduced in the proposed scheme comparéadse in the existing schemes.

Also, as the real network topologies undergo random chaagedhe primary user may randomly enter
and leave the network, a protocol is necessary to quickliddeghen the consensus is considered to be practi-
cal reached. If the secondary users cannot efficiently fodecasion in finite steps, the energy measurements
obtained at the beginning may become obsolete. To addrissfnilte time detection issue, in implementa-
tions a certain toleration threshold may be used by the usesecondary user may stop the iteration if it
finds the difference between the states of each neighbotselitihas fallen below the threshold. The choice
of threshold depends on empirical studies. Our simulatiolicates that the threshold may be chosen to be
around a fraction of 1 dB or close to 1 dB.

One limitation of the proposed scheme is that the choiceeo$tlp siz& depends on the maximum num-
ber of neighbors of a node in the network. In other words, esate needs to have the prior knowledge of
an upper bound of the maximum degree of the network. To sbigetoblem, an alternative approach may
be used, which is based on so called Metropolis weights [A@iF approach does not need the knowledge
of the maximum degree of the network. Future work is in pregie this direction. In addition, we plan to
study transport layer issues [63] and heterogeneous nietvigsues 7] in the proposed framework. More-
over, we also want to simplify the data format of detectiaatistics from each secondary user to save the
wireless bandwidth. Finally addition, as energy detectioes not work well for spread spectrum signals,

other approaches will be studied to deal with such networks.
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